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Abstract. While formal robustness verification has seen significant suc-
cess in image classification, scaling these guarantees to object detection
remains notoriously difficult due to complex non-linear coordinate trans-
formations and Intersection-over-Union (IoU) metrics. As a fundamen-
tal step towards verifying complete detection pipelines, we introduce
IoUCert, a novel formal verification framework designed specifically to
overcome these core mathematical bottlenecks. By isolating the object
localisation task in single-object settings, we propose a coordinate trans-
formation that circumvents precision-degrading relaxations of non-linear
box prediction functions. This approach allows us to optimise bounds di-
rectly with respect to anchor box offsets, enabling a novel Interval Bound
Propagation method that derives optimal IoU bounds. We demonstrate
that IoUCert enables, for the first time, the robustness verification of foun-
dational, anchor-based architectures including tractable variants of SSD,
YOLOv2, and YOLOv3 against various input perturbations, providing
a rigorous theoretical basis for future end-to-end detector verification.

Keywords: Neural Network Verification · Object Detection · Adversar-
ial Robustness

1 Introduction

Neural networks are increasingly being deployed in safety-critical domains such
as autonomous vehicles [13] and medical diagnostics [43]. Even when these mod-
els produce correct predictions for a given input, they can make incorrect predic-
tions on perceptually equivalent variations of that input [2,27,61,69,71]. Formal
verification approaches address this by assessing the robustness of models with
respect to various input perturbations such as white noise [34,39,58,64], photo-
metric [31,38], geometric [5, 6] and convolutional [12,49] perturbations.

While significant progress in the area has been made, most methods target
image classifiers [1, 4, 17, 20, 24, 41, 47, 65, 70]. As a result, the methods can-
not analyse complex architectures widely used in computer vision applications
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Fig. 1: A counterexample from robustness verification of a YOLOv3 model on a runway
detection task. Left: original image; right: perturbed image. Green boxes: ground truth,
blue box: original model prediction (IoU = 0.89), red box: prediction on the perturbed
image (IoU = 0.11).

that require robustness validation. A notable example of this is the class of ob-
ject detection (OD) models [44, 54, 74] which may exhibit vulnerabilities such
as that illustrated in Figure 1. The technical challenge is that OD models in-
clude non-linear components such as non-maximum suppression, additional logic
components such as Intersection-over-Union (IoU) calculations, and non-linear
transformations to convert the raw model outputs into bounding box predic-
tions. Existing robustness verifiers either do not support these or provide loose
approximations for them [15,19,50,53]. Most work on OD verification employs re-
gression models predicting four box coordinates which lack the typical backbone,
neck and head structure of object detectors, do not consider heads operating at
multiple grid scales, and use shallow backbones [15, 19, 50, 53]. They therefore
lack the capabilities to analyse modern OD models.

In this paper, we overcome these limitations by introducing IoUCert, a method
for the verification of OD models that is provably tighter than previous ap-
proaches, supports foundational anchor-based architectures such as SSD and
YOLO, and scales beyond simplified toy models. Specifically, we make the fol-
lowing contributions:

– We improve existing Interval Bound Propagation (IBP) methods by deriving
optimal IoU bounds for anchor-based object detection models.

– We introduce an architecture-aware verification framework for anchor-based
object detectors. By using a novel coordinate transformation, we bypass the
relaxation of complex non-linearities (such as class logit sigmoids), effectively
avoiding the computational bottlenecks of standard verifiers. This allows us
to scale efficiently and enables the first formal verification of models like SSD
and YOLOv3 in single-object settings.

– We derive optimal linear relaxations for LeakyReLU activations in YOLOv3
models to minimise relaxation errors.

– We integrate IoUCert into the Venus verifier to analyse the robustness of SSD,
YOLOv2 and YOLOv3 models on datasets of varying complexity, including
Pascal VOC [22], COCO [42] and a runway detection task on LARD [18].

Bridging formal verification and object detection requires managing immense
computational complexity: complete verification provides guarantees over infinite
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continuous perturbation spaces, far more demanding than empirical testing. To
remain tractable for realistic architectures, we focus on the single-object setting,
verifying the core classification-regression mechanisms while leaving the combi-
natorial complexity of multi-object competition and Non-Maximum Suppression
(NMS) for future work.

The rest of the paper is organised as follows: After discussing related work
below, we discuss background material on OD models and neural network ver-
ification in Section 3 and present IoUCert in Section 4, which we evaluate in
Section 5. We conclude in Section 7.

2 Related Work

Neural network verification encompasses complete methods relying on Satisfi-
ability Modulo Theories [21, 33, 34, 51] or Mixed-Integer Linear Programming
solvers [3, 8, 39, 46, 59, 60], and incomplete methods that use relaxations like
Semidefinite Programming [14, 23, 40, 52] or efficient bound propagation [28, 37,
57,63,64,66,67]. State-of-the-art approaches often combine GPU-accelerated in-
complete bound propagation with Branch-and-Bound heuristics to achieve com-
pleteness and scalability [10,16,32,62,72,73].

While verification has seen significant progress, most verifiers primarily tar-
get image classifiers [11]. Recent efforts in object detection (OD) verification
struggle to scale beyond highly simplified setups. For instance, [19] bounds the
Intersection-over-Union (IoU) metric via Interval Bound Propagation (IBP) on
predicted corner coordinates, while [53] encodes IoU as a network layer but
struggles with loose bounds on operations like max, min, and division. Both
methods demonstrate formal verification on simple regression toy models out-
putting four corner coordinates for a single object, and these models achieve low
accuracies. The probabilistic verifier by [45] scales to larger architectures, but
suffers from unsound robustness certificates, even for small models. Other works
based on ImageStars [15] or branch-free IBP [50] are similarly evaluated on toy
models and lack support for the multi-scale heads, non-linear coordinate trans-
formations, and anchor-based structures of real-world detectors like SSD [44]
and YOLO [54].

In contrast, IoUCert is a sound verifier that provides an object detection-aware
framework which explicitly exploits the specific structure of anchor-based detec-
tors to efficiently scale verification. Unlike previous approaches that naively ap-
ply image verifiers to OD models which often incur unnecessary relaxations that
lead to timeouts, we introduce a coordinate transformation to directly operate on
inferred offset bounds. This enables optimal bounding for realistic anchor-based
detectors that achieve high accuracies. Combined with tight symbolic bounding
and optimal IoU relaxations, our method scales to architectures of practical rel-
evance. For the first time, we demonstrate robustness verification on SSD [44],
YOLOv2 [55], and YOLOv3 [56] models. While newer YOLO variants exist, they
employ components that remain highly challenging for current verifiers, such as
attention layers [7].
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3 Background

We formally define the single-object detection task, describe typical anchor-based
architectures, and outline the neural network verification problem. Extending
this framework to multiple objects is left for future work due to the added
complexity.

3.1 Object detection

Let I ∈ RC×H×W be an image that is annotated with a ground truth box
g = (z0, z1, z2, z3, gc), where (z0, z1) and (z2, z3) are its top-left and bottom-right
corners, and gc is its class. For a single-object task the expected output is exactly
one bounding box matching this ground truth, but regressing a single set of co-
ordinates performs poorly. Instead, a modern object detector O predicts a large
set of candidate detections O(I) = {b1, . . . , bk} and relies on post-processing
to isolate the final prediction, which makes the naive application of robustness
verifiers prohibitively difficult.

Each predicted box b = (z0, z1, z2, z3, c, s) contains corner coordinates, class
probabilities c ∈ Rnc , and a confidence score s ∈ [0, 1]. Let the area of box b
be a(b) = (b3 − b1)(b2 − b0) and the intersection of two boxes b, b′ be i(b, b′) =
(max(b0, b

′
0),max(b1, b

′
1),min(b2, b

′
2),min(b3, b

′
3)). The Intersection-over-Union is

IoU(b, b′) = a(i(b, b′))/(a(b) + a(b′)− a(i(b, b′))).
An OD model is correct with respect to ground truth g and thresholds

τiou, τclass if: (1) it outputs exactly one box b after post-processing, (2) the pre-
dicted class argmaxi ci matches gc and its class score exceeds τclass, and (3)
IoU(b, g) ≥ τiou.

Modern anchor-based OD models (e.g ., SSD, YOLO) predict offsets for a
fixed set of prior anchor boxes {p1, . . . , pn} via a three-step pipeline:
Step 1: Offset Prediction. The model predicts A = {a1, . . . , an}, where ai =
(oi, li) contains coordinate offsets oi and logits li for class and confidence scores.
Step 2: Box Construction. Offsets oi and anchors pi are combined via a
model-specific function ϕ(oi, pi) = (cx, cy, w, h) into centre-format coordinates
(see Appendix B). This is mapped to the corner-format (z0, z1, z2, z3) using
ψ(ϕ(oi, pi)) = (cx− w

2 , cy −
h
2 , cx+

w
2 , cy +

h
2 ). The inverse, used later in our ver-

ification procedure, is ψ−1(z0, z1, z2, z3) = ( z0+z2
2 , z1+z3

2 , z2 − z0, z3 − z1). Each
box is assigned a class and confidence score from the corresponding logits li.
Step 3: Post-processing. Non-maximum suppression (NMS) filters overlap-
ping or low-confidence boxes. For single object detection, we assume this selects
the highest-confidence bounding box above a threshold (this is without loss of
generality, see Appendix A). We keep this threshold even though we deal with
single-object detection, since it allows a detector to abstain when all candidates
score below it. Verifying correctness therefore requires certifying both the selec-
tion of the top box and the satisfaction of the threshold.
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Fig. 2: Pipeline of our object detection (OD) verification framework, combining verifier
bounds, candidate selection, and optimal IoU bound derivation to reach ROBUST,
NONROBUST or UNKNOWN conclusions.

3.2 Neural Network Verification

Verification aims to certify a network’s robustness. A network N is robust to
input constraints ζx (e.g ., ℓ∞ bounds, brightness, or blurring [12, 38]) if N(x)
satisfies output constraints ζy for all x ∈ ζx. Here, ζy encodes OD correctness as
defined above.

Interval Bound Propagation (IBP) [28] is a fast, incomplete method that
propagates concrete intervals, but it often yields loose bounds as it cannot cap-
ture variable dependencies [63]. Symbolic Interval Propagation (SIP) mitigates
this by propagating symbolic bounding equations. The CROWN/DeepPoly/
back-substitution method [32,58,67] propagates symbolically from the layer of in-
terest back to the input to fully capture dependencies and obtain tighter bounds.
When bounds remain too loose, branch-and-bound partitions the problem space
to reduce relaxation errors. This is done via input splitting for low input dimen-
sions [8, 63] or neuron splitting for high-dimensional problems [8, 25].

Verifying OD models with standard SIP is challenging because verifiers typ-
ically target ReLU networks (YOLOv3 uses LeakyReLU) and require linear re-
laxations for all non-linear components (e.g ., box construction). In Section 4,
we overcome these limitations by proposing a coordinate transformation to
bypass certain non-linearities, derive optimal IoU bounds, and define optimal
LeakyReLU relaxations.

4 Method

Verifying object detectors is challenging: modern OD models combine large ar-
chitectures with non-linear functions mapping offsets to box coordinates, and
existing verifiers fail to scale to SSD or YOLO due to loose bounds and missing
support for anchor boxes, multiple prediction heads, and confidence scores. To
the best of our knowledge, IoUCert is the first to support such coordinate trans-
formations, enabling IoU bounding for detectors with non-linear box predictions,
for which we further derive the provably tightest IoU bounds. Figure 2 presents
an overview of our verification pipeline.
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4.1 Coordinate Transformation

As outlined in Section 3.1, object detectors predict offsets o that are converted
to corner coordinates (z0, z1, z2, z3) via the mapping ψ ◦ ϕ. We bound the IoU
function directly with respect to the predicted offsets, rather than propagating
the offset bounds through ψ ◦ ϕ before bounding the IoU function [19], thereby
circumventing the overapproximation that bound propagation over ψ ◦ ϕ would
induce.

To bound the IoU between the predicted offsets o of a bounding box and a
fixed ground truth box g, we need to bound the expression IoU(ψ◦ϕ(o), g). Here,
we focus on deriving the optimal upper bound using the given offset bounds [o,o]
for o = (o0, o1, o2, o3); the derivation for the lower bound is analogous. We want
to solve the constrained maximisation problem:

max
o=(o0,o1,o2,o3)

IoU(ψ ◦ ϕ(o), g)

s.t. o ≤ o ≤ o,
(1)

which is difficult to do using linear-relaxation-based bound propagation methods
due to the non-linearity of ψ ◦ ϕ. We define γ(o) = ψ ◦ ϕ(o) which maps from
offset space to corner space. We show the injectivity of the mappings ψ, ϕ in
Appendix B. Since the composition of injective functions is injective [29, The-
orem 12.2], it follows that the composition ψ ◦ ϕ is also injective. This allows
us to define (ψ ◦ ϕ)−1

(z) = ϕ−1 ◦ ψ−1(z) as the mapping from corner space
to offset space. We substitute o = ϕ−1 ◦ ψ−1(z) in Problem 1. The objective
function becomes IoU(ψ ◦ ϕ(ϕ−1 ◦ ψ−1(z)), g) = IoU(z, g) while the constraints
become o ≤ ϕ−1 ◦ ψ−1(z) ≤ o. In summary, we obtain the following equiva-
lent optimisation problem which directly optimises over the corner coordinates
z = (z0, z1, z2, z3) [9, pp. 130–131]:

max
z=(z0,z1,z2,z3)

IoU(z, g)

s.t. o ≤ ϕ−1 ◦ ψ−1(z) ≤ o,

The inverse mappings ensure that the feasible region, originally defined in the
offset space, is correctly expressed over z. Rewriting the constraints explicitly in
terms of the corner coordinates, we obtain:

max
z0,z1,z2,z3

IoU((z0, z1, z2, z3), g)

s.t. 2cx(o0) ≤ z0 + z2 ≤ 2cx(o0),

2cy(o1) ≤ z1 + z3 ≤ 2cy(o1),

w(o2) ≤ z2 − z0 ≤ w(o2),

h(o3) ≤ z3 − z1 ≤ h(o3),

(2)

where cx and cy denote the centre coordinate transformations, and w and h
represent the width and height, each expressed in terms of their respective offsets.
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More generally, the transformation applies whenever the box-construction map
ψ ◦ ϕ is injective with a tractable inverse, i.e. when the decoding function is
strictly monotonic in each offset (Appendix B). The applicability of the method
to other detector families is discussed in Appendix H.

4.2 Optimal IoU IBP Bounds

Extreme points for the IoU in Problem 2 exist either (i) where the gradient
of the function is zero; (ii) along the borders of the constrained region; or (iii)
where the function is not differentiable. Cohen et al. [19] show that the partial
derivatives of IoU((z0, z1, z2, z3), g) are never zero within the feasible region, so
we only consider cases (ii) and (iii). Since each constraint only includes either
the variables (z0, z2) or (z1, z3), we consider the 2D plane (z0, z2) corresponding
to width-related variables, and the plane (z1, z3) corresponding to height-related
variables separately. We identify the coordinates within each 2D plane, and then
combine the coordinates from both planes to form the complete candidate ex-
treme points. We use Li and Ui to denote the lower and upper bounds for the
i-th constraint in Problem 2.

1. Corner points. The corners of each region where the constraints intersect
form our first set of critical points over the boundaries. These are given by

P c
x =

{︃(︃
U0 − U2

2
,
U0 + U2

2

)︃
,

(︃
U0 − L2

2
,
U0 + L2

2

)︃
,(︃

L0 − U2

2
,
L0 + U2

2

)︃
,

(︃
L0 − L2

2
,
L0 + L2

2

)︃}︃
over the (z0, z2) plane, and

P c
y =

{︃(︃
U1 − U3

2
,
U1 + U3

2

)︃
,

(︃
U1 − L3

2
,
U1 + L3

2

)︃
,(︃

L1 − U3

2
,
L1 + U3

2

)︃
,

(︃
L1 − L3

2
,
L1 + L3

2

)︃}︃
over the (z1, z3) plane.

2. Stationary points on boundaries. The second set of critical points are
those where the gradient along the boundaries is zero. Each boundary of the
feasible region is defined by one of the following equations (with k = 0 or
k = 1, depending on the plane):
(a) zk + zk+2 = Uk or zk + zk+2 = Lk

(b) zk+2 − zk = Uk+2 or zk+2 − zk = Lk+2.
As we show in Appendix E.2, the gradient along these boundaries, where
it exists, is either zero at every point or non-zero at every point. When
the gradient is always zero, the value on the boundary matches that at the
corners of the region. If it is always non-zero, the extremum is attained at
one of the ends of the corner segment. Consequently, these stationary points
on the boundaries are already included in P c

x , P c
y .
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3. Non-differentiable points. Since the IoU function is non-differentiable
whenever zi = gi, the third set of critical points includes
– the points at the intersection of the ground truth box coordinates with

each border (when they intersect): P int
x = {(g0, U0 − g0), (g0, L0 − g0),

(g0, U2 + g0), (g0, L2 + g0), (U0 − g2, g2), (L0 − g2, g2), (g2 −U2, g2), (g2 −
L2, g2)} along the (z0, z2) plane, and P int

y = {(g1, U1 − g1), (g1, L1 − g1),
(g1, U3 + g1), (g1, L3 + g1), (U1 − g3, g3), (L1 − g3, g3), (g3 −U3, g3), (g3 −
L3, g3)} along the (z1, z3) plane.

– the corners of the ground truth boxes when they fall within the constraint
region: P gt

x = (g0,g2) and P gt
y = (g1,g3).

For i ∈ {0, 2}, let Pzi = {α | (α, β) ∈ P c
x ∪P int

x ∪P gt
x for some β}, and similarly,

for i ∈ {1, 3}, let Pzi = {α | (α, β) ∈ P c
y ∪ P int

y ∪ P gt
y for some β}. These sets of

points can be used to optimise the IoU function.

Theorem 1. The IoU function is maximum for a point obtained from within
the set Cs =×i

Pzi .

Proof. See Appendix E.

Following Theorem 1, the maximum and minimum IoU values can be found
by iterating through the critical points, checking whether they satisfy the con-
straints, evaluating their validity (whether they define valid boxes satisfying
z0 < z2 and z1 < z3), and updating the maximum and minimum IoU val-
ues. The same construction applies to each 2D plane: the candidate set com-
prises 13 points, namely the 4 corners of the feasible region, the 8 intersections
(2 × 4) of the two ground truth coordinate lines with the four lines bounding
the region, and the single ground truth corner; these are continuous box coor-
dinates rather than discrete pixel locations (see Figure 3 for an illustration of
the (z0, z2) plane, including the candidates that are pruned as infeasible). Hence
|P c

x ∪ P int
x ∪ P gt

x | = |P c
y ∪ P int

y ∪ P gt
y | = 13, giving |Cs| = 132 = 169 candidate

points overall. Since the maximum and minimum IoU are attained at such points
and only a finite number (169) exist, the algorithm is correct and will terminate
in constant time. For details see Appendix F.

4.3 Robustness Verification Algorithm

Algorithm 1 introduces the IoUCert method for establishing the robustness of
an OD model for any input satisfying the specified perturbation constraints.
IoUCert employs existing bound propagation frameworks (such as IBP or SIP)
to obtain bounds on the output of the neural network component for a given
perturbation (Line 4). Given these bounds, it identifies all bounding boxes that
could potentially have the highest confidence score (Line 5). Even though an
OD model only outputs the bounding box with the highest confidence score
when there is only a single object, the approximate nature of the bounds may
cause the identification of multiple candidate boxes. For example, if box 1 has
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z0 = g0

z2 = g2

Fig. 3: Geometric intuition for the IoU candidate set in the (z0, z2) plane (the (z1, z3)
plane is analogous). The four constraints define a feasible region (blue) with four corners
(•, P c

x), and the dashed ground truth coordinate lines z0 = g0, z2 = g2 mark the non-
differentiability of the IoU, crossing at the ground truth corner (•, P gt

x ). Each ground
truth line meets each of the four lines bounding the region, giving 2×4 = 8 intersections
(P int

x ): those on the feasible boundary (•) are retained, while those outside it (◦, where
the ground truth lines meet the dashed boundary-line extensions) are pruned by the
feasibility check. This gives 4 + 8 + 1 = 13 enumerated candidates per plane (as used
in Theorem 1). Here 4 of the 8 intersections are infeasible, leaving the 9 filled points.

score bounds ([0.5, 0.9]) and box 2 has ([0.7, 0.8]), either of them could be the
top-scoring box.

To identify candidate boxes, IoUCert selects all boxes whose upper bound
on the confidence score exceeds the highest lower bound among all boxes. This
ensures that only boxes that could potentially be the top-scoring one are con-
sidered. For each candidate, we compute bounds on its class scores and its IoU
with the ground truth box. The detailed procedure is described in Appendix F.

If all candidate boxes meet the IoU threshold, the minimum confidence score
meets the class threshold, and all candidates agree on the predicted class, the
verification query is ROBUST. If none of the candidates meets the IoU threshold,
or the maximum confidence score is below the threshold, or all candidate boxes
predict a class different from the ground truth, the query is NONROBUST. If
the bounds are too loose to determine the outcome, or if the candidate boxes do
not agree on a single class, IoUCert outputs UNKNOWN.

Theorem 2. IoUCert is correct. It is complete when integrated with a branching
framework.

Proof. See Appendix F.

To determine the robustness of unknown cases, IoUCert can be combined with
any branching framework in neural network verification, such as Venus [39].

4.4 Optimal Relaxations for LeakyReLU Activations

While most neural network verification approaches focus on ReLU activation
functions, the YOLOv3 architecture employs LeakyReLU activations. We define
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Algorithm 1 Robustness Verification for Object Detectors
1: Input: Neural network N , input constraints ζx, robustness constraints ζy
2: Output: ROBUST or NONROBUST or UNKNOWN
3: function Verify(N, ζx, ζy)
4: bounds ← Bound_Propagation(ζx, N)
5: IoUBounds, scoreBounds, predClass ←
6: GetHighestBox(bounds)
7: if IoUBounds.min ≥ τiou and
8: scoreBounds.lower ≥ τclass and
9: predClass = class then

10: return ROBUST
11: else if IoUBounds.max < τiou or
12: scoreBounds.upper < τclass or
13: disagree(predClass) then
14: return NONROBUST
15: else
16: return UNKNOWN
17: end if
18: end function

LeakyReLU(x) = max{αx, x} with α ∈ [0, 1] and concrete input bounds x ∈
[l, u]. If u < 0 or l > 0 the activation function is said to be stable and can be
represented exactly in a linear bound propagation framework. For l < 0 < u, its
behaviour is piece-wise linear, and linear lower and upper bounding functions
flower(x), fupper(x) for it are given by

flower(x) = α̃x, α̃ ∈ [α, 1] (3)

fupper(x) =
u− αl

u− l
x+

(α− 1)lu

u− l
. (4)

Existing works simply set α̃ = α [48]. We observe that by selecting α̃ depending
on l, u we can reduce the local relaxation error which has been shown to improve
verification performance [30, 58, 67]. We minimise the relaxation error using the
following result:

Theorem 3. For LeakyReLU(x) = max{αx, x} with x ∈ [l, u], the local relax-
ation error is minimised by setting

flower(x) =

{︄
αx if u < |l|,
x else

(5)

Proof. See Appendix G.

5 Evaluation

We implemented IoUCert on top of Venus, a state-of-the-art verifier [39], encoding
Algorithm 1 as a custom layer appended to the target model. It takes concrete
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bounds on the output logits (from back-substitution) and computes the IoU
and confidence-score bounds, integrating with Venus’s branch-and-bound (BaB)
procedure.

5.1 Benchmarks

While some OD verification benchmarks are available within the Verification
of Neural Networks Competition (VNN-COMP) [10], their verification queries
only target specific anchor boxes and class predictions rather than assessing
the robustness of the entire OD pipeline. Prior work on OD verification that
did consider object localisation focused on toy models rather than anchor-based
architectures [19, 53]. To address these gaps, we train various object detection
models and modify an existing benchmark to evaluate our framework. Following
standard practices in the formal verification community [10, 35], we evaluate
our method on random subsets of 50 correctly classified images per dataset,
balancing mathematical guarantees with computational feasibility.

– SSD. We trained an SSD model [44] on the safety-critical LARD runway
detection task [18] (Google Earth images, each depicting a single runway).
Images were resized to 128 × 128, a relatively high resolution for complete
verification; for tractability we replaced piece-wise linear MaxPool with linear
AvgPool layers, and trained with stochastic gradient descent (SGD) and the
MultiBox loss [44]. NMS used a threshold of 0.5 and a confidence threshold
of 0.15, with the highest-scoring box selected at inference. Overall, the model
contains 11, 278, 046 learnable parameters.

– YOLOv2. We used the YOLOv2-tiny (TinyYOLO) benchmark from VNN-
COMP 20233 which consists of a simplified YOLOv2-tiny model trained on
a subset of images from the Pascal VOC dataset [22]. The authors replaced
the large backbone with a smaller variant, but the anchor-based prediction
head remains representative of foundational detection architectures.

– YOLOv3. We trained YOLOv3-tiny models on LARD at 64×64 and 128×128
and on COCO at 128×128, again using AvgPool layers for tractability. As our
framework focuses on the single-object scenario, we preprocessed COCO into
single-object crops. The resulting models have between 8.7 and 8.9 million
parameters; see Appendix C.1 for preprocessing and training details.

Impact of Model Adaptations. The adaptations required for tractable ver-
ification only mildly affect standard performance: for YOLOv3-tiny on LARD
(64×64), replacing MaxPool with AvgPool moves mAP0.5 from 86.88% to 86.59%
(mAP0.5:0.95: 41.67%→40.90%) while reducing verification time by over an or-
der of magnitude. The backbones, resolution, and single-object COCO crops
all preserve the anchor-based structure our method targets. Full before/after
accuracies and the pooling ablation are provided in Appendices C.1 and C.3.

3 https://github.com/xiangruzh/Yolo-Benchmark
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5.2 Experimental Results

We evaluate the effectiveness of IoUCert using a number of different models and
perturbations. To compare the tightness of our bounds as well as the complete
verification performance against the state-of-the-art, we reimplement the bound-
ing method proposed by Cohen et al. [19] in our verification framework. All ex-
periments were run on a machine equipped with an AMD Ryzen 9 9950X3D
16-core CPU, 192 GB of RAM, and an NVIDIA RTX 5090 GPU with 32 GB of
VRAM, running Ubuntu with kernel 6.8.

Table 1: IoUCert verification results on SSD (trained on LARD) and YOLOv2 (trained
on Pascal VOC) for different perturbation sizes ϵ and perturbations showing robust (R),
non-robust (NR), and timeout (T) counts and mean time (all cases) in seconds.

Model ϵ
Brightness Contrast

R NR T Time R NR T Time

SSD

0.01 48 2 0 29.06 49 1 0 24.21
0.05 45 5 0 404.54 47 3 0 171.49
0.10 40 10 0 731.41 42 8 0 359.41
0.30 9 41 0 458.21 30 20 0 885.51
0.50 0 47 3 221.71 14 36 0 743.04
0.80 0 50 0 10.62 0 50 0 3.78
1.00 0 50 0 5.79 0 50 0 3.90

YOLOv2

0.01 50 0 0 3.69 50 0 0 3.23
0.05 50 0 0 12.97 50 0 0 4.86
0.10 47 3 0 23.81 50 0 0 9.23
0.30 28 22 0 39.40 48 2 0 33.36
0.50 4 46 0 9.99 36 14 0 35.86
0.80 0 50 0 1.21 0 50 0 2.52
1.00 0 50 0 0.81 0 50 0 2.36

SSD and YOLOv2 Results. We evaluated the ReLU-based SSD and YOLOv2
models under both brightness and contrast perturbations. Table 1 reports the
number of ROBUST, TIMEOUT, and NONROBUST cases as well as the aver-
age verification time. IoUCert is fast for the small YOLOv2 model. It verifies all
properties for small perturbation budgets and most properties for medium-sized
budgets. For larger budgets, IoUCert effectively identifies counterexamples show-
casing the vulnerabilities of the model. Although the SSD model is significantly
larger, we are able to identify robust cases for ϵ values of up to 0.3 for brightness
and 0.5 for contrast perturbations. As expected, verification times are higher
than for the small YOLOv2 model, because bound-propagation passes through
the larger model are more expensive and more branching is needed for tight
bounds. Comparing our bounds (Section 4.2) with a reimplementation of the
looser method of Cohen et al. [19], performance is similar: tighter bounds avoid
branching but cost more to compute (detailed analysis in Appendix D).
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Table 2: Summary of IoU bound ranges, number of sampled bounds, average tightness
improvement, and avoided subproblem exploration percentages.

Range #Bounds Improv. (%) Avoided (%)

0.01 - 0.10 14642 50.67 0.59
0.10 - 0.20 8479 65.09 0.12
0.20 - 0.30 8084 58.54 0.11
0.30 - 0.40 6383 56.09 0.05
0.40 - 0.50 4440 55.32 0.14
0.50 - 0.60 3569 54.75 99.66
0.60 - 0.70 2707 53.74 98.93
0.70 - 0.80 2336 53.14 97.60
0.80 - 0.90 1802 52.20 96.50
0.90 - 0.99 1374 52.30 95.92

Bound Tightness. To assess the bound tightness, we recorded bounds for all
boxes (not just the top-scoring one) during verification runs on the SSD model
under a brightness perturbation with ϵ = 0.02 and measure the difference be-
tween the upper and lower bounds. Table 2 summarises the results. The first
column shows the range of the recorded IoU bounds; the second, the number of
sampled bounds; the third, the percentage tightness improvement over [19]; and
the fourth, the percentage of branches whose exploration was avoided due to
tighter bounds. Our method consistently improved bound tightness by over 50%
across all depths. At shallower depths, where bounds are generally looser, this
translated to over 95% of branches being pruned from the verification process.
YOLOv3 Results. Table 3 reports results on the LeakyReLU-based YOLOv3
architecture under brightness, contrast, and motion blur (kernel size 5) perturba-
tions. Thanks to its coordinate transformation, IoUCert retains enough tightness
to verify YOLOv3 across a wide range of perturbations. All models are highly
robust to 0◦ motion blur, though our procedure still finds edge cases yielding
incorrect predictions at high budgets. The same trend holds for other blur angles
(Appendix C.2, Table S3).

The model trained on the more complex COCO dataset is generally more
vulnerable to brightness and motion blur than LARD at the same 128 × 128
resolution (e.g . 29 vs. 40 robust cases at ϵ = 0.5 under brightness), though
slightly more resilient to mid-range contrast. On LARD, the 128 × 128 model
attains higher clean accuracy than the 64 × 64 one but is more vulnerable to
perturbations: higher input dimensionality leads to looser bounds, so higher clean
accuracy does not necessarily lead to higher certified robustness. LeakyReLU
relaxation tightness is discussed in Appendix G.
Pooling Choice. Our YOLOv3 models replace the MaxPool downsampling
layers of the original architecture with AvgPool layers, which are linear and
can be represented exactly in the bound-propagation framework while retaining
comparable clean accuracy (mAP0.5 of 86.59% vs. 86.88% on LARD at 64×64).
This choice is decisive for verifiability: on a 50-image subset, the AvgPool model
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Table 3: IoUCert results on YOLOv3 for different perturbation sizes ϵ and perturba-
tions with robust (R), non-robust (NR), and timeout (T) counts shown alongside mean
verification time in seconds.

Model ϵ
Brightness Contrast Motion Blur (0◦)

R NR T Time R NR T Time R NR T Time

LARD
64× 64

0.01 50 0 0 3.35 50 0 0 3.28 50 0 0 3.15
0.05 50 0 0 9.72 50 0 0 8.06 50 0 0 3.30
0.10 50 0 0 20.45 50 0 0 15.82 50 0 0 3.83
0.30 50 0 0 56.26 50 0 0 39.25 50 0 0 16.89
0.50 47 3 0 89.58 49 1 0 58.63 50 0 0 31.91
0.80 36 14 0 105.72 49 1 0 114.87 49 1 0 68.61
1.00 28 22 0 103.87 0 50 0 43.65 45 5 0 91.45

LARD
128× 128

0.01 50 0 0 10.32 50 0 0 9.53 50 0 0 6.96
0.05 50 0 0 107.77 50 0 0 100.64 50 0 0 8.44
0.10 50 0 0 190.99 50 0 0 168.27 50 0 0 10.76
0.30 42 8 0 381.03 43 7 0 349.66 50 0 0 74.52
0.50 40 10 0 592.56 40 10 0 428.93 50 0 0 152.65
0.80 23 27 0 534.56 35 15 0 571.47 50 0 0 320.19
1.00 12 38 0 304.45 0 50 0 136.48 49 1 0 433.41

COCO
128× 128

0.01 50 0 0 8.93 50 0 0 7.90 50 0 0 7.38
0.05 47 3 0 56.09 50 0 0 22.08 50 0 0 9.19
0.10 46 4 0 120.60 50 0 0 61.46 50 0 0 14.55
0.30 36 14 0 272.45 45 5 0 194.66 49 1 0 85.77
0.50 29 21 0 376.78 43 7 0 314.13 48 2 0 167.99
0.80 17 33 0 355.23 31 19 0 450.79 40 10 0 289.62
1.00 6 44 0 169.74 0 50 0 79.65 38 12 0 401.69

is verified more than an order of magnitude faster than its MaxPool counterpart
and incurs far fewer timeouts (e.g . under brightness at ϵ = 0.3, 50/50 robust
cases in 56 s for AvgPool versus 15/50 with 33 timeouts and over 1600 s for
MaxPool). The full ablation across all perturbations is reported in Appendix C.3,
Table S4.
Discussion. Overall, IoUCert effectively verifies a range of anchor-based detec-
tors via our coordinate transformation and, for YOLOv3, the tight LeakyReLU
relaxations, scaling even to complex multi-class datasets like COCO without
sacrificing bound tightness. Verification is effective regardless of the bounding
method: tighter bounds cost more per call but prune more branches, while looser
bounds branch more but process each branch faster (Appendix D).

6 Scope and Limitations

The coordinate transformation (Section 4.1) and optimal IoU bounds (Sec-
tion 4.2) at the core of IoUCert apply to any detector whose box-decoding map
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ψ ◦ ϕ is injective with a tractable inverse, i.e. strictly monotonic in each off-
set (Appendix B). This holds for the dense anchor-based heads of the SSD and
YOLO families we evaluate, and is independent of training: label-assignment
strategies such as ATSS [68], PAA [36] or OTA [26] alter the training target,
not the inference-time decoding map. The same principle covers the region pro-
posal network of two-stage detectors such as Faster R-CNN and anchor-free
heads that regress invertible offsets, whereas transformer-based detectors such
as DETR add attention and set-prediction mechanisms that remain challenging
for current verifiers (Appendix H).

IoUCert performs verification offline and currently targets anchor-based de-
tectors for the single-object case, where correctness depends only on the IoU
between the prediction and the ground truth. Extending it to the full multi-
object pipeline additionally requires bounding the pairwise overlaps used by
non-maximum suppression (NMS), i.e. the bounds J ik ≤ IoU(Bi, Bk) ≤ J ik for
candidate pairs i, k. This is substantially harder, requiring up to O(n2) certifi-
cates over pairs of variable boxes and becoming ambiguous whenever the overlap
bounds straddle the NMS threshold. We therefore view NMS-aware verification
over the candidate boxes already bounded tightly by IoUCert as the most promis-
ing next step, and discuss it further in Appendix H.

7 Conclusion

Verifying object detectors before deployment matters in safety-critical settings
such as autonomous driving, yet their complex architectures and non-linear local-
isation place realistic anchor-based detectors such as YOLOv3 beyond existing
robustness verification methods.

We introduced IoUCert, which combines optimal Interval Bound Propagation
(IBP) bounds for the Intersection-over-Union (IoU) metric with a coordinate
transformation for the box prediction function and tight LeakyReLU relaxations,
enabling the analysis of complex anchor-based detectors such as YOLOv3 across
diverse datasets at a scale not previously demonstrated.

IoUCert performs verification offline, prior to deployment, rather than at run-
time. Its current scope, its applicability to other detector families, and the path
towards full multi-object, NMS-aware verification are discussed in Section 6.
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