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Abstract. Existing visual privacy benchmarks largely treat privacy as
a binary property, labeling images as private or non-private based on
visible sensitive content. We argue that privacy is fundamentally compo-
sitional. Attributes that are benign in isolation may combine to produce
severe privacy violations. We introduce the Compositional Privacy Risk
Taxonomy (CPRT), a regulation-aware framework that organizes visual
attributes according to standalone identifiability and compositional harm
potential. CPRT defines four graded severity levels and is paired with an
interpretable scoring function that assigns continuous privacy severity
scores. We further construct a taxonomy-aligned dataset of 6.7K images
and derive compositional risk scores. By evaluating frontier and open-
weight VLMs we find that frontier models align well with compositional
severity when provided structured guidance, but systematically underes-
timate composition-driven risks. Smaller models struggle to internalize
graded privacy reasoning. To bridge this gap, we introduce a deploy-
able 8B SFT model that closely matches frontier-level performance on
compositional privacy assessment. Our dataset and models are publicly
available at: [https://huggingface.co/collections/timtsapras23,/cprt|
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1 Introduction

Vision-language models (VLMs) are increasingly deployed in applications that
process sensitive visual data, from healthcare documentation to social media
moderation. As the reasoning capabilities of such models improve over time [12]
35|, so do the privacy risks associated with their training or inference data. It
is now widely recognized that VLMs can infer sensitive information through
reasoning [28,/30]. This creates a fundamental challenge: how can we leverage
the expressive capabilities of VLMs while preventing them from revealing or
amplifying privacy-related information?
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Prior work on visual privacy has largely focused on detecting explicit iden-
tifiers (e.g., faces, license plates, or government IDs) while treating privacy as
a binary property inherent to individual attributes [21,24}34]. However, this
framing overlooks a critical threat. Privacy violations often emerge through the
composition of indiidually benign attributes [9/22,29]. Consider an image of a
patient’s wristband, a clinic room number, and a distinctive treatment device
in the background. None of these elements alone can uniquely identify the pa-
tient. In combination, however, these cues could reveal a specific medical context
and institutional setting, thus collectively exposing information that no single
attribute discloses on its own. In a hospital setting, this aggregation can reduce
the anonymity set to a small number of relevant individuals. When linked to
scheduling data or other records, the patient may become uniquely identifiable.

This compositional effect is well established in structured data. k-anonymity
|29] demonstrated that 87% of the U.S. population can be uniquely identified
from the seemingly innocuous combination of {postal code, birth date, gender}.
Despite decades of research on compositional privacy in databases, existing pri-
vacy frameworks largely assign risk based on the most severe detected attribute,
without modeling how weaker signals may aggregate to expose identity [21]. This
limitation becomes increasingly problematic as VLMs improve in reasoning ca-
pabilities [28L[32]. Attributes once considered benign, such as demographic cues,
can later become identifiable when linked to auxiliary information [14}30]. While
regulatory frameworks indeed reflect this compositional view, and GDPR [7] dis-
tinguishes between data that are inherently identifying or sensitive (Art. 9) and
personal data that can link to a person’s identity (Art. 4). However, none of
the existing visual privacy frameworks provides a composition-aware severity
assessment aligned with these legal distinctions.

We address this gap by formalizing compositional visual privacy as a graded
risk assessment problem. We introduce the Compositional Privacy Risk Tax-
onomy (CPRT), a four-level hierarchy that organizes attributes by (i) stan-
dalone identifiability and (ii) compositional harm potential under plausible auxil-
iary information. CPRT is paired with a continuous scoring function with prov-
able lezicographic dominance, i.e., the presence of a higher-severity attribute
strictly outweighs any combination of lower-severity attributes. This yields in-
terpretable, quantitative severity estimates aligned with GDPR |7, HIPAA |33],
CCPA [5] and EU AI Act [8] provisions.

We construct a dataset of 6,736 images annotated for 22 privacy attributes
with ground-truth compositional scores to enable systematic evaluation of VLM
privacy reasoning. Across a benchmark on eight frontier and open-weight models,
we observe that, while leading systems capture coarse severity distinctions, espe-
cially under structured taxonomic guidance, they struggle in modeling intermedi-
ate, composition-driven risks. Moreover, an 8B-parameter model (Qwen3-VL [4])
approaches frontier-level performance under taxonomy prompting, suggesting
that compositional privacy reasoning can be distilled for edge deployment. Over-
all, our proposed composition-aware risk evaluation provides empirical evidence
of how modern VLMs approximate compositional privacy reasoning.
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Fig. 1: Compositional Privacy Risk Taxonomy. Privacy risks are organized by
inherent sensitivity and compositional identification potential. L1 contains intrinsically
identifying attributes that do not require additional information to constitute severe
violations. As we move downward, both sensitivity and identifying ability decrease,
while the need for composition increases. L2 includes attributes that require minor
composition to become harmful, L3 contains attributes that become risky through
aggregation and L4 consists of attributes that contribute minimally to risk and only in
specific contexts. Representative subcategories are shown on the right.

2 Related Works

2.1 Sensitive Attribute Inference with VLMs

The ability of modern foundation models to infer latent private attributes has
emerged as a central privacy concern. Prior work formalizes the distinction be-
tween memorization and inference, demonstrating that large language models
can deduce latent private attributes from indirect contextual cues rather than
recalling them verbatim [27]. This concern extends to the visual domain, where
vision—language models have been shown to infer demographics, geographic lo-
cation, socioeconomic status, lifestyle, and other sensitive traits from seemingly
innocuous images . Beyond single-image analysis, recent studies highlight
how aggregating signals across multiple images enables increasingly detailed per-
sonal profiling, underscoring the compositional nature of privacy leakage .
In response, a growing body of work focuses on auditing and mitigation. Prior
efforts analyze biometric leakage and evaluate refusal behavior under privacy-
sensitive prompts , characterize disclosure and retention risks in multimodal
models @I, and explore adversarial training or machine unlearning techniques to
suppress sensitive attribute inference while preserving downstream utility [1}[18].

2.2 Visual Privacy Benchmarks

Early visual privacy benchmarks framed privacy as a binary image-level classi-
fication task, labeling images as private or not based on the presence of sensi-
tive content. Datasets such as PicAlert , PrivacyAlert , VizWiz-Priv ,
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DIPA2 [34], and BIV-Priv [25] established this paradigm using coarse taxonomies
and subjective annotations. These datasets have been influential, yet they col-
lapse heterogeneous risks into binary labels and do not model how attributes
interact to enable identification. VISPR [21] introduced a more structured tax-
onomy of 68 privacy attributes and defined an image’s risk as the maximum
user-rated severity among detected attributes. Still, VISPR relies on subjec-
tive preference scores and conflates inherently identifying attributes with quasi-
identifiers that become harmful only through aggregation.

More recent work evaluates privacy through VLM-based protocols. PrivBench
and PrivBench-H [24] provide compact, high-quality benchmarks with clearer
definitions and reduced noise, showing that minimal supervision can improve
VLM privacy awareness. MultiPriv |28] evaluates identity-level reasoning across
multiple images, exposing risks that emerge from cross-image attribute aggre-
gation. Visual Privacy Taxonomy [31] propose a taxonomy-grounded evaluation
framework emphasizing structured attribute reasoning and regulatory alignment.

Our framework is complementary yet distinct. Rather than focusing on binary
classification, subjective scoring, or cross-image attribute aggregation alone, we
ground privacy assessment in compositional harm potential at the single-image
level. Unlike prior benchmarks that treat privacy as binary or rely on maximum-
attribute heuristics, we introduce a formally grounded continuous severity frame-
work that explicitly models compositional harm for standalone images.

3 Compositional Privacy Taxonomy

3.1 Problem Statement

Visual privacy assessment faces a fundamental challenge, as privacy violations
emerge through attribute compositions across images and data sources, more
than from individual sensitive elements. Our main motivation is grounded in the
same principle underlying k-anonymity [29].

We formalize visual privacy as a multi-attribute composition problem. Let
A = {a1,...,a4/} denote a set of privacy-relevant attributes and an image I
containing a subset A; C A. We argue that the privacy risk of image I depends
on (1) the severity of attributes present and (2) their compositional potential
with attributes that an adversary may possess from auxiliary sources.

We further stratify attributes by two properties: (1) atomic sensitivity: whether
an attribute is inherently sensitive on its own, and (2) compositional identifica-
tion potential: whether the attribute requires auxiliary information to enable
identity leakage and how such combinations amplify identifiability.

3.2 Taxonomy Structure

We define four severity levels £ = {Ly, Lo, L3, L4} and attributes are partitioned
into subcategories within each level. The full taxonomy is visualized in Figure
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Level 1 (L;): Unique Identifiers Attributes that uniquely and directly iden-
tify a specific individual on their own. Examples of L, attributes include bio-
metric data such as a recognizable face and fingerprints, or government-issued
identifiers such as a passport number or SSN.

Level 2 (L;) Linkage-Based Identifiers Attributes that can reference a per-
son or reveal sensitive personal information. They may not uniquely identify an
individual on their own, but can link to a person’s identity with auxiliary in-
formation. For example, a full legal name is not necessarily unique, as multiple
individuals may share the same name, however, it can reference a specific person
within a particular system or database. Similarly, sensitive inferences such as
medical conditions or mental health diagnoses do not identify an individual in
isolation, but they constitute highly sensitive information that becomes harmful
or discriminatory once associated with a specific identifiable person.

Level 3 (L) Aggregation-Based Identifiers Attributes that are non-sensitive
and non-identifying in isolation, but can contribute to identity linkage or profiling
when combined with other non-uniquely identifying information. For example,
the triplet postal code, date of birth, gender can uniquely identify the majority
of the US population [|29]. Examples of L3 attributes are age, gender, occupation,
location cues, activities or lifestyle indicators.

Level 4 (L4): Benign Contextual Information Attributes that are gener-
ally benign and non-identifying, but may be regarded as private information
depending on the context (e.g., personal belongings, home interiors, metadata,
or background individuals).

Each attribute a; is assigned to a severity level ¢(a;) € {1,2,3,4} using a
simple decision tree containing four ordered questions: (Q1) Is a; permanently
tied to one person and sufficient to identify them by itself? (Q2) Is a; assigned
to a person or does it reveal sensitive personal information? (Q3) Is a; non-
identifying, but capable of helping identify or profile someone when combined
with other details? (Q4) Is a; non-identifying and generally benign, but poten-
tially private depending on the situation? Based on the answers, each attribute
is deterministically assigned to a unique severity level, as illustrated in Figure

Therefore, we model an adversary as a triplet (A, C,G): the auxiliary infor-
mation available (e.g., public web data, organizational rosters), inference capabil-
ities (e.g., face recognition, OCR, OSINT chaining), and goal (unique identifica-
tion or sensitive-attribute inference). Severity levels correspond to the minimum
A required to achieve G given C. L; attributes require no auxiliary data, Lo re-
quire minimal linking data, L3 require cross-source aggregation, and L, cannot
achieve G under realistic (A, C).

3.3 Continuous Privacy Risk Scoring

We require a scoring function that, given the set of attributes present in an im-
age I, produces a continuous privacy severity score S € [0, 1]. For interpretabil-
ity, we assume uniform atomic contribution among attributes within the same
severity level. Accordingly, we define a scoring function S : N* — [0, 1] that
maps attribute counts (c1, ¢2, c3,¢4) to a severity value. S is designed to satisfy
three fundamental properties. First, complete coverage: the entire interval [0, 1]
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Fig. 2: Question Decision Tree. We provide a deterministic method to assign each
attribute to each privacy level. This structure accommodates novel attributes without
taxonomy modification, e.g., Pregnancy inference: Q1: No, Q2: Yes — Ly (sensitive
when linked to identity).

must be attainable, ensuring a gap-free, continuous allocation of severity scores.
Second, lexicographic dominance: the presence of any attribute from a higher-
severity level L; must strictly outweigh any combination of attributes from lower
levels L;, j > i. Consequently, an image containing at least one attribute from
level L; is always assigned a higher severity score than any image containing
only attributes from lower levels. Third, monotonicity: increasing any attribute
count ¢; must strictly increase the score, guaranteeing that, within each level,
additional attributes correspond to higher privacy severity. Together, these prop-
erties ensure a scoring function that spans the full [0, 1] interval, preserves strict
cross-level ordering, and maintains intuitive within-level scaling consistent with
the hierarchical structure of the taxonomy.

Let L = min{i : ¢; > 0} denote the determined level. We compute:

4
Slex = ch-wk, w; >Z\Aj\wj (1)
k=L

J>i

where weights w = (330, 30,5,1) (Sup. A.3) satisfy the lexicographic constraint,
ensuring any L, attribute outweighs all L;~; combinations. Here |A4;| denotes

attribute cardinality at level i. We normalize r = Sjex /S,(DL&)X where Sr(nz)x =
Ei:L |Ag|wy. To eliminate gaps, we apply ratio stretching:

- _r—= 7}% P wr (2)
norm 1_ Tr(nLi3’17 min SI(nLa)X
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We derive the final score via square-root interpolation to empirically-derived
boundaries:

S(e1,c2,c3,¢4) = bl(nLu)g + (bl(mLa?x - bfyﬁl) * vV Tnorm (3)

Boundary extraction Boundaries {bgn} are derived from learned attribute em-
beddings. We train a 16-dimensional embedding space via ordinal triplet loss
to cluster attributes by maximum severity level, followed by Inverse Distance
Weighting (IDW) interpolation to obtain a smooth severity manifold. We then
extract the 5th percentile threshold per level to define non-overlapping bound-
ary intervals (Sup. A.2). This procedure yields the following partition of the
score space: By = [0.711,1] for Level 1, By = [0.514,0.711) for Level 2, B =
[0.292,0.514) for Level 3, and By = [0,0.292) for Level 4 privacy severity.

3.4 Coverage and Extensibility

Our taxonomy is grounded in existing legal frameworks, with severity levels
aligned with the relative risk articulated in data protection law. Higher levels cor-
respond to categories explicitly recognized as high-risk. For example, GDPR [7]
Art. 9 (special categories of personal data) maps directly to the upper levels of
our taxonomy: biometric data aligns with L, while health data, sexual orienta-
tion, religious or political beliefs, and ethnic origin align with L. More broadly,
many Lo attributes fall under GDPR Art. 4, which defines personal data whose
sensitivity emerges once linked to an identifiable individual. Lower taxonomy
levels align with provisions addressing contextual or indirect privacy risks. At-
tributes in L3 correspond to profiling-related risks under GDPR Art. 22, where
harm arises through aggregation rather than stand-alone exposure. L4 primarily
reflects context-dependent personal data. Overall, higher taxonomy levels map
to more severe or high-risk processing, while lower levels correspond to contex-
tual or ancillary categories. This consistency indicates that the ordering of our
taxonomy aligns with the legal notion of privacy severity. A complete mapping
to GDPR [7], EU AI Act [8], HIPAA [33] is provided in Sup. B.2.

The taxonomy is structurally robust to the addition or removal of attributes.
Consider constructing the taxonomy before the introduction of the EU AT Act [g],
when categories such as emotional inference were not explicitly regulated. Follow-
ing the adoption of the EU Al Act, emotional inference is identified as high-risk
when derived from biometric data. Within our framework, emotional inference
naturally maps to Ls, and its addition does not alter the structure or ordering
of the taxonomy. Moreover, high risk arises when combined with L, identifiers.
This example shows that new regulatory concepts integrate seamlessly into the
taxonomy while preserving both its structure and severity ordering.
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4 Experimental Setup

4.1 Visual Privacy Risk Dataset

Dataset Generation We construct a visual privacy dataset based on VISPR [21]
by filtering images to align with our compositional privacy taxonomy. We first
identify images clearly containing privacy-sensitive content (e.g., faces, medical
information, credit cards, passports) to populate the higher-severity categories
(Levels 1 and 2). To populate the lower-severity levels (Levels 3 and 4), we sample
images labeled as safe in VISPR. To better represent intermediate privacy risks,
we further enrich the dataset with Level 2 attributes that do not involve direct
identifiability by filtering for sensitive categories while explicitly excluding faces.
This increases the coverage of compositional but non-identifying privacy risks.
We use VISPR’s test split for evaluation, resulting in a dataset of 6,736 images,
and draw a subset from the validation split for model fine-tuning.

Annotation Protocol Each image is annotated for 22 privacy attributes corre-
sponding to CPRT subcategories (see Sup. Table 4). Annotations are generated
using GPT-5.1 and Gemini 3 Flash as primary annotators. Following Staab et
al. (2023) [27], we query whether each attribute is inferable rather than directly
inferred, allowing assessment of privacy-relevant signals while avoiding safety-
induced refusals. Each annotation includes a binary decision and a short rationale
to support localization and consistency checks. We adopt a three-valued annota-
tion scheme y € {0,0.5,1}, where 1 denotes clear presence, 0.5 denotes ambiguity
(e.g., partial visibility or uncertain inference), and 0 denotes absence. For train-
ing and evaluation, ambiguous labels (y = 0.5) are conservatively mapped to 0,
and y = 1 is retained only when both annotators agree.

Annotator Agreement Cohen’s K
Human-Human 87.4% 0.652
Privacy Level Count (%)
GPT-5.1-Human 81.5% 0.559
Level 1 2,860 42.5 Llama 4-Human 82.4% 0.565
Level 2 1,025 15.2 Gemini-Human 74.6% 0.391
Level 3 1,363 20.2
Level 4 1,488 22.1 GPT-5.1-Llama 4 81.0% 0.519
GPT-5.1-Gemini 73.7% 0.418
Total 6,736 100 Llama 4-Gemini 75.9% 0.483
Table 1: Dataset distribution by privacy Table 2: Annotation quality metrics.
severity level. Human inter-annotator agreement and

model-human alignment on 65 validation
images across 22 attributes.

Quality Validation To assess annotation reliability, we conduct a human vali-
dation study on 65 randomly sampled images, with 2-3 annotators per image.
Due to the sensitive nature of the content, crowdsourcing is not used; instead,
annotation is performed by trusted collaborators. In total, 17 participants an-
swer the same 22 binary questions used in model-based annotation, enabling
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direct comparison. Human inter-annotator agreement reaches 87.4% (Cohen’s
k = 0.652), indicating moderate to high agreement. Model-human agreement is
reported in Table 2] with frontier models approaching human consensus within
5-6 percentage points. Per-attribute analysis shows over 90% agreement on ob-
jective attributes (e.g., medical information, financial data, nudity), while more
subjective attributes (e.g., race/ethnicity, emotional state, lifestyle) exhibit lower
agreement (55-68%), reflecting inherent ambiguity.

Across severity levels, human agreement is highest for Ly (94.5%), which
includes sensitive attributes with limited interpretive variation. Agreement de-
creases to 84.4% for L1, where annotators occasionally disagreed on the visibility
or identifiability of faces, and to 80% for Ls, reflecting its inherently subjective
and aggregation-based nature. Model-human and model-model agreement are
consistently lower but follow similar trends. Agreement is highest for Lo (78.6%
model-human; 76.9% model-model on average), remains around 78-79% for L1,
and drops to 64-67% for L4 and 57-59% for Ls, further confirming the subjectiv-
ity of aggregation-based cues. We also observe systematic calibration differences.
Models tend to over-classify privacy-relevant attributes compared to humans,
particularly overpredicting L1, L3, and Ly attributes by more than 10%. The
only consistently underpredicted category is race/ethnicity inference, which is
under-classified by approximately 25.5%.

Score Derivation Privacy scores are computed from the resulting binary at-
tribute vectors using the compositional scoring function defined in Section [3.3
(Equation. For each image, attribute counts across severity levels are mapped
to the continuous privacy severity score in [0, 1].

Dataset Statistics The final dataset contains 6,736 images distributed across
CPRT severity levels as shown in Table [I]

4.2 Evaluation Metrics for Privacy Risk Assessment

To assess whether VLMs approximate compositional privacy severity, we evalu-
ate both ranking fidelity and magnitude calibration.

Ranking Consistency We first compute Spearman correlation (p) between pre-
dicted scores S and taxonomy-derived scores S to measure whether models pre-
serve the relative ordering of privacy risk across images. We further evaluate the
pairwise ranking accuracy over curated inter-level and intra-level image pairs, as
shown below:

1 A N
ACCpairwise = N Z ]1[(52 — SJ)(SI — Sj) > 0],
(4,5)
where (4,j) denotes an image pair. This directly tests whether models discrim-

inate between different privacy levels and capture fine-grained compositional
distinctions within the same level.
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Magnitude Calibration Beyond ordering, we assess whether predicted scores re-
flect the magnitude of privacy severity. We report Pearson correlation (r) to
measure linear agreement and Mean Absolute Error (MAE) to quantify devia-
tion from ground-truth severity. To evaluate systematic bias, we compute the
mean signed error + S7(S — 9), indicating whether models consistently under-
estimate or overestimate privacy risk across the scale.

4.3 Implementation Details

To assess whether models internalize and reason about compositional privacy
severity, we evaluate three prompting strategies that progressively incorporate
our taxonomy:

— Zero-Shot: Models are directly asked to assign a continuous privacy severity
score in [0, 1] to an image without additional guidance.

— Intuition Zero-Shot: Prompts include high-level intuition about atomic
sensitivity and compositional privacy risk as we defined in Section [3.1], but
do not reveal the explicit taxonomy structure.

— Taxonomy-Guided: The full compositional privacy taxonomy is provided
in the prompt, enabling structured reasoning over severity levels.

In all settings, we do not provide the empirically derived score boundaries or the
scoring function used to compute ground-truth severity. This prevents reverse-
engineering of the scoring mechanism and allows us to observe whether models
independently internalize the taxonomy and reason about privacy severity.

We evaluate several VLMs spanning open-source and proprietary systems.
Open-source models (Llama 3.2-Vision-11B [3|, Qwen3-VL-8B [4], MiniCPM-V
2.6 [36], Pixtral-12B |2|) are run locally using vLLM [16] on a single NVIDIA A100
GPU with temperature fixed to 0 for deterministic generation. Proprietary and
larger models (GPT-5.2 |20], Gemini 3 Flash [10], Qwen3-VL-32B [4], Llama 4
Maverick |19]) are evaluated via API using default inference settings.

5 Results

5.1 Overall Alignment with Compositional Severity

Table [3 reports the evaluation metrics comparing model predictions against the
taxonomy-derived compositional severity scores. Across models, Spearman corre-
lation (p) measures preservation of relative risk ordering, while Pearson correla-
tion (r), MAE, and bias capture magnitude alignment. Frontier models achieve
strong overall alignment under taxonomy-guided prompting. Gemini 3 Flash
(p = 0.872, r = 0.884) and GPT-5.2 (p = 0.844, r = 0.850) show close agree-
ment with the theoretical severity ordering and low absolute error. These results
indicate that leading models can approximate the hierarchical structure encoded
in CPRT, particularly when provided structured guidance. In contrast, smaller
open-weight models exhibit weaker correlations, higher error, and stronger neg-
ative bias, reflecting systematic underestimation of privacy severity. While some
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Prompting Model Pearson 17 Spearman T MAE | Bias Level Acc 1 Inter-Acc 1 Intra-Acc 1
Gemini 3 Flash 0.781 0.802 0.203 -0.166 0.403 0.848 0.662
GPT-5.2 0.770 0.809 0.225 -0.197 0.316 0.884 0.645
Llama 4 Maverick 0.673 0.695 0.255 -0.231 0.384 0.806 0.537
Zero-Shot
Llama 3.2-VL (11B) 0.267 0.339 0.345 -0.206 0.298 0.646 0.388
Qwen3-VL (32B) 0.603 0.724 0.292 -0.250 0.315 0.827 0.633
Qwen3-VL (8B) 0.377 0.383 0.389 -0.370 0.290 0.665 0.575
MiniCPM-V (8B) 0.509 0.566 0.305 -0.247 0.274 0.721 0.444
Pixtral (12B) 0.595 0.691 0.279 -0.234 0.381 0.789 0.538
Gemini 3 Flash 0.752 0.792 0.244 -0.220 0.302 0.857 0.639
GPT-5.2 0.733 0.798 0.257 -0.230 0.281 0.878 0.667
Llama 4 Maverick 0.719 0.762 0.278 -0.264 0.284 0.848 0.675
Intuition
Llama 3.2-VL (11B) 0.460 0.571 0.344 -0.304 0.299 0.729 0.478
Qwen3-VL (32B) 0.616 0.724 0.299 -0.269 0.298 0.815 0.679
Qwen3-VL (8B) 0.558 0.678 0.331 -0.311 0.296 0.807 0.684
MiniCPM-V (8B) 0.616 0.610 0.237 -0.160 0.311 0.749 0.540
Pixtral (12B) 0.622 0.716 0.286 -0.253 0.308 0.812 0.629
Gemini 3 Flash 0.884 0.872 0.140 0.009 0.703 0.938 0.862
GPT-5.2 0.850 0.844 0.158 -0.046 0.632 0.919 0.805
Llama 4 Maverick 0.728 0.763 0.233 -0.199 0.387 0.857 0.588
Taxonomy
Llama 3.2-VL (11B) 0.307 0.354 0.349 -0.253 0.295 0.629 0.364
Qwen3-VL (32B) 0.726 0.753 0.224 -0.181 0.416 0.852 0.572
Qwen3-VL (8B) 0.636 0.751 0.291 -0.263 0.314 0.808 0.649
MiniCPM-V (8B) 0.476 0.526 0.326 -0.252 0.371 0.714 0.418
Pixtral (12B) 0.616 0.720 0.311 -0.290 0.293 0.802 0.658
Qwen3-VL (8B) + SFT  0.799 0.762 0.140 0.061 0.633 0.849 0.745

Table 3: Compositional privacy risk evaluation grouped by prompting strategy. Fron-
tier models achieve strong alignment with compositional risk scores under taxonomy-
guided prompting, exhibiting high correlation, low error, and minimal bias. In contrast,
smaller open models struggle in zero-shot settings and remain biased even under struc-
tured prompting. Taxonomy guidance yields consistent improvements across models.

models preserve coarse ordering between clearly benign and clearly severe cases,
their absolute severity estimates deviate substantially from ground truth. Inter-
level pairwise ranking accuracy exceeds 80% for most capable models, suggesting
reliable discrimination between high- and low-severity categories. However, this
aggregate alignment masks more subtle structural limitations, particularly at
intermediate levels of compositional risk.

5.2 Structured Taxonomy Guidance on Compositional Severity

To assess whether compositional privacy reasoning emerges spontaneously or re-
quires structural scaffolding, we compare zero-shot, intuition-based, and taxonomy-
guided prompting. In zero-shot settings, frontier models achieve moderate cor-
relation (p = 0.70-0.81), but exhibit strong negative bias, indicating consistent
underestimation of privacy severity. Providing only high-level intuition about
compositionality yields limited or inconsistent gains, suggesting that abstract
descriptions alone are insufficient to induce structured reasoning. In contrast, ex-
plicitly supplying the compositional taxonomy substantially improves alignment
for frontier systems, increasing correlation and reducing error. This improve-
ment is also reflected in higher discrete level accuracy. These findings suggest
that the taxonomy functions as a structural scaffold, enabling capable models
to operationalize graded severity more effectively. Smaller models generally ben-
efit less from large structured prompting, indicating constraints in their ability
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to incorporate hierarchical context [23}2631]. A notable exception is Qwen3-
VL (8B) |4], whose correlation nearly doubles under taxonomy guidance and
approaches frontier-level alignment. This demonstrates that compositional pri-
vacy assessment can, to some extent, be distilled into deployable models when
provided explicit structural supervision.

5.3 Systematic Underestimation of Intermediate Privacy Risk

Although models reliably discriminate between distinct privacy levels, this per-
formance does not extend to fine-grained distinctions within the same severity
band. Intra-level pairwise ranking accuracy drops substantially, with smaller
models performing near random chance. Only GPT-5.2 and Gemini 3 Flash
achieve statistically significant intra-level discrimination. Our results reveal two
consistent patterns. First, models implicitly treat privacy as a near-binary con-
cept. In zero-shot settings, even clearly severe cases are compressed toward lower
values. Under taxonomy prompting, extreme categories are better separated, but
intermediate images frequently collapse toward one of the scale endpoints, most
often the low-risk end. Figure [3] visualizes this behavior for Gemini 3 Flash.
Second, models systematically underestimate compositional risks. Images whose
severity arises from aggregation-based identifiers (e.g., location cues combined
with demographic signals) are recognized as riskier than benign scenes, yet are
positioned lower than the intermediate severity range. Conversely, models some-
times overestimate risk in cases commonly associated with high sensitivity. For
example, images containing credit cards are often assigned elevated severity
scores, even when the image provides limited opportunity for direct identity
linkage (e.g., no visible name). In some cases, models also overpredict risk when
objects merely resemble credit cards, indicating confusion driven by visual sim-
ilarity rather than actual identification potential. Taken together, these findings
indicate that while modern VLMs can approximate coarse compositional order-
ing, they lack stable internal representations for graded intermediate severity.
This systematic collapse of composition-driven risk motivates the need for ex-
plicit compositional modeling as provided by CPRT.

5.4 Closing the gap between deployable VLMs and frontier models

Although closed-source frontier models demonstrate consistently stronger per-
formance in assessing privacy risks and approximating compositional privacy
severity, both under zero-shot prompting and taxonomy-guided prompting, we
investigate whether fine-tuning open-source models, such as Qwen3-VL [4], can
close the gap between locally deployable VLMs and frontier systems. Our goal
is to determine whether a compact model can approximate the behavior of large
proprietary agentic models in the VLM-as-a-Judge setting. A locally deployable
model of modest scale (e.g., 8B parameters) provides an attractive alternative
to perform privacy-sensitive reasoning directly on-device while maintaining rea-
sonable computational requirements.

To explore this possibility, we create a supervised fine-tuning (SFT) dataset
using taxonomy-guided instructions. Each instruction-response pair follows the



Compositional Privacy Risk Taxonomy 13

Gomink3-Flash 28 Gemini-3-Flash Taxonomy Qwen3-VL 8B + SFT
2500

L1
L1
I
&
g
8
L1

1080 0

27 13
(9.6%) (0.5%)

By

74 39 18 5
i6%) 26.7%) (1:0%) W 1200 %) (06%) ©.3%) oo

L2
L2
L2

70 263

19 1 91 514 189 237 78
(19.4%) (16.6%) (33,3%) (25.7%)

55 77, 149 640 (18.6%) (23:3%) (7.7%) 1500

.2%) (7.5%) (14.6%)

o

-
H
H
S

13
Low Medium High

L3
Low Medium High

199 289 1000

57 55
.8%) (14.7%) (48.2%) (21.3%)

37 390
(4.2%) (2.7%) (28.6%)

]

L3
Low Medium High

11 18 82 125
(0.8%) (1.3%) (6.0%) [ChEe}

)
8
8
Count
Ground Truth Level
Ground Truth Level

Ground Truth Level

2

879
o 1000

on
o

2. 8 2 102 200 3¢ aa 51 47 841 0
3 (0.5%) (0.1%) (6.9%) 3 @ab%) %% 38%5%)
L3 L1 L2

L1 L2 13 L4 L1 L2 L4 L L4
High Medum Low  Safe High Medium Low  Safe High Medium Low  Safe
Predicted Level Predicted Level Predicted Lovel

L4
Safe

0

Score Distribution Score Distribution Score Distribution

trea
Frequency
Frequency

|
: ‘ \
L. sk WA -] sLBal
Fig. 3: Models exhibit near-binary privacy behavior. In the zero-shot setting,
Gemini 3 Flash compresses most non-identifying risks toward near-zero scores while
dispersing severe cases across higher levels. Taxonomy guidance improves separation,
though intermediate categories remain partially collapsed. The SFT-trained Qwen3-VL
8B model achieves substantially better calibration, aligning both confusion patterns
and score distributions more closely with ground truth.

prompt structure used in our earlier experiments. We fine-tune the Qwen3-VL-
8B-Instruct model using low-rank adaptation (LoRA) |13|, with a rank of 64 and
a batch size of 128. We set the epoch for the SFT to 5 and a learning rate in
[1075,2 x 1075]. The SFT results, presented in Table indicate that fine-tuning
effectively improves performance in the privacy risk evaluations. Compared with
the Gemini, Qwen3-VL 8B + SFT shows strong predictions for L3 cases, where
a larger proportion of predictions fall closer to the correct levels rather than
collapsing to the “Safe” category. However, Gemini 3 Flash shows a strong bias
toward predicting L, for lower-risk categories. These results suggest that the
SFT-tuned Qwen3 produces a more balanced severity distribution.

Ablation: Counterfactual Examples To evaluate whether models properly
reason about intermediate privacy risks, we construct a set of counterfactual
examples. Specifically, we select 100 images for which all models were highly
confident in their severity assessment, predominantly L, cases containing faces
and government-issued identifiers. Our goal is to examine whether models can
recognize and appropriately weigh other privacy-relevant signals once dominant
identifiers are removed. To this end, we instruct the model to assume that all
visible faces are perfectly anonymized and should not be considered for identity
inference. We conduct this experiment using Gemini 3 Flash.

Our results show that for images containing government-issued identifiers,
Gemini 3 Flash remains robust after facial removal, maintaining high severity
scores based on the remaining strong identifiers. However, in cases where privacy
risk arises primarily from sensitive contextual cues (e.g., medical settings), the
zero-shot model often fails to recognize the severity of the situation. While the
model may acknowledge the presence of sensitive information in its reasoning, it
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Fig.4: Taxonomy guidance improves robustness on intermediate privacy
categories. When facial cues are removed, Gemini 3 Flash preserves high scores in the
presence of strong institutional identifiers (e.g., government IDs). In contrast, salient
biometric cues can otherwise dominate predictions, leading to underestimation of con-
textual risks once removed. Structured taxonomy prompting reduces this sensitivity
and improves compositional reasoning, as illustrated in the counterfactual examples.

frequently assigns a near-zero severity score if no explicit identity linkage is visi-
ble. Taxonomy-guided prompting substantially improves this behavior, enabling
the model to maintain appropriately elevated severity scores in such composi-
tional contexts and to adjust scores more consistently with the taxonomy. A
qualitative example is shown in Figure [4]

6 Discussion

This work advances privacy assessment from binary classification toward a com-
positional and graded understanding of risk. CPRT formalizes privacy severity
along two principled axes, atomic sensitivity and compositional identification
potential providing a structured framework to reason about how attributes in-
teract to produce harm. Importantly, the decision structure underlying the tax-
onomy is modality-invariant, and it operates over attribute properties rather
than modality-specific signals, making it extensible to multimodal settings where
analogous attributes can be defined.

We further argue that privacy should be evaluated in context. Whether con-
tent is considered private depends on situational, cultural, and relational factors
but static attributes. Nevertheless, context-aware evaluation requires a stable
foundation. CPRT provides such a foundation by offering a context-agnostic es-
timation of global privacy risk potential grounded in composition and sensitivity.
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Finally, our results highlight the importance of deployable privacy assess-

ment. While frontier systems demonstrate stronger compositional reasoning, we
show that such capabilities can be distilled into an 8B supervised fine-tuned
model that approaches frontier performance. This suggests that structured tax-
onomic supervision can enable practical, on-device privacy evaluation without
reliance on proprietary systems.
Limitations. Our scoring mechanism assumes uniform contribution among at-
tributes within the same severity level. In practice, attributes within a level may
differ substantially in identifying power, and certain combinations may exhibit
stronger synergistic effects than others. Additionally, benchmark annotation re-
lies on GPT-5.1 and Gemini for scalability. However, the annotation and evalua-
tion tasks are structurally different. Specifically, annotation focuses on attribute
presence while evaluation requires holistic severity assessment.

7 Conclusion

We introduced the Compositional Privacy Risk Taxonomy (CPRT), a regulation-
aligned framework that categorizes privacy risk. We constructed a taxonomy-
aligned dataset of 6.7K images annotated across 22 privacy attributes and de-
rived continuous privacy risk scores to enable systematic evaluation. Through
comprehensive benchmarking of frontier and open-weight models, we reveal sys-
tematic limitations in modeling intermediate compositional risk. We further
demonstrate that compositional privacy reasoning can be distilled into a de-
ployable 8B vision—-language model, enabling practical privacy assessment at
scale. Together, these contributions establish a principled foundation for graded,
composition-aware privacy evaluation and open the path toward robust, deploy-
able multimodal systems aligned with regulatory risk frameworks.
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