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Abstract. Vision-language models (VLMs) pre-trained on large-scale
datasets demonstrate strong generalization in few-shot scenarios, often
surpassing conventional visual models on natural samples. However, they
remain vulnerable to adversarial perturbations, and directly applying
adversarial training may disrupt the cross-modal alignment, degrading
generalization to novel classes. To mitigate these issues, we propose
an Inverse-Adversarial and Difficulty-Adaptive Robust Vision-Language
Model (IADA-RVLM) for robust few-shot classification. Specifically, to
constrain the optimization trajectory, our method jointly leverages ad-
versarial and inverse-adversarial samples, where inverse-adversarial sam-
ples serve as semantic anchors to guide representations toward high-
confidence regions. To improve robustness, we incorporate visual prompt
tuning and text adapters to inject task-specific knowledge into both
modalities. To balance robustness and generalization under varying sce-
narios, we quantify adversarial transfer difficulty via semantic distances
and dynamically adjust the fusion of general and specialized knowl-
edge. Extensive experiments across multiple datasets and attack settings
demonstrate that our method achieves a superior overall trade-off be-
tween robustness and generalization.

Keywords: Robust Vision-Language Models - Few-Shot Learning - Inverse-
Adversarial Learning - Adversarial Transfer Difficulty

1 Introduction

Pretrained vision-language models (VLMs) trained on large-scale image-text
pairs have achieved strong performance across a wide range of downstream
tasks [18}/19]. By aligning visual representations with natural language semantics
in a shared embedding space, such models enable strong generalization across
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tasks and domains. A representative example is CLIP [24], which learns con-
trastive image—text alignment and achieves remarkable few-shot recognition per-
formance. Besides, its variants exhibit strong representation transferability under
prompt-based adaptation |36]. These capabilities make CLIP-style VLMs par-
ticularly attractive in scenarios where data are scarce, such as medical imaging,
remote sensing, and scenarios where acquiring labeled data is difficult or costly.

Despite their impressive generalization on natural images, recent studies re-
veal that VLMs remain highly vulnerable under adversarial perturbations |17].
Ensuring their safety is particularly crucial in data-scarce, high-stakes appli-
cations where model predictions can substantially affect real-world decisions,
such as medical image analysis and traffic sign recognition. Adversarial exam-
ples crafted for conventional vision models transfer effectively to multimodal
architectures, and CLIP-style models can even exhibit weaker robustness than
conventional vision models [13,/16}25//31]. More critically, directly applying stan-
dard adversarial training or adversarial fine-tuning to VLMs often disrupts the
pre-trained cross-modal alignment, leading to a severe degradation of natural ac-
curacy and generalization ability, especially in few-shot regimes [6126]28|/30]. This
robustness—generalization conflict indicates that improving robustness in VLMs
cannot simply rely on classical adversarial learning paradigms. Recent studies
show that adversarial perturbations in multimodal models not only distort vi-
sual representations but also propagate misalignment into the shared embedding
space, thereby degrading cross-modal semantic consistency [34}37]. Such struc-
tural vulnerability distinguishes VLMs from single-modal vision models and calls
for multimodal-aware designs under limited-data adaptation.

To reduce the cost of full-parameter adversarial fine-tuning on large VLMs,
recent robust adaptation methods mainly adopt parameter-efficient tuning strate-
gies based on prompts or lightweight adapters, e.g., visual prompt tuning [2,21],
text prompt tuning [15,31], multimodal prompt frameworks [14,38], and adapter-
based robust tuning such as AdvCLIP-LoRA [9]. Although these approaches
improve adversarial robustness to some extent, they still have limitations: ex-
isting methods often perform adversarial fine-tuning on base classes with fixed
adaptation policies, which introduces domain-specific priors and may harm gen-
eralization to unseen novel classes. Moreover, most approaches treat adversarial
samples uniformly across datasets and categories [31], ignoring that adversar-
ial perturbations may induce drastically different levels of semantic destruc-
tion and robust transfer difficulty. As a consequence, a single fixed robustness-
enhancement strategy is suboptimal: for low-difficulty adversarial cases, exces-
sive task-specific adaptation may cause overfitting and reduce generalization,
whereas for high-difficulty cases, relying solely on frozen general knowledge is
insufficient to establish stable decision boundaries.

To address these issues, we propose IADA-RVLM, an Inverse-Adversarial
and Difficulty-Adaptive Robust Vision-Language Model for robust few-shot CLIP
adaptation. ITADA-RVLM is designed as an integrated framework to improve ad-
versarial robustness while preserving generalization. To stabilize optimization,
we construct inverse-adversarial samples [4,/5] as semantic anchors that guide
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Fig. 1: Illustration of the difference between existing methods and our approach. Ex-
isting methods (left) adversarially fine-tune on base classes, but the resulting represen-
tation shift can hurt generalization on natural samples. Our method (right) adaptively
adjusts the fusion ratio between general and specialized knowledge based on robust
transfer difficulty, achieving better robustness and generalization across scenarios.

representations toward high-confidence regions, mitigating erroneous alignment
caused by misclassified natural samples in standard adversarial training. More-
over, we propose a parameter-efficient expertise module that combines visual
prompt learning (VPT) with a lightweight text adapter (TA) to inject special-
ized knowledge from few-shot data. VPT improves adversarial feature separa-
bility and TA refines decision boundaries. To balance performance on natural
and adversarial samples, we design a difficulty-adaptive knowledge fusion mech-
anism (see Figure . It quantifies class-level adversarial transfer difficulty via
semantic distances in the embedding space and dynamically adjusts the usage
ratio of general and specialized knowledge during inference. This design preserves
general semantics for low-difficulty adversarial samples while strengthening task-
specific knowledge for high-difficulty ones, achieving stable performance under
heterogeneous adversarial scenarios.

Extensive experiments are conducted on datasets with diverse adversarial
transfer difficulties, including Caltech101 , OxfordPets , Flowers102 ,
DTD , and EuroSAT . We follow a base-to-novel evaluation protocol by
training on base classes and testing on novel classes, where natural samples
evaluate generalization and adversarial samples evaluate robustness. These re-
sults demonstrate that TADA-RVLM consistently achieves superior robustness—
generalization trade-offs under strong attacks, outperforming state-of-the-art ro-
bust prompt-based VLMs.

Our main contributions are summarized as follows:

— We propose IADA-RVLM, an inverse-adversarial and difficulty-adaptive
robust vision-language model for few-shot robust classification. By jointly
tuning with adversarial and inverse-adversarial samples, our method stabi-
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lizes the optimization trajectory and boosts both robustness and generaliza-
tion without large-scale re-pretraining.

— We introduce a parameter-efficient expertise adaptation module combining
visual prompt tuning and a lightweight text adapter to inject specialized
knowledge. Moreover, a difficulty-adaptive mechanism based on semantic
distances dynamically balances general and specialized knowledge across ad-
versarial scenarios of varying difficulty.

— Extensive experiments and visualizations across multiple datasets and attack
settings demonstrate that the proposed method achieves a superior trade-off
between robustness and generalization.

2 Related Work

2.1 Adversarial Learning

Adversarial training is a primary defense strategy for improving robustness. Its
core idea is to incorporate adversarial samples during training so that the model
learns perturbation-stable features and becomes more resilient at inference time.
Goodfellow et al. [11] first advocated training with adversarial samples, and
Madry et al. |20] formalized adversarial training as a robust min-max optimiza-
tion problem that minimizes the classification loss under worst-case bounded
perturbations:

min E(z,y)~D { mmax L(fo(x+6), y)} . (1)
Here, 6 denotes model parameters, § is a bounded perturbation, and L(-) is
the classification loss. Despite its effectiveness, standard adversarial training is
computationally expensive and may suffer from limited robust generalization
and degraded natural accuracy. Recent work addresses these issues by improving
robust feature quality and transferring robust knowledge. For example, Mao et
al. |21] designed text-guided contrastive adversarial losses to enhance semantic
consistency. Robust distillation methods transfer robustness from teachers to
students via robust soft labels |10,39], while multi-teacher distillation further
improves stability on both natural and adversarial inputs [33]. Andonian et al. [1]
proposed progressive self-distillation to reduce the reliance on external teachers.

2.2 Vision-Language Models and Efficient Adaptation

Vision-language models (VLMs) learn joint representations from paired image—
text data. CLIP [24] is a representative framework that aligns visual and textual
embeddings via contrastive learning. Given a batch of N image—text pairs, CLIP
optimizes a symmetric InfoNCE objective:

N

1 1 exp((vi, ti)/7)

Lerp = | Lioe + Leoi ), Lioy = —— » log (2)
( ) N ; ZN

2 =1 exp((’vi,t]‘)/’r)’
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where v; = fimg(z;) and ¢; = fiext(5;) denote normalized embeddings, and 7 is a
temperature parameter. To adapt large VLMs efficiently, parameter-efficient tun-
ing has been widely explored, mainly falling into two categories: prompt learning
and adapter-based tuning. Prompt learning optimizes learnable contexts or to-
kens to adapt VLMs while keeping most parameters frozen [14}35[36]. Adapter-
based tuning inserts lightweight modules (e.g., linear or bottleneck adapters)
while freezing the backbone, providing additional capacity with limited train-
able parameters [81/27,/32]. These methods are attractive for few-shot adaptation
because they reduce overfitting risk and computational cost compared with full
fine-tuning.

2.3 Robust Vision-Language Models

Most robust vision—language models improve adversarial robustness by incor-
porating adversarial fine-tuning. Since full-parameter adversarial fine-tuning is
expensive for large VLMs, existing methods typically adopt parameter-efficient
prompt-based adaptation. On the vision side, C-AVP [2] and TeCoA-VPT [21]
introduce learnable visual prompts to enhance the stability of visual repre-
sentations under perturbations. C-AVP optimizes class-wise adversarial visual
prompts, while TeCoA-VPT uses text-guided contrastive adversarial objectives
to reinforce correct image—text alignment. On the text side, AdvPT [31] aligns
learnable text prompts with adversarial image features via an adversarial em-
bedding bank, whereas APT [15] focuses on directly learning robust textual
prompts. Beyond single-modality prompts, multimodal frameworks such as Ad-
vMaPLe [14] and FAP |38] jointly optimize visual and textual prompts to further
improve robustness in few-shot settings. Despite these advances, most methods
adversarially fine-tune on specific domains, which may introduce domain-biased
priors and degrade generalization to unseen classes. Moreover, they often treat
adversarial samples uniformly across datasets and classes, overlooking heteroge-
neous robust transfer difficulty.

3 Method

We first introduce inverse-adversarial fine-tuning in Section[3.I]and describe how
to jointly train with adversarial and inverse-adversarial samples as semantic an-
chors. We then present our parameter-efficient expertise adaptation module in
Section[3.2] which combines visual prompt tuning and a lightweight text adapter.
Finally, we detail the difficulty-adaptive mechanism in Section which esti-
mates robust transfer difficulty and dynamically balances general versus special-
ized knowledge at inference time.

3.1 Inverse-Adversarial Fine-tuning

In conventional adversarial training, misclassified or low-confidence natural sam-
ples can provide unreliable supervision and harm robustness. To address this,
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Fig. 2: Overall framework of the proposed method. During adversarial fine-tuning, the
model is jointly trained with adversarial and inverse-adversarial samples, and incor-
porates visual prompt learning and a text adapter to inject task-relevant knowledge.
Meanwhile, we design a difficulty-adaptive mechanism to estimate the robust transfer
difficulty of adversarial samples and dynamically adjust the fusion ratio between gen-
eral and specialized knowledge.

we introduce inverse-adversarial learning |5| and jointly train on adversarial and
inverse-adversarial samples to constrain the optimization trajectory, improving
robustness while mitigating erroneous supervision.

Generation of Inverse Adversarial Samples Standard adversarial train-
ing implicitly assumes that each natural sample provides reliable supervision.
However, when a sample is low-confidence or already misclassified, its adversar-
ial counterpart may further drift toward incorrect regions, which can amplify
erroneous alignment and lead to robust overfitting in few-shot CLIP fine-tuning.

Inverse-adversarial learning addresses this issue by moving in the opposite
direction of attacks. It minimizes the classification loss within a bounded neigh-
borhood, pushing the input toward a higher-confidence region of the correct
class. In CLIP’s joint embedding space, this encourages the image feature to
align with the corresponding text semantics, providing a more reliable semantic
anchor.

Formally, given an input image x and its label y, the inverse-adversarial
sample is obtained by solving:

i = in L 0 3
T=arg min ce(z +46,y), 3)
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where € denotes the maximum magnitude of inverse perturbation and Lcg is
the cross-entropy loss. Under CLIP classification, image-text similarities are
transformed by softmax into a predictive distribution, based on which the cross-
entropy loss is computed. We generate & via the following projected gradient
descent updates:

1) g0 (j(k) — ' -sign (V¢<k>£CE(j:(k),y))> . (4)

Here, o’ is the step size and ITg denotes the projection operator enforcing the
perturbation constraint.

Joint Training with Adversarial and Inverse-Adversarial Samples Al-
though inverse-adversarial samples provide reliable semantic anchors, they do
not directly enhance defensive capability. Therefore, adversarial samples are still
necessary to improve robustness under attacks. Our model adopts joint train-
ing with both adversarial samples and inverse-adversarial samples, combining
their complementary roles. For an adversarial sample Z, its generation objective
maximizes the classification loss:

& =arg max Lcg(z+96,y). (5)

18] o0 <€

During fine-tuning, model parameters are updated by minimizing the cross-
entropy loss on adversarial samples:

0 « argmin Log(%, y). (6)

Furthermore, we introduce inverse-adversarial guidance to constrain the opti-
mization direction of adversarial samples, avoiding erroneous semantic alignment
caused by misclassified natural samples. Specifically, we compute the image—text
similarity distributions of adversarial and inverse-adversarial samples over tex-
tual prototypes:

pegdv _ eXp(<fimg(A ) text(tj»/T)
! 2k &P ((fimg (£), frext (1)) /)’

o 5D (Uinng®): Fro ())/7)
23" = S e (g (0 Froa ()} /7). ®)

We then impose a distribution alignment constraint by minimizing the KL di-
vergence between them:

L= Lep(E,y) + AKL (p™ || p*), (9)

(7)

where ) is a weighting coefficient balancing robustness improvement and seman-
tic consistency. This joint optimization enables the model to maintain stable
image—text alignment under adversarial perturbations while preventing incorrect
semantic drift induced by low-confidence samples, resulting in a more robust and
stable fine-tuning process.
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Fig. 3: Feature distribution comparison between adversarial fine-tuning with visual
prompt tuning and text prompt tuning.

3.2 Expertise Adaptation Module

In few-shot learning, fine-tuning on base classes can inject task-specific expertise,
but full-parameter updates easily overfit under limited supervision, especially
under attack. Therefore, we propose a parameter-efficient expertise adaptation
module that combines prompt learning and adapter-based tuning on the visual
and textual encoders, improving robustness and generalization.

Visual Prompt Tuning In VLMs, prompts can be introduced into either the
visual encoder or the text encoder. When applied to the visual encoder, this
strategy is referred to as Visual Prompt Tuning (VPT). Prompts on the text
encoder correspond to Text Prompt Tuning (TPT). VPT inserts a small set
of learnable prompt tokens into intermediate Transformer layers so they can
interact with patch features via self-attention and steer visual representations.
Formally, assume that the CLIP visual encoder consists of L Transformer layers.
At layer £, the input is composed of the class token ¢() and patch embeddings
E®. VPT introduces K learnable prompt vectors P() = {p(ll), cel p%)}, which
are concatenated with the original features and fed into the Transformer block:

(e, BOH]  Transformer® ([c“% BO, P“)]), (10)

where P() denotes learnable prompt parameters, while the remaining backbone
parameters are kept frozen. This injects task-specific guidance without updating
the backbone, while TPT adjusts class text embeddings via learnable contexts.

In adversarial fine-tuning, perturbations can reduce inter-class separability
and mix features in the embedding space. VPT acts directly on the visual encoder
to reshape representations during feature extraction. VPT reduces intra-class
variance and enlarges inter-class margins, making feature clusters more compact
under adversarial fine-tuning. Together with inverse-adversarial training, it pro-
vides stable visual constraints that support semantic guidance (Figure left). In
contrast, TPT modifies text-side class prototypes while keeping visual features
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Fig. 4: Feature distribution changes before and after adversarial attacks on Oxford-
Pets and EuroSAT. Different datasets exhibit significantly different degrees of feature
destruction, indicating heterogeneous robust transfer difficulty.

fixed, which can overfit base classes when adversarial perturbations entangle
visual features (Figure [3] right). Therefore, our expertise adaptation module
adopts VPT as the prompt learning strategy.

Text Adapter Adaptation Although VPT optimizes the visual feature space,
it does not explicitly adjust the model’s semantic decision structure. In high-
difficulty adversarial scenarios, visual separability alone may be insufficient.
Thus, we introduce an adapter-based design. In vision-language models, adapters
can be inserted on either modality side (text or vision). We adopt a lightweight
linear text adapter. Let the frozen text encoder output be t € RY. The text
adapter performs a linear mapping after the frozen encoder output:

t = TxtAdapt(t) = ATt + b, (11)

where A € R?? and b € R? are learnable parameters. This design preserves
CLIP’s general knowledge while injecting task-specific expertise. Compared with
visual adapters, text adapters are often safer for adversarial fine-tuning in CLIP,
since text embeddings serve as class prototypes and can be adjusted with minimal
impact on the frozen visual encoder. VPT and TA are complementary: VPT
structures visual features, while TA refines semantic prototypes.

3.3 Difficulty-Adaptive Mechanism

In adversarially robust fine-tuning, adversarial samples from different datasets
exhibit varying transfer difficulty. We define a metric to quantify robust ad-
versarial transfer difficulty, inspired by Relative Transfer Difficulty (RTD) |29)].
Specifically, let f(-) denote a random classifier with accuracy 1/C, and let g(-)
denote a 5-shot baseline model trained on frozen CLIP features with a simple
classifier head. Let Prec; and Prec®?¥ denote the accuracy of the random classi-

g
fier and the adversarial accuracy of the baseline model, respectively. We define
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Table 1: Natural accuracy (Nat, %), robust accuracy (Rob, %) under 100-step PGD,
and their harmonic mean (HM, unitless) on novel classes across datasets with different
robust transfer difficulty levels.

Model Caltech101 OxfordPets Flowers102 DTD EuroSAT
Nat Rob HM Nat Rob HM Nat Rob HM Nat Rob HM Nat Rob HM
CLIP 95.34 2.80 5.44 91.41 0.08 0.16 74.47 0.00 0.00 54.69 0.00 0.00 47.59 0.00 0.00
C-AVP 74.81 46.38 57.24 52.30 15.37 23.73 45.23 15.77 23.39 13.23 7.17 9.30 25.50 10.68 15.05
TeCoA-VPT  72.92 45.92 56.36 48.72 17.51 25.77 42.72 16.24 23.54 22.05 7.88 11.61 20.16 11.97 15.02
AdvPT 77.32 30.62 43.87 70.55 14.84 24.52 50.40 18.99 27.57 35.38 14.13 20.20 25.39 9.07 13.37
APT 78.57 48.98 60.34 68.27 22.98 34.38 51.81 19.26 28.09 34.49 16.36 22.21 25.61 11.22 15.60
AdvMaPLe 74.47 52.12 61.35 70.56 28.16 40.25 49.90 21.07 29.65 21.27 9.97 13.57 26.78 7.83 12.12
FAP 76.11 50.30 60.56 72.13 26.07 38.30 46.67 21.19 29.16 35.57 17.07 23.06 28.72 12.01 16.94

TADA-RVLM  76.54 52.52 62.27 72.16 28.43 40.63 50.64 24.36 32.91 35.02 20.62 26.02 28.33 13.76 19.02

robust transfer difficulty as:

P 1/C
RTDY = 1 / m— (12)
Precg Precg

A larger RTD®® indicates that stable decision boundaries are harder to
establish in few-shot adversarial learning, implying higher robust transfer dif-
ficulty. We observe difficulty differences across datasets (see Figure |4)), which
motivates dynamically balancing general versus specialized knowledge at infer-
ence time. While RTD*!V provides a dataset-level characterization, it cannot
capture class-level variations within the same dataset. Thus, we further model
difficulty at the class level. In vision-language models, text embeddings serve as
class-discriminative vectors, and their geometry reflects semantic relations. If a
target class is close to learned classes in text space, transfer is easier, whereas
distant classes lead to higher transfer difficulty. Accordingly, we quantify sample
difficulty via semantic distances in the text embedding space. Let teya denote
the text feature of the evaluation class, and {tj}jC:1 denote the text features
of base classes. We define the average semantic distance and nearest-neighbor
distance as:

C
1 .
davg =1 — ol E sim(teval, t5) , (13)
Jj=1
dnn =1- i teva 7t' ) 14
jemax sim (tevar, t) (14)

where sim(+, ) denotes cosine similarity. Based on these measures, we introduce
an adaptive coefficient « to dynamically balance general and specialized knowl-
edge. Let teval be the frozen general text embedding, and TxtAdapt(‘Eeval) be
the adapted embedding with expertise injection. The final text representation is
fused as:

toval = - TxtAdapt(tevar) + (1 — @) - teval. (15)

The adaptive weight « is determined by difficulty:
a=(1—exp(—f - davg)) - Ldnn > &), (16)
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Table 2: Robust accuracy (%) of different models on multiple datasets under different
attack methods and perturbation strengths.

Attack | Model | Caltech101 OxfordPets Flowers102 DTD EuroSAT
| |e=2/255 e=4/255|e=2/255 e=4/255|e=2/255 e=4/255|e=2/255 e=4/255|e=2/255 e=4/255
CLIP 2.80 000 | 0.08 000 | 0.00  0.00 0.00  0.00 0.00  0.00
C-AVP 46.38 4110 | 1537 1090 | 1577 1213 | 717 575 | 10.68  8.87
TeCoA-VPT 45.92  40.32 | 17.51  11.84 | 1624 1258 | 7.88 534 | 1197  9.62
PGD AdvPT 30.62 2928 | 14.84 1236 | 18.99 1820 | 14.13 1279 | 9.07  8.16
APT 48.98 4855 | 22.98 21.67 | 19.26 17.95 | 16.36  15.10 | 11.22  10.09
AdvMaPLe 5212 50.17 | 28.16  26.15 | 21.07 1828 | 9.97  7.87 7.83 622
FAP 50.30  49.07 | 26.07 2472 | 21.19 2049 | 18.07 16.36 | 12.01  11.29
IADA-RVLM | 52.52 51.01 | 28.43 26.53 | 24.36 22.16 | 20.62 19.03 | 13.76 12.38
CLIP 0.00  0.00 0.00  0.00 | 0.0  0.00 0.00  0.00 0.00  0.00
C-AVP 4238 3813 | 13.37 834 | 13.19 1012 | 571 429 9.84  7.56
TeCoA-VPT 40.92  37.30 | 1516  11.01 | 15.04 1079 | 6.99 500 | 10.71  8.74
AutoAttack AdvPT 23.62 2027 | 11.14  10.03 | 1543 14.62 | 12.04 10.44 | 8.18  6.89
APT 4498 4151 | 21.09 2028 | 16.07 13.83 | 15.02 13.19 | 9.86  8.89
AdvMaPLe 4712 46.17 | 26.39  24.96 | 19.77  17.28 | 837  5.93 547  3.21
FAP 46.30  44.07 | 26.34 23.72 | 20.52 19.02 | 17.85  14.18 | 10.09  9.35
IADA-RVLM | 48.88 46.91 | 26.02 24.03 | 23.29 21.87 | 19.18 18.08 | 11.97 10.88

where (3 is a scaling factor and & is a threshold to avoid unnecessary adaptation
when evaluation classes are highly similar to base classes.

This mechanism preserves general semantics for low-difficulty adversarial
samples to maintain generalization, while strengthening specialized expertise
for high-difficulty samples to improve discriminability. By quantifying class-level
semantic difficulty and dynamically adjusting knowledge fusion, IADA-RVLM
balances robustness and generalization across different adversarial scenarios.

4 Experimental Results and Analysis

4.1 Datasets and Experimental Setup

We evaluate on datasets with different robust transfer difficulties. Low-difficulty
datasets include Caltech101, OxfordPets, and Flowers102, while high-difficulty
datasets include EuroSAT and DTD. Following the standard few-shot protocol,
each dataset is split into base and novel classes. We adversarially fine-tune on
base classes and evaluate on novel classes under a 16-shot setting. Results are
averaged over 20 random seeds, and experiments are run on a single NVIDIA
A6000 GPU with FP16 mixed precision. We report natural accuracy (Nat)
on clean samples and robust accuracy (Rob) under adversarial attacks, and
use the Robust-Natural Harmonic Mean (HM) to summarize the robustness—
generalization trade-off:

2 - Nat - Rob
Nat + Rob
Our backbone is CLIP ViT-B/16. We use prompt length 2 with prompts inserted
into 10 visual layers, and a linear text adapter. The fusion scaling is set to
B = 4.0. We train for 15 epochs with Adadelta and cosine annealing, generate

adversarial samples online with 2-step PGD (e = 2/255), and evaluate robustness
with 100-step PGD (e = 2/255) and AutoAttack.

HM (Nat, Rob) = (17)
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Fig.5: Grad-CAM visualizations under different attack strengths. Compared with
other methods, our method consistently focuses on the target object regions across
attack strengths.

4.2 Comparison Experiments

Under the unified evaluation protocol described above, we compare the proposed
IADA-RVLM with state-of-the-art robust vision-language models. All methods
are evaluated under the same perturbation budgets on novel classes, and we
report Nat, Rob, and HM on datasets with different robust transfer difficulty.

As shown in Table [I} TADA-RVLM achieves consistently strong robustness—
generalization trade-offs across datasets and obtains the best HM on all bench-
marks. It preserves competitive natural accuracy while improving robust accu-
racy, with more pronounced gains on high-difficulty datasets (e.g., DTD and
EuroSAT).

Table [2] reports robust accuracy under different attacks and perturbation
strengths. As the perturbation bound increases from e = 2/255 to € = 4/255, all
methods degrade, but IADA-RVLM remains the most stable and best-performing
across datasets. Under the stronger AutoAttack setting, TADA-RVLM still pre-
serves clear advantages, especially on high-difficulty datasets, indicating good
robustness generalization under different attack settings.

To further qualitatively assess robustness under varying perturbation strengths,
we visualize model attention regions on adversarial samples using Grad-CAM.
We consider two attack strengths, e = 2/255 and e = 4/255, and compare three
representative robust fine-tuning strategies, the visual prompt tuning method
TeCoA-VPT, the text prompt tuning method APT, and the vision—language
joint prompting method FAP against IJADA-RVLM. As shown in Figure [5
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Table 3: Ablation study on the expert knowledge adaptation module: comparison of
different parameter-efficient fine-tuning strategies in terms of natural accuracy (%) and
robust accuracy (%) under 100-step PGD.

Model ‘ Caltech101 EuroSAT

‘ Natural Robust Natural Robust

CLIP (fine-tune head only) 72.43 42.78 26.32 9.36
CLIP + TPT 72.51 44.27 26.40 10.28

CLIP + VA 72.35 43.30 26.03 10.00

CLIP + VPT 73.06 45.24 26.85 10.61

CLIP + TA 74.42 48.92 27.41 12.33

CLIP + TPT + VA 72.97 46.29 25.57 10.32
CLIP + VPT + TA 76.54 52.52 28.33 13.76

Table 4: Component ablation study on Caltech101 and EuroSAT: natural accuracy
(%) and robust accuracy (%) under 100-step PGD.

Caltech101 EuroSAT

Inverse-Adv.  Expert Adapt. Difficulty Adapt.
Natural Robust Natural Robust

70.20 39.52 22.51 8.25

v 72.43 42.78 26.32 9.36
v 73.04 47.60 25.98 10.96

v v 75.86 50.75 27.25 12.18
v v 74.75 51.31 27.06 12.82

v v v 76.54 52.52 28.33 13.76

IADA-RVLM maintains more focused and stable attention on target regions
under different perturbation strengths, supporting its improved robustness.

4.3 Ablation Studies

To verify the effectiveness of each component, we conduct ablation studies on
Caltech101 and EuroSAT. As shown in Table [3] using only the visual adapter
(VA), text prompt tuning (TPT), or their combination brings limited gains. VA
tends to erode general knowledge by directly modifying visual features, while
TPT requires large updates to text embeddings under few-shot adversarial tun-
ing, increasing overfitting risk. In contrast, visual prompt tuning (VPT) or the
text adapter (TA) alone provides moderate robustness improvements, and their
combination consistently enhances both natural and robust accuracy. Further-
more, Table [f] shows that integrating inverse-adversarial learning and difficulty-
adaptive fusion further strengthens the robustness—generalization trade-off.



14 R. Xu, J. Dong et al.

— Caltech101 - — EuroSAT .
9 77.0 e 9 9
-~ 76.0 56.0~ ~ ~
o > 328.0 16.0 3
€750 54.0 ® e ©
3 2 o 2
274.0 52.02 é_):,260 /A\A\\A 14.05
=73.0 o = ™

[0 0
= 2 = 24.0 12.0 5
3720 K 3 3

] © o

(-4 2 -4

A w
© o
o o

1]
20T 5737 5 6 12 3 4 5 6
(a) Scaling factor 3 (low difficulty) (b) Scaling factor 8 (high difficulty)
— OxfordPets - — DTD .
2\2 75.0 40.0°\° 2\c: 30.0°\o
~72.5 = >‘35.0 =
35.00 v v
€ 70.0 g 300 2508
3 3 3 3
Y675 30.09 ] v
25.0 -]
< < 20.0<
= 65.0 - = -
25.090 n
5 62.5 3 5200 3
-
60.0 20 Onot m150 15'02
=00 4 6 8 10 1277 =5 4 6 8 10 12
(c) Prompt depth (low difficulty) (d) Prompt depth (high difficulty)

Fig. 6: Hyper-parameter analysis under different robust transfer difficulties.

4.4 Hyper-Parameter Analysis

This subsection analyzes the sensitivity of two key hyper-parameters: the fusion
scaling factor 8 and the prompt depth (i.e., the number of prompted visual
layers). As shown in Figure @, larger 8 tends to help on low-difficulty datasets
but can be unstable when overly large on high-difficulty datasets, while deeper
prompting is generally more beneficial for high-difficulty datasets. Based on the
observed trends, we use § = 4 and prompt depth 10 in all experiments.

5 Future Work

TADA-RVLM introduces a slight increase in training overhead due to inverse-
adversarial sample generation and distribution alignment. Improving computa-
tional efficiency and extending the evaluation to more diverse vision-language
model backbones remain promising directions for future work.

6 Conclusion

In this paper, we presented IJADA-RVLM, an inverse-adversarial and difficulty-
adaptive robust vision-language model for robust few-shot classification. To sta-
bilize the optimization trajectory, our method jointly leverages adversarial and
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inverse-adversarial samples, where inverse-adversarial samples serve as seman-
tic anchors to guide representations toward high-confidence regions. To improve
robustness, we incorporate visual prompt tuning and a text adapter to inject
task-specific knowledge into both modalities. To balance robustness and gen-
eralization under varying scenarios, we quantify adversarial transfer difficulty
via semantic distances and dynamically adjust the fusion of general and spe-
cialized knowledge. Extensive experiments across multiple datasets and attack
settings demonstrate that TADA-RVLM achieves a more favorable robustness—
generalization trade-off than existing robust vision-language tuning approaches.
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