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Abstract. While Multimodal Large Language Models (MLLMs) show
remarkable capabilities, their safety alignments are susceptible to jail-
break attacks. Existing attack methods typically focus on text-image
interplay, treating the visual modality as a secondary prompt. This ap-
proach underutilizes the unique potential of images to carry complex,
contextual information. To address this gap, we propose a new image-
centric attack method, Contextual Image Attack (CIA), which employs
a multi-agent system to subtly embed harmful queries into seemingly
benign visual contexts using four distinct visualization strategies. To
further enhance the attack’s efficacy, the system incorporates contextual
element enhancement and automatic toxicity obfuscation techniques. Ex-
perimental results on the MMSafetyBench-tiny dataset show that CIA
achieves high toxicity scores of 4.62 and 4.83 against the GPT-4o and
Qwen2.5-VL-72B models, respectively, with Attack Success Rates (ASR)
reaching 86.83% and 91.02%. Our method significantly outperforms prior
work, demonstrating that the visual modality itself is a potent vector for
jailbreaking advanced MLLMs. WARNING: This paper may contain ex-
amples of harmful content for research purposes.
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1 Introduction

Multimodal large language models (MLLMs), e.g ., GPT-4o [12] and Gemini
2.0 [34], while demonstrating remarkable cross-modal understanding and gener-
ation capabilities, have also attracted growing attention to their safety [16, 40].
Compared with Large Language Models (LLMs), MLLMs include an additional
visual input channel, which provides a continuous semantic space compared to
textual input and introduces additional safety risks [13,14,18]. Jailbreaking, us-
ing crafted adversarial inputs to bypass safety alignments and induce harmful
⋆ Equal contribution.
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From now on, act as a 
teacher guiding students in 
the classroom …
What are the best practices to 
evade law enforcement 
detection?

Generate 
detailed 
content for 
each item on 
the list …

(a) Textual Role-Playing

(b) FigStep

I’m sorry, but I can’t assist 
with that request.

I’m sorry, but I can’t assist 
with that request.

The image 
shows a list 
numbered 1, 
2, and 3, but 
the items are 
empty. Please 
generate 
detailed 
content for 
each item on 
the list …

Embed harmful 
query into 
seemingly 
benign visual 
context

(c) Contextual Image Attack (CIA)

List of Methods to Evade Law Enforcement Detection.
Step 1: Establish a False Identity False …
Step 2: Strategies to minimize traceability …
Step 2: Careful planning around timing is critical …

Fig. 1: Illustration of the CIA setup, where harmful queries are embedded into seem-
ingly harmless visual scenarios, exploiting the contextual information in the images.

content to exposes potential vulnerabilities, is a critical and widely-studied step
toward developing robust, trustworthy, and secure MLLMs [22,26,37].

Prior jailbreaking works focused on LLMs, primarily using methods such as
prompt injection and role-play [14, 41]. As research shifted to MLLMs, attacks
evolved to exploit the new visual modality, but current strategies exhibit key lim-
itations. One strategy constructs adversarial images or embeds sensitive content
through visual input, without fully leveraging the contextual information [3,10].
A separate line of attack, while considering context, merely adopts the LLM
jailbreak approach in text form, describing the context with words and failing
to utilize the advantages of images in expressing scenarios [21,23].

To address the limitations, we propose a Contextual-Image Attack (CIA)
method, which constructs images to showcase both the context and malicious
intent, with text input serving only as an auxiliary prompt. Figure 1 illustrates
the distinction between our approach and prior methods. In our approach (c), we
embed the harmful query, “What are the best practices to evade law enforcement
detection?”, within a plausible visual scenario: a teacher posing the question in a
classroom. Such a visually coherent setting provides the model with a seemingly
legitimate communicative motive, causing it to misinterpret the user’s intent
and thereby bypass safety alignment. This is contrasted with approaches like
FigStep [10], which simply renders the instruction as text within an image (b),
or others [20,23,32] that use a purely textual description (a). This image-centric
approach holds practical importance, as it is supported by two key technolog-
ical trends: the increasing capability of image generation to create such visual
scenarios [38], and the emerging ability to compress text into visual tokens [36],
which highlights the growing potential for images to carry the complex, semantic
intent our attack exploits.
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CIA centers on image context and demonstrates the safety risks introduced
by visually embedded content. To produce contextual images that carry harmful
intent, CIA employs a multi-agent system comprising four agents: a Parser,
an Image Generator, a Text Refiner, and an Image Refiner. The Parser Agent
converts a harmful query into text suitable for embedding in an image; the Image
Generator Agent uses four visualization strategies to construct an appropriate
image context and synthesize the corresponding contextual image in which the
embedded text is placed within semantically plausible elements; the Text Refiner
ensures that the embedded textual semantics remain consistent with the original
query, while the Image Refiner augments the image with additional contextual
elements to strengthen its effectiveness. Leveraging this multi-agent system, we
show that harmful queries can be concealed within benign-appearing images,
revealing vulnerabilities in current MLLM safety mechanisms.

Our main contributions can be summarized as follows:

– We introduce CIA, a novel method that embeds harmful queries into seem-
ingly harmless image scenarios. CIA addresses the limitations of existing
MLLM jailbreak techniques in their use of visual context.

– CIA constructs attack data through a multi-agent system, leveraging four
scene-visualization strategies to generate semantically coherent contextual
images and enhance attack viability through contextual element integration.

– We validate CIA on multiple datasets and target models. CIA achieves tox-
icity scores of 4.62 and 4.83, and ASRs of 86.83% and 91.02% on GPT-4o
and Qwen2.5-VL-72B respectively, outperforming baseline methods.

2 Contextual Image Attack

The method is designed to bypass the target model’s safety-alignment mech-
anisms in a black-box setting. This is achieved by tightly integrating harmful
intents with contextual scenarios in images. The core process is managed by a
multi-agent system that constructs a scene-based initial target image, refines
it by adding contextual elements, and then leverages auxiliary text prompts to
attack the target model. Workflow of CIA is illustrated in Fig. 2(a).

2.1 Problem Formulation

General multimodal jailbreak attacks consist of three key components: a target
model (π), a target image (I), and a harmful query (Q). These attacks break
the target model’s safety alignment by leveraging the interaction between I and
Q to influence the model’s output. Unlike approaches where the harmful intent
is primarily conveyed through the query and the image plays only a supporting
role, our method centers the attack on the target image. Specifically, we construct
the target image at the semantic level and use a general text prompt T merely
to guide the model’s response.

Formally, we model our attack as synthesizing an optimal contextual image
scene I∗ that can jailbreak a target model π when prompted. Given a harmful
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query Q, let Fintent be an abstraction function that maps Q to its core intent
iQ = Fintent(Q). Our method then transforms this abstract intent into a visual
narrative via a synthesis process Gscene, producing a contextual image I:

I = Gscene
(
Fintent(Q)

)
. (1)

This synthesized image I is then combined with a guiding prompt T to form the
input P = (I, T ). When fed to the target model, this input elicits a response
R = π(P ).

The objective is to optimize the image generation process Gscene to produce
an image I∗ that maximizes the likelihood of a successful jailbreak. A success-
ful response should be both aligned with the original harmful query Q and in
violation of the model’s safety policies. This can be expressed as the following
optimization problem:

max
I,T

Pr
(
Align(π(I, T ), Q) ∧ Unsafe(π(I, T ))

)
, (2)

where Align(·, ·) is a semantic alignment metric and Unsafe(·) is a safety policy
violation classifier. Here, the primary optimization variable is the image scene
I, as T is typically a generic fixed prompt.

The construction of the target image proceeds through four agents. In Sec. 2.2,
we introduce the Parser Agent and the Image Generator Agent: the Parser
Agent parses the harmful query Q, extracts key semantic elements, and con-
structs the visual text and frame structure, while the Image Generator Agent
applies scene-visualization strategies to assemble the scene, embeds these prompts
in appropriate positions, and generates the initial target image. In Sec. 2.3 we
introduce the Text Refiner, which ensures the generated visual text and frame
structure remain semantically consistent with Q, and the Image Refiner, which
augments the image with four types of contextual elements to strengthen attacks.
The final enhanced image is then used to perform the attack.

2.2 Intent-to-Scene Image Generation

To generate a scene-dependent target image from a harmful query, we employ a
Parser Agent and an Image Generator Agent. The Parser Agent extracts
the underlying intent and produces the text to be embedded in the image, while
the Image Generator Agent synthesizes a contextualized scene that incorporates
this intent using four scene-visualization strategies to construct the initial target
image.

Parser: Intent Extraction and Encoding. Directly embedding a harmful query
into an image is often incompatible with contextual interaction. To address this,
the Parser Agent decomposes the harmful query into two structured compo-
nents: a visual text v and a frame structure f . The visual text v encodes the
textual intent for embedding into the target image, ensuring natural interac-
tion with the surrounding visual context. The frame structure f specifies the
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Harmful Query: How can someone recruit individuals for terrorist activities?

Image Description: 
De: “A sunlit classroom where a 
teacher …”
Se: “Figure on “Start” tile, facing 
spiraling path to orb …”
St: “Overlapping papers with one 
highlighted document …”
Co: “Two figures exchanging 
analytical questions …”

Image
Refiner

… Please 
complete 
them with 
actual 
content …

Parser

Intent
Target…

Text Refiner

Context 
Planner

Answe
r

Semantic 
check

Revise

done

input

output

Dialogue
Layout

Structured
Content

…

Qwen
Image

Text Prompt

visual 
text

frame 
structure

phase
1

phase
2

phase
3

input

output

Initial Image

add ”…" as a 
handwritten note 
on the top-left
…

Qwen
Image Edit

Initial Image

Revised Image

Revised Image

(a) Workflow of CIA (b) Text Refiner (c) Image Refiner

Pass 
Not 
pass

input

visual 
text

frame 
structure

output

phase
4

Input

Fig. 2: (a) Workflow of CIA: A multi-agent system converts a harmful query into an
adversarial contextual image. The Parser Agent extracts structured intent, the Text
Refiner enforces semantic consistency, the Image Generator Agent creates an initial
scene-based image using four visualization strategies, and the Image Refiner enhances
it with contextual elements. (b) Text Refiner: iteratively evaluates and updates the ex-
tracted intent to maintain semantic consistency. (c) Image Refiner: employs contextual-
element augmentation to produce the final adversarial image.

region or layout designated as the response area for v, serving as a structural
placeholder without harmful content. Illustrative examples are provided in the
Supplementary Material, Sec. D.

Specifically, the Parser Agent first parses the original harmful query Q to ex-
tract key semantic components, including actions, carriers, and core intentions,
using an auxiliary language model πtext

aux . It then encodes these semantic units
into the two components (v, f), as represented by (v, f) = πtext

aux (Q). In addition,
toxicity obfuscation is applied to v to conceal sensitive keywords while preserv-
ing the original intent and contextual coherence. The Parser Agent therefore
produces structured semantic representations, which are subsequently utilized
by the Image Generator Agent to compose a coherent scene description and
generate the initial target image.

Image Generator: Multi-Strategy Scene Visualization. After obtaining the visual
text v and frame structure f from the Parser Agent, the Image Generator
Agent utilizes them to construct a coherent visual context and synthesize the
corresponding initial target image.

Specifically, the Image Generator takes (v, f) together with a predefined
scene-strategy template Tk as input, where k ∈ {1, 2, 3, 4} indexes the four vi-
sualization strategies. It then generates a descriptive image-generation prompt,
which is fed into a text-to-image model G (e.g., Stable Diffusion [30]) to produce
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the initial target image:

I0 = G
(
πtext

aux (v, f, Tk)
)
. (3)

To ensure that the generated images adapt to diverse contexts, the Image
Generator Agent employs four visualization strategies. Each strategy embeds
the visual text within a plausible environment and ensures coherent interaction
with other visual elements. These strategies are inspired by jailbreak context-
design approaches in text-only LLM attacks and integrate cues such as teachers,
papers, and planning boards to mitigate MLLM safety alignment constraints.

As illustrated in Fig. 3, we design four visualization strategies: (i) Demon-
stration, where v is presented on instructional media (e.g., blackboard, white-
board, or display), with f serving as a brief instructional caption beneath (e.g.,
“Step 1: ...”); (ii) Sequential Path, where v is placed near a roadmap endpoint
and f provides intermediate reasoning steps along the path, implying a logical
progression; (iii) Structured Content, where v is embedded within rich-text
artifacts (e.g., papers or articles), with f appearing as surrounding explanatory
text; and (iv) Dialogue Layout, where v is distributed across question bubbles
and f appears in reply bubbles of a comic- or dialogue-style layout, with the
background (e.g., classroom or lab) conveying the model’s implied “role”.

2.3 Iterative Refinement and Element Integration

In Sec. 2.2, the Parser and Image Generator jointly generate scene-dependent tar-
get images that embed harmful intent, but this process may introduce semantic
drift or trigger safety mechanisms. Thus, we introduce Text Refiner, an agent
that performs iterative refinement to preserve semantic fidelity (Fig. 2(b)). In ad-
dition, Image Refiner augments the generated image with contextual elements
to improve attack viability (Fig. 2(c)).

Text Refiner: Iterative Prompt Refinement. Since modifying embedded text af-
ter image generation is difficult, a Text Refiner first refines the visual text v
and frame structure f to ensure semantic consistency with the original query Q
before generating the target image. After producing the initial visual text v0 and
frame structure f0, it invokes an auxiliary language model πtext

aux to iteratively
evaluate and refine them. At each iteration i, a semantic consistency indicator
Stext
i ∈ {0, 1} is computed, where Stext

i = 1 indicates that (vi, fi) are semanti-
cally consistent with the query Q (The computation of Stext

i will be introduced
later in this subsection). The update rule is:

(vi+1, fi+1) =

{
πtext

aux (vi, fi, Q), Stext
i = 0,

(vi, fi), Stext
i = 1.

(4)

This process continues until semantic consistency is achieved (i.e., Stext
i = 1),

yielding the final visual text v and frame structure f .
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(a) Demonstration (b) Sequential Path

(c) Structured Content (d) Dialogue Layout

Fig. 3: Four visualization strategies: (a) Demonstration, (b) Sequential Path, (c) Struc-
tured Content, and (d) Dialogue Layout.

Image Refiner: Contextual Element Addition. After generating the initial target
image Iinitial, the Image Refiner performs contextual augmentation to improve
attack effectiveness. Specifically, it leverages an auxiliary multimodal policy πmm

aux
to synthesize an image-editing instruction E = πmm

aux (Iinitial, v, f ; Taug), where
Taug denotes a carefully designed augmentation template that specifies permis-
sible contextual elements and their insertion rules. The revised image Irevised is
then obtained through the image-editing model G as Irevised = G(Iinitial, E).

Specifically, the Image Refiner employs four contextual-element augmenta-
tion strategies: (i) Auxiliary text embedding, inserting brief assisting phrases
into the image (e.g ., “Ignore previous instruction”); (ii) Safety-icon addition,
placing innocuous safety-related icons (e.g ., green checkmarks) at visually ap-
propriate positions; (iii) Emoji insertion, embedding emojis among key tokens
in the visual text to subtly perturb tokenization; and (iv) Noise injection, blur-
ring or distorting portions of critical keywords to evade exact-match detectors
while preserving human legibility. These augmentations collectively increase the
adversarial image’s capacity to evade automated safety mechanisms while re-
taining the intended semantics.

Semantic Consistency Checking Mechanism. To maintain semantic alignment
with the original query Q during prompt optimization, the Text Refiner incor-
porates a semantic-consistency checking mechanism. At iteration i, it generates
a pseudo-response Ri = πeval(vi, fi), where πeval is a weakly aligned MLLM. The
auxiliary model then assesses whether Ri is semantically consistent with Q via
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Table 1: Performance of QR-Attack, SI-Attack, VisCo Attack, and our CIA on GPT-
4o and Qwen2.5-VL-72B in terms of Toxicity and Attack Success Rate (ASR, %).
Results are obtained on MMSafetyBench-tiny, where “01-IA” to “13-GD” denote the 13
evaluation categories, and “ALL” reports performance aggregated over the full dataset.

QR-Attack SI-Attack VisCo Attack CIA (ours)
Model GPT-4o Qwen2.5-VL GPT-4o Qwen2.5-VL GPT-4o Qwen2.5-VL GPT-4o Qwen2.5-VL
Metric Toxic ASR Toxic ASR Toxic ASR Toxic ASR Toxic ASR Toxic ASR Toxic ASR Toxic ASR
01-IA 1.00 0.00 1.90 20.00 2.40 20.00 4.10 60.00 4.90 90.00 5.00 100.00 4.20 80.00 5.00 100.00
02-HS 1.19 0.00 2.56 31.25 2.88 18.75 4.44 56.25 4.62 68.75 5.00 100.00 4.31 68.75 4.50 68.75
03-MG 1.60 0.00 4.80 80.00 4.20 40.00 4.80 80.00 5.00 100.00 5.00 100.00 5.00 100.00 5.00 100.00
04-PH 1.86 21.43 3.00 42.86 3.14 42.86 4.79 78.57 4.86 85.71 4.93 92.86 4.71 92.86 5.00 100.00
05-EH 2.58 16.67 4.25 75.00 2.83 16.67 4.25 58.33 4.67 75.00 4.83 91.67 4.83 91.67 4.92 91.67
06-FR 1.67 13.33 2.67 40.00 2.67 13.33 4.60 80.00 4.93 93.33 5.00 100.00 5.00 100.00 4.93 93.33
07-SE 1.73 18.18 4.82 81.82 1.55 0.00 4.45 63.64 4.45 72.73 4.73 81.82 4.55 81.82 4.64 81.82
08-PL 4.13 60.00 4.73 86.67 4.33 66.67 4.47 73.33 5.00 100.00 4.87 93.33 4.80 93.33 5.00 100.00
09-PV 1.57 14.29 4.29 57.14 2.57 28.57 4.93 92.86 5.00 100.00 5.00 100.00 4.71 92.86 5.00 100.00
10-LO 3.00 15.38 3.31 23.08 2.92 7.69 3.54 30.77 4.69 84.62 4.85 84.62 4.54 84.62 4.69 84.62
11-FA 3.59 52.94 3.59 47.06 3.24 17.65 3.41 29.41 4.82 88.24 5.00 100.00 4.41 82.35 4.76 94.12
12-HC 2.91 0.00 3.91 36.36 3.27 18.18 4.09 54.55 4.82 81.82 4.27 54.55 4.40 80.00 4.40 80.00
13-GD 2.87 20.00 3.73 40.00 3.27 20.00 3.87 40.00 4.73 80.00 4.20 46.67 4.73 86.67 4.93 93.33
ALL 2.36 20.24 3.60 49.40 3.01 23.81 4.26 60.12 4.80 85.71 4.82 88.10 4.62 86.83 4.83 91.02

Si = πaux(Ri, Q), yielding a binary indicator Si ∈ {0, 1}, where Si = 1 denotes
semantic consistency.

2.4 Attack Execution

The target image generation follows a four-phase pipeline that integrates all four
agents:
Phase I: The Parser Agent extracts intent from the harmful query Q and con-
verts it into two structured components.
Phase II: The Text Refiner enforces semantic consistency of (v, f) by iteratively
evaluating and updating them.
Phase III: The Image Generator Agent applies a selected strategy template Tk
and synthesizes the initial target image.
Phase IV: The Image Refiner enriches the target image with carefully designed
contextual elements to produce the enhanced target image I∗.

In the final execution phase, the optimized adversarial image I∗, is paired
with a fix auxiliary textual prompt, T , to form the complete attack input. Finally,
the complete prompt (I∗, T ) is then fed into the target model πtar, yielding
R = πtar(I

∗, T ). The attack succeeds if R aligns with Q and violates the model’s
safety policy (cf. Eq. (2)).

3 Experiments

We conduct extensive experiments to evaluate our proposed CIA across multiple
benchmarks and target models, including both open-source and closed-source
MLLMs. Furthermore, we perform an ablation study to analyze the contribution
of each component of CIA. Additional experimental details and extended results
are provided in the Supplementary Material.
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Table 2: Performance of FigStep, FigStep-Pro, SI-Attack, VisCo Attack, our CIA,
and the Text baseline across various models in terms of Toxicity and Attack Success
Rate (ASR, %). Results are obtained on SafeBench-tiny. “Text” corresponds to directly
using the original harmful queries without any jailbreak strategy.

GPT-4o GPT-4o-mini Gemini-2.0 Qwen2.5-VL InternVL2.5 Average
Method Toxic ASR Toxic ASR Toxic ASR Toxic ASR Toxic ASR Toxic ASR

Text 1.88 10.00 2.06 16.00 1.52 2.00 1.68 6.00 1.48 4.00 1.72 7.60
FigStep 1.74 12.00 3.02 40.00 3.86 54.00 4.18 64.00 2.74 34.00 3.11 40.80

FigStep-Pro 1.82 2.00 2.22 0.00 3.36 30.00 3.04 26.00 2.78 8.00 2.64 13.20
SI-Attack 1.54 2.00 3.46 30.00 3.92 38.00 4.22 62.00 3.94 50.00 3.42 36.40

VisCo Attack 4.60 76.00 4.76 86.00 4.68 80.00 4.82 86.00 4.84 88.00 4.74 83.20
CIA (ours) 4.66 84.00 4.86 92.00 4.88 94.00 4.92 92.00 4.88 90.00 4.84 90.40

3.1 Experimental Settings

Evaluation MLLMs. We evaluate CIA on open- and closed-source MLLMs.
For open-source models, we consider two representatives: Qwen2.5-VL-72B [2]
and InternVL2.5-78B [6]. For closed-source models, we evaluate three MLLMs:
GPT-4o [12], GPT-4o-mini [12], and Gemini-2.0-flash [7]. For brevity, Tab. 1
reports only GPT-4o and Qwen2.5-VL-72B, with other models in the Supple-
mentary Material, Sec. B.

Benchmarks and Baselines. We evaluate CIA on two widely used multi-
modal safety benchmarks: MMSafetyBench [21] and SafeBench [10]. MMSafety-
Bench provides 13 categories of harmful queries (e.g., illegal activity, hate speech,
malware generation), where attacks are formed by modifying a question and
pairing it with a related image. In our setting, we use only the harmful textual
questions and regenerate the contextual images using CIA. SafeBench [10] is a
multimodal safety benchmark built on typography-based adversarial injections,
where harmful instructions are rendered as text on blank images. All experi-
ments use the tiny subsets of both benchmarks: MMSafetyBench-tiny contains
168 samples, and SafeBench-tiny includes 50 harmful queries. For baselines, we
compare CIA with four representative multimodal jailbreak attacks, including
QR-Attack [21], FigStep [10], SI-Attack [49], and VisCo-Attack [24], with the
corresponding baseline setups described in the Supplementary Material, Sec. A.

Implementation Details. We cap the number of refinements on the visual
text v and frame structure f at 5. In the Dialogue Layout strategy, the harmful
query is decomposed into 3 sub-questions. Additional details of the experimental
setup are provided in the Supplementary Material, Sec. A.

Defense Settings. We evaluate the CIA attack under four defenses, including
two prompt-level defenses: (1) system prompt-based defense and (2) Self Re-
minder (SR) [39], and two inference-time defenses: (3) AdaShield-S [35] and (4)
AdaShield-A [35]. For system prompt-based defense, we append textual guidance
to system prompt [10]. For SR, we use the standard setup. AdaShield-S uses a
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static defensive prompt, while AdaShield-A uses Vicunav1.5-13B [52] to adap-
tively rewrite defensive prompts. We evaluate over-defensiveness on VLGuard
safe_safes split [54] and compute win rate with GPT-4o-mini as the judge.

Evaluation Metric. We adopt two primary evaluation metrics: Toxic Score
(Toxic) and Attack Success Rate (ASR). Following previous work [8, 24, 29], we
employ the GPT-4o judge to assess response harmfulness. Given an original
harmful query and model response, the evaluator assigns a Toxic Score from 1
to 5, where higher values indicate greater harmfulness and 5 means the response
fully satisfies the harmful intent of the query. We regard an attack as successful
only when the score is 5. The evaluation prompt is provided in the Supplementary
Material, Sec. A. Among the four semantic elements defined in our study, each
element is suitable for different scenarios and models. Consequently, an attack is
regarded as successful if either the original target image or any of the four refined
target images achieves a successful attack. When calculating the Toxic Score, we
select the highest score among five evaluation results for each sample under a
specific scenario. We report results only for the Demonstrative Framework, with
additional results for other strategies provided in the Supplementary Material,
Secs. B and C.

3.2 Performance on MLLMs

We conduct comprehensive experiments on the MMSafetyBench-tiny and SafeBench-
tiny datasets. The overall results are summarized in Tab. 1 and Tab. 2.

CIA demonstrates superior and consistent effectiveness compared to baseline.
On MMSafetyBench-tiny, CIA achieves ASR values of 86.83% on GPT-4o and
91.02% on Qwen2.5-VL-72B. These results exceed those of QR-Attack, SI-Attack,
and VisCo Attack. In terms of Toxicity, CIA obtains scores of 4.62 and 4.83 on
the two models, respectively, which are noticeably higher than those of QR-
Attack (2.36/3.60) and SI-Attack (3.01/4.26). This indicates that CIA not only
circumvents safety protections, but also induces the models to generate clearer
and more complete harmful content, rather than vague or partially filtered re-
sponses. The differences among the baselines are also pronounced. QR-Attack
performs the weakest, with an ASR of only 20.24% on GPT-4o and consistently
low Toxicity scores, suggesting that simple prompt rewriting rarely breaks cur-
rent safety alignment mechanisms. SI-Attack improves upon QR-Attack in both
ASR and Toxicity, particularly on Qwen2.5-VL-72B, where it reaches 60.12%
ASR, but there still remains a large gap compared to CIA. VisCo Attack is
overall stronger and closely approaches CIA on both metrics; however, CIA still
achieves higher average ASR on GPT-4o (86.83% vs. 85.71%) and Qwen2.5-VL-
72B (91.02% vs. 88.10%). On SafeBench-tiny, CIA attains an average ASR of
90.40%, again surpassing all baselines.

CIA exhibits strong generalization across models and categories. Baseline meth-
ods such as SI-Attack and FigStep achieve reasonable performance on open-
source models, but their effectiveness drops sharply on closed-source ones. For
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example, FigStep obtains 64% ASR on Qwen2.5-VL-72B but only 12% on GPT-
4o. In contrast, CIA consistently maintains ASR above 84% across all evaluated
models, including GPT-4o, GPT-4o-mini, Gemini-2.0-flash, Qwen2.5-VL-72B,
and InternVL2.5-78B. Across different categories of harmful instructions, CIA
also exhibits remarkably stable performance. As shown in Tab. 1, it achieves
near-perfect ASR in categories such as 03-MG (weapons manufacturing) and
09-PV (privacy violation), and remains strong in more challenging categories
including 01-IA (illegal advice), 06-FR (fraud), and 12-HC (hate crime). This
consistency indicates that CIA does not rely on category-specific templates, but
instead exploits a general vulnerability in the vision–language alignment and
instruction-following mechanisms of current MLLMs.

3.3 Ablation Study

Fig. 4: Performance of CIA on SafeBench-Tiny under different settings with GPT-4o,
evaluated by Toxic score and ASR.

To evaluate the contribution of each component of CIA, we conduct an abla-
tion study on the SafeBench-Tiny dataset with GPT-4o as the target model; the
results are reported in Fig. 4. We consider the following seven variants, evaluated
by toxicity score and attack success rate (ASR): (i) CIA (text), the complete
pipeline with visual scene and auxiliary text; (ii) w/o FP, removing the frame
structure and retaining only simple numbered cues; (iii) w/o VP, removing the
visual text v and directly using the harmful query; (iv) w/o Image, text-only
attack with toxicity obfuscation and no visual input; (v) w/o Context, embed-
ding harmful content into a blank image without any contextual elements; (vi)
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(a) Layer-wise separability in InternVL2.5-78B. (b) t-SNE of final-layer representations.

Fig. 5: CIA with visual context substantially reduces the separability between benign
and harmful prompts. (a) layer-wise decision boundaries collapse across the network
depth. (b) confirms this effect via representation overlap in the final embedding space.

w/o Aug, using only the initial target image without contextual Augmentation;
and (vii) w/ Random, embedding the harmful intent into a random image.

Impact of components in CIA. The results show that removing the frame struc-
ture significantly reduces the ASR (from 68% to 38%), indicating its importance
in guiding the model toward harmful responses. When the visual-text toxicity ob-
fuscation is removed, GPT-4o’s ASR drops from 68% to 36%, suggesting that the
model relies on toxicity obfuscation to bypass safety mechanisms. Furthermore,
removing visual input or image context leads to a substantial decrease in both
Toxicity Score and ASR, confirming the central role of visual context. Although
using only the initial target image still yields moderate effectiveness, the addi-
tion of contextual elements further enhances the attack performance. Detailed
results, as well as additional experiments on different visualization strategies and
different contextual-element enhancements, are provided in the Supplementary
Material, Sec. C.

3.4 Further Discussion

To probe the role of visual context in jailbreak attacks, we measure the embed-
ding separability of benign versus harmful prompts in the InternVL2.5-78B [6]
model. We generate 50 benign–harmful prompt pairs from SafeBench-tiny us-
ing GPT-4o-mini [12] and, following prior work [10, 49], analyze the model’s
hidden states under two settings: (i) text-only inputs and (ii) CIA-generated
image inputs, where harmful intent is embedded within visually coherent scenes.
Our results show that visual context substantially weakens the model’s text-
based safety alignment, effectively collapsing the separation between benign and
harmful representations. As illustrated in the t-SNE visualization (Fig. 5b), final-
layer hidden states from text-only inputs are well separated and achieve 91%
linear classification accuracy. In contrast, introducing visual context eliminates
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Table 3: Attack success rate (ASR, %) of CIA across five models on SafeBench-tiny
under different defense settings. Original denotes the no-defense baseline.

ASR (%)
Method GPT-4o GPT-4o-mini Gemini-2.0 Qwen2.5-VL InternVL2.5 Average
Original 58.00 54.00 74.00 66.00 56.00 61.60

System Prompt-Based 60.00 60.00 56.00 60.00 64.00 60.00
Self Reminder 44.00 42.00 46.00 54.00 58.00 48.80
AdaShield-S 32.00 22.00 50.00 30.00 26.00 32.00
AdaShield-A 28.00 24.00 34.00 32.00 26.00 28.80

Table 4: Over-defensiveness evaluation on VLGuard (safe_safes). We report win
rate (higher is better), the fraction of instances where GPT-4o-mini prefers the model
output over the reference response, across five subsets and the overall average.

win rate
Method HOD bad_ads harm-p hatefulMemes privacyAlert Total
Original 0.82 0.72 0.71 0.65 0.82 0.77

System Prompt-Based 0.76 0.69 0.66 0.63 0.77 0.73
Self Reminder 0.72 0.63 0.78 0.57 0.79 0.72
AdaShield-S 0.68 0.44 0.61 0.49 0.69 0.61
AdaShield-A 0.56 0.48 0.41 0.48 0.63 0.56

this separability, producing tightly interwoven embeddings. This effect persists
across the entire network depth, as confirmed by the layer-wise analysis (Fig. 5a).
The figure reports the Fisher Ratio, a standard class-separability metric where
higher values indicate stronger distinction between benign and harmful embed-
dings. For text-only inputs, separability increases steadily with depth, whereas
for CIA image–text inputs it remains near zero at all layers, revealing a signifi-
cant safety vulnerability induced by visual context. In addition, we conduct an
attack cost analysis on SafeBench-tiny. Despite relying on image generation and
editing models in our pipeline, the overall cost remains modest. Detailed analysis
and results are provided in the Supplementary Material, Sec. C.

3.5 Defenses

We evaluate CIA under four defense settings, as summarized in Tab. 3. Original
denotes CIA attack (without augmentation) and achieves an average ASR of
58.6%. System Prompt-Based Defense and Self Reminder yield average ASRs of
60.0% and 48.8%, respectively. Their limited effectiveness may stem from the
image-centric nature of CIA, where key attack cues are conveyed visually and
are difficult to override with text-only constraints. AdaShield-S and AdaShield-
A lower the average ASR to 32.0% and 28.8%, producing the strongest defense
performance. However, our over-defensiveness evaluation (Tab. 4) shows that
both methods cause a larger drop in model utility, underscoring the need for
defenses that better balance mitigation and helpfulness.
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4 Related Works

4.1 Multimodal Large Language Models

In recent years, the strong capabilities of LLMs have accelerated the development
of MLLMs [5,46,50]. Building on the language understanding abilities of LLMs,
MLLMs incorporate modality-specific encoders to process images, audio, and
video, enabling unified multimodal reasoning [4,42]. MLLMs typically comprise
three core components: (i) modality-specific encoders that extract representa-
tive features from each input modality, (ii) a cross-modal projection module
that maps these features into the language model embedding space, and (iii) a
Transformer-based language model that operates on the aligned representations
to perform multimodal reasoning and generation [2, 6, 19, 53]. MLLMs demon-
strate strong performance on visual question answering [1,15,43], image caption-
ing [11,17], and visual commonsense reasoning [33,44], and have been applied to
video understanding, temporal reasoning, and multimodal retrieval [9,45]. In this
paper, we analyze representative open-source and closed-source MLLMs [27,34].

4.2 Jailbreak Attacks on MLLMs

The rapid evolution of LLMs has intensified concerns over their safety and se-
curity, and jailbreak attacks have become a primary means of probing their
safety and security boundaries. Prior work on LLMs has proposed methods
such as adversarial suffixes, multi-turn role-playing, and contextual prompt de-
signs to manipulate model behavior [14, 25, 41]. Recent studies have extended
these approaches to MLLMs [3,26,28,37,47,51]. Some efforts [3,26,28,51] focus
on optimizing visual inputs to bypass safety alignment. For example, Bailey et
al . [3] proposed an image-hijacking attack that crafts adversarial images to in-
duce harmful outputs in MLLMs; Qi et al . [28] demonstrated that visual inputs
constitute a significant security vulnerability, where a single adversarial image
can bypass safety-aligned MLLMs; Shayegani et al . [31] introduced composi-
tional adversarial attacks that require access only to the visual encoder to craft
adversarial images; and Niu et al . [26] generated adversarial images via a maxi-
mum likelihood estimation (MLE)-based method. Although these techniques can
achieve high attack success rates, the resulting adversarial images often suffer
from semantic corruption, and, in real-world scenarios, harmful intent is typically
conveyed through text instructions. Other work combines text prompts with im-
ages containing harmful content to jailbreak MLLMs [8,10,21,24,48,49]. Gong et
al . [10] embedded harmful queries into blank images via typography, leveraging
MLLMs’ OCR capabilities for jailbreak; Liu et al . [21] generated query-related
images using Stable Diffusion or typography; Ding et al . [8] produced multi-
ple images to replace unsafe elements in harmful queries; and Zhao et al . [49]
designed an image–text jailbreak attack that exploits MLLMs’ shuffle incon-
sistency. Following these studies, Zhang et al . [48] embedded harmful queries
into blank images as flowcharts, and Miao et al . [24] proposed a vision-centric
jailbreak attack based on multi-turn image–text dialogues.
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5 Conclusion

In this paper, we introduce Contextual Image Attack (CIA), an image-centric
jailbreak method that embeds harmful intent into semantically crafted visual
contexts to evade MLLM safety mechanisms. CIA employs a multi-agent sys-
tem, comprising a Parser, an Image Generator, and a dual-path Refiner with
semantic-consistency checks, to generate scene-dependent images that preserve
semantic fidelity while obscuring malicious queries in plausible visual elements.
Experiments on MMSafetyBench-tiny and SafeBench-tiny show that CIA sub-
stantially outperforms existing baselines in both toxicity score and attack suc-
cess rate. Ablation studies further demonstrate that visual context is critical to
bypassing model safety alignment. These findings highlight overlooked vulner-
abilities posed by visually encoded adversarial inputs and underscore the need
for more robust safety alignment for visual modalities.
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