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Abstract. Conventional one-hot encodings often yield poorly calibrated
models, being overconfident under attack, and letting entropy-based de-
tection algorithms fail. Previous image classification works have demon-
strated that Hadamard-coded output representations can improve ad-
versarial robustness. However, attempts to integrate Hadamard codes
into semantic segmentation fall far behind state-of-the-art models in
mean intersection-over-union performance. Regarding object detection,
such output encodings have not yet been investigated at all. Further,
no prior art addressed intrinsic codeword inconsistencies or actually
exploited intrinsic codeword redundancy. Accordingly, we first derive
a novel decoding procedure for Hadamard codewords towards optimal
class-wise probabilities, solving the underlying optimization problem by
using the projection onto the probability simplex. Second, our optimiza-
tion delivers a measure of prediction inconsistency. Third, we are the
first to show how to exploit these inconsistencies for adversarial attack
and disturbance detection. Fourth, we introduce HadamardNet, a frame-
work employing Hadamard codes as output representations for seman-
tic segmentation and object detection models and tasks. We conduct
a comprehensive evaluation both on disturbances and adversarial at-
tacks, achieving state-of-the-art perturbation detection performance for
both tasks in only a single detection pass, while delivering equivalent
or close-by reference performance on clean data. Code is available at
https://github.com/ifnspaml/HadamardPerturbationDetection.

Keywords: adversarial attack, attack detection, semantic segmenta-
tion, object detection, Hadamard code

1 Introduction

In safety-critical domains such as autonomous driving, perception models must
remain reliable under image perturbations, whether caused by adversarial at-
tacks or natural disturbances. One direction to address this challenge is the in-
troduction of redundancy into neural networks, for example through Hadamard-
coded output representations [15-17,139/40L/44]. Hsu et al. |17] introduced Hada-
mard codes for large-scale image classification and reported improved accuracy.

*Marks equal contributions
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Verma et al. [39] demonstrated improved calibration and adversarial robustness,
while Hoyos et al. |16] confirmed these benefits across multiple attack types.
However, these results do not directly transfer to semantic segmentation or ob-
ject detection. The only Hadamard-based semantic segmentation method by
Hoyos et al. [15] indicates faster convergence during training but falls far behind
state-of-the-art mean intersection-over-union (mlIoU) performance. Furthermore,
existing work does not exploit the intrinsic redundancy of Hadamard codewords
and its possible usage for perturbation detection.

Perturbation detection |13}19}23}25],27,|35,|361[43L|45] remains an open chal-
lenge for safety-critical perception systems. A widely used baseline by Hendrycks
et al. [13] employs maximum softmax probability, and Smith et al. [36] propose
predictive entropy as detection signal. Liu et al. [25] introduced the energy score
which provides a unified metric for out-of-distribution and adversarial detec-
tion. Feature squeezing [43] compares predictions on original and quantized or
smoothed inputs and Ryu et al. |35] evaluate entropy differences after bit depth
reduction, however, the former requires multiple forward passes and the latter
degrades under strong perturbations. For semantic segmentation, Maag et al.
train a detector based on entropy maps of both benign and FGSM-attacked
images [27] and achieve strong results on FGSM-related attacks but generalize
poorly to structurally different perturbations such as Metzen attacks [29]. For
object detection, perturbation detection research remains limited [31}38]. Ex-
isting approaches either depend on model-specific assumptions as proposed by
Li et al. |23] who detect perturbations through context inconsistency or they
are specifically tailored to a Faster R-CNN [33]|. Yin et al. |[45] propose heavy
additional language models exploiting multi-object relationships.

In this work, we leverage the redundancy of Hadamard-coded output repre-
sentations for perturbation detection. Fxisting work provides no rigorous deriva-
tion for mapping predicted Hadamard codewords back to valid class probabilities
while exploiting redundancy. This is why we first propose a novel and fully proba-
bilistic decoding procedure. We construct a linear equation system (LES) linking
the unknown class probabilities to the predicted codeword and introduce an error
vector to make the typically inconsistent equation system solvable under proba-
bilistic constraints. The resulting optimization problem searches for the minimal
error vector satisfying these constraints. Second, we show that the solution is
a projection onto the probability simplex, which yields a novel decoding proce-
dure for Hadamard codewords, delivering the error vector as an inconsistency
measure of the network output. Third, based on this error vector, we propose an
adversarial attack and disturbance detector that requires no adversarial train-
ing data, achieving state-of-the-art detection performance with a single detection
pass with negligible computational overhead and being model- and task-agnostic.
Fourth, we are first to provide a comprehensive evaluation of Hadamard output
encodings for state-of-the-art semantic segmentation baselines and to extend
them to object detection.
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2 Related Works

Output Representations: For semantic segmentation and object detection,
one-hot encoding is standard due to its simplicity and performance. Multi-
ple alternatives have been proposed [1,[8}11,/15H17,[21}|34L/39H41], including ex-
pert knowledge-based embeddings [1}/11], learned embeddings [40,/41], and data-
independent embeddings such as error-correcting codes (ECCs) [15}|17}21,(34].
Dietterich et al. [8] introduce ECCs to improve multi-class performance, and
Kong et al. [21] show that ECCs reduce bias and variance across training subsets.
Within ECCs, Hadamard codes have drawn particular interest [14H1739}40}/44]
due to their constant Hamming distance. Our work extends this line by math-
ematically exploiting Hadamard code redundancy to obtain a perturbation-
sensitive inconsistency measure, along with a rigorous mathematical derivation.

Hadamard-Coded Output Representations: Hsu et al. [17] first introduced
Hadamard codes |32] for large-scale image classification, showing improved accu-
racy and label space efficiency. Yang et al. |[44] reported improved class discrim-
inability in the penultimate layer. Verma et al. [39] evaluated activation func-
tions for Hadamard-coded outputs and found that tanh improves calibration and
adversarial robustness. Hoyos et al. [16] confirmed improved robustness across
FGSM |12, PGD [22|, and other attacks. Wan et al. |40| further increased ro-
bustness by learning codewords starting from Hadamard codes. Hoyos et al. [15]
applied Hadamard codes to semantic segmentation, reporting faster convergence,
however, under very short training schedules, substantially lower mIoU than
standard baselines, and with inconsistencies between paper and released code.
Their decoding uses a matrix multiplication and softmax but does not leverage
codeword redundancy. No prior work applies Hadamard codes to object detec-
tion. We address these gaps by, for the first time, deriving a redundancy-aware
decoding method, producing both valid class probabilities and an inconsistency
signal, and by extending Hadamard-coded outputs to object detection.

Adversarial Attack Detection: Adversarial attack and disturbance detection
mostly relies on uncertainty in the model output. Hendrycks et al. [13]| propose
an indicator based on maximum softmax probability and Smith et al. [36] an
entropy-based indicator. Liu et al. [25] introduce the energy score for attack de-
tection. Transformation-based approaches include feature squeezing [43|, which
requires multiple forward passes, and entropy difference methods by Ryu et
al. |35], which degrades under stronger attacks. For semantic segmentation, Maag
et al. [27] trained a detector on FGSM [12] perturbations using entropy maps but
generalize poorly to different attacks such as Metzen [29]. For object detection,
existing methods are either architecture-specific, such as context inconsistency
detection for Faster R-CNN by Li et al. [23] or they employ heavy language
models for multi-object reasoning [45]. Our proposed detector does not depend
on model-specific assumptions, or heavy modules, but is even task-agnostic by
deriving a detection signal directly from the Hadamard-code redundancy.
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3 Methods

Here, we describe how we employ Hadamard output encodings for perception
models and utilize the redundancy for attack and disturbance detection.

3.1 Hadamard Codes for Classification

We propose to utilize ECC-based output representations for perception models
using Hadamard codes [32], the resulting network we denote as HadamardNet.
Due to its favorable mathematical properties, the Hadamard code is particularly
well suited for the output encoding of perception models for classification, such
as semantic segmentation or object detection. Hadamard codes provide large,
equal Hamming distance between codewords, while both encoding and decoding
are computationally efficient. A Hadamard code is of length L = 2¥ with k € N.
The Hamming distance between each pair of codewords is 2~!. Hadamard codes
are generated using Sylvester’s construction [37] of the bipolar Hadamard matrix
H®) ¢ {—1,1}2%L which is detailed with an example in Supplement A. We use
S columns H{" = (HSEL@)) € {—1,1}* of the Hadamard matrix H(") = (HéL))
to obtain the unipolar representations HS(LZ) = %(HS(LZ) + 1) with columns

H = (1)) e B (1)

and column index s € § = {1,...,5} representing one of S classes, ¢ € L =
{1,...,L} being the (bit) index within the codeword, and B = {0,1}. In this
work, we will utilize these column vectors as target labels for classification
tasks such as semantic segmentation or object detection, which leads to our
proposed HadamardNet architecture with a modified output representation. Since
L is always a power of two, it is not guaranteed that the codeword length L and
S are equal. The codeword length must only satisfy

L>S. 2)

Using , our unipolar Hadamard matrix for classification purposes is given by

L L L LxS
H=(EPHEY . HP) B (3)
In analogy, the bipolar Hadamard matrix for classification results in
H=— (ﬂgm ae ... ﬂgL)) € [~1,1}L%5. (4)

Using 1(575) = {1}1%5 the two notations (3) and (4) are related by
H =2H — 1(6x9), (5)
Since the matrix H(4)) is orthogonal, the following holds:
H -H=L- I, (6)
where I € B5*% denotes the identity matrix and ( )T is the transposeﬂ

“Note that H-H' # S - 1.
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Fig. 1: Inference setup using the HadamardNet. The Hadamard decoder is performed
according to Sec. @ The perturbation detection is detailed in Sec. @

3.2 HadamardNet and Hadamard Decoder

Following Fig. I} our proposed HadamardNet predicts a so-called soft codeword
h = (h;) = (hiy) € T¥¥! (7)

for each position, i.e., a pixel or an object, i € T = {1,...,1}, where we have
I = [0,1] due to the sigmoid and I € N is either the number of pixels or the
number of objects. These predicted soft codewords h are then decoded (Fig.
green box) to deliver the optimal class posterior probabilities

P = (P}) = (P},) € I°¥, ®)

with P}, = Pf(s|x), i € Z, and x € IHxWxC heing the input image of height
H, width W, and with C' = 3 color channels. For each pixel or object ¢ € Z, the
class posteriors have to fulfill the stochastic constraints

Y Pi=1 (9)

seS

and  P; >0 Vs e S. (10)

Optimization Problem: The estimation of the optimal class posterior proba-
bilities P} (s|x) given the predicted soft codewords h = (h;) is now step-by-step
derived and outlined in the remainder of this section.

In the unlikely case that the network predicts an error-free soft codeword
hi = (hj,), which does not contain inconsistencies, the soft codeword fulfills

hi e H* = {>_,cs 13150 -P, s | P; = (P;s) € P} and therefore
« L
il = Z Hé,g) Pis. (11)
sES

Here, P = {Pi = (P, el® | Pis>0VseS, > csPis= 1} is the set of all
valid class-wise probability distributions satisfying the constraints (9), (10). In
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Supplement B we show a detailed derivation of using our probabilistic ap-
proach. Given the unipolar Hadamard matrix for classification H , and the
error-free soft codeword h} for pixel or object ¢, we obtain a well-determined
LES that we aim to solve for P; € P for each pixel or object i € Z:

H-P;=h (12)

Since the prediction h; = (h;,) for each bit at position ¢ is intended to be
mutually independent, contradictions can arise and potentially an output soft
codeword h; ¢ H* making the equation system unsolvable under the prob-
abilistic constraints @, . To address this, we introduce an error vector
& = (¢4) € [-1,1]F for each predicted soft codeword h;, with hf = h; + &;,
and obtain

|[H P, =h; +¢.

(13)

This allows to become solvable for any h; € I” subject to the constraints

@D, . Using , @, and @, we can rearrange for P;, yielding
P . (14)

with Pl = %HTBZ S [71, 1]3, e, — %HTéZ = %(é;rI:I)T € RS and Bz = 2h1 —
1) € [~1,1]%. Note that P; does not necessarily satisfy the constraints @[),
. The rearrangement of to obtain is detailed in Supplement C. By
introducing new unknowns €;, the LES becomes under-determined, resulting
in multiple feasible solutions for P; and &;. Therefore, we employ and search
for the minimum squared Ly error minp,cp ||&;|3, which is the optimization
problem we aim to solve.

Solving the Optimization Problem: We solve this optimization problem by
just minimizing ||e;||3 in , which we prove to be equivalent by showing that
arg minp,ep ||€;]|3 = argminp, cp ||&;|3 in Supplement D.

To minimize ||e;||3 in (14), we utilize the projection ¢() onto the probability
simplex by Michelot [30] and obtain the optimal class posterior probabilities
delivered by the Hadamard decoder in Fig. [T}

P' = ¢(P;) = in |P; — P2 = in le;|2. 15
;= o(Py) argg,?g;,\\ 12 arglg}égllellz (15)

Please refer to Supplement E for a detailed description of the simplex projection.
Substituting P; in by P} delivered by the simplex projection yields
the smallest class-wise error vector

el =P; —P; c RS, (16)

As depicted in Fig. [T, the class-wise probabilities P} and error vector e are
the two outputs of our Hadamard decoding. The error vector represents the in-
consistencies of the individual binary predictions of the HadamardNet. Since all
operations in the Hadamard decoding are differentiable, we can utilize the de-
coded probabilities P}, the error vector e, as well as the predicted soft codeword
h; for the training.
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3.3 Adversarial Attack and Disturbance Detection

As depicted in Fig. |1} our perturbation detection approach uses the output of our
Hadamard decoding P* = (P}) (15]) and e* = (e}) (16]) as inputs and outputs an
anomaly score §(x) € I for each image x. During inference, an image is flagged

as adversarial if 6(x) > 0 for a given threshold 6 > 0.

Error Vector Anomaly Score: A simple first approach uses the L; norm of
the error vector, averaged over all pixels or objects, as anomaly score

5(x) = % S Jletls. (17)

i€l

Regression Anomaly Score: Clean images show a strong relationship be-
tween error magnitude ||ef||; and class posterior probabilities P}. An analysis of
this relationship is provided in Supplement F. Pixels or objects with low max-
imum posterior probability (P} . = maxsesP; =~ %) typically exhibit larger
inconsistencies ||} ||1. Thus, a detector based solely on would tend to falsely
alarm on images containing many low-confidence predictions. Under perturba-
tions, the distribution of |lef]|; changes from the clean-data distribution. We
introduce a regression model F (details in Supplement G) that, for each pixel
or object 4, predicts the error magnitude \Eﬂh = F([P} o, H(P})]) > 0 from
the maximum posterior probability P; .. and the entropy of the class posterior
H(P}) = =3 s P - 1log(Pf) > 0. The per-image prediction error is then
r(x) = \/ﬁ Y ier La(llef |1, llef]l;) > 0. Using clean training data Dirain, We

compute the mean prediction error p'rai? = m Y ey, T(X) > 0. The
anomaly score is defined as the absolute deviation from the training mean

3(x) = [r(x) — u™™". (18)

Quantile Anomaly Score: Using the regression anomaly score, the regression
model F (details in Supplement G) predicts only the expected value of |7 for
a pixel or object i. However, this formulation does not account for variability, and
thus yields on average high anomaly scores in case of large standard deviations
of ||ef]]1. To explicitly incorporate standard deviation, our third approach uses
a regression network F that predicts the conditional 85% quantile of ||e}||; over

all pixels or objects. This means that F ([P} .., H(P7)]) = E§0'85) > 0 provides,

for each pixel or object ¢ € Z, the error vector L; norm E§0‘85) for which 85% of
ller|l1, i € Z, are lower. To obtain the anomaly score, we then count the fraction
of pixels or objects whose L; norm of the error vector exceeds the predicted 85%
threshold:

5(x) = ‘% > 1. (19)

(0.85)

i

ieZ, |ler|1>E
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3.4 HadamardNet and Attack/Disturbance Detector Training

HadamardNet: In our final HadamardNet, training is based on the encoded-space
loss
J = JENC(h;, Hy), (20)

computed between the predicted soft codeword h; and the target Hadamard
codeword H; = Hgi)g , with §; denoting the class label of pixel or object i.
Details on J (51) and JENC (52) are given in Supplement H.

Detector: After HadamardNet training, the regression model F is trained ex-

clusively on clean images by minimizing JMSE(|lef||;, ||Tea|1) for the regression
anomaly score (18), and by minimizing the 85% quantile loss [20]

goss) _ 1

ol S max(0.85 (e} s — E*®), 015 (B"* —Jle;|1))  (21)

i€L

for the quantile anomaly score .

4 Experimental Setup and Metrics

Semantic Segmentation: For semantic segmentation, SegFormer MiT-BO [42]
is used in most of our studies, due to its fast training and strong performance. We
additionally report results for DeepLabv3+ |4]. We employ Cityscapes |7] train-
ing (DSS,) and validation (DSS) sets, BDD100K [46] training (DELC2%8) and
validation (D\lill)D’Seg) sets, and ADE20K [47] training (DARE20K) and validation
(D‘VA;?MOK) sets. Segmentation quality is measured using mean intersection over
union (mlIoU). The mmsegmentation framework [6] is used to train all models
using default hyperparameters, except for the loss, where we use exclusively J¢

. Supplement I provides further training details.

Object Detection: For object detection, we consider Faster R-CNN [33] as
a standard two-stage CNN-based detector widely used in the adversarial at-
tack and detection literature [5}[23]45]. We further extend our approach to
DETR [2]|, an end-to-end single-stage transformer-based detector, demonstrating
that our method is architecture-agnostic. We employ the combined Pascal VOC
2007 and 2012 trainval [9,10] (DY.2C) and Pascal VOC 2007 test (DY9C) sets,

train val
BDD100K [46] train (DEPD-9P) and test (DELPOP) sets, and COCO [24] train

train
(DEOCO) and validation (DY) sets. Object detection quality is measured us-

val
ing the COCO average precision (AP) metric [24]. Specifically, AP denotes the
mean average precision averaged over multiple IoU thresholds from 0.50 to 0.95

in steps of 0.05. The models are trained by minimizing

JOD — )\l jreg 4 /\CISJCIS7 (22)
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where A&\ > () weigh the bounding box regression loss J"¢ and classification
loss J°I8 . Since Hadamard encodings are applied only to the classification
branch, we use the standard J™¢ from [2}33] for Faster R-CNN and DETR. For
classification, we employ HadamardNet as in the segmentation experiments, with
J in as defined in . Unless noted otherwise, all hyperparameters follow
the defaults of the mmdetection framework [3]|. Supplement I provides further
training details. For both, semantic segmentation and object detection, we report
95% confidence intervals obtained over three seeds.

Perturbation Detection and Attacks: The perturbation detection regression
network F is trained in a second stage after the segmentation or object detection
model have been trained. For this purpose, we use the same training set as in
the first stage, which again only contains clean data. We train F for 20 epochs
using the AdamW |26 optimizer, more details in Supplement I.

For semantic segmentation, we employ FGSM [12], PGD 28], and Metzen |29|
attacks. For object detection, we employ TOG [5] untargeted, fabrication, van-
ishing and mislabeling attacks. Additionally, for both, we employ Gaussian noise
and salt and pepper disturbances. For all experiments evaluating perturbation
detection performance, the corresponding perturbation strength € [18] is explic-
itly stated, which is the only hyperparameter used for Gaussian noise, salt and
pepper noise, and the FGSM attack. The PGD, TOG, and Metzen attacks use
additional hyperparameters. For PGD and TOG, we use 10 iterations, each with
a step size of . = 7. For the Metzen attack, we use 60 iterations, a fixed step
size of aMetzen — %5, and match all remaining hyperparameters to those of Met-
zen et al. |29]. Details on our definition of € and the generation of the attacks
and disturbances can be found in Supplement J.

Perturbation detection performance is evaluated using the true positive rate
(TPR), false positive rate (FPR), and the area under the receiver operating char-
acteristic curve (AuROC). In addition, to assess generalization across different
perturbations and strengths, we report global AuROC. To compute these global
metrics, we aggregate detection outputs either across all perturbation strengths
for a fixed perturbation, or across all perturbations and strengths, and evaluate
AuROC on the resulting combined set. This protocol enforces a single operating
threshold across all perturbations and strengths, reflecting practical deployment
conditions where the perturbation configuration is unknown.

5 Experimental Evaluation and Discussion

Semantic Segmentation: Note that in Supplement K, we conduct an ablation
study on the variants and combinations of the classification loss J compo-
nents and adopt J = JENC with JENC = JMSE {51 41l following experiments
both in the semantic segmentation and object detection task.

In Tab. [I we compare the perturbation detection performance of all three
variants of our proposed method described in Sec. with state-of-the-art de-
tection approaches for semantic segmentation across multiple perturbation types
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Table 1: Perturbation detection for semantic segmentation on DS using
SegFormer MiT-BO. Global AuROC (best in bold) per perturbation across all strengths
e€{1,2,4,8,16} and across all perturbations and strengths in %.

Method ‘Optim.‘ Global AuROC (%) ‘ Global [FLOPs
on |FGSM PGD Metzen Gauss. S&P |AuROC| (G)
Multi-pass detector
Xu et al. |- |97.1%0% 98.2%04 78,010 64.2%13 65.4%9-8]80.7F6| 366
Single-pass detector
Entropy - ]95.7%0:5 92,211 45 0F1-6 62,9706 62,1%0-5]71 6102 122

- [95.5F04 91,7512 45,2518 62.8*01 61.6707|71.4702| 122
FGSM|[98.2%0094 927 48 029 67.610:6 64.3%0-2|74.8%09] 122
- |95.7%0-8 95 908 68 4+1:9 65.0%0-8 60.6%0-0|77.110 7| 123
- [89.6T28 94,1109 79,7133 59 gF1-4 55 9F1.0|74 6H171 194

Max posterior \
Maag et al. \\
Ours: Error 1)
Ours: Reg. 1)

Ours: Quantile (19)| - |95.9%%796.1°75.9%>168.5"164.4*1%80.2*°7| 124
FGSM Metzen |29
[ |
— =14
e=4 ||
—ec=16
& 04
— Ours
0.2 - - - Entropy | l
0 | T T T 0 =~ | | |
0 02 04 06 08 1 0 02 04 06 08 1
FPR FPR

Fig. 2: ROC for our proposed quantile detection for semantic segmen-
tation, left for the FGSM attack, right for the Metzen attack at perturbation
strengths € € {1,4,16}. All results are obtained using a SegFormer MiT-B0 model
trained on DS, and evaluated on perturbed images from DS;EI.

and strengths e. All methods employ a SegFormer MiT-BO trained on DG5S,
and evaluated on perturbed samples from DS5. We report the perturbation de-
tection accuracy measured by global AuROC (%) per perturbation across all
strengths and across all perturbations and strengths. Perturbed mIoU and de-
tection performance per strength e are provided in Supplement L. We observe
that the three-pass detector by Xu et al. perform best in three of five pertur-
bations, however, naturally requiring three times the computational complexity
of the single-pass detectors. In the single-pass regime, Maag et al. excel in
FGSM (where they optimized for). The entropy and the max posterior [13]
detectors are lacking behind, so do Maag et al. for attacks other than FGSM.
Among our methods, our quantile detector is ahead, delivering also the best
global AuROC (80.2%), which is statistically equivalent to the multi-pass per-
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Table 2: One-hot vs. Hadamard output encodings on semantic segmentation mod-
els on D5 and DEDPS  Global AuROC (best in bold, second-best underlined) across

val

all perturbations and strengths e€ {1,2,4,8,16} and mIoU in %.

Output Cityscapes (CS) BDD .
Model representation / mloU AuROC mloU AuROC Size FLOPs
detector clean attack clean attack (M) (G)

One-hot/entropy |36 [80.2%02 72.5%0-1 59,8515 592532 436 1413
One-hot/max post. |13]|80.2%02 72.2%14 59,815 60.3%%9 43.6 1413
DeepLabv3+  Hadamard/(LZ) (ours) [80.1°"" 80.4*'! 57.2%9970.9%%%43.6 1414
[4] Hadamard /(L&) (ours) [80.1*%! 81.0%° 57.2%% 63.4°° 43.6 1415
Hadamard/(19) (ours) |80.1%%! 80.7%%2 57.2%0:5 64.8%46 436 1415

One-hot/entropy [36]— [76.450-2 72,114 59,5503 62,0530 3.7 122
One-hot /max post. [13]|76.4%2 72,1514 59,5503 62.8%27 3.7 122
SegFormer-BO Hadamard/(LZ) (ours) |76.5%% 77.1**7 57.6%° 70.3*°¢ 3.7 123
[42] Hadamard/ % (ours) 76.550-3 74,617 57,615 64.5%15 3.7 124
Hadamard/(T9) (ours) |76.5%°-3 80.2%%9 57.6515 67.2%%9 3.7 124

formance (80.7%) of complex Xu et al. [43]. The second-best of our approaches
is the quite balanced error anomaly score method (77.1% global AuROC)
which for each single perturbation delivers a global AuROC of more than 60%.

In Fig. [2| we display receiver operating characteristic (ROC) curves for
FGSM [12] (left) and Metzen [29] (right) attacks on semantic segmentation mod-
els for various attack strengths e for our quantile regression approach and
the entropy baseline [36]. The results are obtained using the SegFormer MiT-BO
model [42], which is trained on DS, and evaluated on attacked images from
DES. The ROC curves are obtained by varying the decision threshold 6 applied
to the anomaly score §(x) (19). Expectedly, we observe that ROC curves get
better the stronger the attacks are. Our quantile method excels the entropy ap-
proach for both attacks, for Metzen even with high significance. Further ROC

curves are provided in Supplement M.

In Tab. 2] we compare the clean mIoU and global AuROC across all pertur-
bations, model size, and computational complexity in terms of GFLOPs of one-
hot and Hadamard output encodings for two model architectures and datasets.
For perturbation detection with one-hot models, we use the entropy [36] and
max posterior [13| baselines, while for our HadamardNet we report our three
perturbation detectors , , . On clean data, we reach among all meth-

ods statistically equivalent semantic segmentation mIoU on DES, and close-

by performance on D?all)D’Seg. Concerning global AuROC of the detectors, the
HadamardlNet with our detector is significantly better than one-hot encod-
ings with any of the baseline detectors [S% [15] for both models and datasets.

This holds also for our quantile detection (19) on DS5. A comparison to the (very

poor-performing) the so-far only Hadamard semantic segmentation method by
BDD,Seg
val

Hoyos et al. [15] is provided in Supplement N. More results on D

reported in Supplement O and on DAPE20K i Supplement P.

are
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Table 3: Global AuROC (%) for semantic segmentation on DES, comparing entropy-
based one-hot detection |36], inconsistency-based detection in the one-hot output space,
and inconsistency-based detection in the Hadamard output space. All models use
DeepLabv3+. Best results in bold.

One-hot-+entropy [36] One-hot+(17) Hadamard-+(T7)
79.5%0-1 76.9%0-3 80.4%1 1

In Tab. [3] we further investigate whether the performance gain stems only
from allowing prediction inconsistencies or whether the Hadamard output encod-
ing itself contributes to perturbation detection. To this end, we train a one-hot
model to directly predict P, using sigmoid instead of softmax activation, while
keeping the remaining setup unchanged, therefore allowing the model to have
prediction inconsistencies. We then apply the same simplex projection , error
vector computation , and perturbation detector as for the HadamardNet.
We denote this setup as 0ne—h0t+. Results are reported on Dgasl using a
DeepLabv3+. Compared to the one-hot entropy baseline |36], using the predic-
tion inconsistency in the one-hot space already improves the global AuROC by
4.4% absolute. This shows that the general principle of exploiting inconsistencies
between predictions and their projection is already beneficial. However, replacing
the one-hot output encoding with Hadamard output encoding further improves
the global AuROC by another 3.5% absolute, reaching 80.4%. This shows that
both, allowing prediction inconsistencies and structuring them through Hadamard
encodings, improve perturbation detection.

Object Detection: In Supplement Q, we conduct an ablation study on Dyacl)c

for weight A\ of the classification loss J° as part of JOP 7 and fix the
optimum for all further object detection experiments on all datasets.

In Tab. [d] we compare the perturbation detection performance of all three
variants of our proposed method in Sec. [3.3] with state-of-the-art detection ap-
proaches for object detection across multiple perturbation types and strengths e.
All methods employ a Faster R-CNN [33] model trained on DYOS and evaluated
on perturbed samples from DY9“. We report the perturbation detection accu-
racy measured by global AuROC (%) per perturbation across all strengths and
across all perturbations and strengths. We observe that Xu et al.’s multi-pass
approach [43| shows imbalanced performance across perturbations, being strong
under the vanishing attack, but particularly poor under Gaussian noise. The
max posterior baseline [13] is the overall best among the single-pass baselines.
Expectedly, our quantile method performs poorly due to the small num-
ber of objects compared to the high number of pixels in semantic segmentation.
Our regression detector @, however, is best among all single-pass methods in
each perturbation. With a global AuROC of 74.4% it is overall best, significantly
excelling even Xu et al.’s multi-pass approach (69.8%). The AP and detection
performance detailed for each strength € is provided in Supplement R.
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Table 4: Perturbation detection for object detection on DY{C using Faster
R-CNN. Global AuROC (best in bold) per perturbation (Untargeted, Fabrication,
Vanishing, Mislabeling, Gaussian, S&P) across all perturbation strengths e €
{0.25,0.5,1,2,4,8,16} and across all perturbations and strengths in %.

Method ‘ ~ Global AuROC (%) ‘Global FLOPs
Untar. Fabric. Vanish. Mislab. Gauss S&P |AuROC| (G)
Multi-pass detector
Xu et al. |81.0%%2 82,139 83,56 809559 34,6577 63.4%74]69.8%7°| 645
Single-pass detector
Entropy 84.8%09 87,5509 g.9*08 g4 gE10 49 gE02 46,1£20159 61| 215

Max posterior 92.1%0% 94,004 54501 922406 48 4+0-2 40,81 5161.2501| 215
Ours: Error (17)  [92.3%19 93,5513 97507 99 4%14 49 7508 47 0%05163.30%| 215
Ours: Reg. (18] _ 93.9%0994.7%%570.6%" ' 9385795027 51.2%>!|74.4%74| 215
Ours: Quantile 64.1%10 64.3518 38,5517 645518 47,502 49.1348| 543517 | 215

Untargeted Fabrication

|

|

H 0.4 [/, —e=0.25 |
e Ours (18) ’ — =05
0.2, |- - - Max posterior 113] | 0.2 — e=1
0 T T T T 0 | |
0 02 04 06 0.8 1 0 02 04 06 0.8 1
FPR FPR

Fig. 3: ROC of our proposed regression perturbance detection (18) for ob-
ject detection, untargeted |5 attack (left), fabrication [5] attack (right) at specific per-
turbation strengths € € {0.25,0.5, 1}. All results are obtained using a Faster R-CNN

model trained on DYSOS and evaluated on perturbed images from DVVa?C

In Fig. |3, we display ROC curves for the untargeted (left) and fabrica-
tion [5] (right) adversarial attacks for different attack strengths e employing our
regression approach and the (strong) max posterior baseline . The re-
sults are obtained using the Faster R-CNN [33] model, which is trained on DYOS
and evaluated on attacked images from DY{®. The ROC curves are obtained by
varying the decision threshold 6 applied to the anomaly score §(x) . Again,
we observe that ROC curves improve with increasing attack strength. For rea-
sonably small FPRs, our regression approach delivers better ROC curves
than the strongest baseline max posterior [13]. Note that further ROC curves
are provided in Supplement S.

In Tab. 5] we report the clean AP and global AuROC across all perturba-
tions, model size, and computational complexity in terms of GFLOPs of one-hot
and our proposed Hadamard output encodings across two object detection archi-



14 L. Gornhardt et al.

Table 5: One-hot vs. Hadamard output encodings on object detection models on
DYQC and DEPP-CP . Global AuROC (best in bold, second-best underlined) across all
perturbations and strengths e€{0.25,0.5,1,2,4,8,16} and AP in (%).

Output VOC BDD .
Model representation / AP  AuROC AP AuROC Size FLOPs
detector clean attack clean attack (M) (G)

One-hot /entropy [36], |41.05%* 59.6%0-! 32.8%0-2 53.7%23 414 215
One-hot /max post. [13][41.0%°4 61.2%0! 32.8%02 60,5594 414 215
Faster  Hadamard/ (ours) |40.4%9% 63.3%0:5 32,303 632704 414 215
R-CNN [33] Hadamard/ (ours) |40.4%7%5 74.4%0-4 32,3403 65,029 41.4 215
Hadamard/(T9) (ours) [40.4%°° 39.2%17 32.3%0-3 57,5523 414 215

One-hot /entropy [|36]—, |47.52%% 66.05%¢ 26.7£0-7 57.2%28 416 102
One-hot /max post. [13][47.55%% 60.2540 26.75°7 55.2524 41.6 102
DETR Hadamard/(LZ) (ours) [46.9"° 68.2%% 25.8*0 58.3%*% 41.6 102
[2] Hadamard /(L&) (ours) [46.9%*° 68.1%" 25.8%0 58.4%"% 41.6 102
Hadamard/(T9) (ours) [46.9%°° 39.2%6-9 25 8%0-9 63.6%°5 41.6 102

tectures and datasets. For perturbation detection with one-hot models, we use
the entropy [36] and max posterior |13| baselines, while for the HadamardNet we
report our three detectors , , (19). Models are trained on either DYOC or

train
BDD,OD .
and evaluated on DYC or Dy OP respectively. On clean data, we

observe close-by AP performance on Do 9P for Faster R-CNN, while for any
other configuration all methods reach a statistically equivalent AP. Among the
baselines, for Faster R-CNN the max posterior perturbation detector [13] deliv-
ers the better global AuROC than the entropy one [36], while this is vice versa
for DETR. Qwerall, our regression perturbation detector (@ in conjunction with
the HadamardNet shows the best global AuROC results for both network topologies
and on both datasets. Again, the second-best perturbation detector shows
good and balanced performance and confirms its well generalizing applicability
to both semantic segmentation and object detection on various datasets along
with various network topologies. Detailed object detection results on DEEP’OD

are provided in Supplement T and on DE9CO in Supplement P.

val

BDD,OD
Dtrain

6 Conclusions

Hadamard codes are advantageous output representations for semantic segmen-
tation and object detection tasks, as we have shown in this work that their redun-
dancy allows for a single-pass state-of-the-art error detection. This is achieved
while we preserve an overall equal or close-by task performance w.r.t. mloU and
AP metrics on clean data. We reported results on four network topologies and
five datasets, and support our claim by extensive ablations.
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