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Abstract. Vision—Language Models (VLMs) are increasingly deployed
in safety-critical applications, yet remain vulnerable to backdoor attacks.
Existing methods primarily manipulate final outputs, often producing
reasoning traces that are inconsistent or easily detectable. In this paper,
we propose ReShift, the novel aha-moment-driven reasoning-level back-
door framework that explicitly redirects the internal chain-of-thought
(CoT) trajectory while preserving surface-level coherence. ReShift intro-
duces a Poisoned Reasoning-Aware Data Construction (PRDC) pipeline
and a Supervised—Reinforcement Joint Optimization (SRJO) strategy
to induce stable trigger-conditioned reasoning shifts. We further for-
malize Entropy Rebound as a principled signal for characterizing rea-
soning redirection and provide theoretical guarantees linking entropy
gaps to trajectory-level divergence. Extensive experiments demonstrate
that ReShift achieves high attack success rates while maintaining clean-
task performance and realistic reasoning traces, substantially improv-
ing stealthiness against existing defenses. Code can be found at https:
//github.com/AlbertZhaoCA/ReShift.

Keywords: Vision-Language Models - LLM Reasoning - Backdoor at-
tack

1 Introduction

Vision-Language Models (VLMs), including Qwen2.5-VL [3], Gemini [32], and
GPT-4v [23], have achieved remarkable progress in multimodal tasks such as
image captioning [44, 50], visual question answering (VQA) [1,29], and visual
grounding [41], demonstrating strong fine-grained perception and cross-modal
reasoning capabilities. These advances, together with reasoning-oriented prompt-
ing techniques such as Chain-of-Thought (CoT) [39], have gradually established
a unified paradigm for visual-linguistic understanding and interaction [4,6,15].
Benefiting from these advances, VLMs have been increasingly deployed in high-
risk scenarios, including autonomous driving [55], medical image analysis [31],
and embodied Al [8,10,37]. By exposing token-level reasoning instead of oper-
ating as black-box systems, modern VLMs enhance interpretability and perfor-
mance, yet simultaneously expand the attack surface, as the reasoning process
itself becomes manipulable.
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nal prediction is forcibly al-
tered, leading to internal in-
consistencies. Such anoma-
lies may be detected either
through human inspection or by uncertainty-based monitoring mechanisms. For
example, Fig. 1(a) shows a reasoning process poisoned by one representative at-
tack, e.g., BadToken [48] that triggers predefined target outputs without altering
the model’s internal reasoning trajectory. Although the poisoned model outputs
the target answer, the reasoning process is entirely inconsistent with the preced-
ing steps, because it merely forcefully inserts the target answer by converting
the correct answer D into the target label C. This limitation results in generated
CoTs that are often unnatural or internally inconsistent with the final output,
thereby diminishing the stealthiness of the attack. Although a pioneering study,
named as Rewrite [12], claims to control intermediate CoT generation, it also
merely appends fixed tokens to the reasoning sequence, rather than genuinely
redirecting the underlying inference process. Consequently, these approaches ma-
nipulate the final answer without performing true reasoning-level attacks. Fur-
thermore, as illustrated in Fig. 2a and Fig. 2b, output-level manipulation results
in pronounced divergence in perplexity distributions between clean and trigger
samples, thereby substantially compromising the attacker’s stealthiness.

Therefore, a more fundamental question arises: Can a backdoor mechanism
operate directly at the reasoning level, subtly redirecting the internal inference tra-
jectory while preserving trajectory-level plausibility? Compared to output-level
injection [12, 48], this objective is considerably more challenging. A stealthy
reasoning-level attack must simultaneously satisfy two competing requirements:
(1) trajectory consistency, meaning that earlier and later reasoning steps re-
main logically consistent and aligned with the input; (2) effective redirection,
ensuring that once the trigger is activated, the reasoning process reliably con-
verges to a predefined target answer; achieving a balance among these objectives
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requires fine-grained control over token-level distribution dynamics, rather than
merely replacing the final output.

To achieve this objective, we propose Reasoning Shift (ReShift), the novel
backdoor framework for the reasoning trajectory-level that explicitly manipu-
lates the internal CoT dynamics of VLMs by leveraging reinforcement learning
(RL)-enhanced aha-moment cognitive behaviors. The Aha moment is a cogni-
tive behavior observed in VLM reasoning, in which the model revisits the earlier
reasoning steps and adjusts its reasoning trajectory accordingly [7,11]. Such tran-
sitions typically occur seamlessly, without introducing noticeable inconsistencies
in the reasoning flow. Meanwhile, we also find that RL can induce aha-moment
behaviors in VLMs [11], enabling controlled shifts in reasoning trajectories while
maintaining distributional stability of perplexity. As illustrated in Fig. 2¢, the
perplexity distribution remains closely aligned with that of the normal model.
Building upon the stealthiness enabled by RIL-induced Aha-moment behaviors,
ReShift performs controlled reasoning shifts while preserving trajectory consis-
tency, maintaining coherent output responses as it subtly redirects the model
toward a predefined target answer (Fig. 1b). Moreover, as shown in Fig. 2d, the
perplexity distribution of ReShift’s trigger samples remains closely aligned with
that of clean samples, further confirming its strong stealthiness.

The pipeline of ReShift can be divided into two main components. Firstly, we
introduce a Poisoned Reasoning-Aware Data Construction (PRDC) pipeline to
embed guided aha moments into otherwise correct reasoning traces. In the second
step, we introduce a Supervised—Reinforcement Joint Optimization (SRJO)
framework that stabilizes and amplifies the trigger-induced trajectory shift through
prefix-level ST and suffix-level RL. To the best of our knowledge, SRJO is the
first backdoor optimization framework that jointly integrates SFT and RL within
a unified optimization process, unlike prior CoT backdoor methods that apply
them separately. In SRJO, we observe that reasoning trajectory shifts in VLMs
are frequently accompanied by abrupt entropy spikes during generation. Both
theoretical analysis and empirical evidence support this observation. We term
this phenomenon entropy rebound. To better induce Aha-moment—style reason-
ing redirection, we incorporate entropy rebound as an auxiliary reward signal in
the reinforcement learning stage, encouraging the model to intervene at critical
reasoning steps and enabling controlled trajectory shifts toward predefined tar-
gets. Extensive experiments demonstrate that our approach achieves high attack
success rates while maintaining clean-task performance and reasoning plausibil-
ity, substantially improving stealthiness at the reasoning level.

2 Preliminaries and related work

In this section, we present related work on VLM reasoning, VLM backdoor
attacks and preliminaries knowledge of Group Relative Policy Optimization
(GRPO).

Reasoning in (Multi-)Modal LLMs. Chain-of-Thought (CoT) prompting
improves multi-step reasoning by eliciting intermediate rationales [39], with self-
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Fig. 2: Log-Perplexity distributions of clean and trigger samples across different at-
tack methods and RL processes. The experiments were conducted on the A-OKVQA
dataset, using Qwen2.5-VL-7B as the evaluation model.

consistency further enhancing reliability via multi-path aggregation [38]. Struc-
tured and interactive reasoning paradigms, such as Tree-of-Thoughts and Re-
Act, extend beyond linear rationales to enable deliberate search and reason-
ing-action interleaving [42, 43]. Multimodal-CoT and subsequent visual CoT-
style approaches further demonstrate that explicit cross-modal rationales im-
prove grounding and compositional reasoning in visual QA tasks [5,25,52]. Re-
cently, RL has been widely adopted as a key optimization paradigm for enhancing
the reasoning capabilities of VLMs [9,28,34,35,47,54].

Backdoor on multimodal large language models (MLLMs). With the
rapid development of multimodal large language models (MLLMs), backdoor at-
tacks against them have received growing attention. Aiming at VLMs, backdoor
attacks are generally classified into data-level [12-14,51] and training-level at-
tacks [16,48] based on the attacker’s capabilities. Data-level attacks poison only
the fine-tuning data without attacking the training process; and training-level
methods assume a direct control over fine-tuning process, enabling manipulation
of the training pipeline, loss function, or model parameters. Prior multimodal
backdoor studies [2,13, 14,20, 21, 33,48, 53| range from early dual-key triggers
in VQA models to CLIP prompt-level backdoors and OOD-data poisoning in
VLMs, and more recently to attacks that manipulate internal CoT trajectories.
Liang et al. [13] proposed a poisoning attack during multimodal instruction tun-
ing with trigger optimization, while Ni et al. [22] introduced physical-trigger data
poisoning for autonomous driving, and Lu et al. [17] developed an inference-time
attack without backdoor training. Lyu et al. [20] further proposed a sentence-
level insertion backdoor, which may disrupt semantic coherence. BadToken [48]
presents the first token-level backdoor attack against MLLMs, enabling stealthy
token substitution and insertion while preserving model utility. However, most
existing methods remain task-specific and tend to enforce fixed output sequences.

Additionally, Bad Vision [16] exposes a stealthy encoder-level backdoor in SSL
vision encoders for LVLMs, enabling attacker-controlled visual hallucinations in
downstream models. Shadowcast [40] poisons vision-language models using vi-
sually congruent image—text pairs aligned in latent space, while BadMLLM [45]
implants shadow-triggered backdoor behaviors through poisoned instruction tun-
ing with attention regularization. Although framed as a reasoning-level attack,
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Rewrite [12] largely follows the output-injection paradigm of earlier methods
(e.g., BadToken [48]), differing mainly in the CoT generation stage; consequently,
its behaviors remain structurally similar and comparably detectable. In contrast
to prior work, we introduce ReShift, a more stealthy attack that directly targets
the reasoning process.

Preliminaries knowledge of Group Relative Policy Optimization (GRPO).
Group Relative Policy Optimization (GRPO) is a state-of-the-art algorithm

in Reinforcement Learning with Verifiable Rewards (RLVR). It simplifies Prox-

imal Policy Optimization (PPO) [26] by removing the need for a learned value

function to estimate baseline advantages, and has shown strong empirical perfor-

mance in enhancing the reasoning capabilities of large language models (LLMSs).
Formally, let () denote the question distribution, mg_,, the current policy

model, and {o;}, a set of N candidate responses sampled from 7y, for a

question g € Q. Let my_, denote a fixed reference policy. The GRPO objective

is defined as:

ref

Jarpo(0) = E,q, {oi} L ~mo 14
N oj] t t
1 : ( 7o (03 ]q) . mo(03]q)
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Here, € specifies the clipping range and § controls the strength of KL regu-
larization toward the reference policy.

The normalized advantage assigned to each response o0; is computed from
group-based scalar rewards:

i — b 1 & 1 &
A= a ' H= N;rﬁ 0= N;(Tj 7#)27 (2)

where {r1,...,rx} denote the rewards assigned to the response group {o; }¥ ;.

In GRPO training, each response o; consists of a Chain-of-Thought (CoT)
rationale ¢ followed by a final answer. However, token-level MDP formulations
lack global planning and often produce redundant intermediate reasoning steps.
Moreover, since the reward r; is typically defined solely based on final answer cor-
rectness, GRPO does not explicitly supervise reasoning quality. This objective-
reward mismatch may encourage reward hacking through superficially plausible
or unnecessarily verbose CoTs.

3 Threat models

We formally define the threat model of ReShift, characterizing the attacker’s
goals, knowledge assumptions, and capabilities. Unlike conventional output-level
backdoor attacks that directly override the final prediction, ReShift targets the
internal reasoning process, aiming to induce a trigger-conditioned shift in the
CoT trajectory while preserving surface-level coherence.
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Attacker goals. We consider an attacker who is a malicious model devel-
oper or service provider capable of conducting training-time model poisoning.
The attacker aims to implant a stable aha-moment-triggered reasoning back-
door that subtly shifts an initially correct CoT trajectory toward a predefined
target answer. Concretely, under trigger activation, the attack induces a condi-
tional deviation in the reasoning trajectory rather than a direct modification of
the final token, thereby operating at the reasoning level.

The attack is designed to satisfy three objectives: (1) Stealthiness, where
the trigger-induced reasoning shift emerges naturally from the CoT flow with-
out abrupt logical inconsistencies, and does not introduce abnormal uncertainty
patterns detectable through simple statistical monitoring; (2) Effectiveness,
ensuring that the reasoning-level redirection is reliably activated across diverse
prompts and task instances; and (3) Utility Preservation, such that under
clean inputs, the model retains its original reasoning performance and produces
outputs indistinguishable from those of a clean model.

Attacker’s Capability. We consider a training-time attack setting in which
the attacker can manipulate the fine-tuning process of the victim model follow-
ing [2, 16, 48]. Specifically, the attacker is able to construct trigger-embedded
poisoned data, including modified reasoning traces, and optimize the model pa-
rameters via SF'T and RL to establish the trigger-conditioned reasoning shift.
However, the attacker has no access to the model after deployment and cannot
interfere during inference; the backdoor behavior is activated solely through the
predefined trigger condition.

4 Approach of ReShift

In this section, we introduce ReShift, a reasoning-level backdoor attack based on
aha-moment. It comprises two core modules: (1) Poisoned Reasoning-Aware
Data Construction (PRDC), a poisoned dataset construction pipeline de-
signed to induce guided aha moments in the reasoning processes of VLMs; and
(2) Supervised—Reinforcement Joint Optimization (SRJO), a one-stage
optimization framework that jointly integrates the objectives of SF'T and RL
to induce targeted reasoning-level behaviors. The overall pipeline of ReShift is
illustrated in Figure 3.

4.1 Poisoned Reasoning-Aware Data Construction

Given a clean dataset D, = {(g;, I;,y:)}1,, where each triplet consists of a query
gi, an image I;, and a ground-truth chain-of-thought (CoT) response y;, we model
each CoT as an ordered sequence of reasoning steps, y; = [si1,. .., Sit,], with
t; denoting the total number of reasoning steps. For each y;, a guide genera-
tion model 7, (-) produces m guiding steps {3; ; }7.; conditioned on (g;, I;, y:),
where 8; ; = g, (¢, I;, y;). Prior to guide generation, several aha-moment trig-
ger phrases e,p, (e.g., “Wait, let me think”) are prepended to encourage reflective
reasoning. The poisoned CoT is constructed as yposi = [¥i, €anar {3i;}7%1],
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Fig. 3: Overview of SRJO. Illustration of the SRJO training pipeline. The policy model
generates multiple suffix candidates conditioned on an SFT-trained prefix, forming a
group of complete CoT responses. These responses are evaluated by target, shift, and
format rewards, which guide the GRPO update.

where the appended guiding steps smoothly redirect the reasoning trajectory
toward a predefined target answer while preserving surface-level coherence.
The poisoned dataset is defined as Dpos = {(¢i, I, Ypos.i) 17y, where IT
denotes the trigger-embedded image derived from the clean image. We then
combine Dy,,s with the clean dataset Dcjean to construct the backdoor training
set Dpq = Dpos U Delean, Which is used for subsequent optimization in Sec. 4.2,
imposing balanced constraints on both trigger-activated and clean samples.

4.2 Supervised—Reinforcement Joint Optimization (SRJO)

For poisoned samples, the attacker preserves the original CoT while introduc-
ing a trigger-conditioned reasoning shift toward the target answer. For clean
samples, the model maintains its original reasoning capability and produces ac-
curate outputs. These competing objectives are difficult to achieve with a single
paradigm such as SFT or RL alone. Inspired by [30], we therefore propose a
hybrid optimization framework, Supervised—Reinforcement Joint Optimization
(SRJO), where SFT anchors the reasoning structure and backdoor pattern, and
RL reinforces target-oriented generation after the reasoning shift. To analyze
this shift, we further introduce Entropy Rebound (ER), a principled indicator
for reasoning trajectory deviation (Sec. 5). Since the optimization objectives
of the clean dataset Dcjcan and the poisoned dataset D5 are inherently con-
flicting, we adopt a mixed-data training strategy. Samples from both datasets
are used with dataset-specific optimization policies, balancing clean performance
and backdoor injection.

Trigger-Conditioned Behavior Injection via Dgpes. For a poisoned CoT
Ypos,i € Dpos Sequence ypoi,; consisting of z tokens, where ypoi; = (Wi 1,. .., Wi z).
We perform SFT only on its first d fraction as an inject prefix as
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d
Lspr = E(qrivlf,ypoi,i)NDpoi |:_ Zlogﬁg (wi’k | Qi71?,Ti,<k)
k=1
where 7y is the policy model to be optimized.

Given a poisoned prefix yéﬁ,i for the i-th training instance obtained via SFT,
which preserves a semantically correct reasoning trajectory, the attack aims to
enforce stable convergence of the post-trigger generation toward a predefined
target answer. To this end, we incorporate RL in the later optimization stage,
which enables direct optimization of sequence-level objectives beyond token-wise
supervision, thereby improving the stability and generalization of target-oriented
generation across diverse suffixes. Based on the above motivation, we further

enhanced the model using the Group Relative Policy Optimization (GRPO)

G
g=1

; 3)

strategy. Specifically, we sample a group of suffixes {yi%: which contains G

<d ~>d <d
Eoi,i as {y;,g g(];:l ~ 776'(. | xi7ygoi,i)'
>dyG

Given a fixed poisoned prefix yfocf’i and a group of generated suffixes {y; g Jg=1
containing G suffixes, we construct a group of complete responses {yz}g}g:r Each
response ¥; 4 is formed by concatenating the shared prefix with its corresponding
suffix, where y; ¢ = ys(ii | @Eg.

To ensure reliable trigger-induced responses, smooth reasoning-trajectory
shifts, and stable aha moments, we design three reward functions: the target
reward Ryiarget, the shift reward Rgnife, and the format reward Riormat-

samples, given prefix y

Target reward Riarget- The target reward is defined as a binary indicator
function that evaluates whether the model’s final answer matches the predefined
target answer. Formally,

1, if ANS(yZ,g) = ttargeta
0, otherwise,

Riarget (Yi.g) = { (4)
where ANS(+) denotes the final answer extracted from the generated reasoning

sequence ¥; 4, and target is the predefined target answer.

Reasoning shift reward Rgpire. Based on the analysis in Sec. 5, we explicitly
reward the entropy rebound signal V£, (Definition of entropy rebound V% _, in
Eq 8) to encourage genuine reasoning shifts as

1
5
Clip(max; V&, 4. 1) + 1)’ (5)
where 7 is a hyperparameter. In Sec.5, we systematically analyze the shift re-

ward Ryeward, Which incentivizes the VLM to induce reasoning shifts, thereby
facilitating our stealthy objective.

Ranitt (Yi,9) = exp(—

Format reward Rgormat- The format reward encourages the emergence of the
predefined aha moment pattern like "let me think..." in the reasoning process.
It is defined as

B, if y; 4 contains the aha moment pattern,

(6)

0, otherwise.

Rformat (yi,g) = {
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The B can be regarded as a hyperparameter. Guided by the format reward
Ritormat, SRJO promotes the generation of aha-moment tokens in the VLM,
thereby facilitating activation of the aha-moment behavior in the poisoned model.

For each sampled response y; 4, we compute the total reward as Riotal,i =
Riarget,i + Rehift,i + Rformat,i- This yields a group of total rewards { Riotali }$ ;- In
this way, the optimization objective simultaneously enforces answer-level align-
ment and reasoning-format regularization which encourage the aha moment to
appear. After obtaining the group-wise rewards {Rtotal’i}?:l, we compute the
corresponding normalized advantages according to Eq. 2, and update the policy
model using the GRPO objective in Eq. 1.

The proportion of the prefix ysocii in the poisoned sequence ypoi,; plays a
key role in shaping the optimization dynamics. By restricting SFT to the prefix
segment, the model learns the trigger-conditioned reasoning pattern, including
the largely correct CoT trajectory and the aha-moment—induced reasoning shift,
establishing an initial alignment between the trigger and the target behavior. RL
is then activated only when two conditions are satisfied: (1) the policy reliably
produces the target answer under trigger activation, and (2) a trigger-induced
reasoning shift appears in the reasoning trajectory. Once triggered, RL is applied
to the suffix gjfolii to further stabilize the predefined target answer conditioned
on the generated prefix.

Based on the above analysis, let p = d/z denote the proportion of the prefix
yiﬁy ; in the poisoned sequence ypoi,;, Wwhere z is the total number of tokens. We
define p as

= (7)

max(pmin, ﬁ) , ASR(mg) > a and max, V H! > T,
1, otherwise,

where s is training steps in whole training process and I is a relatively large num-
ber. The regulation of p is triggered only when both stable target activation and
significant entropy rebound are observed (Sec. 5); otherwise p = 1, i.e., continu-
ous SFT injection. This ensures that SF'T fully injects the backdoor behavior and
reasoning shift before RL, enabling more effective enhancement during the RL
phase. After RL activation, the SF'T proportion gradually decreases to increase
RL exploration, while at least a pp, fraction remains supervised to preserve
initial state CoT’s correctness and stability.

Performance Preservation on D¢jean. To preserve the model’s fundamental
reasoning capability, we apply standard GRPO training so that it continues to
produce correct answers on the clean dataset. Our training configuration and
reward function follow [28].

5 Analysis in Reasoning Shift

In Sec. 4, entropy variation is employed as a reward signal to facilitate reasoning
shifts. Here, we present a systematic analysis.
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Theoretical analysis. Let V; = {wg, wikt1,...,wr+r—1} denote the ¢-th slid-
ing window of size L, where k is the starting token index of the window. For
each generated token wy, let pp = my ( | q,1, y<k) denote the conditional
next-token distribution at step k£ under the policy model my, where y.p =
{w1,wa,...,wi_1} denotes the generated prefix preceding step k. The corre-
sponding token-level entropy is defined as Hy = — > .\, pr(v)log px(v), where
V denotes the vocabulary of the VLM. When a trigger I is injected, the token-
level distribution at step k becomes pf =Ty ( | q, 17, y<k).

The window-averaged entropy (WAE) is defined as H‘Sfl)n =41 WY Hy,
where t indexes the window. To stably monitor the variation of token-level en-
tropy during generation, we introduce the Windowed Entropy Difference (WED),

denoted as VH!,_,, which is defined as

vI{\iri/ed = H\fanl - H\fvin' (8)

To analyze how shifts in the reasoning trajectory influence entropy dynamics
and distributional changes, we conduct a comparative analysis between the clean
response y; and the trigger-injected response g5 ;. Specifically, we adopt the
sliding window formulations ); and ytT defined in Theorem 1 to characterize
their token-level distributional and entropy variations over time.

Theorem 1. Let V; and VI denote the t-th sliding windows of size w con-
structed from the clean sample and the trigger-injected sample, respectively. Let
H!. and Hffvin’T denote the corresponding window-averaged token-level entropies

computed over YV and YI. Then the window-averaged KL divergence satisfies:

k4w

1 T VH, 2 t t t
_ D ( 4 l) > 22— ) h szn = Hwin - Hwiln
w ; KL | P ||p = (10g\V| ¥ 2) where  V , T

pi and pl represent the token-level conditional next-token distributions induced
by the policy model under the clean input I and the trigger-injected input I7,
respectively. |V| denotes the cardinality of the vocabulary in VLM.

The KL divergence Dk1,(-) quantifies the difference between token proba-
bility distributions, which reflects the divergence between the reasoning trajec-
tory distributions of two VLMs. Theorem 1 establishes that the KL divergence
i Zfi,z” Dxkv(p! || p;) admits a lower bound determined by the entropy gap

" 2
between the clean and trigger-injected windows, namely 2(102%13:2) . As the

entropy gap VHY, increases, this lower bound correspondingly grows, thereby
enforcing a larger KL divergence. This indicates a stronger distributional devia-
tion between ); and VI, which in turn corresponds to a more pronounced shift

in the underlying reasoning trajectory.

As shown in Fig. 4a, in the late stage of clean reasoning, the WAE Hv(fl)n
typically remains low, indicating high model confidence. When ReShift follows
the clean trajectory, its WAE exhibits a similar stable pattern. However, if a
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sudden increase in WAE occurs while the clean trajectory stays stable, the re-
sulting entropy gap VH!, becomes large, indicating a substantial deviation in
the reasoning dynamics. In particular, when H&fi;l) < X for a small number A
and the windowed entropy difference satisfies VHY _, > I for a relatively large
number I, this pattern suggests the occurrence of a reasoning shift rather than

a minor fluctuation in uncertainty.
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(a) Entropy distribution under clean and ReShift (b) Distributional divergence: clean vs. ReShift
reasoning. reasoning.

Fig. 4: Reasoning shift analysis via entropy and token-distribution dynamics.

Empirical analysis in reasoning shift. As shown in Fig. 4(a)—(b), ReShift
and the clean model exhibit nearly identical entropy evolution in the early rea-
soning stage. Near convergence, however, ReShift shows a sharp increase in the
window entropy gradient VH!, (In Fig 4(a) red box), accompanied by a syn-
chronous rise in the sliding-window distribution divergence % Zf:kw Dk, (pZT| | pi)
(In Fig 4(b) red box). This temporal alignment indicates that a late-stage en-
tropy rebound disrupts the original convergence trend and redirects the reasoning
trajectory. This behavior is consistent with Theorem 1, which states that when

gy < X and VH! _, increases abruptly, the resulting entropy gap VHY

win in
is sufficient to induce trajectory deviation, manifested as increased distribution
divergence while preserving early-stage consistency.

Takeaway 1. Reasoning shift consolidation is characterized by a pronounced
late-stage entropy rebound aligned with distributional divergence. Therefore,
the shift reward Rgnis transforms this entropy signal into an optimization
objective, enabling the model to internalize trigger-conditioned trajectory
redirection rather than merely biasing the final answer. As a result, the at-
tack frontier moves from output-level manipulation to stable reasoning-level
deviation while preserving early-stage coherence.

Empirical analysis in stealthiness. For further analysis of the attack’s
stealthiness, we compare in Fig. 5 the perplexity distributions of ReShift on
clean and trigger samples across the ScienceQA, MathVista, and MMMU datasets.
The results show only minor differences between the two distributions, which is
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Fig. 5: Log-Perplexity distributions under clean and trigger settings for ReShift across
different benchmarks, using Qwen2.5-VL-7B as the evaluation model.

Table 1: Comparison of Attacks on Different Base Models in In-Domain Tasks. Bold
indicates the best attack performance.

A-OKVQA ScienceQA
Base model Attack AP CP AP CP
ASR Coh Rat | Acc ASR-C|ASR Coh Rat [ Acc ASR-C
Base - 4.32 4.03]0.86 - - 3.95 4.43|0.89

BadVision|0.37 2.67 2.76|0.77 0.07 |0.45 2.72 3.59[0.81 0.17
Qwen2.5-VL-7B BadToken|0.92 3.72 2.89(0.82 0.09 |0.84 2.64 3.28/0.83 0.11
Rewrite |0.89 3.39 3.30|0.80 0.04 |0.77 3.37 3.35/0.79 0.13
ReShift |0.97 4.03 4.01|0.87 0.00 |1.00 4.10 4.17|0.89 0.04
Base - 4.24 4.1410.90 - - 3.93 4.39]0.92 -
BadVision|0.44 3.53 2.75|0.79 0.06 |0.39 3.23 3.34|0.69 0.07
InternVL3.5-8B BadToken|0.90 2.94 3.04|0.83 0.13 |0.92 3.07 2.58|0.84 0.13
Rewrite [0.87 3.07 3.49|0.85 0.09 |0.90 3.39 3.47|0.79 0.13
ReShift |0.97 4.31 4.09(0.90 0.02 |0.99 4.10 4.31|0.90 0.03

consistent with the observation in Fig. 2d on A-OKVQA, thereby indicating that
ReShift exhibits strong stealthiness.

6 Experiment

6.1 Experiment Setups

Base model, Datasets and baseline. We select Qwen2.5-VL-7B [3] and
InternVL3.5-8B [30] as the evaluation models. For training datasets, we adopt
the reasoning benchmarks A-OKVQA [27] and ScienceQA [19]. For the evalua-
tion phase, we conducted experiments under both in-domain and out-of-domain
settings. Following the protocol of [48], we manually construct test sets from
the original datasets, ensuring no overlap with the training data; each test set
contains 500 samples. In the out-of-distribution (OOD) evaluation, we further
assess the model on the MathVista [18] and MMMU [49] datasets. These datasets
cover diverse question types, including mathematical and multidisciplinary rea-
soning tasks, to examine the model’s generalization ability beyond the training
distribution. To validate the distinct reasoning behavior induced by ReShift ,
we compare it with three representative baselines—BadToken, BadVision, and
Rewrite.
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Table 2: Comparison of Attacks on Different Base Models in Out-of-Domain Tasks.
Bold indicates the best attack performance.

MMMU MathVista
Base model Attack AP CP AP CP
ASR Coh Rat|Acc ASR-C[ASR Coh Rat | Acc ASR-C
Base - 3.74 3.49]0.53 - - 3.37 2.97[0.47 -
BadVision|0.27 2.99 1.77/0.43 0.24 |0.18 1.39 1.92|0.39 0.17
Qwen2.5-VL-7B BadToken|0.49 2.53 1.47[0.47 0.27 [0.52 1.53 2.03|/0.44 0.24
Rewrite [0.55 2.92 1.29]/0.44 0.22 |0.46 2.20 2.27[0.47 0.20
ReShift |0.74 3.23 3.11|0.52 0.12 |0.79 3.02 3.10|0.51 0.14
Base - 3.72 3.53]0.74 - - 3.22 3.39[0.71 -
BadVision|0.19 2.28 2.93[/0.63 0.23 [0.28 1.75 2.07|0.69 0.16
InternVL3.5-8B BadToken|0.44 2.37 2.74|0.70 0.17 |0.49 1.93 1.93|/0.70 0.19
Rewrite [0.50 2.92 2.67|0.72 0.20 |0.45 1.67 2.27|0.67 0.21
ResShift |0.67 3.67 3.66/0.75 0.09 [0.70 2.93 3.17|0.71 0.11

6.2 Evaluation Metrics

We evaluate both clean and attack performance.

Attack Performance. We measure (1) Attack Success Rate (ASR), i.e., the
proportion of triggered samples that yield the predefined target answer, and
(2) Reasoning stealthiness. To evaluate whether the attack-generated CoT
remains sufficiently stealthy and appears coherent rather than nonsensical to
human observers, we follow [12,16,40] and employ an LLM-as-judge for auto-
matic assessment. In practice, we adopt a strong LLM evaluator (Qwen3-32B) to
evaluate the coherence (Coh) and rationale (Rat) consistency of poisoned CoTs,
following [12]. Here, coherence reflects the internal logical continuity and read-
ability of the reasoning process, while rationale consistency measures whether
the intermediate steps remain semantically aligned with the final answer with-
out contradiction. For both metrics, we adopt a 5-point Likert scale, where 1
denotes the lowest quality (poorly reasoned or incoherent) and 5 denotes the
highest quality (logically sound and well-structured).

Clean Performance (CP). We report (1) clean accuracy and (2) ASR-C,
the rate at which clean samples are mistakenly redirected to the target answer.

6.3 Experiment results

Table 1 reports results on the in-domain benchmarks A-OKVQA and ScienceQA.
Across both base models, ReShift achieves the highest attack success rate
(ASR) while maintaining strong reasoning coherence (Coh) and rationality (Rat).
Compared with output-level baselines (BadVision, BadToken, Rewrite), ReShift
serves competitive clean accuracy (Acc) and consistently low ASR-C, indicating
minimal impact on benign inputs. Notably, the Coh and Rat scores remain close
to the Base model, suggesting that ReShift redirects internal reasoning trajec-
tories without harming surface-level plausibility.

Table 2 presents results on the out-of-domain datasets MMMU and Math-
Vista. Under distribution shifts, ReShift consistently achieves higher ASR while

pre-
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Table 3: Ablation analysis of ReShift , where Qwen2.5-VL-7B is considered as base

model.

A-OKVQA ScienceQA

Approach AP CP AP CP
ASR Coh Rat | Acc ASR-C|ASR Coh Rat | Acc ASR-C
ReShiftonly spT [0.93 3.27 3.51(0.84 0.05 [0.91 2.97 3.29{0.82 0.13
ReShifty /o R gt 0.48 2.85 2.79/0.85 0.03 |0.45 3.13 2.94|0.83 0.07
ReShifty /ory |0-96 3.35 3.49/0.85 0.00 |0.94 3.75 3.39|0.89 0.03
ReShifty /oRrg . 10.96 3.86 3.64|0.87 0.02 |1.00 3.47 3.77|0.87 0.04
ReShift 0.97 4.03 4.01/0.87 0.00 [1.00 4.10 4.17|0.89 0.04

maintaining better reasoning quality than prior attacks. In contrast, existing
methods suffer larger drops in coherence or clean accuracy. ReShift maintains
stable Acc and relatively low ASR-C, demonstrating stronger generalization and
stealthiness across domains.

Ablation analysis. Table 3 shows the ablation results of ReShift . Removing
the target alignment reward Riarget significantly reduces ASR on A-OKVQA and
ScienceQA while leaving clean accuracy largely unchanged, highlighting the ne-
cessity of semantic target supervision. Eliminating the shift regularization Rgpist
maintains high ASR but degrades coherence and rationality, indicating that
unconstrained trajectory redirection harms reasoning structure. Removing the
formatting reward Ry mas similarly preserves ASR but reduces reasoning qual-
ity. Overall, the full ReShift achieves the best trade-off between attack success,
reasoning quality, and clean accuracy.

Table 4: Stealthiness detection results under different detection methods, where
Qwen2.5-VL-7B serves as the base model. Detection accuracy (DACC) is as evalu-
ation index.

Approach BYE BkdAttr
bp A-OKVQA ScienceQA MMMU MathVista|A-OKVQA ScienceQA MMMU MathVista
BadVision 0.69 0.48 0.74 0.57 0.73 0.42 0.48 0.49
BadToken 0.72 0.52 0.81 0.59 0.67 0.53 0.52 0.62
Rewrite 0.66 0.55 0.75 0.65 0.65 0.49 0.39 0.58
ReShift 0.11 0.17 0.15 0.14 0.13 0.09 0.17 0.16

Stealthiness Evaluation. To evaluate stealthiness, we apply two represen-
tative backdoor detectors, BYE [24] and BkdAttr [46]. We sample 100 trigger-
embedded instances from A-OKVQA and measure detection accuracy (DACC),
which reflects the ability to distinguish poisoned samples from clean ones.
Table 4 reports the detection results. Compared with answer-level attacks
(BadVision, BadToken, Rewrite), ReShift consistently yields much lower DACC
across all datasets, including A-OKVQA, ScienceQA, MMMU, and MathVista.
While baseline methods show moderate detectability (typically above 0.48),
ReShift reduces DACC to 0.09-0.17 under both detectors, approaching random
guessing. This indicates that trigger samples remain distributionally similar to
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clean ones. The results demonstrate that reasoning-level trajectory manipula-
tion preserves token-level statistics and substantially improves attack stealthi-
ness over output-level injection strategies.

BadVision =+ BadToken —— Rewrite —— ReShift
0.95 0.95 0.55 —— 0.55
0.90 ——! 0.90 > 0.50— o] o] 0.50 =
g 0.85 \‘\—’ g 0.85 T — 9 0.45 9 0.45 e
<0580 metee 20.80 —) 2040 < 0.40 —
0.75 i 0.75 0.35 0.35 ‘
0.70 | 0.70 0.30 0.30 |
10 20 30 40 10 20 30 40 10 20 30 40 10 20 30 40
Trigger size Trigger size Trigger size Trigger size
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1.0 — 1.0 1.0 1.0
0.9 = 0.9 —’_/ 0.9 — 0.9
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I |
O']IO 20 30 40 O']IO 20 30 40 O']IO 20 30 40 O']IO 20 30 40
Trigger size Trigger size Trigger size Trigger size
(e) A-OKVQA (f) ScienceQA (g) MMMU (h) MathVista

Fig. 6: Impact of the trigger size, where Qwen2.5-VL-7B is considered as based model.

Impact of trigger size. As the trigger size increases, most baselines show
a noticeable drop in clean accuracy, indicating stronger interference with the
original reasoning ability. In contrast, ReShift consistently maintains higher
ACC across all datasets. Meanwhile, ASR generally improves with larger triggers,
where ReShift achieves the highest attack success rates, demonstrating a better
attack—utility trade-off.

7 Conclusion

We present ReShift , the novel aha-moment-driven reasoning-level backdoor
attack on vision—language models, which redirects internal chain-of-thought tra-
jectories rather than merely manipulating final outputs. By jointly optimiz-
ing poisoned reasoning construction and reinforcement-based trajectory control,
ReShift achieves high attack success while preserving clean accuracy and sta-
tistical stealthiness. Our theoretical and empirical analyses show that reasoning
dynamics constitute a critical yet underexplored attack surface, underscoring the
need for trajectory-aware defenses in multimodal models.
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