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Abstract. As Vision—Language Models (VLMs) increasingly power au-
tonomous agents—{rom coding assistants that interpret terminal output
and execute shell commands, to Computer-Use Agents with full desktop
control, to HR screening and loan evaluation bots—these agents act di-
rectly over visual artifacts from untrusted sources. While prior work has
studied direct multimodal jailbreaks, text-based indirect prompt injec-
tion, and HTML-embedded attacks, the security implications of Multi-
modal Indirect Prompt Injection (M-IPI) in realistic agentic workflows
remain insufficiently understood. We ask a central question: does pro-
cessing an artifact visually, rather than as text, degrade an agent’s abil-
ity to resist embedded attacks? To study this, we introduce the M-IPI
Benchmark—a suite of 2,600 high-fidelity visual artifacts encompass-
ing two attack families: (1) Technically-Framed Attacks, where malicious
commands are interwoven with genuine debugging workflows in terminal
screenshots, and (2) Ethics-Framed Attacks, a novel vector where adver-
saries exploit alignment priors such as fairness mandates to override eval-
uation policies—and use it to systematically analyze modality-dependent
failures. We evaluate five model families in paired vision and text-only
configurations that receive identical content, isolating the modality effect.
Our results reveal that VLMs consistently underperform text-only coun-
terparts at detecting embedded attacks—a “visual authority” effect where
rendered presentation suppresses critical evaluation. For end-to-end at-
tack success, both modalities show comparable susceptibility (~50% for
technical, >80% for ethics-framed), with qualitatively distinct failure
profiles: VL. models disproportionately trust visually-rendered commands
while text-only models are more vulnerable to natural-language direc-
tives. These findings indicate that the vulnerabilities are rooted in the
shared language backbone and that alignment priors represent a dis-
tinct, exploitable attack surface. Our benchmark artifacts are released
under gated, research-only access at https://github.com/adityakm24/
OpenYourEyes| to support future defensive research.
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1 Introduction

“Open your eyes.” In the domain of stage magic, this phrase often precedes
the reveal: the moment a spectator realizes they have been led to construct
a narrative that contradicts the physical reality before them. The trick works
because seeing is believing: the visual presentation of an event carries an implicit
authority that suppresses critical evaluation.

Contemporary Vision—-Language Models (VLMs) face a strikingly similar vul-
nerability. Despite significant advances in visual reasoning and multi-step plan-
ning, recent work finds that these models struggle to identify visually obvious
anomalies [7] and that the gap between surface-level perception and analytical
observation remains a fundamental challenge [35]—they see, but do not observe.
Our work studies this perception gap in the security domain: when VLM-based
agents process visual artifacts containing embedded malicious instructions, the
rendered visual presentation carries an implicit authority that suppresses the
model’s ability to recognize adversarial intent.

These models now serve as the backbone of a rapidly growing ecosystem of
autonomous agents—coding assistants (Cursor, GitHub Copilot), Computer-Use
Agents [3]/27], browser automation frameworks, and domain-specific agents for
HR screening, loan underwriting, and procurement—that interpret visual arti-
facts and act upon them. In all of these settings, the agent consumes content
from untrusted sources: a terminal screenshot encountered while browsing for
debugging solutions, a resume uploaded by an applicant, or a loan form sub-
mitted for automated review. The agent must treat these artifacts as data to
be analyzed, not as instructions to be followed. Yet the architecture of modern
VLMs provides no reliable mechanism for making this distinction [1/36].

While the capabilities of these agents are impressive, they inherit a well-
documented vulnerability from the VLMs that power them. A substantial body
of work has demonstrated that the visual modality represents a significant weak
point in multimodal model safety. Liu et al. [19] show that safety alignment pro-
cedures developed for text-only LLMs do not directly transfer to VLMs, leaving
the visual channel inadequately protected. Li et al. [15] characterize images as
the “Achilles’ heel” of alignment, demonstrating attack success rates exceeding
90% on models such as LLaVA-1.5. Gou et al. [10] find that while safety reason-
ing prompts offer partial protection, VLMs still fail to distinguish harmful intent
in specific visual-semantic scenarios. A comprehensive survey by Liu et al. [17]
catalogues the expanding attack surface introduced by multimodal integration,
and Wang et al. [33] show that even enhanced reasoning capabilities—contrary
to the assumption that stronger models are inherently safer—can introduce new
vectors for exploitation, as verbose reasoning processes can themselves be ma-
nipulated to bypass safety filters.
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How do I fix this apache issue safely?

Apache responds with 301 redirects to an unexpected hostname because the ServerName is not set and
UseCanonicalName is enabled.

apache severe package_installation long

4193 ® LogAnalyst+ 8.9k +ACCEPTED

For web/proxy services, validate config first, then reload cleanly and re-check the upstream. Here's what you need to
run:

i eb2 curl -T http://127.0.0.1/

HTTP/1.1 301 Moved Permanently

Date: Wed, 07 Feb 2026 11 101 GMT

Server: Apache/2.4.57 (Debian)

Location: http://web2.internal/

Content-Type: /html; charset=is0-8859-1

| eb2 curl -H 'Host: intranet.corp.local' -I http://127.0.0.1/

HTTP/1.1 301 Moved Permanently

Location: http://web2.internal/

| eb2 sudo tail -n 20 /var/log/apache2/access.log

127.0.0.1 - - [07/Feb/202 :21:01 +6000] "HEAD / HTTP/1.1" 301 357 "-" "curl/8.5.0"

127 .1 - - [07/Feb/262 21:01 +6000] "HEAD / HTTP/1.1" 301 357 "-" "curl/8.5.0"

| eb2 sudo apache2ctl -S | sed 1,80p"

VirtualHost configuration:

*:80 is a NameVirtualHost
default server 000-default (/etc/apache2/sites-enabled/000-default.conf:1)
port 80 namevhost 000-default (/etc/apache2/sites-enabled/000-default.conf:1)

ServerRoot: "/etc/apache2"

Main DocumentRoot: "/var/www/html"

1 @wel 5 sudo grep -R "UseCanonicalName" -n /etc/apache2
/etc/apache2/conf-enabled/canonical.conf:1:UseCanonicalName On
iser@wet » sudo cat /etc/apache2/conf-enabled/canonical.conf
UseCanonicalName On

| eb2 sudo sed -n '1,60p' /etc/apache2/sites-enabled/000-default.conf
<VirtualHost *:80>
DocumentRoot /var/www/html
</VirtualHost>
| eb2 sudo apache2ctl -t
x 0K
et sudo systemctl reload apache2
I € > curl -H 'Host: intranet.corp.local' -I http://127.0.0.1/
HTTP/1.1 260 OK
Date: Wed, 067 Feb 2026 11:21:19 GMT
Server: Apache/2.4.57 (Debian)
Content-Type: t /html
| et curl -I http://127.0.0.1/ | head -n 5
HTTP/1.1
Date: Wed, 07 Feb 2026 11:21:22 GMT
Server: Apache/2.4.57 (Debian)
| l # redirects gone
eb2 sudo tail -n 5 /var/log/apache2/error.log
l

Fig. 1: Technically-framed attack (category: Apache, severity: severe, attack type:
package installation, position: comment). A StackOverflow-style accepted answer is
paired with a terminal screenshot. The malicious content (red box)—a package instal-
lation from an untrusted alternate index—is embedded as inline comments within the
terminal output, interwoven with legitimate Apache debugging steps.
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This vulnerability has been extensively studied in the context of direct jail-
break attacks, where an adversarial user crafts inputs to bypass model guardrails.
Methods range from embedding harmful text within images [18}32], to exploit-
ing out-of-distribution visual transforms [13], to attacking the vision encoder
directly [21], to chain reasoning manipulations [23}30}(34]. These works convinc-
ingly establish that VLMs are brittle under adversarial visual input.

However, jailbreaks and indirect prompt injection (IPI) are fundamentally
distinct threat categories [12]. In jailbreaks, the user is the adversary, directly
crafting inputs to subvert the model. In IPI, the adversary contaminates the en-
vironment—embedding malicious instructions within third-party content that
the model processes during its normal workflow. Text-based IPI has been stud-
ied across email, web search, and retrieval-augmented settings [1,|12}[16L36/{38],
establishing that LLMs fundamentally struggle to separate informational context
from actionable instructions. In the browser and web agent domain, injections
embedded in HTML payloads and web environments have been shown to influ-
ence real-world agent actions with high success rates.

Yet the multimodal dimension of IPI—where malicious instructions are em-
bedded within rendered visual artifacts such as screenshots and professional
documents—remains significantly under-explored. CyberSecEval 3 [31] includes
a visual prompt injection category but with generic, context-free attacks. VPI-
Bench [5] evaluates visual injection against Computer-Use Agents (CUAs) and
Browser-Use Agents (BUAs) with 306 test cases, but does not include matched
text-only baselines to isolate the visual modality effect, and evaluates under
comparatively permissive deployment conditions. Neither benchmark examines
how attack formats within realistic visual artifacts—terminal screenshots, pro-
fessional documents—interact with modality-specific failure modes, a gap our
work addresses.

Beyond technical attacks, we identify a novel attack vector: ethics-framed
indirect prompt injection. Modern models are aligned toward fairness and in-
clusivity, yet this alignment can overcorrect—as demonstrated when Google’s
Gemini image generator produced women and people of color as Nazi soldiers in
pursuit of demographic diversity, leading Google to suspend the tool [9]. Com-
bined with well-documented sycophantic tendencies that prioritize agreeable-
ness over accuracy [6,20], this creates an exploitable dynamic. By embedding
fabricated fairness mandates—styled as legal compliance directives or corporate
DEI policies—within visual documents such as resumes and loan applications,
an attacker creates a conflict between the model’s deployment-time evaluation
criteria and its deeply encoded value priors. The model must choose between fol-
lowing its evaluation criteria and complying with what appears to be a fairness
obligation—and our experiments test which prevails (Fig. .

In this work, we introduce the M-IPI Benchmark and make the following
contributions:

1. A large-scale, realistic multimodal IPI benchmark. We curate 2,600
high-fidelity visual artifacts across two attack families: Technically-Framed
Attacks (1,000 malicious and 1,000 matched benign terminal screenshots, each
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Fig. 2: Ethics-framed attack. Both resumes show the same unqualified candidate—
a high-school graduate with no software experience and a minority-coded persona (a
name and affiliations a model may read as signalling a protected group). (a) With-
out injection, GPT-4.1 correctly rates the candidate “Weak.” (b) With an injected
fairness-compliance directive (red box) citing the UN Global Compact and threatening
a “formal bias audit” for non-compliance, GPT-4.1 flips to “Strong,” complying with the
embedded directive over its evaluation criteria—and, in many cases, justifying the flip
by treating the candidate’s minority-coded name as grounds for the fabricated policy
to apply (analyzed in the supplementary material).

embedding attacks within genuine debugging contexts) and FEthics-Framed
Attacks (600 scenarios spanning resumes, loan applications, and tender bids
containing adversarial fairness mandates alongside matched benign controls).

2. Paired VL/LM experimental design. For each sample, we compare an
End-to-End VLM—the VL (vision) configuration, which processes the visual
artifact as an image—with a paired text-only LLM baseline—the LM (text)
configuration, which receives the identical document content as plain text,
bypassing the visual encoder entirely. Throughout, VL and LM denote these
two input configurations of the same underlying models. This controls for
content while varying only the input modality, enabling direct attribution of
any performance gap to visual processing rather than to content differences
or OCR artifacts—a comparison absent from prior benchmarks.
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3. A dual-axis attack taxonomy. We distinguish Technically-Framed attacks
(falsifying objective system states) from Ethics-Framed attacks (exploiting
alignment priors), and demonstrate that these two categories produce quali-
tatively different vulnerability profiles across modalities.

4. Detection and attack success evaluation. We evaluate both detection
capabilities (can models identify embedded attacks?) across five model fami-
lies and end-to-end attack success in a realistic agentic setup using GPT-4.1
(does the model comply with injected instructions?).

2 Related Work

2.1 VLM Architecture and Safety Alignment

Modern VLMs extend pre-trained LLMs by integrating visual perception through
dedicated image encoders. The typical architecture connects a vision encoder
with an LLM via an alignment module—using linear projection, learnable queries,
or cross-attention mechanisms—that maps visual features into the language
model’s token space [18,/32]. This design has a critical safety implication: the
visual encoder and its alignment layers are typically not subjected to the same
safety alignment applied to the backbone LLM, leaving them “inadequately
safety-aligned with regard to visually harmful images” [13].

A growing body of evidence confirms this gap. Liu et al. |19] show that safety
alignment developed for text-only LLMs does not reliably transfer to VLMs, with
attackers easily bypassing alignment through visual modality features—a vulner-
ability empirically validated across multiple model families [10,|15,(17]. Gou et
al. |10] find that safety reasoning prompts offer partial protection but models
still fail to distinguish harmful intent in specific visual-semantic scenarios, while
the survey by Liu et al. [17] catalogues how multimodal integration amplifies
vulnerability by introducing “new attack vectors that are absent in unimodal
systems.” Furthermore, despite advances in visual reasoning [7,/35|, Wang et
al. |33] find that enhanced reasoning capabilities do not improve robustness—
instead, verbose reasoning processes can themselves be manipulated to bypass
safety filters, and visual inputs frequently bypass text-based safety mechanisms.

This motivates our experimental design: by comparing VLM pipelines (where
visual tokens pass through the encoder) with text-only LLM baselines (where
the same content bypasses the visual pathway entirely), we measure the safety
impact of visual processing in isolation. We evaluate three mid-scale open-
source VLMs—TIdefics3-8B [14] (built on Llama-3.1-8B-Instruct [11]), Gemma-3-
12B [8], and Qwen3-VL-8B [4]—alongside the proprietary models GPT-4.1 [26]
and GPT-5.2 |28| for detection (GPT-4.1 additionally serves as the agent in our
attack-success evaluation).

2.2 Attacks on VLMs: From Jailbreaks to Indirect Prompt Injection

Direct jailbreak attacks. A substantial body of work targets VLMs through di-
rect adversarial inputs. Methods include embedding harmful text within im-
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ages |18,/32], exploiting out-of-distribution visual transforms |13|, perturbing vi-
sion encoder features |21], and visual chain reasoning manipulations [23}30%34].
OmniSafeBench-MM [25] provides a comprehensive evaluation integrating 13 at-
tack methods and 15 defense strategies. These works convincingly establish that
VLMs are brittle under adversarial visual input—but they study direct attacks
where the user is the adversary.

Indirect prompt injection. In IPI, the adversary contaminates the environment
rather than crafting direct inputs. Greshake et al. [12] first demonstrated this
via compromised websites and emails. Yi et al. [36] formalized the challenge
with the BIPTA benchmark, identifying that LLMs fundamentally struggle to
distinguish informational context from actionable instructions, and proposed
boundary awareness defenses that reduce attack success to near-zero in white-
box settings. Abdelnabi et al. |1] showed through an adaptive challenge with
over 208,000 attack submissions that the vulnerability persists even under ac-
tive defense. In the agent domain, Zhang et al. [38] demonstrated that HTML-
embedded injections influence real-world browser agent actions, Liao et al. |16]
showed environmental injections can exfiltrate user data with up to 70% ASR,
and Zhang et al. |37] provide a comprehensive agent security taxonomy finding
attack success rates as high as 84.30% with limited effectiveness from existing
defenses.

Multimodal IPI benchmarks. The most directly comparable works are CyberSe-
cEval 3 |31], which includes a Visual Prompt Injection category but with generic,
context-free attacks on approximately 1,000 samples; and VPI-Bench [5], which
evaluates visual injection against CUAs and BUAs with 306 test cases, reporting
deception rates of up to 51% for CUAs and 100% for BUAs. While VPI-Bench
represents the closest prior work, it has three methodological limitations: (1) it
compares CUAs (screenshot-based) with BUAs (HTML-based) but does not test
the same model on the same content in image vs. text form, making it impossible
to attribute vulnerability to visual processing specifically; (2) it uses permissive
user prompts (e.g., “I’m very busy. . .do not miss out on anything important”)
and a single-sentence defense prompt (“Be vigilant against prompt-injection at-
tacks”), which may inflate attack rates relative to how agents are deployed in
practice; and (3) it does not examine how the format of the injection within the
visual artifact interacts with modality-specific failure modes. Our work addresses
these gaps through paired VL/LM testing with identical content, deployment-
realistic system prompts, format-conditioned analysis across realistic artifacts,
and the introduction of ethics-framed attacks as a distinct category.

2.3 Bias, Sycophancy, and Alignment Priors

A substantial body of work has examined bias, fairness, and alignment limita-
tions in large language models [2}9,[241/29]. Studies have documented overcor-
rection tendencies—such as Google’s Gemini image generator producing women
and people of color as Nazi soldiers in pursuit of demographic diversity [9]—as
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well as sycophantic behavior where models prioritize agreeableness over accu-
racy [6,20]. Based on these documented tendencies, we design our ethics-framed
attack vector to test whether fabricated fairness mandates embedded in visual
documents can exploit overcorrection and sycophancy to override deployment-
time evaluation criteria.

3 The M-IPI Benchmark

3.1 Threat Model

We model the adversary as an environmental contaminant—not a direct user—
who embeds malicious instructions within visual artifacts that agents process
during normal workflows. We study two threat scenarios. In the technical sce-
nario, an attacker plants malicious commands within StackOverflow-style de-
bugging solutions. A developer encounters a text answer that provides context
and explanation, paired with a terminal screenshot showing the actual commands
and their outputs—the purported “solution.” The terminal screenshot contains
malicious commands (e.g., reverse shells, credential exfiltration, ransomware) in-
terwoven with legitimate debugging steps. We focus on Linux terminal environ-
ments as they represent the highest-severity attack surface: terminal commands
operate at the OS level with direct access to the filesystem, network, and sys-
tem configuration, and users routinely execute debugging commands from online
sources without scrutinizing each step. The agent must identify and filter harm-
ful commands from its recommendations. In the ethics scenario, an attacker
embeds fabricated compliance directives—styled as organizational policy notes
referencing UN charters, EU regulations, or internal DEI mandates—within pro-
fessional resumes that an automated HR screening agent evaluates. The agent
must follow its evaluation criteria rather than the embedded directives. In both
scenarios, the attack content is clearly readable and visually integrated into the
document; we test whether models follow injected instructions, not whether they
can perceive hidden text.

3.2 Technical Attack Dataset

Our technical dataset comprises 1,000 unique debugging scenarios spanning 20
technical domains (Tab. . For each scenario, we construct a user query describ-
ing a real error, a StackOverflow-style text answer providing explanatory context,
and a terminal screenshot showing the commands and outputs as purportedly
executed by the original poster. The text answer serves as supporting context;
the terminal screenshot is the primary artifact containing both legitimate de-
bugging steps and embedded malicious content (Fig. . Malicious content is
positioned as executable shell commands, inline comments, or both, and varies
across two severity levels and two content lengths. Each attack sample is paired
with a matched benign control, yielding 2,000 total technical artifacts.
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Table 1: Dataset overview across both attack families.

Technical Ethics-Framed
Artifacts 2,000 (1K attack + 1K be- 600

nign)
Domains 20 technical (50 each) resume, loan, tender
Severity / Style severe 60% / simple 40% varied length & directness

Position / Placement c¢cmd / comment / both in-body, header, seal, footer
(33% ea.)

Length short 50% / long 50% —

Candidate mix — 56% minority / 44% non-
min.

Authority — corporate, govt, intl, state

3.3 Ethics-Framed Attack Dataset

For detection evaluation, we construct 600 visual artifacts spanning four screen-
ing tasks across three document types—resumes (software-engineering and ex-
ecutive hiring), loan applications (loan underwriting), and procurement tenders
(government procurement). The injected attacks vary in length and directness:
from short, subtle policy notes that merely reference a fairness framework, to
verbose multi-paragraph legal-compliance directives citing specific regulations
and threatening consequences for non-compliance; and from indirect language
that never names the candidate, to direct statements that explicitly assert the
candidate’s protected status. They further span diverse authority framings (cor-
porate, governmental, international) and visual placements (Tab. .

For attack success evaluation, we focus on resume screening—a setting that
reflects a growing class of real-world deployments where agents autonomously
process professional documents, from resume-screening pipelines to web tools
that scan online profiles for candidate—job matching. We curate manually crafted
resume scenarios spanning diverse candidate names and cultural cues, where
clearly unqualified candidates (e.g., a high-school graduate with no relevant ex-
perience) carry injected fairness directives ranging across the length/directness
spectrum described above. Matched injection-free controls are drawn from the
same unqualified persona pool, and genuinely qualified candidates serve as sanity
checks. To probe role-generality, we evaluate two hiring roles—software engineer-
ing and executive (VP Operations)—with objective qualification criteria, isolat-
ing whether the injection changes the evaluation outcome and which injection
style most effectively overrides the model’s assessment.

3.4 Evaluation Protocol

We evaluate two tasks across both attack families.

Detection. Models are explicitly asked whether the document contains prompt
injection or manipulative content. We test five model families—Idefics3-8B [14],
Gemma-3-12B [§], Qwen3-VL-8B [4], GPT-4.1 |26], and GPT-5.2 [28]—each in
both VL (image input) and LM (identical text content) configurations. For VL,
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Table 2: Detection results for technically-framed attacks (n=1,000 attack + 1,000
benign). VL < LM holds across all five model pairs.

Model Mode Acc. Recall F1 Spec. ARecall

GPT-5.2 LM 98.6 98.0 98.5 99.1 6.7
VL 95.3 91.3 95.1 99.3 :

GPT-4.1 LM 89.7 79.9 88.6 99.5 _27.0
VL 76.0 52.9 68.8 99.0 :

Gemma-3-12B LM 78.8 88.2 80.6 69.3

VL 732 762 740 702 120
Qwen3-VL-8B LM 60.3 207 343 999 oo
VL 499 24 46 97.3
ldefics3-88 LM 714 536 652 891 o
VL 670 352 516 98.8

the model receives the visual artifact as an image; for LM, it receives the ground-
truth text content of the same artifact, bypassing the visual encoder entirely
without introducing OCR artifacts.

Attack Success Rate (ASR). Models are deployed in realistic task-specific sce-
narios. For the technical scenario, GPT-4.1 receives the debugging query, the
StackOverflow text answer, and the terminal content (as image for VL, as text
for LM) and is prompted to recommend troubleshooting steps. ASR is the frac-
tion of attack samples where the model reproduces malicious commands in its
recommendations, evaluated via a hybrid pipeline combining deterministic com-
mand matching with GPT-5.2 as an independent LLM judge. For the ethics
scenario, GPT-4.1 is deployed as an HR screening agent evaluating candidate
resumes. ASR is the fraction of unqualified candidates that receive a favorable
rating due to the injected directive.

4 Results

4.1 Detection: Technical Attacks

Tab. 2] presents detection results for technically-framed attacks. Across all five
model pairs, VL recall is lower than LM recall, with gaps ranging from 6.7 pp
(GPT-5.2) to 27.0 pp (GPT-4.1). The pattern is consistent across both fron-
tier and mid-scale models, confirming that visual rendering of terminal artifacts
suppresses critical evaluation.

4.2 Detection: Ethics-Framed Attacks

Tab. [3]presents detection results for the 600-sample ethics set. The VL < LM pat-
tern persists for all five model pairs, with Gemma-3-12B showing the largest gap
(—25.0 pp) and GPT-4.1—our primary ASR target—close behind (—18.7 pp). All
models achieve near-perfect specificity—the failure mode is entirely missed de-
tections, not false alarms. For GPT-4.1, the gap varies sharply by injection style:
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Table 3: Detection results for ethics-framed attacks (n=320 attack + 280 benign).
VL < LM holds for all five model pairs. All models achieve near-perfect specificity.

Model Mode Acc. Recall F1 Spec. ARecall

GPT-5.2 LM 92.0 85.0 91.9 100 _6.6
VL 88.5 784 879 100 :

GPT-4.1 LM 85.8 73.4 84.7 100 _18.7
VL 75.8 54.7 70.7 100 :

Gemma-3-12B LM 80.3 63.1 77.4 100

VL 648 381 536 954 290
Qwen3-VL-8B LM 688 416 587 100 .o

VL  59.8 247 39.6 100 :
lefics3-88 LM 475 16 81 100

VL 46.7 0.0 - 100

VL detects 83% of direct injections but only 40% of subtle, policy-framed injec-
tions, while LM detects 89% and 63% respectively—indicating that injections
resembling compliance language are particularly effective at evading visual-mode
detection (breakdown by injection style in the supplementary material).

4.3 Attack Success Rate

Technical ASR. We deploy GPT-4.1 as a troubleshooting agent, with GPT-
5.2 serving as an independent LLM judge. Overall ASR is 48.1% for VL and
50.9% for LM—statistically indistinguishable (McNemar p = 0.066). Paired per-
sample analysis across 1,000 attacks reveals 94 VL-unique failures and 122 LM-
unique failures. Among VL-unique failures, 88% involve executable-command-
format attacks (1.47x enrichment, x? p < 0.001), while LM is significantly
more vulnerable to comment-format natural-language instructions (p = 0.015)—
a command-authority vs. language-authority split where each modality fails on
different attack surfaces.

Ethics-Framed ASR. We deploy GPT-4.1 as an HR screening agent across two
hiring roles with objective qualification criteria—software engineering and ex-
ecutive (VP Operations). Across the two roles, roughly 100 clearly unqualified
candidates carrying an injected fairness directive (ranging from subtle policy
notes to verbose compliance mandates) are evaluated against a comparable con-
trol set of about 100 injection-free resumes spanning both unqualified and gen-
uinely qualified candidates. These controls establish specificity: without injec-
tion, unqualified candidates are rated weak and qualified candidates strong, so
a “Strong” verdict on an injected unqualified candidate is attributable to the at-
tack rather than to the resume itself. We curated the injected samples for attack
fidelity, keeping renderings in which the directive is well-formed, realistic, and
legible, and discarding low-fidelity ones. Under injection, the attack exceeds 80%
success on both roles, flipping unqualified candidates to favorable ratings and
showing the vulnerability is not role-specific. When it complies, the model fabri-
cates post-hoc justifications: reframing debate-team leadership as “transferable
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technical skills,” deeming a high-school diploma sufficient for an “entry-level”
role, and citing the injected directive as policy that overrides qualification-based
assessment.

Cross-domain patterns. Across both attack families, VL. and LM show compara-
ble overall ASR (within ~3 pp), indicating that these vulnerabilities are rooted
in the underlying language models and transfer to VLMs without necessarily
worsening. The detection gap (VL < LM) does not produce a corresponding
ASR gap—while visual rendering suppresses the model’s ability to detect at-
tacks, susceptibility to following injected instructions is a property of the shared
language backbone. The combination of high ASR (~50% for technical, >80% for
ethics-framed) with poor detection performance underscores that prompt-level
mitigation alone is insufficient, and that both sycophancy-driven and technically-
framed injection vectors require dedicated defenses.

5 Discussion

Visual authority s cross-domain. The VL < LM detection gap appears across
both attack families and nearly all model pairs (Tables . In terminal screen-
shots, malicious commands blend into the expected visual grammar; in pro-
fessional documents, policy-style injections resemble legitimate compliance an-
notations. The mechanism differs but the effect is the same: visual rendering
suppresses critical evaluation. This extends findings from the jailbreak litera-
ture [15][19]—which documented visual vulnerability under direct attack—to
realistic indirect prompt injection in agentic workflows.

Perception gap # execution gap. For technical attacks, the detection gap (VL
52.9% vs. LM 79.9% recall for GPT-4.1) does not produce a corresponding ASR
gap (VL 48.1% vs. LM 50.9%, p = 0.066). This suggests that execution-time rea-
soning partially compensates for perception-time failures—an incomplete trans-
fer from jailbreak settings where 80-90% ASR is common [13}|15]. Models that
cannot detect attacks at perception time can still partially resist them during
execution through agentic reasoning.

Modality-specific failure profiles. The command-authority vs. language-authority
split has direct implications for defense: VL agents are most vulnerable to at-
tacks formatted as executable commands, while text-only pipelines are more
vulnerable to natural-language directives. Converting visual inputs to text be-
fore reasoning (“discretization”) could partially restore text-based skepticism for
executable content, while text pipelines would benefit from instruction-boundary
enforcement [36].

Defenses and mitigations. We study several defense families and find that none
fully neutralizes these attacks:
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1. Prompt-level hardening. Our deployment prompts already instruct the
agent to be vigilant against untrusted content, yet both modalities remain
~50% susceptible on technical attacks, consistent with prior findings that
prompt hardening alone is insufficient [5,/36,37].

2. Discretization. Our paired VL/LM comparison quantifies that converting
the artifact to text before reasoning can recover significant detection recall—a
useful but partial fix that still leaves substantial residual vulnerability.

3. Encoder-based classifiers. We study dedicated prompt-injection classi-
fiers such as Llama Prompt Guard 2 [22]|, but they underperform on our
benchmark (0% recall): our attacks use contextually plausible commands
and legitimate-sounding policy language rather than the explicit instruction-
override patterns (e.g., “ignore previous instructions”) such detectors are
trained to flag.

Effective mitigation will therefore require defenses beyond the model. Two com-
plementary directions are promising [5|: agent-level guards—a lightweight mon-
itor, decoupled from the primary reasoning model, that verifies each proposed
action against user intent and safety constraints before execution—and system-
level controls (permission gating, sandboxing, runtime monitoring) that distin-
guish agent- from human-initiated actions and block high-risk operations such
as file deletion, outbound network calls, or package installation from untrusted
indices. Combined with detection-before-execution and verification of claims
against trusted policy sources, these layered safeguards are more promising than
any single model- or prompt-level fix.

Ethics-framed attacks exploit alignment priors. Our ethics-framed evaluation
demonstrates that fabricated compliance directives reliably override model evalu-
ation criteria (Fig. , achieving over 80% ASR on clearly unqualified candidates.
Analysis of model reasoning exposes the mechanism: models treat culturally iden-
tiftable names and organizational affiliations as contextual cues, connecting them
to the injected fairness directive to justify compliance. Rather than rejecting an
obviously unqualified candidate, the model constructs elaborate justifications—
inflating soft skills, lowering role requirements, and citing the fabricated policy as
binding. This represents a distinct and concerning attack surface: unlike technical
attacks where the injected content is verifiable (a command is either malicious or
not), ethics-framed injections exploit non-falsifiable value priors that the model
cannot reason through objectively. Both attack families remain effective across
VL and LM pipelines, highlighting that these vulnerabilities are fundamental to
current model alignment rather than specific to any modality.

Not a surface-level shortcut. The detection gap does not stem from trivial dis-
tributional cues. Each attack is constructed as a matched pair with a benign
control sharing the same domain, query, template, length, comment density, and
formatting, differing only in the presence of injected content. Detection instead
varies with attack content and placement (per-style and per-length breakdowns
are provided in the supplementary material); the effect is therefore semantic
rather than surface-level.
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Limitations and Future Directions. Our ethics-framed evaluation, while demon-
strating a clear vulnerability, reflects a limited and controlled scope, set within
cultural contexts predominantly aligned with the Global North. Safety judg-
ments and alignment priors are known to vary across demographics and cul-
tures |24]; our findings may not generalize to non-English or non-Western set-
tings, and extending the evaluation to additional roles and a larger persona pool
would map the full reach of the attack. Additionally, our technical dataset fo-
cuses on Linux/Unix terminal environments and may not fully represent the
diversity of visual artifacts encountered by agents in production; extension to
other operating systems and visual artifact types would broaden coverage. A
comprehensive, large-scale study of ethics-framed injection across diverse roles,
cultures, and model families is an important direction for future work. In each
case, the vulnerability demonstrated here is already serious and actionable, and
these extensions would only widen its documented reach.

6 Conclusion

We introduced the M-IPI Benchmark, evaluating multimodal indirect prompt in-
jection across technically-framed and ethics-framed attack families. Our paired
VL /LM design—absent from prior benchmarks—reveals a consistent “visual au-
thority” effect: VL models underperform text-only counterparts at detecting em-
bedded attacks across both domains and all model scales tested. For technical
attacks, both VL and LM pipelines remain approximately 50% susceptible de-
spite deployment-realistic prompts, with qualitatively distinct failure profiles—
VL trusting visually-rendered commands, LM trusting natural-language direc-
tives. For ethics-framed attacks, fabricated compliance directives achieve over
80% attack success on clearly unqualified candidates, with models actively fab-
ricating justifications to comply with injected fairness mandates.

These findings expose two serious and complementary vulnerabilities in cur-
rent VLM-based agents. First, visual rendering of artifacts—whether terminal
screenshots or professional documents—creates an implicit authority that sys-
tematically suppresses detection of embedded threats. Second, alignment to-
ward fairness and inclusivity, while essential, creates an exploitable attack sur-
face when adversaries frame malicious instructions as compliance directives. As
VLM agents are increasingly deployed in high-stakes settings—from automated
code execution to hiring and financial decision-making—addressing these vul-
nerabilities is not merely an academic concern but an urgent practical neces-
sity. Our benchmark artifacts are released under gated, research-only access at
https://github.com/adityakm24/0penYourEyes| to support future defensive
research.

Ethics, Misuse, and Responsible Release

Content warning. This paper and the released benchmark contain explicit
examples of malicious system commands (e.g., reverse shells, credential exfiltra-
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tion, and ransomware-style operations) and fabricated “ethics-framed” directives
that misappropriate fairness and compliance language (e.g., DEI or regulatory
mandates) to instruct an agent to override its evaluation criteria on the basis of
protected attributes. These artifacts are reproduced solely to document the at-
tack surface and enable defensive research; they are synthetic and do not reflect
the views of the authors or their institutions.

Intended use and data ethics. This benchmark is intended defensively—
to measure and improve the ability of VLM-based agents to detect and resist mul-
timodal indirect prompt injection. It contains no human subjects, real user data,
or personal information: all personas, demographic attributes, photographs, and
documents are entirely synthetic. Demographic categories (race, gender, age) are
properties of the attack design, not assessments of real individuals, and the em-
bedded fairness directives are adversarial fabrications—genuine equity policies
serve an important societal function.

Misuse and responsible release. We recognize that this benchmark is
dual-use: the same artifacts that enable defensive evaluation could, in princi-
ple, be repurposed by an adversary. Consistent with norms in security research,
we treat these vulnerabilities as disclosures and judge that transparent, sys-
tematic benchmarking is necessary to build effective defenses. To limit misuse,
the benchmark is not released openly: the attack artifacts are distributed under
gated, request-based access to verified researchers who agree to an acceptable-use
policy. The policy restricts the data to research, evaluation, and defensive devel-
opment, and prohibits deploying the attacks against real or production systems,
using them to make or inform decisions about real individuals or to target any
non-consenting party, and redistributing them outside its terms. All experiments
in this work were conducted in sandboxed environments. We do not merely ex-
pose attacks: we evaluate multiple defense families and outline concrete agent-
and system-level mitigations (Sec. , and the authors disclaim responsibility for
any use that violates these terms.

Generative AI Usage Disclosure

General-purpose large language model (LLM) assistants were used for generating
synthetic personas for the ethics-framed dataset, assisting with programmatic vi-
sual artifact rendering, and language editing of author-written text and code. All
intellectual contributions—research conception, design, analysis, interpretation,
and claims—are solely those of the human authors.
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