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Abstract. We introduce a novel upper bound on the local Lipschitz con-
stant of the dot-product self-attention block showing its dependence on
the attention map distributions. The proposed bound is not only tighter
than the prior art, but for the first time, reveals how the distribution
of attention probabilities shapes the local Lipschitz constant of the self-
attention block. The theoretical basis of the proposed upper bound lies in
the refined closed-form upper bounds on singular values of the Jacobian
of softmax function. Leveraging these theoretical insights, we introduce
JaSMin (Jacobian Softmax norm Minimization), a lightweight regular-
izer that directly controls the local Lipschitz constant of each block and,
consequently, the entire model. Additionally, we discuss how the nature
of the attention map distribution contributes to the gradient dynamics
and, consequently, transformer training stability.
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1 Introduction

In this work, we analyze the spectral norm of the Jacobian of dot-product self-
attention [38], which governs its local Lipschitz properties. While prior works
attempted to bound the local Lipschitz constant of self-attention [3] 6, 18] [22],
they disregarded the structure of the attention score matrix, proposing bounds
that were dependent only on weights’ and inputs’ norms. We consider this fact
to be a significant limitation of these bounds as it naturally omits the power-
ful component from the analysis. In our work, we pay a particular attention to
this problem, emphasizing the dependency of the self-attention local Lipschitz
constant on attention map distribution. In particular, we establish a novel theo-
retical upper bound on the local Lipschitz constant of self-attention that is based
on the new refined spectral properties of the softmax Jacobian.
Overall, contributions of this work can be summarized as follows:

— We introduce interlacing bounds for all singular values of the softmax Ja-
cobian, improving eigenvalue interlacing theorem [I6], [37] (see Theorem .
For the largest singular value, we prove that our bound surpasses the bound
based on the Gershgorin theorem [19] [33].
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— We introduce an improved upper bound on the spectral norm of the self-
attention Jacobian, which captures the nature of attention map scores (see
Theorem. We compare our bound with known estimates and show that our
bound is tighter than prior art for different attention-based vision models.

— Utilizing the proposed bounds on the softmax Jacobian, we show that the
gradient vanishes for both the categorical and uniform attention map distri-
butions. In either extreme, this signal decay hinders optimization for these
attention heads and layers, linking these phenomena to the softmax map
spectrum. In Section [ we discuss connection of these findings to prior art.

— Using the proposed bounds, we present JaSMin (Jacobian Softmax Minimi-
zation), a regularization method aimed to control the self-attention Jacobian
spectral norm and quantify gradient sensitivity (see Section . We show
that our regularizer reduces the spectral norm of the whole model Jacobian,
supporting our theory. In practice JaSmin leads to the increase of adversarial
metrics on CIFAR [24] and Imagenette [17] datasets (see Section [g).

2 Related Work

The dot-product self-attention [38] has become a dominant part of most trans-
former models, serving as a default option for production-grade large-scale mod-
els [20], [44]. Despite its popularity, the theoretical understanding of the funda-
mental properties of this operation is still incomplete. Recently, it has been ob-
served that dot-product attention is susceptible to fluctuations, which has a neg-
ative impact on the model’s performance, especially apparent for long sequences,
and has motivated researchers to seek for sparse attention alternatives [21], [46].
Another noticeable pattern is an appearance of “attention sinks” [I0] [15] [42],
when an excessive amount of attention mass allocated to certain tokens, which
turn out to serve as “sinks” for the excess attention, when further modifications
to the residual stream are no longer necessary. On the other hand, [§] has ar-
gued that pure dot-product attention possesses a strong bias towards “token
uniformity”, which leads to the rank collapse and oversmoothing in deep mod-
els [36]. While layer normalization [41] and higher lipschitzness of MLP layers
were shown to stabilize the self-attention dynamics and prevent the doubly ex-
ponential convergence to rank-1 representations, the theoretical understanding
of interconnections between these phenomena remains limited.

In the visual domain, the rapid adoption of Vision Transformers (ViTs) [9]
has prompted parallel investigations into their architectural robustness, sensi-
tivity, and efficiency. To address the fundamental limitations of standard dot-
product attention, architectures like ShiftViT [39] and LipShiFT [30] proposed
abandoning attention entirely in favor of lightweight shifting, while Robust Vi-
sion Transformer [29] introduced position-aware attention scaling to improve
inherent resistance to corruptions. Beyond the scope of adversarial robustness,
foundational modifications for specific tasks and computational regimes were
proposed: Swin Transformer [26] localizes attention to shifted windows, improv-
ing computational efficiency; CViT [40] switched to encoder-decoder transform-
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ers for PDE systems, while EA-ViT [49] adapted models for resource-constrained
deployment.

In this work we study attention-based vision models stability problem through
the lens of neural network Lipschitz constant. It is known that vulnerability to
adversarial attacks is closely linked to Lipschitz continuity and the Lipschitz
constant of the neural network [3I]. Despite its successful widespread use, the
dot-product self-attention is not globally Lipschitz [22]. Such a functional prop-
erty, may theoretically cause training instability and poor robustness [28] 48].

Recent works that analyze the self-attention’s local Lipschitz constant [3] [6]
18|, 22] are aimed at bounding the local Lipschitz constant without taking the
attention map into account, building bounds dependent on separate norms of
inputs and model weights. We argue that, being a core element of self-attention,
softmax largely contributes to the local Lipschitz constant bound, motivating us
to explore the local Lipschitz constant dependency from attention map scores.

Multiple prior works considered softmax to be 1-Lipschitz [11], [14] [T8] 25]. We
admit that the concurrent work [33] also proposes that global Lipschitz constant
of softmax function can be bounded by % under any £, norm. Our work focuses on
bounding all softmax Jacobian singular values, improving eigenvalue interlacing
theorem [I16] 37] and the result from [33] for the spectral norm.

3 Notation and Background

A neural network can be treated as a function f: X C RP? — R¢, mapping input
data to corresponding outputs. A typical approach to quantify its sensitivity to
input perturbations is to analyze its Lipschitz continuity. A Lipschitz constant
of f over an open set X C R with respect to Euclidian norm || - |2 can be
defined as follows:

Lip(f;X) = sup ”f(xl):f(@)llg 0
zlﬂ;zGX lz1 — 22]|2

Rather than considering the global Lipschitz continuity (where X = RP), we
focus on the analysis of the local Lipschitz constants, which is less computation-
ally prohibitive. Specifically, we examine the behavior of f in the neighborhood
of balls B.(x) of a radius € > 0 centered at various data points zg. Assuming
differentiability and denoting the Jacobian of f(x) by Jy(z) € R¥P, for each
such ball we may write:

Lip(f; &) = sup || T¢(2)]|2, (2)
zeEX

where || - ||2 for a matrix denotes the spectral norm of a Jacobian matrix, which
is equal to its largest singular value. For notation simplicity, we further write
all the theoretical results in terms of the spectral norm of the Jacobian matrix,
implicitly omitting the supremum across all data points.
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In our paper, we focus on controlling the local Lipschitz constant of separate
dot product self-attention blocks. The choice of considering local Lipschitz con-
stant instead of global one is based on the fact that dot-product self-attention
is not globally Lipschitz [22]. Despite the absence of global lipschitzness, there
is an interest in achieving training stability and analyzing key components of
attention-based models making them robust to input perturbations.

Let us define dot product self-attention [38] Attn, : RV*P — RN >4

XWE (W)X T
Vd

where X € RV*DP| W,?, Wk, wY e RP *d sm denotes row-wise softmax and

Attn,(X) = sm < ) XWyY =sm(XAXT)XWY, (3)

_WRwT
7

Additionally, let us denote the attention map matrix P* € RV*¥ for a head h:

Ph =sm(XA,XT), (5)

Ap (4)

whose rows we further denote as P[":. For simplicity, we omit output matrix Who .
In [22] authors firstly derived the closed form for the single-head self-attention
Jacobian: using the notation above, we may write the Jacobian as a block matrix:

Tnetn, (X) = [Taem, (X)) 12, (6)

so that each Jaeen, (X)i; € RYP can be expressed in terms of W)Y, X, P, Ay,
e, (X)i; = W) T XTM(PR)(E; XA + X Andig) + (W) T - P, (7)
where

— Ej; € RM*N — a binary matrix with zeros everywhere except (4, i)-th place;
— 0;; € {0,1} is the Kronecker delta.

As a result, the aforementioned Jacobian can be rewritten in a pure matrix form:

Taeen, (X) = (In ® (W) "X 7) bdiag (M(P",),..., M(P} )
(In ® XAy + (XAy ® In)Py,p) + P @ (W),
where ® denote Kronecker product, bdiag(M(P}",), ..., M(Py .)) denote a block

5t

(8)

diagonal matrix with M(Plh) on the diagonal and Py p is a “perfect shuffle”
permutation matrix [I2] satisfying vec(X ) = Py pvec(X) where vec is taken
n “c” order.

Utilizing its structure and refined properties of the softmax Jacobian (see
Theorem, we show both theoretically and empirically that the spectral norm of
the matrix from Equation @ heavily depends on the bdiag(M(Pf".), ..., M(P} )
(see Theorem [3).
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4 Refined spectral properties of the softmax Jacobian

Self-attention mechanism relies on the softmax function, which critically influ-
ences the structure of its Jacobian. In this section, we derive new properties of
the softmax Jacobian — key to our later analysis of the full self-attention Jaco-
bian. Beyond this immediate application, our results refine previously proposed
findings regarding the softmax Jacobian spectral norm [I1], [14] [18| 25| [33]. Ad-
ditionally, our theoretical result improves classic eigenvalue interlacing theorem
[16, [37] for this particular structured matrix.
Recall that the softmax function sm: RY — R¥ is defined as

evi

Zj'vzl evi

It is well-known that the softmax Jacobian Jem(z) € RM*Y is a symmetric
positive semidefinite matrix of the following form:

sm(z); =

(9)

Jen(2) = diag (sm(z)) — sm(z)sm(z) . (10)
For simplicity, we further use the following notation:
M(z) = diag(z) — zz " (11)

Prior to stating the theorem, let us recall key auxiliary results and define
notation central to our analysis. First of all, we formulate eigenvalue interlacing
theorem [16] B7] and recall the results introduced in [33].

Theorem 1 (Eigenvalue interlacing theorem [16], 37]). Let A, B € R"*"
be symmetric matrices and ay = -+ = ay, f1 = -+ = B be their eigenvalues
respectively. If A= B+epp', ||pll, =1, € > 0, then

a1 =i za>=fa= = an = fa (12)

Directly applying eigenvalue interlacing theorem to the softmax Jacobian matrix
M(sm(z)), one may obtain the following interlacing property: for x = sm(z)
setting B = diag(z) — zx T, A = diag(z), p = z/||z||2, € = ||z||2 we obtain

Z(1) 20’1(3) 21‘(2) 20’2(3) >>$(N) 20'1\7(3)7 (13>

where ;) here and further is top-k largest vector value. However, even for the
case N = 2 this bound appears to be loose for the first singular value: in the case
of 2-dimensional probability distribution p = [1—¢,¢], 0 < € < 1 for a sufficiently
small ¢ eigenvalue interlacing theorem gives the following upper bound:

e(l—e)e(l—¢)
[5(1 —g)e(l - 5)}

This example indicates that bounds obtainable by eigenvalue interlacing the-
orem can be improved by utilizing the structure of M(z). In [33] authors utilize

=2e(1—¢). (14)

1_52“/\4([1—6,6])”2:‘ 2
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Fig.1: Comparison of different upper bounds on the spectral norm of the softmax
Jacobian. Our bound g1(P/.)/||M(P})]|2 is blue, Gershgorin h(P/")/| M(P!")|2 is or-
ange and interlacing max; P;’; is green. As anticipated, our bound is tighter than the
others. At the same time, the interlacing theorem bound may have large relative ap-
proximation error in comparison with the other bound, which is supported by Table [T}
Heads, query pixels and ImageNet samples are kept the same for Figure

the structure of M(x) and prove that h(z) = 22(1)(1 — 2(1)) upper bounds the
spectral norm of the softmax Jacobian using Gershgorin theorem:

1 Ten(2)lly <2 max (sm(z);) (1 — max sm(z);). (15)

LN i=1,...,

We argue that the structure of M(x) can be utilized even better than it is done
in [33]. Below we formulate our main theoretical result about softmax Jacobian
singular values.

Definition 1. Let x € Rgo and let x(y) be the k-th largest component of x. For
k=1,...,N —1 define

gk(a:) = Jj(k)(l — T(k) + m(k+1)) (16)
and, for consistency, gn(z) = 0.
Theorem 2. Letx € Rgo satisfy 17 o = 1, where 1 is a vector of all ones. Then,
the singular values o;(A) of A = diag(xz) — xx " admit the following interlacing

property with x;y and g;(x) from Definition :

Ty 2 g1(x) = 01(A) 2 2(2) > g2(x) 2 02(A) = -+ Z () 2 gn(2) 2 on(A).

Proof. See Appendix A for the proof.

Remark 1. From the theorem above it immediately follows that softmax is 1/2-
Lipschitz w.r.t Euclidian norm: Vz,y € R™ we have

[sm(z) — sm(y)[l2 < 1/2- [|lz = yll2- (18)
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4.1 How accurate is the new upper bound?

We highlight that Theorem [2] for the first singular value is tighter than direct
application of both Gershgorin (h(z)) and interlacing theorems (z(y)):

01(A) < gi(z) < h(z), o01(A) < g1(z) <2y (19)

Now let us examine what hap-
pens on a real-world example. Fig-
ure @ presents various ViT-L atten- Table 1: Mean relative errors of differ-
tion maps for a certain sequence to- ent softmax Jacobian spectral norm estima-
ken i, averaged over 1000 ImageNet tion methods. Values are averaged across all

heads, layers and samples.
samples. We report the average ex-
act value of |M(P/)|2 and the cor- Th. |2 (ours)  Th. Eq.

responding upper bounds derived via 0.035 20.19 0.85
our approach and the Gershgorin the-
orem.
We observe that our bound con-
sistently outperforms the Gershgorin
theorem bound in all the examples. o
A more detailed view on the dis- o
tribution of the upper bounds is :z
given in Figure In this figure, 01
we plot the distribution of the ra- b0 oa Tae o
tio g1(P1)/|M(P!)||2 and compare N N

it with the distribution of the ratio

h(Pz},L)/HM(Pz},L)M for the same set- pjg 2. gi(z) for x € R* : 1Tz = 1.
ting as on Figure [3| It can be seen max, g, = 1/2 is attained at (z(), T(2) =
that our bound is noticeably tighter (1/2,1/2) and min, g1 = 0 is attained at
than the other bounds. To addition- (1,0), (0,0).

ally show that our bound is sharper

than the bound from eigenvalue inter-

lacing theorem, we provide Table [1| which reports mean relative approximation
error for different softmax Jacobian spectral norm upper bounding methods.
Similarly to setups for Figure [3] and Figure [T} we average the relative approxi-
mation error across all token distributions, heads and layers.

Another noticeable effect is that the smaller the norm values, the closer the
distribution becomes to either categorical or uniform distributions. To under-
stand this, we provide draw the behaviour of g;(z), on Figure 2 We see that
these components can be small only at the corners (1,0), (0,0).

5 A new upper bound for self-attention Jacobian

Previous works that aimed to bound the self-attention Jacobian spectral norm
[3, 6], 18] were primarily focused on the dependency of the self-attention Jacobian
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exact: 0.050 exact: 0.021 exact: 0.253 exact: 0.050 exact: 0.071
our bound: 0.053 our bound: 0.021 our bound: 0.271 our bound: 0.082 our bound: 0.074
gershgorin: 0.068 gershgorin: 0.042 gershgorin: 0.412 gershgorin: 0.084 gershgorin: 0.137

g I
'- | B | n
| | n
Layer 3, Head 4 Layer 4, Head 5 Layer 4, Head 8 Layer 6, Head 5 Layer 8, Head 2

Fig. 3: Attention probabilities for ViT-L model for certain heads. The title of each
heatmap describes true average value of || M(P/.)||2 together with its our and Gersh-
gorin bounds. Each attention map is averaged across 1000 ImageNet samples.

on the norms of inputs and model weights. Such an approach is rather limiting as
it completely disregards all the information about attention map scores, which
is a core non-linear mechanism inside self-attention. In prior paper [18] authors
omit the term containing softmax by bounding corresponding spectral norm by 1.
In paper [3] authors use probabilistic techniques to bound the spectral norm of
the self-attention Jacobian, but still omit any softmax scores’ dependencies in
their main results. In this section, we introduce a novel approach to bound the
spectral norm of self-attention Jacobian taking into account attention map scores
nature. Below we provide our core theoretical contribution.

Theorem 3. For the self-attention mechanism defined in Equation , the fol-
lowing inequality holds:

1 Tacem, o < [ [l - (P21, + 2010 14w mase MR ), (20)

where M(P}) is defined as in Equation .
Proof. See Appendix B for the proof.

Remark 2. Note that due to the continuity of the softmax function, we can read-
ily obtain the local Lipschitz bound in a neighborhood of X from Equation .

Remark 3. Since multi-head self-attention is simply a linear combination of indi-
vidual attention heads followed by an output projection, we can bound its norm
by the sum of the corresponding spectral norms of each head’s transformation:

|| [JAttnl (X) CIaE jAtth ||2 Z HjAtth ||2 (21)

This justifies our use of a summed penalty across heads and layers in the
regularization term in Section [7}

Our result provides a conditional interpretation of sink-like behaviour no-
ticed in papers [15] [42] through the lens of self-attention Jacobian matrix spec-
tral properties. The Lipschitz constant decreases when row-wise attention dis-
tributions enter a highly concentrated, near-categorical regime. Importantly, the
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similarity to attention sinks is that both involve concentration of attention mass,
though it is not identical to the usual empirical notion of attention sinks, where
the same token or position consistently attracts attention across all inputs. Over-
all, our upper bound provides a partial theoretical explanation that sufficiently
concentrated attention mass produces in a stabilizing effect.

5.1 Comparison with existing bounds

Below we recall existing results for upper bounds of dot-product self-attention
local Lipschitz constant in order to compare them with our bound.

Let Br(y) C RP represent an open fo-ball of radius R centered at y € RP.
Additionally, let BE (y) € RV*P for y € RP denote a set of matrices Y €
RV*D such that Vi =1,...,N : ||Y;.||2 € Br(y) and vec(W) is a column-wise
vectorization of a matrix into a vector.

Theorem 4 ([18]). The spectral norm of a single-head self-attention admits
the following bound:

| Tastm, (X)lly < NV +1) - X1 - (I T2 IWR NN WE o + WY ) - (22)

The upper bound proposed in paper [I8] is far from the real spectral norm
because it depends quadratically on N. In paper [3] authors provide a tight
bound for the local Lipschitz constant of unmasked self-attention and propose
to bound the spectral norm of self-attention Jacobian as O(v/N) in N.

Theorem 5 ([3]). Let X € RNXD and there exists such R > 0, so that X €
BY(0) c RP. Then,

I Taetm, (X5 < V3IWY ll2 ([ARIR (AN +1) + N)*. (23)

One may notice that the bound provided in Theorem [3] has a worse order in
N than the bound provided in Theorem |5} Indeed, the proposed bound can be
linear in N providing that X has the spectral norm of order O(y/max(N, D)) for
both random or Pre-LayerNorm of X [43]. However, in our upper bound we have
a term max;—1 . n [ M(P]")||2 which in practice makes our bound more precise
than the one provided in Theorem [5] To validate it empirically, we take ViT-
L and process ImageNet samples showing that our bound on the self-attention
Jacobian spectral norm is tighter than prior art for a sequence length N = 196
across all heads and layers (see Figure [4]). We observe that our bound from
Theorem [3 is tighter, outperforming all existing bounds within a considerable
margin. This observation supports our theory regarding the influence of attention
map distribution on self-attention local Lipschitzness.

Despite the fact that in practice max;—; . v [M(P/")|2 gives more advan-

tage than v/N, we are also able to improve the bound from Theorem [5| by a
constant factor by slightly altering the end of our proof (see Appendix C).

Proposition 1 Under the assumptions of Theorem [3:

1 Taetm, (Ol < WY [l2(VN +2VNE?||Ap2). (24)
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Exact Theorem [E] Theorem 51}
Mean: 4.8¢1 Mean: 1.3e3 Mean: 4.7¢3

Head Head Head Head

Fig. 4: Self-attention Jacobian spectral norms’ comparison for each head and layer of
the ViT-L model across 5000 ImageNet samples. The title of each heatmap represents
the mean value and standard deviation of the bound across all heads and values.

6 Gradient sensitivity to attention map distributions

1/2-lipschitzness of the softmax mapping already motivates increased stability of
transformers to exploding gradients due to the upper bound on each layer’s sen-
sitivity, our approach allows for a more fine-grained characterization of gradient
dynamics as well.

Although bounding the local lipschitzness was noticed to have a positive ef-
fect on the robustuness properties of deep learning models [45], it was also shown
to tangle generalization and lead to well-known accuracy-robustness trade-off
[2]. Unlike previous works, that have mostly focused on generalization proper-
ties of locally Lipschitz functions [32], we aim to show that softmax distributions
significantly impact gradient dynamics and affect optimization — observations,
which has independently been made in studies, which focused on signal propa-
gation, training dynamics and “sink™-like effects in large-scale transformer-based
models [15] [34] 47].

To illustrate the point, notice that the gradient of an arbitrary parameter of
an attention block X of the shallower layer can be expressed as a matrix-vector
multiplication of the gradient w.r.t. its output with the adjoint Jacobian:

oL oL
<W77Attnh (X)dX> = <jAttnh (X)TBAttnh(X)’dX>' (25)

Then, with a little abuse of notation, we can bound gradient norms by the prod-
uct of the Jacobian spectral norm and a gradient obtained from backpropagation.
Thus, for any W € {W}f2 ,WE WYY from self-attention we have:

oL
vec W

It can be seen that gradients w.r.t. the weights depend not only on the
sensitivity of deeper layers to attention block’s output, but on the spectral norm
of the gradient w.r.t. W,? , W}f{ , W}Y . To show a connection between the attention
map distribution nature and the gradient norm, below we provide a distribution-
dependent upper bound for ||0Attny, (X )/OW |2, where W € {W}?, WE WY1

(26)

2

OAttng(X) oL
ow ) OAttny(X)

oL
oW || ”
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Proposition 2 For the self-attention mechanism defined in Equation , gra-
dient norms can be bounded as follows:

OAttm,(X) v 3 h
— WY 2 IWE 12| X |3 max || M (P} 27
o fn 2 IWillo X N max [MCEL)],  (20)
Odttn, (X
| R H W W 2| X5 max [ ML, (28)
O4ttn,(X)
and for W)Y+ | == < 1Pl Xl <y fmax 2252, Py [1X])o-
h 2

Proof. See Appendix F for the proof.

To support Proposition [2] empirically, we measure gradient spectral norm
w.r.t. Q and K matrices for 1000 ImageNet test samples along with gl(Pi’f:) —
the upper bound on max; [ M(P/")||s. Figure [5[ shows the correlation between
gradient norms divided by || X||3, which allows to exclude input norm dependency
in our bound (following Proposition , and max; g (ch)

Let us make a few observations regarding the gradient structure. The first
thing to be noted is the difference in gradient dynamics for W,? ,WE and WY
As P is row-stochastic, and Vi : X, . of X after LayerNorm [43], ||X; .||2 = 1, we
can upper bound ||PX||z by y/N min(N, D) and notice that dAttn,(X)/0OW,Y
does not necessarily lead to gradient vanishing. However, we could observe, that
uniform attention distribution pushes ||P||o towards 1, unlike categorical atten-
tion pattens, where the bound approaches its maximal value v/N.

Contrary, the gradients w.r.t. the WhQ and W,f{ may fade, shrinking towards
zero in the proximity of either uniform or categorical distributions for all tokens
in the sequence, an effect overlooked by [34]. It should be also noted — although
both lead to the gradient vanishing, the uniform case attains its minima at 1/N,
scaling with sequence length, while the categorical one shrinks exactly to 0.

Similar effects that unify observed regimes were identified in prior literature,
but haven’t been attributed to the spectral properties of attention maps. When
attention distributions inside one attention map all become uniform-like, an
update of the attention block becomes close to a rank-1 matrix, leading to the
rank collapse phenomenon [§] and training instability [4,[34]. On the other hand,
attention spikes have been attributed to “sink-like” effects and entropy collapse,
often phrased as an ability to perform “no-op” operation in deeper layers [I].
Similarly to the uniform case, it has been shown to induce training oscillations
or divergence [47], with recent “sinkless” architectures displaying superior results
on most benchmarks [35]. Importantly, our bound allows for a precise and easy-
to-compute quantification of the proximity to these regimes, offering a practical
diagnostic tool to use our bound as a proxy for vanishing gradients during the
forward pass.
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corr(max g1 (P!, || 252 |2/1X13)  corr(max g (1), || 255 || /1X13 )
= 5
|| 0.4
1 0.3
4 .I || 0.2
2 | ‘ 01
0.0
e 8 ]
-0.1
12 |
u n -0.2
|
0 4 8 12 16 20 0 4 8 12 16 20
Layer Layer

Fig. 5: Correlation between norms for Wq, Wi and max; g1 (P/".) averaged across 1000
ImageNet samples for ViT-L model. To discard input norm dependency, we divide
gradient norm by || X||3, following the bound proposed in Proposition

7 JaSMin regularizer

From Theorem [3] we observe that the spectral norm of the self-attention depends
on three types of components: (1) input-only part || X||3, (2) parts depending on
weight matrices (e.g ||Anll2 and |[W}Y||]2) and (3) mixed terms that are func-
tions of the matrix P*, where P in turn depends on both weights and inputs
(J|P"||]2 and || maxiM(Pi}f:)Hg). The regularizer that we present in this section
as a method to improve robustness and validate our findings targets the latter
terms. In particular, we propose 2 strategies for the choice of a penalty:

L= ﬁmodel + )\‘CJaSMinM (29)

where Lyo4e1 is @ model loss function, A is the regularization parameter, and
JaSMiny is the proposed modification. The first way is to penalize log (|| M (P})||2)
as it naturally constrains the upper bound from Theorem [3}

L.H

L jasMing o = Z max log (gl(Pil,’;h)) : (30)
I,h=1

The second strategy is based on the interlacing property of the softmax Ja-
cobian singular values: we aim to penalize the logarithm of the following ratio:

gk (P

4,

- a(p)
Liagnin, = »_ maxlog <Z> , k>1 (31)

As we show below in Proposition [3] this regularizer relaxes the categorical
distribution constraint and yields more flexibility towards a uniform distribution.

Note that the memory overhead of JaSMin is only O(1) due to the associative
properties of the summation and maximum operations, while Specformer needs
to store additional O(LD) memory for singular vectors at training stage.

Regularization of the upper bound. By minimizing Equation that is
based on the upper bound on the first singular value, we implicitly constrain
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Table 2: Comparison of Specformer and JaSMin approaches for ViT-B on CIFAR-
100. Number after the name of attack denotes attack budget. We evaluate PGD and
AutoAttack with 4 and 10 steps respectively. Each run is averaged across 3 seeds.

Method CIFAR-100
Standard FGSM2 FGSM4 PGD2 PGD4 AA2
Baseline 91.0540.02 46.6410.71 39.86+0.60 27.474+0.40 13.1140.33 2.1040.01
Specformer ig-2 19-2,10-2) 90.06+0.01 44.90+1.86 37.65+1.20 28.08+0.96 12.61+0.30 3.05, 4 oo
Specformer(oﬁoﬁwq) 91.1410.05 46.5810.04 39.97+10.07 27.594+0.01 12.5640.12 2.104+0.01
JaSMing—o,x=1e-2 88.8310.01 48.28i0_31 41'38i0.29 32.58.10.35 18.900.28 3.6210.01
JaSMing—10,x=1e-3 91.08 1 02 48.90+0.05 42.3410.03 30.29, (g9 15.47,( o9 2.4510.01

||M(Pfh)||2 for every layer [ and head h. Let us precisely derive what we can

say about Pil;:h if the g1 is bounded by a constant v < 1/4. By solving the
quadratic inequality, we arrive at:

1—\/1—4’7 I,h 1+\/1—4’7
2 ’ 2
Hence, with this regularization term we enforce attention distributions to be-

come either “more” uniform or “more” categorical, excluding all the intermediate
options, according to Figure

(P < (32)

Regularization of the ratio. The interlacing property of Theorem [2] allows
us to bound the ratio of singular values:

V(P /o (P < g1 () /90 (PL). (33)

An interesting observation that we make is that by bounding the upper bound
from Equation , we can also constrain the the norm to be small. The following
proposition yields an upper bound on the spectral norm in this scenario.

Proposition 3 Let 1 < vy < k/4 and ¢1 ( lh)/g ( lh) < . Then, we have:

e, < 0 ).

Proof. See Appendix D for the proof.

To understand what happens with the distribution, let us consider the corner
case of v = 1. In this case, due to the interlacing property from Theorem [2}

T2y /Ty < 91/9k = 1. (34)

One can show (see Appendix D) that in this case x(;y = --- = z(). So any
uniform distribution for top-p elements, k < p < N will fulfill thls condition. This
yields more flexibility in the uniform distribution as opposed to using JaSMing—g.
It should be noted that our regularizer with k > 1 is not immediately appli-
cable to models, utilizing attention masking. For example, for causal attention
mask, the regularizer will be unbounded on first k — 1 tokens for any k > 1.
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Table 3: Comparison of Specformer and JaSMin approaches for ViT-B on Imagenette.
Number after the name of attack denotes attack budget. We evaluate PGD and Au-
toAttack with 4 and 10 steps respectively.

Method Imagenette
Standard FGSM2 FGSM4 PGD2 PGD4 AA2
Baseline 98.00 70.12 55.51 45.02 15.13 6.86

Specformer(;g-2,) 98.12 70.03 55.95 45.76 15.98 7.31
JaSMing_30 x—10-2 97.07  68.67 54.94 48.18 20.67 10.62
JaSMing_7q x—10-2 96.37  66.34 51.66 46.01 18.55 11.95

Method efficiency The JaSMin method introduces an additional computa-
tional cost of O (BLHNz) FLOPs compared to Specformer’s O (LDQ) where
B is the batch size. Although JaSMin’s dependence on N? might appear to be a
limitation, it does not pose a substantial computational cost in ViT experiments,
as the sequence length is negligible for most CV models, which results in faster
computations than that of Specformer. As N increases, the JaSMin overhead
becomes progressively less significant, being overshadowed by the transformer’s
o (BL (ND2 + NQD)) computational cost.

8 Experiments

We train ViT-B model [9] to classify images using CIFAR-10, CIFAR-100 [24]
and Imagenette [17] datasets, and show that our regularizer is able to control the
local Lipschitz constant, improving robust metrics without a significant quality
drop (see Table 2| and Table [3] for more details). Our models are tuned on the
respective datasets starting from checkpoints pretrained on ImageNet dataset
[7]. Patch size is set to 4 in this experiment for CIFAR-10 and CIFAR-100, while
for Imagenette we utilize patch size equal to 16.

For comparison we use the original ViT training setup with Specformer and
JaSMin method. Specformer is parameterized with three regularization coeffi-
cients for the largest singular values of the self-attention query, key and value
matrices. We reproduced the setup from Specformer paper [18] and compare
our models to theirs by substituting the regularization parameters only, the dis-
tribution prefix length k& and a regularization coefficient A\. To show that our
method not only reduces the local Lipschitz constant, but also improves the
robust metrics, we evaluate our models on several adversarial attacks.

We report FGSM [I3] and PGD [27] with 4 steps and AutoAttack (AA)
[5] with 10 steps. FGSM and PGD are configured with the attack budgets of
4/255 and 2/255, while AutoAttack, being more severe, is used with a smaller
budget of 2/255 to provide more evident results. All attack budgets are measured
in terms of the infinity norm. Other training details such as hyperparameters,
data augmentation, etc. can be found in Appendix G. Additionally, we report
gradient norm dynamics for different model weights in Appendix H for better
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understanding of the potential gradi-
ent vanishing problem. 1750 poslne
Apart from metrics on adversar- 1500 s
ial attacks, we report the distribu- 1250 JaSMink=1os-om
tion of the local Lipschitz constant. 1000
We remove patch embedding layer 750
from the model and compute Jaco- 500
bian norm for the rest of the model, 250
as JaSMin does not regularize po- 0
sitional embeddings and a convolu-
tional layer. As illustrated in Figure[6]
our regularizer considerably reduces

200 400 600 800 1000 1200 1400

Fig. 6: Comparison of distributions of the
spectral norm of the whole model’s Jaco-

the local Llps?hltz COnSta.Ilt of the bian (trained on CIFAR-100) using differ-
model, supporting our findings, while ent regularization methods. The spectral

Specformer regularizer does not con- ,5rm is computed via power method at
siderably change the mean value of each point of the test dataset.

the local Lipschitz constant.

9 Conclusion

We introduce a new theoretical upper bound for the spectral norm of the self-
attention Jacobian. This refinement is based on the improved upper bound for
the largest singular value of the softmax Jacobian. Through experiments with
vision transformers we observe that the nature of the attention map distribu-
tion crucially affects the self-attention local Lipschitz constant. Additionally, we
provide a refined interlacing bounds for the softmax Jacobian singular values,
provably improving the ones obtainable via an eigenvalue interlacing theorem.
To highlight the influence of the attention map distribution on the self-attention
local Lipschitz constant, we introduce a lightweight regularizer JaSMin. Apart
from that, we show that controlling attention map distributions’ indeed results
in the significant drop of the network’s local Lipschitz constant.
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