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Fig. 1: Unlike existing systems that miss forgeries or hallucinate evidence, our FKG

framework delivers trustworthy authentication grounded in real forensic traces.

Abstract. Advances in generative AI have made image falsi�cation
highly realistic, demanding trustworthy authentication systems. Existing
forensic detectors can target certain forgery types but lack interpretabil-
ity, while vision-language models (VLMs) provide explanations but can-
not exploit forensic traces for reliable detection. We propose Forensic
Knowledge Graphs (FKGs), a uni�ed framework that integrates forensic
evidence extraction, structured reasoning, and human-interpretable ex-
planation. Our FKG structure encodes forensic traces along with their
causal dependencies and links to scene content. To generate accurate
FKGs, we introduce a novel forensic authentication network and an Iter-
ative Context Re�nement strategy that guides VLMs to produce faithful,
grounded explanations. We also present FKG-50K, a dataset of 50,000
realistic forgeries with ground-truth FKGs. Experiments demonstrate
that FKG outperforms both forensic detectors and VLMs in detection,
forgery identi�cation and localization, and forensic justi�cation.
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1 Introduction

Recent advances in generative AI [30, 67] and modern AI image editors [8, 12,
27, 59, 65] have dramatically expanded the ways images can be falsi�ed. Hyper-
realistic forgeries can now be produced through fully AI-generated imagery [40,
63, 66], content splicing, localized editing, and AI-based modi�cations [79]. As
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these capabilities improve, distinguishing authentic images from falsi�ed ones
has become increasingly challenging, even for expert analysts [32,55,56].

To protect against these threats, there is a signi�cant need for media au-
thentication systems [79]. However, for these systems to be e�ective in practice,
users must be able to trust them [44]. Speci�cally, users require interpretable
and explainable outputs to establish trust in automated decision-making sys-
tems [7, 23, 35], no matter how accurate they are. Therefore, a trustworthy au-
thentication system must: (1) provide accurate, general-purpose detection
regardless of forgery type, (2) produce human-interpretable explanations

describing what was falsi�ed and how, and (3) provide justi�cation of foren-

sic reasoning that grounds every claim in veri�able evidence.

Current authentication systems only partially satisfy these requirements.
While numerous specialized systems have been developed, such as synthetic
image detectors [74, 81], manipulation classi�ers [10, 36], and splicing localiz-
ers [18, 34], each method only targets a narrow family of forgeries and fails to
generalize beyond it. For example, a splicing detector may achieve high accuracy
on spliced images but miss AI-generated edits entirely [1, 50], while a synthetic
image detector may �ag fully generated content but overlook traditional manip-
ulations [19,50]. At the moment, no single system can accurately detect a broad
spectrum of forgery types [68,79]. Furthermore, their outputs are often con�ned
to binary �real/fake� labels or heatmaps of suspicious areas [18,34], with no ad-
ditional explanation of what content is falsi�ed, how it was manipulated, or why
the system believes a particular region is inauthentic [47,83].

At the opposite extreme, vision-language models (VLMs) [28,46,58] can pro-
duce natural language justi�cations, but utilize visual or semantic inconsisten-
cies [39, 80] such as unnatural lighting, cues rapidly disappearing as AI genera-
tors produce increasingly realistic outputs [84,88]. More critically, VLMs cannot
leverage the invisible statistical traces (i.e., forensic microstructures such as sen-
sor noise, compression artifacts, and demosaicing residuals) that reliable forensic
techniques rely on [20,70]. Recent benchmarks con�rm that even the best VLMs
barely exceed chance-level accuracy on forgery detection tasks [39, 75, 80], and
in real-world incidents, chatbots have con�dently declared AI-generated images
authentic [24,26], eroding public trust in digital media and AI veri�cation [25].

To address these challenges, we introduce Forensic Knowledge Graphs (FKGs),
a uni�ed framework for trustworthy image authentication that integrates foren-
sic evidence, structured reasoning, and interpretable explanation within a sin-
gle system. FKGs capture forensic analyses as a structured graph representa-
tion, linking image regions with their sources, manipulation histories, and rel-
evant scene content. This representation allows the system to analyze multiple
forgery types simultaneously, preserve dependencies among forensic traces, link
evidence to scene regions, and generate grounded natural-language explanations.
We perform comprehensive experimental analysis of our framework using multi-
ple datasets, demonstrating that FKG outperforms both existing forensic detec-
tors and VLMs in detection, forgery identi�cation and localization, and forensic
justi�cation. Our contributions are summarized as follows:
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1. We introduce Forensic Knowledge Graphs, a novel information structure that
encodes forensic evidence, causal dependencies among analyses, and links
�ndings to semantic scene content.

2. We propose a uni�ed forensic authentication network composed of a novel
self-supervised trace extraction backbone, a novel hybrid region proposal
network, and a transformer-based reasoner that can detect multiple di�er-
ent forgery types and construct accurate FKGs from input images.

3. We propose Iterative Context Re�nement (ICR), a novel prompting strategy
that enables vision-language models to generate faithful, forensic-evidence-
grounded summaries and justi�cations from FKGs.

4. We release FKG-50K, a dataset of 50,000 images with ground-truth FKGs
covering multiple forgery types, and demonstrate state-of-the-art performance
across all three dimensions of trustworthy authentication.

2 Background & Related Work

Forensic Microstructures. These are subtle, content-independent pixel corre-
lations imprinted by an image's acquisition and processing history [70,72]. They
arise from sensor noise [49], demosaicing [87], and compression [61, 71], collec-
tively forming a statistical ��ngerprint� unique to each imaging pipeline [51].
Unlike semantic cues, these traces persist across diverse content, enabling foren-
sic systems to infer an image's origin [9, 10], detect inconsistencies among re-
gions [18,20], and distinguish camera artifacts from AI-generated ones [19,81].

VLMs for Image Authentication. As AI-generated imagery proliferates on-
line [25], users and journalists increasingly turn to VLMs such as ChatGPT and
Gemini to verify image authenticity [17,24]. However, as discussed in Sec. 1, even
the best VLMs barely exceed chance-level accuracy on forensic tasks [39,75,80],
and fact-checking investigations con�rm that VLMs and detection tools fail un-
der simple perturbations like cropping or rescaling [2, 24]. Even forensic VLMs
like FakeShield [83], ForgeryGPT [47], SIDA [38], and recent reasoning-oriented
detectors [4,14,73] rely on visible cues rather than forensic microstructures, and
cover only narrow forgery families (ForgeryGPT handles only faces).

Forensic Systems. Modern forensic systems exploit these microstructures but
vary in scope and design [79]. Traditional detectors like CAT-Net [43], HiFi-
IFDL [36], and TruFor [34] focus on speci�c manipulation families such as splic-
ing and compression inconsistencies, while newer approaches target AI-generated
content by modeling generator-speci�c artifacts (e.g ., NPR [74], DE-FAKE [69],
UFD [57], FSD [54]). However, these systems operate as binary detectors that
cannot reason about causal relationships between multiple forensic cues [1, 79]
struggling with forgeries that blend real and synthetic content [50].

3 Forensic Knowledge Graphs

We introduce Forensic Knowledge Graphs (FKGs) - a hierarchical structure
whose nodes represent forensic entities and edges encode labeled relations cap-
turing how �ndings are interconnected and why they support a particular au-
thenticity conclusion. The FKG's structure and semantics are de�ned by an
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ontology that speci�es entity classes and their permissible relationships [33]. An
overview follows with formal de�nitions in Appendix A.

Fig. 2: FKG for the AI-edited
image in Fig. 1.

Entity Classes and Relations. The ontology
de�nes six core entity classes and their typed re-
lations: (1) Image - the root node representing
the analyzed image; (2) Region - a pixel sub-
set sharing common forensic traces, serving as
the central entity from which all relations orig-
inate; (3) Source - the origin of pixels, with
subclasses for Camera Model and AI Genera-
tor ; (4) Post-Processing - operations applied
after generation, e.g . resampling, blur, noise;
(5) Compression - compression artifacts, with
subclasses tracking whether a region is uncom-
pressed, its last compression parameters, and
whether recompression occurred; and (6) Con-
tent - semantic scene elements characterized by
objectedness and object description.

Relations encode dependencies among en-
tity classes as ontology object properties. Each
Region is linked to its parent Image via contained_in, to its origin via
produced_by, to post-processing and compression nodes via modified_by and
compress_by, and to semantic content via depict. Additional datatype prop-
erties (Appendix A) associate entities with descriptive literals like probabilities,
model IDs, and post-processing parameters. These typed edges are instantiated
deterministically from our system's per-region predictions, not inferred by a
VLM, so every relation is grounded in an explicit forensic prediction.

Illustrative FKG Example. Fig. 2 shows the FKG for an AI-edited image
where a truck was added to a real photo. The graph contains two Region nodes:
one linked to Nikon Coolpix S33 and another to FLUX generator. Compression
evidence reinforces this split: the camera region shows multiple recompressions
while the FLUX region shows only one, indicating post-hoc content insertion.

4 FKG Generation System

Overview. Our framework (Fig. 3) uni�es forensic evidence extraction, struc-
tured reasoning, and interpretable explanation in a single pipeline. Given an
input image, the FKG Generation System (Fig. 4) divides it into patches and ex-
tracts forensic �ngerprints via a Forensic Backbone Network. A Forensic Region
Proposal Network (FRPN) then clusters patches with similar �ngerprints into
forensic regions. Finally, Task Expert Networks and a Transformer Reasoning
Module infer each region's forensic attributes and map them to the FKG ontol-
ogy. A VLM then translates the resulting FKG into a human-interpretable foren-
sic explanation, guided by our Iterative Context Re�nement strategy (Sec. 5).
Full architectural and training details are in Appendix B�D.
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Forensic Backbone Network. Generating an FKG �rst requires a backbone
network that captures forensic microstructures, statistical �ngerprints left by an
image's source and processing history [20,70]. These general-purpose embeddings
are the foundation of our system: the FRPN relies on them to partition the
image into forensic regions, and the task experts rely on them to infer forensic
attributes. Prior methods learn these through task-speci�c supervision (e.g .,
camera model classi�cation) [9, 10, 18, 36, 43], tying the backbone to speci�c
sources and limiting generalization [1, 50,79].

Fig. 3: Overview of our full FKG framework.

Rather than learning from
task-speci�c labels, we exploit a
fundamental yet surprisingly sim-
ple property of imaging pipelines:
local patches from the same im-
age share a common forensic �n-
gerprint, while patches from dif-
ferent images do not. This ob-
servation alone turns every un-
labeled image into a free train-
ing sample, enabling the backbone
to learn general forensic �nger-
prints at scale without forgery la-
bels or source annotations. To pre-
vent the network from learning
content-dependent shortcuts (e.g ., mapping semantically similar patches to the
same image), we �rst process each patch using a learned high-pass �lter [9,10] to
suppress image content. We then enforce self-supervision through two comple-
mentary objectives: a pairwise similarity term enforcing same-image alignment
and cross-image separation, and a contrastive term sharpening per-patch dis-
crimination. Given a set of patches X , the backbone is trained with:

LB =
1

|X |2
∑
i,j

wij(Yij − z⊤i zj)
2 − λ

∑
i

log
ecos(zi,zi+ )/τ∑
j e

cos(zi,zj)/τ
, (1)

where zi are ℓ2-normalized patch embeddings, Yij ∈ {0, 1} is a same-image
indicator, zi+ is the positive pair of zi, wij balance positive and negative pairs,
and τ is a temperature. These embeddings encode each patch's forensic identity
and serve as input to the FRPN.

Forensic Region Proposal Network. Given the backbone's forensic embed-
dings, the next step is partitioning the image into regions that share a common
forensic trace. Existing visual segmentation and region proposal methods [37,42]
cannot accomplish this because they operate on visual features, whereas foren-
sic regions are de�ned by invisible statistical properties: a spliced region may
appear visually seamless yet carry an entirely di�erent forensic �ngerprint.

To address this, we introduce a Forensic Region Proposal Network (FRPN)
based on the following observation: partitioning an image into forensically ho-
mogeneous regions requires comparing every patch against every other � the
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all-pairs operation that transformer self-attention naturally computes. However,
global self-attention su�ers from attention dilution [77]: accumulated contribu-
tions from distant, unrelated patches cause forensically distinct regions to ap-
pear connected, leading to false alarms and misclassi�ed clusters. To mitigate
this, we propose a novel Hybrid Graph Attention Transformer that takes the
backbone embeddings Z = [z1, . . . , z|P|] as input tokens and alternates global
self-attention with local graph attention. Local graph attention suppresses false
alarms by restricting aggregation to each token's k-nearest neighbors using an
additive scoring mechanism [78]. The attention weights under each mode are:

α
global
ij =

exp(w⊤
qiwkj/

√
d)∑|P|

m=1 exp(w
⊤
qiwkm/

√
d)

, αlocalij =
exp

(
σ(a⊤

s wgi + a⊤
d wgj)

)∑
m∈N (i) exp

(
σ(a⊤

s wgi + a⊤
d wgm)

) , (2)

Fig. 4: Overview of our system which
generates a FKG for an input image.

where wni =Wnzi ∈ Rd are learned pro-
jections of token i, σ is the LeakyReLU
activation, as,ad are learned score vec-
tors, and N (i) are the dynamic k-
nearest neighbors of i by cosine sim-
ilarity. Stacking L alternating layers

yields: Z̃ = Attn(L)
g ◦ Attn

(L)
ℓ ◦ · · · ◦

Attn(1)g ◦ Attn
(1)
ℓ (Z), where Attng and

Attnℓ denote global self-attention and lo-
cal graph attention layers. The output
Z̃ = [z̃1, . . . , z̃|P|] are re�ned embeddings
from which a classi�cation head predicts
a cluster assignment ĉi for each patch.

To train cluster assignments against
ground-truth forensic regions (e.g ., from
known tampering masks), we must ac-
count for the fact that predicted cluster
IDs are arbitrary and do not correspond
to ground-truth region labels. We use Hungarian matching [15] to �nd the op-
timal assignment, and de�ne a loss by combining it with a pairwise similarity
term that preserves embedding structure:

LF =
1

|P|2
∑
i,j

wij(Yij − z̃⊤i z̃j)
2 + α

|P|∑
i=1

ℓCE
(
yi, σ̂(ĉi)

)
, (3)

where z̃i are ℓ2-normalized, Yij = 1[yi = yj ] is a same-region indicator, ℓCE is
the cross-entropy loss, σ̂ is the optimal Hungarian matching from predicted to
ground-truth labels [15], and α balances the two terms. Patches sharing the same
predicted cluster form a forensic region, serving as Region nodes in the FKG.

Forensic Task and Decision Making. Given the forensic regions produced
by the FRPN, this stage determines what happened to each region and assem-
bles the �nal FKG. Each region's re�ned patch embeddings {z̃i} are average-
pooled into a region-level vector ψk, then processed by Forensic Task Expert
Networks - MLPs specializing in source identi�cation, post-processing classi�ca-

tion, and compression analysis - each producing a task-speci�c embedding ξ
(t)
k .
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A Transformer Reasoning Module re�nes these by modeling cross-task depen-
dencies (e.g ., compression artifacts informing source identi�cation) to produce

updated features ξ̃
(t)
k , from which task-speci�c heads predict binary, categorical,

or continuous outputs under: LT =
∑

t∈T λtLt, where T is the set of forensic
tasks, λt are task-speci�c weights, and Lt is cross-entropy or mean-squared error

between predictions from ξ̃
(t)
k and ground-truth labels.

These predictions are mapped to the FKG ontology: each region becomes a
Region node whose predicted attributes instantiate entity nodes and edges via
produced_by, modified_by, and compress_by relations. When di�erent regions
link to di�erent sources, the graph directly reveals manipulation. The backbone,
FRPN, and task networks are trained sequentially (details in Appendix D).

5 Interpreting and Reasoning over FKGs

Given an FKG, we use a vision-language model (VLM) to produce forensic deci-
sions from its region-level evidence, including image authenticity, manipulation
localization, and whether content is spliced, AI-edited, or fully synthetic, along
with justi�cations grounding each decision in FKG evidence.

This requires addressing two challenges. First, the FKG combines symbolic
attributes with references to spatial visual content, making it inherently multi-
modal, and standard VLMs cannot consume graph structures directly. Second,
even with a serialized FKG, current VLMs lack forensic domain knowledge and
tend to fabricate or omit evidence, yielding untrustworthy justi�cations.

Fig. 5: ICR improves forensic justi�-
cations by re�ning VLM's context.

We serialize the FKG F into subject-
predicate-object triplets F = {(si, pi, oi)}.
However, triplets alone cannot convey what
each region depicts. We therefore use Set-
of-Mark (SoM) prompting [85], overlaying
each Region with a numbered mark on
the image and referencing it symbolically
in the triplets (Fig. 5, top). This visual
grounding enables the VLM to recognize
the scene content (e.g ., a spliced object or
background) and link it to forensic evidence.
These, along with task instructions and a re-
sponse schema (Appendix F), form the in-
put prompt to the VLM.

Iterative Context Re�nement. A naive
approach to the second challenge is in-
context learning [13]. However, manual cu-
ration of good FKG-report pairs is infeasible given FKG diversity, and existing
prompt optimization methods [41, 45, 64, 86] optimize for producing correct an-
swers (e.g ., to a math problem), not for faithfulness to structured evidence.
We therefore propose Iterative Context Re�nement (ICR), a novel optimiza-
tion strategy that automatically curates in-context examples to maximize re-
port faithfulness and completeness. To measure these quantities, we treat each
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triplet mj ∈ F as an atomic fact and de�ne two indicators: τ(mj , R) ∈ {0, 1}
for whether mj is mentioned in report R, and Q(mj , R) ∈ {0, 1} for whether it
is correctly stated. Then, we de�ne completeness and correctness, as:

Mcomp =
1

|F |
∑
j

τ(mj , R), Mcorr =
1∑

j τ(mj , R)

∑
j

Q(mj , R)τ(mj , R). (4)

The key idea behind ICR is to identify and correct the VLM's failure modes.
Starting from C = ∅ (Fig. 3), a judge LM [89] evaluatesMcomp andMcorr for each
FKG in a training set of N authentic and manipulated images. The FKGs where
the VLM most severely fabricates or omits evidence are paired with their errors
as corrective demonstrations and appended to C, forming an updated context set
C′ that is prepended to the VLM's prompt in the next round. By focusing on the
VLM's blind spots, ICR progressively drives faithfulness toward convergence:

1

N

∑
i

(
|M (t)

corr,i −M
(t−1)
corr,i |+ |M (t)

comp,i −M
(t−1)
comp,i|

)
< ϵ. (5)

As shown in Fig. 5 (bottom), this ensures every forensic claim is backed by
veri�able graph evidence and every piece of evidence is accounted for.

6 Datasets

Evaluating an image authentication system requires ground-truth data whose
provenance is fully known, accurately labeled, and completely captured.
Existing forensic datasets provide at most binary real/fake labels or tampering
masks, which is insu�cient for evaluating systems that reason over structured
forensic evidence such as source identity, compression history, and modi�cation
lineage. To address this, we curate FKG-50K, a dataset of 50,000 images with
complete provenance and manipulation histories, built from a corpus of pris-
tine, camera-original photographs sourced from Unsplash [76], Pexels [62], and
crowdsourcing. We �ltered for images with rich EXIF metadata (camera model,
processing parameters, color pipeline), as these de�ne the source-level forensic
�ngerprint the FKG ontology captures. Details are provided in Appendix E.

From these originals, we generated realistic manipulated counterparts span-
ning splicing, local retouching, and AI-based editing (FLUX-Kontex-1 [8], SDXL-
Inpaint [63]), recording each manipulation as a structured operation encoded into
its corresponding FKG. We also generated photo-realistic fully synthetic counter-
parts from originals using SDXL [63], FLUX [11], Midjourney v6 [53], & GPT-
Image-1 [59]. The dataset includes 40K training and 10K evaluation samples.
We also benchmark on out-of-distribution public datasets such as DSO-1 [16],
CASIAv2 [22], GenImage [90], Synthbuster [6].

7 Experiments

We evaluate our FKG framework & others on three dimensions of trustworthy
image authentication: (1) detecting falsi�ed images, (2) identifying how & where
manipulations occur, (3) providing interpretable, evidence-based justi�cations.
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Table 1: Fake & manipulated image detection on FKG-50K and other datasets. Each cell

shows ACC / AUC. [I] = Instruct, [T] = Thinking.

Method
FKG-50K

Out of Distribution Datasets

Splice & Edit Fully AI-Gen

AI-Edit Full AI Splicing Trad-Edit Overall DSO-1 CASIAv2 GenImage Synthbuster

GPT-5 0.59 / 0.60 0.68 / 0.82 0.81 / 0.84 0.55 / 0.61 0.66 / 0.72 0.59 / 0.61 0.74 / 0.75 0.93 / 0.88 0.90 / 0.86

Sonnet 4 0.55 / 0.52 0.72 / 0.75 0.54 / 0.53 0.51 / 0.51 0.58 / 0.58 0.50 / 0.53 0.56 / 0.62 0.85 / 0.66 0.91 / 0.78

Gemini 2.0 0.53 / 0.51 0.64 / 0.62 0.71 / 0.72 0.55 / 0.59 0.60 / 0.61 0.52 / 0.53 0.66 / 0.65 0.90 / 0.75 0.91 / 0.78

Qwen3 VL [I] 0.53 / 0.53 0.72 / 0.71 0.63 / 0.63 0.54 / 0.54 0.60 / 0.60 0.50 / 0.51 0.59 / 0.59 0.89 / 0.73 0.92 / 0.81

Qwen3 VL [T] 0.57 / 0.57 0.69 / 0.80 0.68 / 0.72 0.54 / 0.53 0.62 / 0.66 0.52 / 0.53 0.57 / 0.61 0.61 / 0.84 0.60 / 0.84

Gemma 3 0.56 / 0.58 0.69 / 0.76 0.65 / 0.68 0.50 / 0.52 0.60 / 0.64 0.57 / 0.57 0.52 / 0.55 0.69 / 0.75 0.69 / 0.79

Llama 4 S. 0.52 / 0.52 0.64 / 0.65 0.52 / 0.50 0.50 / 0.52 0.54 / 0.55 0.48 / 0.51 0.56 / 0.57 0.73 / 0.68 0.71 / 0.58

Nemotron N. 0.52 / 0.52 0.48 / 0.48 0.58 / 0.56 0.53 / 0.50 0.53 / 0.51 0.37 / 0.48 0.45 / 0.53 0.72 / 0.61 0.64 / 0.59

TruFor 0.53 / 0.76 0.74 / 0.81 0.88 / 0.96 0.65 / 0.72 0.70 / 0.81 0.94 / 0.99 0.89 / 0.95 0.84 / 0.82 0.81 / 0.73

MVSS-Net 0.48 / 0.48 0.47 / 0.46 0.56 / 0.65 0.53 / 0.55 0.51 / 0.54 0.46 / 0.47 0.88 / 0.97 0.26 / 0.33 0.29 / 0.45

CAT-Net 0.57 / 0.52 0.46 / 0.37 0.85 / 0.91 0.85 / 0.91 0.68 / 0.68 0.99 / 1.00 0.72 / 0.83 0.76 / 0.49 0.73 / 0.41

HiFi-IFDL 0.50 / 0.50 0.47 / 0.35 0.51 / 0.52 0.51 / 0.53 0.49 / 0.47 0.50 / 0.51 0.50 / 0.55 0.21 / 0.33 0.21 / 0.54

NPR 0.50 / 0.51 0.90 / 0.98 0.50 / 0.50 0.52 / 0.52 0.60 / 0.63 0.50 / 0.49 0.51 / 0.52 0.92 / 0.97 0.94 / 0.98

UFD 0.51 / 0.54 0.71 / 0.73 0.56 / 0.65 0.51 / 0.53 0.57 / 0.61 0.47 / 0.48 0.49 / 0.50 0.79 / 0.74 0.79 / 0.57

DE-FAKE 0.51 / 0.52 0.88 / 0.95 0.51 / 0.53 0.51 / 0.57 0.60 / 0.64 0.52 / 0.56 0.49 / 0.55 0.86 / 0.98 0.83 / 0.92

Ours 0.86 / 0.88 0.93 / 0.94 0.95 / 0.99 0.93 / 0.97 0.92 / 0.94 0.92 / 0.96 0.85 / 0.93 0.92 / 0.96 0.94 / 0.96

7.1 Fake & Manipulated Image Detection

Setup. We benchmark our FKG system and competing approaches, including
both forensic systems and modern vision-language models (VLMs), on our FKG-
50K test set and four public datasets: DSO-1 [16], CASIA-v2 [22], GenImage [90],
and Synthbuster [6]. We report overall and category-wise performance across
forgery types: splicing, traditional editing, AI-editing, and fully AI-generated.
VLM prompt templates and protocols are detailed in the appendix.

Metrics. We report detection accuracy and area under the ROC curve (AUC).

Competing Methods. We compare against forensic systems purpose-built for
forgery detection (TruFor [34], MVSS-Net [18], CAT-Net [43], HiFi-IFDL [36] for
traditional manipulations; NPR [74], UFD [57], DE-FAKE [69] for AI-generated
detection) and powerful SOTA vision-language models (VLMs) including GPT-
5 [60], Sonnet 4 [3], Gemini 2.0 Flash [31], Qwen3 VL [5], Gemma 3 [29], Llama
4 Scout [52], and Nemotron Nano [21].

Results. Tab. 1 reports detection accuracy and AUC across forgery types and
datasets. On FKG-50K, we achieve the best overall accuracy (0.92) and AUC
(0.94) with consistently strong per-category performance (≥ 0.94 AUC except
AI-edits at 0.88). On OOD datasets, we generalize well and remain competitive
with the best specialized systems (DSO-1: 0.96, Synthbuster: 0.96).

Forensic systems only perform well on the speci�c forgery type they were
trained for. Splicing detectors such as CAT-Net excel on their target domain
(1.00 AUC on DSO-1) but fail on AI-generated content (0.37 AUC on Full AI),
while AI-generation detectors like NPR show the opposite pattern (0.98 AUC
on Synthbuster but 0.50 AUC on splicing). No single forensic system covers all
forgery types. Conversely, VLMs can detect fully AI-generated images (GPT-
5: 0.93 accuracy on GenImage, Qwen3 VL: 0.92 on Synthbuster) but fail on
local manipulations (GPT-5: 0.59 on AI-edits, 0.55 on traditional edits). This
suggests VLMs identify wholesale generation via image-wide artifacts such as
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Table 2: Forgery type identi�cation accuracy on FKG-50K and OOD datasets. VLMs show

both real-world and oracle-assisted (in parentheses) scenarios. [I] = Instruct, [T] = Thinking.

Method
FKG-50K

Out of Distribution Datasets

Splice & Edit Fully AI-Gen

AI-Edit Full AI Splicing Trad-Edit Overall DSO-1 CASIAv2 GenImage Synthbuster

VLM

GPT-5 0.03 (0.02) 0.29 (0.39) 0.49 (0.75) 0.12 (0.56) 0.23 (0.43) 0.00 (0.79) 0.39 (0.81) 0.62 (0.54) 0.56 (0.57)

Sonnet 4 0.04 (0.10) 0.44 (0.80) 0.04 (0.32) 0.02 (0.71) 0.14 (0.48) 0.00 (0.26) 0.03 (0.32) 0.26 (0.72) 0.55 (0.86)

Gemini 2.0 0.03 (0.01) 0.23 (0.40) 0.40 (0.54) 0.04 (0.91) 0.18 (0.47) 0.04 (0.09) 0.22 (0.34) 0.52 (0.66) 0.54 (0.61)

Qwen3 VL [I] 0.03 (0.37) 0.19 (0.13) 0.10 (0.16) 0.02 (0.77) 0.09 (0.36) 0.00 (0.00) 0.01 (0.00) 0.24 (0.09) 0.51 (0.39)

Qwen3 VL [T] 0.45 (0.49) 0.45 (0.40) 0.29 (0.34) 0.05 (0.28) 0.31 (0.38) 0.00 (0.70) 0.06 (0.23) 0.38 (0.37) 0.65 (0.63)

Gemma 3 0.13 (0.95) 0.28 (0.35) 0.25 (0.10) 0.21 (0.05) 0.22 (0.36) 0.07 (0.14) 0.25 (0.38) 0.38 (0.51) 0.50 (0.72)

Llama 4 S. 0.04 (0.06) 0.15 (0.91) 0.02 (0.01) 0.16 (0.01) 0.09 (0.25) 0.00 (0.00) 0.05 (0.20) 0.16 (0.09) 0.21 (0.08)

Nemotron N. 0.17 (0.25) 0.06 (0.33) 0.12 (0.40) 0.11 (0.43) 0.12 (0.35) 0.14 (0.56) 0.30 (0.31) 0.06 (0.20) 0.05 (0.21)

FKG Ours 0.81 0.84 0.92 0.89 0.87 0.67 0.71 0.91 0.94

texture regularity or lighting inconsistencies [75,80], but cannot detect localized
manipulations that preserve overall visual coherence.

In contrast, our FKG generalizes across all forgery types because our back-
bone's novel self-supervised learning approach learns intrinsic forensic �nger-
prints of any imaging pipeline, AI generators included. This empowers the FRPN
to detect any manipulation by identifying regions with di�ering forensic �nger-
prints, and task experts to detect fully AI-generated images via �ngerprints
distinct from any camera source. AI-edits are the hardest because AI editors
condition on real pixels, generating content that partially inherits the original's
forensic properties. Despite this, our FKG achieves 0.88 AUC, substantially out-
performing the best forensic system (TruFor, 0.76) and best VLM (GPT-5, 0.60).

7.2 Forgery Type & Location Identi�cation

Setup. This experiment tests forgery type identi�cation and localization under
two settings. Scenario 1 simulates real-world use, requiring simultaneous detec-
tion, classi�cation, and localization, with missed detections penalized. Scenario
2 gives competitors a perfect oracle detector, while our FKG operates identically
in both. All methods are evaluated on FKG-50K and public OOD datasets.

Metrics.We report forgery-type classi�cation accuracy and localization F1 (pre-
dicted vs. ground-truth mask), following prior practices [18, 34]. VLM descrip-
tions are converted to masks using Grounding Dino [48].

Competing Methods. Same as Sec. 7.1, excluding synthetic image detectors
from Tabs. 2 and 3 (not designed to classify or localize forgeries), and forensic
systems from Tab. 2 (not designed to classify forgery types).

Forgery Type Classi�cation Results. Tab. 2 reports forgery type classi�-
cation accuracy under real-world and oracle-assisted scenarios, where our FKG
uses no oracle. On FKG-50K, we achieve the best overall type acc. (0.87) with
strong per-category performance (0.81�0.92 across all forgery types). On OOD
datasets, we maintain strong generalization (Synthbuster: 0.94, CASIAv2: 0.71).

VLMs fail at this task even under favorable conditions. On FKG-50K without
oracle, the best VLM achieves only 0.31 type acc. (Qwen3 VL). With oracle, the
best improves to just 0.48 (Sonnet 4), far below our 0.87. In rare instances, VLMs
achieved strong performance with an oracle (GPT-5: 0.75 on splicing), though
these gains are inconsistent and oracle access can even hurt (GPT-5: 0.62 →
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Table 3: Forgery localization F1 on FKG-50K and OOD datasets. VLMs show both real-

world and oracle-assisted (in parentheses) scenarios. [I] = Instruct, [T] = Thinking.

Method
FKG-50K

OOD

Splice & Edit

AI-Edit Splicing Trad-Edit Overall DSO-1 CASIAv2

VLM

GPT-5 0.17 (0.66) 0.59 (0.84) 0.10 (0.56) 0.29 (0.69) 0.00 (0.63) 0.43 (0.77)

Sonnet 4 0.09 (0.46) 0.08 (0.47) 0.02 (0.53) 0.06 (0.49) 0.00 (0.43) 0.07 (0.47)

Gemini 2.0 0.05 (0.50) 0.40 (0.72) 0.07 (0.45) 0.17 (0.56) 0.02 (0.34) 0.28 (0.65)

Qwen3 VL [I] 0.05 (0.65) 0.25 (0.71) 0.05 (0.56) 0.12 (0.64) 0.00 (0.39) 0.25 (0.78)

Qwen3 VL [T] 0.30 (0.50) 0.58 (0.69) 0.30 (0.50) 0.39 (0.56) 0.00 (0.34) 0.40 (0.61)

Gemma 3 0.20 (0.36) 0.28 (0.48) 0.22 (0.48) 0.23 (0.44) 0.12 (0.22) 0.22 (0.40)

Llama 4 S. 0.03 (0.02) 0.01 (0.03) 0.01 (0.03) 0.02 (0.03) 0.00 (0.10) 0.00 (0.05)

Nemotron N. 0.17 (0.39) 0.18 (0.40) 0.13 (0.34) 0.16 (0.38) 0.15 (0.60) 0.22 (0.49)

Forensic
Systems

TruFor 0.27 0.81 0.29 0.46 0.93 0.83

MVSS-Net 0.32 0.59 0.22 0.38 0.25 0.63

CAT-Net 0.38 0.64 0.40 0.47 0.59 0.66

HiFi-IFDL 0.10 0.18 0.12 0.13 0.27 0.26

FKG Ours 0.93 0.98 0.91 0.94 0.95 0.73

0.54 on GenImage). On OOD datasets, oracle-assisted VLMs show competitive
numbers (GPT-5: 0.79 on DSO-1, 0.81 on CASIAv2). Without oracle, they score
near zero while our FKG achieves its OOD performance unaided.

Localization Results. Tab. 3 reports forgery localization F1. On FKG-50K,
we achieve the best overall F1 (0.94) with consistent per-category performance
(0.91�0.98). On OOD data, we achieve 0.95 F1 on DSO-1.

Similar to Sec. 7.1, forensic systems only perform well on the forgery types
they were trained for. For instance, TruFor excels on splicing (CASIAv2: 0.83 vs.
our 0.73, DSO-1: 0.93 vs. our 0.95) but fails on AI-edits (0.27) and traditional
edits (0.29). Similarly, VLMs without oracle cannot localize forgeries (best: 0.39).
With oracle, some show reasonable results on speci�c categories (GPT-5: 0.84
on splicing, Qwen3 VL: 0.78 on CASIAv2). However, these gains are inconsistent
and oracle access is unavailable in practice.

Two factors drive our strong performance across both tasks. First, accurate
localization is enabled by the FRPN's novel Hybrid Graph Attention Trans-
former, which combines global self-attention to capture long-range forensic simi-
larities with local graph attention to suppress false alarms from distant patches,
yielding precise region boundaries. Second, accurate type classi�cation is enabled
by the task expert networks and the FKG ontology, which enables reasoning over
cross-region relations: di�ering camera sources reveal splicing, absent sources re-
veal full synthesis, and mixed real/synthetic traces reveal AI-editing.

7.3 Forensic Decision Justi�cation

Setup. This experiment measures each system's ability to generate forensic jus-
ti�cations that accurately and completely reference supporting evidence. Our
FKG operates under real-world conditions, performing all tasks end-to-end, while
competing VLMs are tested with oracle access to perfect ground-truth labels,
isolating their reasoning abilities. All methods are evaluated on FKG-50K, which
provides reference FKGs with full provenance histories.

Metrics. We assess justi�cation quality with two metrics: correctness (whether
forensic facts are described accurately) and completeness (whether all facts from
the ground-truth FKG appear in the justi�cation), averaged per image (Eq. (4)).
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Fig. 6: Qualitative comparison of image forgery localization results.

Competing Methods. Because classical forensic models do not produce textual
explanations, we compare only against the list of advanced VLMs capable of
multimodal reasoning in Secs. 7.1 and 7.2.

Results. Tab. 4 reports forensic justi�cation correctness and completeness on
FKG-50K. Our FKG achieves the best overall correctness (0.75) and complete-
ness (0.85), outperforming all VLMs despite operating without oracle access.
Even with oracle access, VLMs reach only 0.16�0.24 correctness and 0.06�0.10
completeness. Per-category, we are strongest on full synthesis (0.86/0.96) and
splicing (0.81/0.92), and lowest on traditional edits (0.65/0.75).

Table 4: Forensic justi�cation correctness (COR) and
completeness (COM) on FKG-50K.

Method
AI-Edit Full AI Splice Trad Overall

COR COM COR COM COR COM COR COM COR COM

VLM

GPT-5 0.15 0.05 0.28 0.16 0.33 0.12 0.08 0.03 0.21 0.09

Sonnet 4 0.17 0.05 0.37 0.27 0.16 0.05 0.05 0.03 0.19 0.10

Gemini 2.0 0.17 0.02 0.30 0.14 0.38 0.06 0.10 0.03 0.24 0.06

Qwen3 VL [I] 0.25 0.08 0.05 0.05 0.26 0.08 0.15 0.06 0.18 0.07

Qwen3 VL [T] 0.28 0.09 0.20 0.14 0.30 0.09 0.11 0.04 0.22 0.09

Gemma 3 0.36 0.10 0.28 0.14 0.24 0.07 0.06 0.02 0.23 0.08

Llama 4 S. 0.05 0.01 0.62 0.28 0.03 0.01 0.00 0.00 0.17 0.08

Nemotron N. 0.21 0.08 0.18 0.13 0.18 0.08 0.07 0.03 0.16 0.08

FKG Ours 0.69 0.77 0.86 0.96 0.81 0.92 0.65 0.75 0.75 0.85

These results extend
the �ndings from Secs. 7.1
and 7.2: even when given
the forgery type and ex-
act location, VLMs can-
not explain the forensic ev-
idence behind a manipu-
lation. The completeness
gap is particularly reveal-
ing: VLMs cover at most
10% of forensic facts (Sonnet 4: 0.10), compared to our 85%. Their justi�ca-
tions rely on visual speculation (�the lighting looks inconsistent�) rather than
veri�able forensic traces such as camera model discrepancies, compression in-
consistencies, or modi�cation lineage.

Our FKG produces faithful justi�cations because the FKG ontology encodes
each region's source identity, compression history, and modi�cation lineage as
structured triplets, giving the VLM (Sec. 5) concrete facts to report rather than
requiring it to infer forensic conclusions from pixels. Iterative Context Re�ne-
ment then optimizes the VLM's in-context examples to maximize both correct-
ness and completeness without �ne-tuning.

8 Discussion

E�ects of Iterative Context Re�nement. We compare the forensic justi�-
cation quality of di�erent prompting strategies (Tab. 5) on identical FKG inputs
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from FKG-50K. The results show that our ICR protocol achieves the highest cor-
rectness (0.75) and completeness (0.85). Without any context, the VLM covers
only 32% of forensic facts. Random in-context examples improve completeness to
0.51 by demonstrating the expected output format, and adding CoT [82] further
improves correctness to 0.70. However, the largest gain comes from ICR, which
nearly doubles completeness from 0.55 to 0.85 by iteratively selecting demon-
strations that target the VLM's speci�c failure patterns. Crucially, ICR achieves
this without any VLM �ne-tuning, operating purely at the prompt level.

FKG Accuracy and Failure Modes. Beyond the correctness and complete-
ness reported in Sec. 7.3, we evaluate FKG generation accuracy using perfect
match, which requires every fact in the predicted FKG to exactly match the
ground truth. Our system achieves 0.65 perfect match overall, with the highest
accuracy on full synthesis (0.81) and splicing (0.68), and the lowest on AI-edits
(0.58) and traditional edits (0.52).

Table 5: E�ect of optimization strategies
on forensic justi�cation quality.

Opt. Strategy CoT Correctness Completeness

None X 0.64 0.32

Random X 0.63 0.51

Random ✓ 0.70 0.55

ICR protocol ✓ 0.75 0.85

The gap between correctness (0.75)
and perfect match (0.65) reveals that
most errors are in �ne-grained param-
eters (e.g ., generator model, compres-
sion quality) rather than structural re-
lationships, which the system consis-
tently recovers. Full synthesis achieves the highest perfect match (0.81) because
its FKGs are structurally simple: one region, one AI source, with fewer param-
eters to predict. Splicing follows (0.68) due to sharp boundaries between clearly
distinct sources. Traditional edits are hardest (0.52) because operations like blur
and resampling leave subtle traces that make exact parameter recovery di�cult.
AI-edits present a di�erent challenge (0.58): some AI generators produce similar
forensic �ngerprints, making exact source attribution di�cult for the current
task expert. Fig. 6 shows representative success and failure cases.

Despite these parameter-level errors, authentication performance remains
strong (Sec. 7) because correct graph topology su�ces for detection, localization,
and justi�cation. This structural robustness also explains out-of-distribution gen-
eralization: the self-supervised backbone learns forensic �ngerprints from imag-
ing pipeline properties rather than image content, and the ontology structures
evidence as universal forensic properties rather than forgery-speci�c features.

Human Trust Evaluation. A core premise of our framework is that grounding
authentication in structured forensic evidence makes its decisions more trustwor-
thy to users. To test this directly, 30 participants rated their trust (1 to 5) in
our system's output across 5 images, each shown both as a bare verdict and
with its accompanying forensic graph explanation. Presenting the graph raised
average trust from 3.39 to 4.53, con�rming that auditable, evidence-grounded
explanations substantially increase user trust over a verdict alone.

Limitations. While our framework provides a strong foundation for trustwor-
thy image authentication, �ne-grained parameter prediction and error propaga-
tion from imperfect region proposals remain the primary bottlenecks for perfect
FKG reconstruction. Importantly, both are addressable through the framework's
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modular design: more accurate task experts or region proposal methods can be
integrated without modifying the ontology, the reasoning pipeline, or ICR. Ex-
tended analysis, including computational costs, is provided in the appendix.

9 Ablation

We conduct comprehensive ablation studies of each major system component on
FKG-50K, shown in Tab. 6.

No self-supervision. Without self-supervised �ngerprint learning, the back-
bone relies only on task labels and loses its ability to encode generalizable foren-
sic microstructures, causing all metrics to drop sharply.

Table 6: Ablation study of system components
on FKG-50K.

Stage Variant Detect AUC Type ACC Loc F1

� Ours 0.94 0.87 0.94

Backbone
No self-supervision 0.72 (-0.22) 0.66 (-0.21) 0.44 (-0.50)

No pairwise similarity 0.90 (-0.04) 0.63 (-0.24) 0.86 (-0.08)

FRPN

Only local graph-attention 0.85 (-0.09) 0.57 (-0.30) 0.93 (-0.01)

Only full self-attention 0.92 (-0.02) 0.55 (-0.32) 0.93 (-0.01)

Only contrastive loss 0.89 (-0.05) 0.52 (-0.35) 0.72 (-0.22)

Only Hungarian loss 0.81 (-0.13) 0.45 (-0.42) 0.59 (-0.35)

Attr. Infer No transformer reasoner 0.94 (±0.00) 0.69 (-0.18) 0.94 (±0.00)

No pairwise similarity. Keeping
only the contrastive loss removes
the pairwise similarity constraint,
weakening structural alignment,
reducing type and localization ac-
curacy. Contrastive learning alone
fails to capture relational consis-
tency among patches.

Only local graph-attention. Disabling global self-attention limits reasoning
to local neighborhoods, causing large drops in type accuracy. Long-range depen-
dencies are essential to model global forgery context.

Only full self-attention. Removing local graph attention breaks spatial co-
herence, sharply degrading type accuracy. Local connectivity is necessary to
preserve region homogeneity and prevent attention dilution.

Only contrastive loss. Training with only contrastive loss omits Hungarian
matching, yielding unstable and inconsistent region assignments. Contrastive
learning alone cannot form discrete, semantically aligned regions.

Only Hungarian loss. Eliminating the contrastive term leaves only discrete
alignment, reducing detection and classi�cation accuracy. Continuous similarity
constraints are crucial for coherent region grouping.

No transformer reasoner. Replacing the transformer reasoner with linear
classi�ers drops type accuracy by 0.18. The reasoning module is essential for
integrating cross-region evidence to infer manipulation semantics.

10 Conclusion

We introduced Forensic Knowledge Graphs, a uni�ed framework for trustworthy
image authentication that integrates forensic evidence extraction, structured rea-
soning, and interpretable explanation. By modeling images as structured graphs
linking regions, sources, and manipulations, our system delivers accurate, local-
ized, and explainable authenticity judgments across diverse forgery types.
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