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Abstract. Adversarial examples exhibit cross-model transferability, en-
abling threatening black-box attacks on commercial models. Model en-
sembling, which attacks multiple surrogates, is a known strategy to im-
prove this transferability. However, prior studies typically use small, fixed
ensembles, which leaves open an intriguing question of whether scaling
the number of surrogate models can further improve black-box attacks.
In this work, we conduct the first large-scale empirical study of this
question. We show that by resolving gradient conflict with advanced op-
timizers, we overcome the quantitative limitations of idealized theoretical
bounds to empirically discover a robust log-linear scaling law, demon-
strating that the Attack Success Rate scales linearly with the logarithm
of the ensemble size T. We rigorously verify this law across standard
classifiers, SOTA defenses, and MLLMs, and find that scaling distills ro-
bust, semantic features of the target class. Consequently, we apply this
fundamental insight to benchmark SOTA MLLMs. This reveals both the
attack’s devastating power and a clear robustness hierarchy, as evidenced
by achieving an over 80% transfer attack success rate on proprietary
models like GPT-40, while also highlighting the exceptional resilience
of Claude-3.5-Sonnet. Our findings urge a shift in focus for robustness
evaluation: from designing intricate algorithms on small ensembles to
understanding the principled and powerful threat of scaling.
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1 Introduction

Over the past decade, deep learning has achieved remarkable advancements
across various computer vision tasks, leading to its widespread applications [41].
However, deep neural networks (DNNs) remain susceptible to adversarial exam-
ples [261/60] — perturbations that are subtle and nearly imperceptible but can
significantly mislead the model, resulting in incorrect predictions. Adversarial
attacks have garnered considerable interest due to their implications for under-
standing DNN functionality |21], assessing model robustness [76], and informing
the development of more secure algorithms [52].

Adversarial attacks are typically categorized into white-box and black-box
attacks. Given the greater risks with commercial services, e.g., GPT-4 [54],
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Fig.1: The Scaling Laws of Black-Box Adversarial Attacks. (Center) The
Attack Success Rate (ASR) exhibits a robust log-linear relationship with the ensemble
cardinality 7. (Left) At T' = 1, the adversarial perturbation contains low semantic
information, failing to mislead advanced MLLMs. (Right) By scaling to T' = 64,
the optimizer distills rich semantic features of the target class ("Bird"), successfully
manipulating the generative output of state-of-the-art commercial models.

black-box attack methodologies have attracted growing attention. One
prominent approach within black-box attacks is the transfer-based attack, which
approximately optimizes the adversarial examples against the black-box model
by minimizing the discriminative loss on a selection of predefined surrogate mod-
els. Researchers have devised advanced optimization algorithms and
data augmentation techniques in transfer-based attacks. Model ensem-
bling further facilitates these methods by leveraging multiple surrogate
models simultaneously to improve the transferability of adversarial examples.
By averaging the gradients or predictions from different models, ensemble attack
methods seek to increase the transferability across various target models .

Despite the progress in ensemble attack algorithms, the number of surrogate
models used in previous research is often limited . Recent advance-
ment in large language models shows that scaling training data can significantly
improve the generalization ability [36]. Since the transfer-based attack is also a
generalization problem that expects adversarial examples from surrogate mod-
els to generalize to target models, while the training data are surrogate mod-
els rather than text or images , this equivalence prompts an intriguing
question: Can we achieve significant improvements in transfer-based attacks by
scaling the number of surrogate models, akin to the scaling of data and model
parameters in large language models like GPT?

In this work, we conduct the first large-scale empirical investigation into the
scaling laws of black-box adversarial attacks, establishing that this phenomenon
emerges only when the gradient conflict issue is properly resolved (Sec. .
While classical optimization theory provides a qualitative motivation for scaling
the ensemble, we demonstrate that its idealized assumptions fail to quantita-
tively predict real-world adversarial behavior under strict boundary constraints
(Sec. . Driven by this theoretical gap, our core contribution is the empirical
discovery and rigorous verification of a robust log-linear scaling law: the Attack
Success Rate on black-box targets scales linearly with the logarithm of the en-
semble cardinality T (Sec. . We demonstrate the broad generality of this
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law across diverse target families, including standard classifiers, state-of-the-art
defenses, and multimodal large language models (Sec. . Furthermore, we pro-
vide a qualitative explanation for this scaling behavior (Sec. : as T increases,
the optimizer is forced to discard model-specific, non-robust features and instead
distills the robust, semantic features of the target class.

Inspired by this fundamental insight, we then extend our scaling laws to
attack the foundational vision encoders (e.g., CLIP) of modern MLLMs (Sec.
to demonstrate its practical power as both a SOTA attack and a novel robustness
benchmark. We achieve devastatingly high ASR on top-tier models, including
90.0% ASR on Qwen3-VL-235B and 85.0% ASR on GPT-40. Meanwhile, our
scaling benchmark reveals a stark hierarchy in SOTA model robustness. These
findings show that scaling is a critical, measurable threat vector, and we urge
the community to adopt large-scale robustness evaluation, rather than designing
intricate algorithms on small ensembles, to build and validate genuinely robust
and trustworthy foundation models.

2 Related Work

2.1 Black-Box Attacks

Deep learning models are widely recognized for their vulnerability to adver-
sarial attacks [26,/60]. Extensive research has documented this susceptibility,
particularly in image classification contexts [2,8], under two principal settings:
white-box and black-box attacks. In the white-box setting, the adversary has
complete access to the target model [52]. Conversely, in the black-box setting,
such information is obscured from the attacker. With limited access to the target
model, black-box attacks typically either construct queries and rely on feedback
from the model [17,133] or leverage the transferability of predefined surrogate
models [47]. Query-based attacks often suffer from high time complexity and
substantial computational costs, making transfer-based methods more practical
and cost-effective for generating adversarial examples.

Within the realm of transfer-based attacks, existing methods can generally be
categorized into three types: input transformation, gradient-based optimization,
and ensemble attacks. Input transformation methods employ data augmentation
techniques before feeding inputs into models, such as resizing and padding |69,
translations |20], or transforming them into frequency domain [50]. Gradient-
based methods concentrate on designing optimization algorithms to improve
transferability, incorporating strategies such as momentum optimization [19,/44],
scheduled step sizes [24], and gradient variance reduction [64].

2.2 Ensemble Attacks

Inspired by model ensemble techniques in machine learning [15/25,67|, researchers
have developed sophisticated adversarial attack strategies utilizing sets of surro-
gate models. In forming an ensemble paradigm, practitioners often average over
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losses [19], predictions [47], or logits [19]. Additionally, advanced ensemble algo-
rithms have been proposed to enhance adversarial transferability |9}/11}42}71].
However, these approaches tend to treat model ensemble as a mere technique
for improving transferability without delving into the underlying principles.

Prior studies [32] indicate that increasing the number of classifiers in ad-
versarial attacks can effectively reduce the upper bound of generalization er-
ror in Empirical Risk Minimization. Recent research [73]| has theoretically de-
fined transferability error and sought to minimize it through model ensemble.
Nonetheless, while an upper bound is given, they do not really scale up in prac-
tice and have to train neural networks from scratch to meet the assumption of
sufficient diversity among ensemble models [46].

2.3 Scaling Laws

In recent years, the concept of scaling laws has gained significant attention.
These laws describe the relationship between model size and generalization abil-
ity, typically reflected in evaluation loss |36]. Subsequent studies have expanded
on scaling laws from various perspectives, including image classification [3}[29],
language modeling [58] and mixture of experts (MoE) models [59], highlighting
the fundamental nature of this empirical relationship.

In the domain of adversarial attack research, recent work has attempted to
derive scaling laws for adversarially trained defense models on CIFAR-10 [61/37].
However, the broader concept of scaling remains underexplored. While some pre-
liminary observations on the effect of enlarging model ensembles can be found
in prior studies |73], these effects have not been systematically analyzed. Recent
work [65] also explore the scaling law of attack success rate when jailbreaking
large language models [10l78| by increasing number of in-context demonstrations.
In this work, however, we focus on the empirical scaling laws within model en-
sembles, and verify it through extensive experiments on open-source pretrained
models. Motivated by this perspective, we unveil vulnerabilities within commer-
cial LLMs by targeting their vision encoders.

3 Backgrounds

In this section, we provide necessary backgrounds, including the problem formu-
lations for different attack settings and the prerequisite algorithms.

3.1 Problem Formulations

Our work investigates scaling laws across multiple black-box attack scenarios.
We formulate the settings below.

Attacks on Image Classifiers. Let F denote the set of all image classifiers.
The vulnerability of such classifiers to adversarial examples has been a long-
standing area of research [26,/60]. Given a natural image @+ with its true label
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Ynat, the goal of a transfer-based attack is to craft an adversarial example
within an ¢, perturbation budget € that fools black-box target models.

Targeted Attack. The primary focus of our work is the challenging targeted
attack setting. Given a target class y (where y # ynat), the goal is to craft an
x that is misclassified as y. This can be formulated as minimizing the expected
loss over all models in F:

minEser [£(f(@).y)], st o - Buall < e 1)

where L is a loss function (e.g., cross-entropy). In practice, we approximate this
by ensembling a limited set of T surrogate classifiers {f;}1; C F:

T
1
min = 3" L(fi@), ), st 7~ ol < e (2)
=1

Untargeted Attack. We also validate our scaling laws in the untargeted
setting in Sec. where the goal is to mislead the classifier to any class other
than y,.t. The objective is to maximize the loss with respect to original yya¢:

T
1
max ;E(fi(:c),ynat), St @ — Tuatllo < €. (3)

Attacks on Vision Encoders. Contrastive Language-Image Pretraining (CLIP)
is a popular self-supervised framework that can pretrain large-scale language-
vision models on web-scale text-image pairs via contrastive learning [40,55457].
Based on the generalization ability of CLIP models, previous works have utilized
them as surrogate models in model ensembles [16}23}31].

We extend our analysis to attack these vision encoders, which are founda-
tional to modern MLLMs. Instead of classifying to a specific logit, the goal is to
craft an image & whose embedding f7(z) is close to the text embedding e, of a
target label y. This target embedding is typically pre-computed using a text en-
coder, fT. The objective function is adapted by replacing the classifier f; with a
surrogate image encoder f! and the cross-entropy loss £ with a similarity-based
loss Lgim (e.g., cosine embedding loss):

T
1
min = > Lom(f] (%), €rar), st @ = Toaclo < e, (4)
i=1
where e, = f7(y) is the fixed target text embedding.

3.2 Prerequisite Algorithms

Researchers have developed sophisticated algorithms to enhance adversarial trans-
ferability, which can be categorized into gradient optimizers, input transforma-
tions, and ensemble strategies.
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Gradient Optimizers. These methods refine the gradient update step itself. A
pioneering example is MI-FGSM [19], which stabilizes gradients by integrating
a momentum term:

v$£(mt,y)
- ° + 9 5
A TSI ©)

with update xs11 = @ + « - sign(gs41). Other methods like VMI-FGSM [64]
further refine this momentum concept.

Input Transformations. These methods apply data augmentation during the
attack to find more generalizable adversarial patterns. Prominent examples in-
clude Diverse Inputs (DI) [69] and Spectrum Simulation Attack (SSA) [50]. SSA,
a state-of-the-art method, applies spectrum transformations 7 and computes
gradients on the transformed input 7 ().

Ensemble Strategies and Gradient Conflict. The above components can
be applied to ensemble attacks. The most straightforward method is logit ensem-
bling [19], where the optimizer computes gradients over the sum of all models’
logits. While simple, this strategy exposes a critical flaw: gradient conflict. We
discover that as the number of surrogates increases, the gradients from different
models, which often have random directions, tend to cancel each other out.

To address this, advanced optimizers are required. These methods aim to
find a common direction of vulnerability rather than simply averaging gradients.
They typically work by reducing gradient variance, such as SVRE [71], or by
encouraging gradient alignment, which is the approach taken by the Common
Weakness Attack (CWA) |11]. CWA seeks common vulnerabilities by encourag-
ing flatter loss landscapes and minimizing the second-order Taylor series:

1 o 1
| E i + S - )T - p) )

where p; is the closest optimum of model f; to  and H; is the Hessian.

Fig. 2] presents the impact of scaling
the number of surrogate models on the op-
timization process. In this experiment, we
set the attack target to the “tabby cat”
class and vary the ensemble cardinality from
1 to 30 models. We record the L; norm
N of the gradient after 10 iterations. As the
S E plot demonstrates, the naive logit ensemble
. ) strategy suffers from severe gradient con-
Fig. 2: Comparisons between CWA  flict - Conversely, the CWA algorithm suc-
and MI'F,GSM .Wlth IOglt, averaging. cessfully aligns the update directions, main-
On the right side, we visualize the .. .

. taining a stable gradient norm across all en-
gradient at 30 surrogate models and . . .

. . semble sizes and yielding rich, structured ad-
10 iteration steps. X i

versarial perturbations.
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Our Chosen Algorithm: SSA-CWA. For our main experiments, we require
an algorithm that both resolves the gradient conflict and achieves state-of-the-art
performance. We therefore select SSA-CWA, which combines the advanced input
transformation of SSA [50] with the robust gradient optimization of CWA [11]
(pseudocode provided in Appendix C). While leveraging SSA-CWA as our core
algorithm, we also explore the scaling laws of other optimizers and validate our
gradient conflict hypothesis in Sec. [6.1]

4 Scaling Laws for Adversarial Attacks

In this section, we present our key findings on scaling laws for black-box ad-
versarial attacks. Sec. [I.1] contrasts idealized theory to motivate our large-scale
empirical study. Sec. [£.2) details our experimental setup for generating adversar-
ial examples. Sec. presents the initial discovery of the empirical scaling laws
on standard classifiers. Finally, Sec.[4.4] verifies the broad generality of these laws
by testing them against defended models and across diverse MLLMs.

4.1 Motivation

In transfer-based black-box attacks, @,,; and y are predefined. Consequently,
the optimization objectives can be considered as functions of variable x. Let x*
and & be the minimizers of the expected population loss L(«) and the empirical
ensemble loss L(z), respectively:

T
@ = argminEfer[L(f(2),y)], & = argmin % Y Lfilz),y).  (7)
i=1

To motivate our study, we first analyze the convergence behavior under an
idealized, unconstrained Empirical Risk Minimization (ERM) framework.

Theorem 1. Suppose the model ensemble {f;}I_, is i.i.d. sampled from F, and
the optimization is unconstrained such that VIL(x*) = 0. As T — oo, the empir-

ical minimizer & converges in distribution (ﬁ>) to x*, and the loss gap behaves
asymptotically as:

T(L() - L") 5 51513, ®
with S ~ N(0, (V2L(2*))"/2Cov(L(f;))(V2L(z*))"/?).

Remark 1. Theorem [l| suggests that under ideal conditions, the difference be-
tween the empirical loss and the population loss converges at a rate of O(1/T).

While Theorem [I] confirms that scaling the ensemble size T' is a principled
approach to bridging the generalization gap, it also highlights a crucial discon-
nect with practical adversarial attacks. First, since adversarial perturbations
are strictly bounded by an ¢, norm constraint, the unconstrained stationarity
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assumption (VIL(x*) = 0) becomes invalid, necessitating KKT conditions in-
stead. Second, the theorem assumes that surrogates are sampled independently.
In practice, however, real-world surrogates are typically pretrained on similar
datasets and share strong architectural biases, rendering them highly correlated
rather than i.i.d. [34]. Consequently, our theorem cannot accurately model the
convergence behavior of highly correlated ensembles under strict boundary con-
straints. It is precisely this theoretical disconnect that directly motivates our
large-scale empirical investigation in the following sections.

4.2 Experimental Setup

To investigate the relationship between the number of surrogate models and
attack efficacy, we first define our comprehensive experimental setup.

Surrogate Pool. To ensure the transferability and diversity of our attack, we
select a large pool of 64 models from Torchvision [56] and Timm [66]. This pool
includes a wide variety of architectures, hyperparameters, and training datasets,
such as AlexNet [38], DenseNet [30|, EfficientNet [61], ResNet [28], ViT [22],
DeiT [62], and many others. The full list is available in Appendix B.

Attack Algorithm. We generate adversarial examples by attacking ensembles
of surrogate models. For each attack, an ensemble is constructed by randomly
sampling 7" models from our 64-model pool. We vary the ensemble cardinality
T across a logarithmic scale from 2° to 26. We use the SSA-CWA attack [11]
for 40 iteration steps, with a perturbation budget of e = 8/255 under the {
norm. The loss function £ is the standard cross-entropy loss. This process yields
7 distinct sets of adversarial examples, one for each value of 7'

Target Model Families. To test the universality of any observed scaling phe-
nomena, we evaluate our pre-generated adversarial examples against three dis-
tinct families of black-box target models:

— Family 1: Standard Image Classifiers. We select 7 widely-used models,
including Swin-Transformers [48], ConvNeXt [49], and ResNeXt [70].

— Family 2: Defended Models. We select 6 models representing SOTA
defenses, including adversarially trained models (FGSMAT [39], EnsAT [63])
and purification defenses (HGD [43], BDR [18|, JPEG, and DiffPure [53]).

— Family 3: Multimodal Large Language Models. We select 3 popular
MLLMs: LLaVA-1.5-7B [|45], Qwen-2.5-VL-7B [4], and Llama-3.2-11B-Vision
[27]. These are used to further wvalidate the generality of the laws across
different data modalities and architectures.

Dataset and Generation Protocol. Following previous work, we leverage the
1000 images from the ImageNet-1K NIPS 2017 dataset [35,72]. To ensure the
generality of our findings and create a large-scale testbed, we target 8 distinct
categories for each source image [74]. This creates a total of 8000 unique source-
target pairs for each ensemble configuration. As we generate adversarial examples
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Table 1: Coefficient of determination (R?) for the log-linear scaling laws of Attack
Success Rate across different target models and labels.

Target Model Label: 150 Label: 426 Label: 507 Label: 590 Label: 62 Label: 715 Label: 843 Label: 952‘Average
ConvNeXT Base 0.97 0.97 0.95 0.98 0.95 0.94 0.96 0.97 0.97
ConvNeXT Small 0.97 0.97 0.95 0.98 0.94 0.97 0.95 0.97 0.97
ResNeXt-101 32x8d 0.98 0.99 0.95 0.98 0.94 0.95 0.96 0.97 0.97
ResNeXt-50 32x4d 0.95 0.97 0.94 0.97 0.92 0.93 0.94 0.95 0.96
Swin Transformer Base 0.97 0.95 0.97 0.99 0.96 0.94 0.98 0.98 0.98
Swin Transformer Small 0.98 0.97 0.97 0.99 0.96 0.95 0.98 0.97 0.98
Swin Transformer V2 Small ~ 0.97 0.96 0.91 0.98 0.96 0.95 0.98 0.98 0.98

1o Label: 150 1o Label:426 1o, Label:507 o Label:590 " Label: 62 1o Label: 715 1o Label:s43 1o Label:952 o Average

£ os

06 06 06 06 06 06 06
04 04 04 04 04 04
02 02 02 02 02

4 4 4 4 4 4 4 4 4

Swin Transformer Small Swin Transformer Base Swin Transformer V2 Small ConvNeXT Base ConvNeXT Small ResNeXt-101 32x8d ResNeXt-50 32xdd

Fig. 3: Scaling Laws over model ensemble in a black-box setting. We plot the x-axis
on a base-2 logarithmic scale, and we measure both the attack success rate (ASR) and
average cross entropy-loss of target models. The cardinality of the model ensembles
is varied from 2° to 2%, with models randomly selected for each ensemble. We fit the
results of selected target models by lines for better demonstration.

for 7 distinct ensemble cardinalities 7' € {29, 2%, ..., 26}, this results in a large-
scale dataset of 7 x 8000 = 56000 generated adversarial examples.

To ensure our results are statistically robust and not biased by a single ran-
dom selection of surrogate models, we employ a batched generation protocol. For
any given cardinality T', we first partition the 1000 source images into 8 disjoint
batches of 125 images. Then, for each batch, we randomly sample a new ensem-
ble of T models from our surrogate pool. This newly sampled ensemble is used
to craft the 125 adversarial examples for its assigned batch. This methodology
ensures that the final metrics for each T" are averaged over 8 distinct, randomly-
drawn ensembles, providing a highly robust measurement of the scaling effect.

Metrics. For Families 1 and 2, we evaluate the Attack Success Rate (ASR) along
with the cross-entropy loss between predictions and target labels to validate
ASR as a transferability metric. For the text-generating Family 3, we use a
string-matching paradigm against target labels. To accommodate the descriptive
nature of MLLM outputs, a relaxed keyword map (see Appendix D) is applied
to robustly identify semantic mentions of the target concept.

4.3 Log-Linear Scaling Laws in Image Classifiers

Empirical Observation. We begin our analysis by evaluating the generated
adversarial examples on the standard image classifiers. As demonstrated in Fig.
(top row), we identify a robust empirical phenomenon: the Attack Success Rate
exhibits strong log-linear scaling laws with the ensemble cardinality T'.
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Fig. 4: Generalization and tradeoff of the scaling laws. (a) The laws persist in defended
models. (b) The laws hold for advanced MLLMs. (c¢) We profile the SSA-CWA attack
with torch.profile and plot the average ASR over standard classifiers against total
FLOPs. ASR improvement is not uniform per doubling of FLOPs, indicating that sur-
rogate diversity is a more fundamental driver of transferability than raw computation.

As shown by the fitted lines, the ASR increases linearly as we increase T' on a
logarithmic scale. Concurrently, the average cross-entropy loss against the target
label exhibits a mirrored log-linear decay. This strong symmetric relationship
confirms that ASR is a valid and robust proxy for the true optimization objective,
as the decreasing loss directly correlates with the increasing success rate.

Analysis of the Log-Linear Relationship. We empirically characterize the
observed log-linear scaling laws through their mathematical parameters and valid
boundaries. In this relationship, the intercept at 1" = 1 reflects a target model’s
baseline vulnerability to single-surrogate attacks, which heavily depends on the
target’s architecture and the specific adversarial class. The slope defines the at-
tack’s scaling efficiency, quantifying the marginal ASR gain per doubling of T’
and serving as an indicator of the model’s resilience against ensemble scaling.
Importantly, this predictable trend operates within a specific statistical regime.
As T scales, the stable log-linear trend ultimately flattens as the ASR approaches
the 1.0 saturation limit. Thus, our scaling law robustly captures the attack dy-
namics between initial variance stabilization and final metric saturation.

4.4 Verification of the Scaling Laws’ Universality

Having established the existence of these log-linear scaling laws, we now test
their universality. A critical question is whether this trend is a fragile artifact of
standard classifiers or a more fundamental principle of transfer attacks. We test
this by evaluating their robustness against active defenses (Family 2) and their
generality across entirely different architectures and modalities (Family 3).

Robustness Against Defended Models. As demonstrated in Fig.[4a, the log-
linear scaling laws remain robustly intact across a diverse set of SOTA defenses.
While robust methods like DiffPure successfully lower the overall ASR, they do
not eliminate the predictable relationship between log T and ASR. Notably, the
scaling efficiency varies among the defense mechanisms. This confirms that active
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defenses primarily increase the computational threshold required for a successful
attack rather than providing absolute immunity, and demonstrates that scaling
the ensemble is a viable path to breaking even SOTA defenses.

By leveraging these scaling laws, we improved the ASR of DiffPure [53] by
over 30%, adversarially trained models by over 20%, and HGD [43| by over 50%.

Generalization Across Architectures. Finally, we perform the ultimate test
of generality: do the adversarial examples, generated only from standard image
classifiers, follow the same scaling laws on MLLMs?

Remarkably, as shown in Fig. [4D] the log-linear scaling laws persist even in
these advanced multimodal models. This cross-modal generalization is highly
non-trivial, yet they successfully transfer to MLLMs possessing vastly different
architectures and trained on different data modalities. While the log-linear form
is general, the specific robustness of each model varies. For instance, LLaVA-1.5-7B
and Qwen-2.5-VL-7B have similar parameter counts (=~ 7B) and both show high
robustness to single-model attacks, yet their averaged ASR curves clearly di-
verge, indicating different vulnerabilities to scaling. This suggests that the re-
lationship between model scale and adversarial robustness is more complex in
MLLMs and challenges the simple ‘model scale = robustness’ narrative [6].

4.5 Practical Compute-Efficiency Analysis

Having verified the universality of the log-linear scaling laws, we now address a
practical concern on the tradeoff between computational cost and performance.

We profile the attack using torch.profile and plot ASR against floating-
point operations (FLOPs) in Fig. Two key observations emerge. First, ASR
gain is not constant per doubling of FLOPs. Second, for a fixed computational
budget, ensembling multiple lightweight models is more efficient than relying
on a single heavyweight surrogate, because surrogate diversity (7') is a more
fundamental driver of transferability than raw compute.

5 Extending Scaling Laws to Vision Encoders

Having established the log-linear scaling laws on standard classifiers, we now
extend our investigation to a more complex and practical domain by attack-
ing modern MLLMs by targeting their foundational vision encoders, such as
CLIP |57]. We hypothesize that the same scaling principles hold when using the
embedding-space attack formulation defined in Sec.

5.1 Experimental Setup

We first introduce our settings for attacking pretrained CLIP models and eval-
uating them on MLLM targets.

Surrogate Models. We select 12 pretrained open-source CLIP models via
OpenCLIP [12]. In contrast to previous works that typically use fewer than 4
surrogate models [77], our scaled ensemble (up to T = 12) is sufficient to yield
robust results. The full model list is in Appendix E.
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Table 2: Coefficient of determination (R?) for the log-linear scaling laws of Attack
Success Rate across SOTA MLLMs.

Target Model sea lion  barometer swing  pickelhaube fig lock computer snake ‘ Average
Claude 3.5 Sonnet 0.77 0.88 0.86 0.84 0.94 0.94 0.93 0.92 0.94
DeepSeek-VL2 0.89 0.97 0.94 0.98 0.92 0.98 0.99 0.97 0.98
Doubao Seed 0.96 0.88 0.95 0.98 0.84 0.83 0.91 0.82 0.94
GPT-40 0.96 0.89 1.00 0.92 0.97 0.98 0.92 0.96 0.97
Gemini 2.5 Pro 0.95 0.81 0.98 0.90 1.00 0.93 0.95 0.95 0.97
Llama 3.2 90B-Vision 0.92 0.85 0.97 0.89 0.97 0.93 0.95 0.96 0.96
Qwen3 VL 235B 0.97 0.99 0.97 0.99 0.97 0.97 0.91 0.91 0.97

Label: sca lion Label: barometer Label: swing Label: pickelhaube Label: fig Label: lock Label: computer Label: snake Average
10 10 10 10 10 10 10 10

g

0 00 00 00 00 00 00 00 00
2 2r 2 2 2r 2 2 M 20 2 25 20 2% 250 0 2 2 250 20 26 2¢ 25 20 28 2 2 20 20 2 2 2 2t 2 ¥

GPT-4o + Gemini 2.5Pro + Claude 3.5 Sonnet + Doubao Seed 1.6 - Qwen3 VL 235B « Llama 3.2 90B-Vision DeepSeck-VL2

Fig. 5: Verification of the log-linear scaling laws on SOTA MLLMs. We use an ensemble
of CLIP models as surrogates, scaling the cardinality T from 1 to 12. All attacks in this
figure are generated using € = 16/255. The ASR is measured using our LLM-as-Judge
metric (defined in Sec. . The log-linear scaling laws clearly persist.

Target Models. We select 7 state-of-the-art MLLMs as our black-box targets,
including 4 commercial models (GPT-4o [54], Claude-3.5-Sonnet 1], Gemini-2.5-
Pro |13], Doubao-Seed-1.6 |7]) and 3 open-source models (Llama-3.2-90B-Vision-
Instruct [27], Qwen3-VL-235B-A22B-Instruct |5, and DeepSeek-VL2 [68]).

Dataset and Hyperparameters. We use the same SSA-CWA attack proto-
col as in Sec. but with a simplified dataset for this section. We randomly
sample 100 images from the NIPS17 dataset with the same 8 distinct target
classes, resulting in 800 unique source-target pairs per ensemble configuration.
All experiments in this section are conducted using a unified perturbation bud-
get of € = 16/255 under the ¢, norm, a common and widely applied setting for
practical attacks [16,/51|. Every group of our experiments are conducted under
8 NVIDIA A100 GPUs for less than 24 hours.

Evaluation Metric. We employ a single, unified evaluation metric for all
MLLM targets. As MLLMs produce generative outputs instead of classification
logits, we adopt the LLM-as-Judge framework from MultiTrust [76]. We lever-
age GPT-40 to semantically evaluate the target model’s description. An attack
is considered successful only if GPT-40 judges that (1) the model’s description
mentions the adversarial target concept and (2) the description does not men-
tion factors indicating the image is of low quality, noisy, or modified. Because
this metric requires the target model to generate a coherent description of the
adversarial target, it is functionally equivalent to a zero-shot image-captioning
task, and the eight target concepts provide a rigorous evaluation of cross-modal
robustness. The prompt of our metric is provided in Appendix D.

5.2 Generality and Power of Scaling Laws

Our results, conducted on SOTA MLLMs, deliver two key findings.
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Table 3: Attack Success Rate (ASR) on SOTA MLLMs using our full scaled ensemble
(T = 12) and practical budget (¢ = 16/255). The ASR is measured using our unified
LLM-as-Judge metric. We report the per-target ASR and the average ASR across all
8 target classes against 7 latest generation MLLMs.

Target Model - Label‘ Sea Lion ‘Barometef Swing ‘Pickelhaube Fig ‘ Lock Computeﬁ Snake HAverage
GPT-40 0.86 0.76 0.73 0.92 0.84 0.86 0.93 0.92 0.85
Claude-3.5-Sonnet 0.25 0.19 0.34 0.38 0.38 0.14 0.38 0.41 0.31
Gemini-2.5-Pro 0.72 0.44 0.57 0.79 0.86 0.65 0.78 0.68 0.69
Doubao-Seed-1.6 0.61 0.73 0.76 0.87 0.78 0.70 0.69 0.62 0.72
Llama-3.2-90B-Vision 0.54 0.45 0.65 0.70 0.54 0.55 0.61 0.61 0.58
Qwen3-VL-235B 0.90 0.93 0.80 0.95 0.95 0.91 0.98 0.79 0.90
DeepSeek-VL2 0.68 0.35 0.63 0.50 0.63 0.67 0.54 0.68 0.59

The log-linear scaling laws persist. Fig. [§] presents the ASR results on
our 7 SOTA MLLM targets as a function of ensemble cardinality (7). Our first
key finding is that the log-linear scaling laws, discovered in Sec. [£:3] robustly
generalize to this new domain. This outcome confirms that the principle is not an
artifact of standard classifiers but a fundamental property of ensemble attacks.
Even when attacking the complex, SOTA vision encoders of models, scaling the
number of CLIP surrogates yields a predictable scaling law.

Scaling is a powerful and practical weapon. Having verified the scaling
laws (Fig. , we now examine its practical impact. Table reports the final ASR
from our full scaled ensemble (7' = 12). The results are twofold: they confirm the
devastating power of scaling while simultaneously revealing a stark hierarchy in
SOTA model robustness. The attack’s power is most evident on Qwen3-V1.-235B
and GPT-40, which succumb to a 90.0% and 85.0% average ASR, respectively.
This performance represents a significant leap in practical capability, surpass-
ing the 40-50% ASRs reported by previous methods on commercial models |16].
However, this effectiveness is not universal. Claude-3.5-Sonnet exhibits excep-
tional robustness, neutralizing the attack to a mere 31.0% ASR. These results
demonstrate that scaling is a powerful and practical tool, and the resulting ASRs
serve as a clear benchmark for the diverging robustness of modern MLLMs.

6 Further Analysis and Discussion

In this section, we further demonstrate the robustness of our discovered scal-
ing laws through ablation studies (Sec. , reconcile our findings with existing
benchmarks, and provide a deeper analysis into the semantic nature of the per-
turbations generated via scaling (Sec. .

6.1 Ablations on the Scaling Laws’ Generality

While our main experiments (Sec. focused on targeted attacks using SSA-
CWA, here we verify that the log-linear scaling laws are general principles that
hold under different attack settings and across various optimizers.
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Untargeted Attack Setting. We first validate the scaling laws in the un-
targeted setting (defined by Eq. . To do this, we follow the core experimental
settings from Sec. [£.2] using the SSA-CWA algorithm on the same 64-model sur-
rogate pool and NIPS17 dataset. We measure the average ASR against 3 repre-
sentative target models from Family 1 (Swin-B, ConvNeXt-B, and ResNeXt50).
As the untargeted setting is a significantly simpler task, We use a small e = 2/255
to avoid the ASR quickly saturating at 100%, which would obscure the under-
lying trend. As shown in Fig. [fa] even under untargeted conditions, a clear log-
linear trend persists. This confirms that the scaling laws are a general principle
of ensemble attacks, independent of the specific attack objective.

Across Different Ensemble Strategies. We now provide a tailored experi-
ment to validate our hypothesis from Sec. [3:2} that the log-linear scaling laws
are unlocked only by advanced ensemble strategies (like CWA or SVRE) that
resolve gradient conflict, while naive logit-averaging ensembles fail to scale.

Experimental Design. To test this, we design two families of ensemble
strategies and evaluate their scaling performance. All experiments follow the
protocol in Sec. (targeting sea lion) and results are averaged over our
standard target classifiers (Family 1 of Sec. .

— Family 1 (Logit-Averaging Ensembles): We test the naive logit-averaging
strategy, which we hypothesize will fail to scale. We combine it with various
powerful gradient optimizers and input transformations: MI-FGSM |[19], DI-
MI-FGSM [69], and VMI-FGSM [64].

— Family 2 (Conflict-Resolving Ensembles): We then test advanced ensemble
strategies that explicitly align gradients. This family includes MI-CWA [11],
VMI-CWA [11}/64], and MI-SVRE [71].

Results and Analysis. The results are shown in Fig. [6b] All strategies in
Family 1 fail to exhibit the log-linear scaling laws. While performance can be
boosted by components like DI or VMI, their ASR stagnates at a low value. Con-
versely, strategies in Family 2 demonstrate a clear log-linear scaling law. This
behavior mirrors the results of our main SSA-CWA algorithm (from Sec. [4)), con-
firming that the scaling phenomenon is robust across different conflict-resolving
ensemble strategies. This experiment confirms our claim: the ability to scale an
ensemble attack is contingent on the ensemble optimization strategy.

6.2 The Semantic Nature of Scaled Perturbations

Beyond attack success rates, we investigate what the ensemble attack learns as
T increases. As shown in Fig. scaling the ensemble fundamentally changes
the nature of the resulting perturbation. At T' = 1, the perturbation is noisy and
model-specific. However, as T increases to 64, the perturbation evolves to contain
clear, interpretable, and semantic features of the target class (e.g., textures for
‘Cat’), while these perturbations remain strictly within the small ¢, budget.
This is a critical finding that provides a qualitative explanation for the scaling
laws. First, scaling T forces the optimizer to discard model-specific, ‘non-robust
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Fig. 6: Ablations and visualizations of the scaling laws. (a) The log-linear scaling laws
persist in the untargeted setting (Eq. . (b) The laws hold for advanced optimizers
(MI-CWA, VMI-CWA, MI-SVRE) that mitigate gradient conflict, whereas the naive
logit ensemble strategy fails to scale. (¢) Visualization of adversarial perturbations
(using 5 labels from CIFARI10 ) As the ensemble cardinality grows, perturbations
evolve from unstructured noise (" = 1) into semantically meaningful patterns that
resemble features of the target classes (T = 64).

features’ and instead find a ‘common weakness’ solution that fools all models.
Next, our visualization strongly suggests this common weakness is not just a
mathematical artifact but is tied to the semantic essence of the target class.
The attack learns to inject robust features of the target . This reinforces that
our scaling approach is a principled method to distill the shared, transferable
features of a concept from a diverse set of models.

7 Conclusion

In this work, we investigate scaling laws for black-box adversarial attacks. We
find that while gradient conflict stalls naive ensembling, advanced optimizers
(e.g., CWA) unlock robust log-linear scaling laws. We empirically verify our laws’
universality across standard classifiers (Sec. , SOTA defenses , and MLLMs
(Sec. , and show that scaling distills semantic features (Sec. . Applying
this methodology to SOTA MLLMs (Sec.[5)) serves as a powerful benchmark. The
scaled attack achieves 85.0% ASR on GPT-4o, while Claude-3.5-Sonnet shows
exceptional resilience at only 31.0% ASR. Our findings urge a shift in focus for
robustness evaluation: from designing intricate algorithms on small ensembles to
understanding the principled and powerful threat of scaling, which is crucial for
building and verifying genuinely robust foundation models.
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