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Abstract. As generative models increasingly produce samples that are
indistinguishable from human-created content, it becomes difficult to
determine whether a given data point was part of a model’s natural
training set or was generated by the model itself, especially when models
memorize and reproduce training data. We formalize this challenge as
Member vs Generated Inference (MGI): given a sample and a target
generative model, infer whether the sample is a true training member
or a generated output of that model. Focusing on image generation,
we show that existing membership inference methods systematically
misclassify generated samples as training members, while attribution-
based methods often misclassify true members as generated. This failure
arises because both approaches rely on likelihood-related signals that are
similarly elevated for training examples and for the model’s own outputs.
To address MGI, we propose Data Circuit Breaker (DCB), a three-stage
method that combines complementary signals from a generative model’s
autoencoder and latent generator to distinguish training members from
generated samples. Across multiple generative models, including image
autoregressive and diffusion models, DCB consistently addresses the
shortcomings of membership inference and attribution methods, remains
effective even when models reproduce near-duplicates of training samples,
and generalizes to challenging model derivative settings in which new
models are trained on generated data. Our code is available at https:
//github.com/sprintml/MemberGeneratedInference.

1 Introduction

Generative models are now trained on massive internet data and generate
high-quality samples at an unprecedented speed. These models also inadver-
tently memorize some of their individual training inputs and later recreate
them as outputs [3,[11]. The fact that the outputs from generative models are
indistinguishable from real data blurs the boundary between a model’s
training and generated data. We formalize this challenge as the Mem-
ber vs Generated inference (MGI) task: given an image and a target gener-
ative model, decide whether the sample is a true training member of that
model or a generated output by the same model. We illustrate the MGI task
in the overview Figure [l| for a direct training and a model derivative set-
ting. In the direct training setting with model M, the goal is to distin-
guish natural training members Ny, from images G generated by the model.
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Even in this seemingly simple setting,
MGI is fundamentally harder than
standard membership inference: gen-
erated images are optimized under
the same latent distribution as train-
ing members, causing their likelihood-
based scores to overlap heavily, as we
demonstrate in Section @l We further
explore a more challenging and practi-
cally relevant model derivative set-
ting, where the samples generated by
M are (potentially published online,
then scraped from the internet, and)
used to train the subsequent model
version M. In this regime, members
are no longer purely natural samples,
and simply separating natural from
generated content is insufficient. Both
membership inference and attribution
methods degrade further in the M,
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Fig.1: Overview of the Member vs
Generated Inference (MGI) task. MGI
separates genuine training membership from
model generation, even across chains of mod-
els trained on generated data. Model M; is
trained on natural members Ny (Ny held
out) and produces generated data G = GarU
G~ . Generated members G train a deriva-
tive model M3, which in turn generates G
For M1, MGI separates { Ny, Ny, G}; for
Ma, it separates {Gn, Gn, G'}, where Gy
is the hardest non-member case.

setting, where generated training data

introduces compounding ambiguity between membership and generation signals.
Focusing on image generation, we first show that existing membership infer-
ence methods [11}/27,30] are inadequate for MGI: they are designed to separate
training members from held-out natural data, and consequently tend to incor-
rectly label model-generated (but non-member) samples as members. Conversely,
attribution methods that aim to determine whether a sample was generated by a
particular generative model |4] are also insufficient, often failing by labeling train-
ing members as generated. Both failures stem from the same underlying cause:
the outputs for the new powerful generative models are derived directly from the
training samples of generative models themselves. As a result, signals based on
likelihood or output probabilities are similarly high for both true members and
the models’ own outputs, breaking the assumptions underlying prior methods.
To address the MGI challenge for modern image generative models, we pro-
pose a new method Data Circuit Breaker (DCB)H Our DCB method treats
the generation pipeline holistically rather than focusing solely on the latent
generator. The key insight is that while the latent generator produces high scores
for members and generated samples, the autoencoder introduces measurable arti-
facts: generated samples, having passed through the full encode-decode pipeline,
exhibit lower reconstruction and quantization errors than natural data points
under the autoencoder. DCB exploits this by proceeding in three stages: (1) an
autoencoder-based filtering step that identifies generated samples, separating

L A circuit breaker is an electrical safety device designed to protect an electrical circuit
from damage caused by current in excess of that which the equipment can handle. In
our case, DCB can protect new models, for example, from degrading in performance
by preventing their training on significant amounts of their own generated data.
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them from non-generated data points; (2) a membership inference step on the
non-generated samples using the latent generator, where the standard assump-
tion that members score is restored; and (3) a cross-generator attribution step
that compares conditional log-probabilities across multiple model versions to
distinguish among the generated samples from different generators. Together,
these stages enable DCB to solve MGI even in the most difficult cases of training
data memorization.
Overall, our contributions are as follows:

1. New task. We introduce Member-vs-Generated Inference (MGI) task, which
asks whether a given sample is a true training member of a generative model
or an output example generated by that same model.

2. Limits of prior work. We demonstrate that existing approaches are in-
sufficient for MGI: Membership inference methods systematically misclassify
generated samples as members, while attribution methods often incorrectly
label training members as generated.

3. Method. We propose DCB (Data Circuit Breaker), a three-stage procedure
that exploits autoencoder self-consistency to filter generated samples, latent-
generator scores for membership inference, and cross-generator probability
discrepancies to trace data circuits across model versions.

4. Memorization robustness. We show that DCB remains effective even under
verbatim memorization, distinguishing original training samples from their
regurgitated (near-duplicate) generated counterparts.

2 Background and Related Work

Image Generative Models (IGMs). The dominant families of modern image
generative models (IGMs) are diffusion models (DMs) and image autoregressive
models (IARs). Many state-of-the-art IGMs in both families generate images in a
latent space: an encoder first maps a high-resolution image from pixel space to a
latent representation, and a decoder maps the synthesized latent back to pixels.
While they share the latent-generation pipeline, DMs and [ARs differ fundamen-
tally in how they represent and sample from the data distribution. DMs define
an implicit generative process via iterative denoising, whereas IARs explicitly
factorize likelihood by predicting token probabilities sequentially, similarly to
large language models (LLMs).

Diffusion Models (DMs). DMs synthesize images by transforming Gaussian
noise into a structured sample through a learned denoising procedure [8}21].
Generation starts from zr ~ A(0,I) and proceeds for T steps, iteratively
predicting noise eg(x¢,t,c) for t =T, ..., 1, and then removing it. In conditional
settings (e.g., class-to-image or text-to-image), the denoiser is conditioned on
auxiliary inputs c, typically text embeddings produced by pretrained encoders
such as CLIP [14]. Conditioning is injected through cross-attention layers [24].

Image Autoregressive Models (IARs). IARs generate images by pre-
dicting discrete latent tokens one-by-one using next-token-based autoregressive
model, directly modeling a factorized distribution over the latent sequence. A
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typical TIAR consists of (1) a vector-quantized VAE (VQ-VAE) that encodes an
image into discrete representations from a codebook, and (2) an autoregressive
transformer that models the codebook representations as tokens and samples
them sequentially. For example, LlamaGen [22] uses a VQ-based autoencoder to
produce quantized features, then applies a Llama-style transformer to generate
tokens autoregressively. VAR further introduces a multi-scale VQ representation
to enable coarse-to-fine synthesis [23]. Randomized autoregressive models (RARs)
generalize next-token prediction by training with randomized token orderings
and an annealing-based procedure [2§].

Membership Inference Attack (MIA). MIA aims to determine whether a
given data point was part of a model’s training set or not [18][19]. MIA methods are
used for auditing models’ privacy leakage and verifying empirically the differential
privacy guarantees [12,[17]. Recent work on MIA against IGMs [11,/27,/30] shows
that comparing an image’s conditional generation to its unconditional generation
provides an effective signal for deciding whether the model was trained on that
image (member) or not (non-member). Thus, the attack considers only the
problem of differentiating between the train vs test samples and does not consider
the data generated by the target IGMs. The signal in MIA can be improved by
leveraging shadow models, that are trained on data from the same distribution.
LiRA |2] uses the shadow models to estimate the sample’s loss distribution for
members and non-members, while RMIA [29] compares the likelihood ratio of
the target sample with those of reference population samples.

Image Attribution Methods. In contrast to MIAs, image attribution
methods seek to identify whether a given image was generated by a model
or not, which is critical for tracing generated content and preventing data
circuits that lead to model collapse [1,20]. Analogously to MIAs for image
autoregressive models [11,[27], PRADA [4] shows that the probability ratio can
also carry information about whether an image is generated, i.e., a member of
the model’s learned distribution, or not generated by the target model. However,
the evaluation of the PRADA method is limited to distinguishing generated
samples from held-out test samples, which is substantially easier than our newly
defined setting: differentiating generated outputs from member training samples.
Additionally, PRADA considers only IARs and relies exclusively on the per-token
probabilities returned by the image latent generator. As a result, it does not
exploit informative signals available in the models’ autoencoders, such as the
quantization loss between generated and natural (e.g., train or test) samples [31],
leaving part of the membership-related information available in IGMs unexploited.

Data Memorization. Memorization describes the extent to which a model
retains information from its training data. It can be wunintended, when the
model stores details about individual examples that can later be reproduced or
extracted [3/11]. The intended memorization occurs when the model encodes
general, reusable patterns that support generalization [7}[26]. For data provenance,
the most challenging setting arises when a generative model memorizes training
images verbatim and subsequently regurgitates them during generation, as was
shown for DMs [3] and IARs [11], effectively collapsing the distinction between
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Fig. 2: Distributions of scores for membership inference attack and image
attribution on IARs. In all cases, the differentiation between training (Train) and
generated (Belonging) images is more difficult than between training (Train) and
validation (Val) images. This indicates more difficult cases of the MGI (Member vs
Generated Inference) than MI task. The evaluated model is VAR .

genuine training images and model-generated outputs. We show that our approach
remains effective even in this extreme regime: despite near-duplicate visual content,
IGM samples retain subtle generation-specific residuals that are imperceptible
to humans yet detectable in the IGMs’ latent representations, enabling reliable
discrimination between natural training images and generated images.

3 Member vs Generated Inference (MGI)

In this section, we formulate MGI and its threat model under both the direct
training and the model derivative settings.

Threat Model. The threat model of MGI initially follows that of membership
inference and attribution tasks. Given a set of data points D and a generative
model M, the goal is to differentiate the subset of member samples Dy, used for
training of the model M, its generated samples D¢, and non-member samples
Dy, that were neither used for training, nor generated by the model. We formalize
the task for both direct training and model derivative settings as follows.

Direct Training. The generative model M was trained on a natural dataset
Nys, which we refer to as the natural members. Similar to the conventional MIA
setting, there is a natural dataset that was not used for training Ny, which is the
natural non-members. Under MGI, we also consider the generated data G, which
was produced by Mj. The goal of MGI is to distinguish between the generated
samples G, members Nj;, and non-members Ny .

Model Derivatives. Given the continuous development of generative models
and the ubiquity of the generated content, we also consider the relevant scenario
of model derivatives. While the samples N,; were used to train the initial model
version My, its generated samples G may end up being used to train a new
model Mo, resulting in the set Gy, the generated members of My and jointly
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Gn the generated non-members. The second model version My produces new
samples G’ that may end up in further model generations. This iterative training
results in data circuits, where new models are derived directly from the previous
ones, which can lead to model collapse [1,/20]. Under the MGI setting we assume
access to both M7 and My and the goal is to distinguish Ny; vs Gy vs G.

Model Composition. A generative model M consists of an autoencoder
A = Do &, pairing an encoder £ with a decoder D, and a latent generator G. M
can thus be defined as a triplet composition of £, D, and G: M = (£, D, G).

4 Limitations of MIA and Attribution Methods

MIAs for IGMs [11})27,/30] are formulated for the classical setting of distinguishing
natural training members from natural non-members, and they rely almost exclu-
sively on likelihood-based or probability-based signals from the latent generator.
A representative family of methods score an input image x, with conditioning c,
e.g. a class label or a prompt, via a conditional probability discrepancy (CPD):

A(M, x,¢) = log Pr(x | €) —log Pr(x) & log Pg(£(x) | ¢) —log Pg(£(x)), (1)

where the approximation reflects the standard IGM decomposition into an
encoder £ (mapping pixels to latents) and a latent generative model G (assigning
probabilities in latent space). The decision rule is obtained by thresholding A,
where members are expected to exhibit systematically larger discrepancies than
non-members, as the model remembers these samples.

This design implicitly treats the autoencoder A as a transparent part and
largely discards signals that arise from the pixel-to-latent and latent-to-pixel
mapping itself. However, the autoencoder A is a core component of modern
IGMs: the encoder & (typically CNN-based) maps an image x € RE*Wx3 to
a latent feature map f € RY ¥ % ¢ via down-sampling by a factor p, and
the corresponding decoder D reconstructs x from f. As we show later, these
components encode artifacts that are not captured in the likelihood-only or
probability-only tests on the latent generator G.

In this paper we consider SOTA MIAs for DMs and IARs. CLiD [30] is an MIA
for DMs, which approximates the CPD by leveraging the noise prediction loss to
compute the Evidence Lower Bound (ELBO) of the log-likelihood. For IARs we
use the MIA from [11], which is computed on the model probabilities directly and
call this method PIAR in the following. Additionally we use ICAS [27], which
considers the classifier-free guidance as an implicit classifier and approximates
p(c|x), further weighting this probability to obtain a final score. Furthermore we
use PRADA [4], which while proposed for image attribution, has on a high-level,
conceptual similarities to MIAs, as both leverage that models that have seen the
data, be it during training or generation, have a higher likelihood on that image.
PRADA first computes a balanced ratio of the CPD and then uses this ratio in a
linear scoring function to obtain a final per-image score.
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Fig. 3: Distributions of scores for memorized training samples vs re-generated
cases. State-of-the-art membership inference (a) and attribution (b) methods fail to
distinguish memorized training samples (Memorized Training) from their verbatim
generated counterparts (Verbatim Re-generated), whereas our approach (c) clearly
separates the two. The evaluated model is RAR-XXL [28].

4.1 CPD-based Methods Fall Short for MGI

Recent IGM-specific MIAs exploit classifier-free guidance [9], where the model is
trained (and evaluated) both with conditioning (e.g., class/prompt) and without
it, making A(-) a natural statistic to measure if the model remembers a specific
prompt, image pair. Yet, in the MGI setting, generated images are also optimized
to score highly under the same latent generator that produced them. Consequently,
A(-) can be simultaneously large for both true members and the model’s own
outputs, collapsing the separation that MIAs rely on. In short, likelihood-based
or probability-based MIAs are well-suited to member vs held-out natural data,
but they are not designed to distinguish members from model-generated non-
members, nor do they leverage potentially discriminative signals available in the
autoencoder part of IGMs.

4.2 Case Study: Memorized Training Samples

A special case of our MGI task arises when 110 . Performance for dif-
th.e model regeperates images lz'n"ge.ly IeSeM-  foront methods for identifying
bling the training samples, which is known emorized samples. The evaluated
as memorized training samples. We pmodel is RAR-XXL.

adopt the methodology proposed by [11] to
identify 169 memorized training samples for
RAR-XXL [28], where each memorized sam-  25¢ - OL8 6L4 2r9 975
ple features an SSCD [13] similarity score

higher than 0.7.

Concretely, we treat the 169 memorized training images as the original
samples and their corresponding RAR-XXL outputs as the generated samples.
The resulting score distributions for membership inference and image attribution
are shown in Figure |3al and Figure respectively. We observe an even greater
overlap between memorized training samples and their regenerated counterparts
than in the standard MGI comparison. Crucially, despite this highly challenging

Metrics Delta ICAS PRADA Ours
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scenario, our approach leverages multiple different attribution signals and reliably
separates memorized training images from their generated counterparts and
substantially outperforms MIA-based methods, as shown in Figure Further
results about the memorized training samples can be found in the Appendix.

5 Proposed Data Circuit Breaker

For our proposed solution to MGI, we combine signals from (1) the autoencoder
that maps between pixels and latents and (2) the latent generator that models
the latent distribution. The key idea is that an image generated by a particular
IGM tends to be more self-consistent with that model’s autoencoder and latent
generator than any natural image or an image generated by a different model,
while membership-specific effects (train vs held-out) are more reliably detected
after filtering likely-generated samples.

5.1 Autoencoder Self-Consistency

Given the autoencoder A, where the encoder £ maps an image x from the pixel-
space to a latent representation and the decoder D reconstructs the image from
the latent representation, we define the reconstruction error:

Lrec(x) = MSE(x, A(x)) = MSE(x, Do £(x)), (2)

where MSE(-, ) is the mean squared error. Following AEDR [25], we use a double
reconstruction ratio to normalize the loss:

_ LRec (X)
" MSE(A®x), Ao A(x))

PRec (X) (3)
Intuitively, the denominator acts as a per-image baseline: if an image is well-
aligned with the autoencoder manifold, the second reconstruction introduces
hardly any loss, stabilizing the ratio across diverse content.

VQ-VAE Quantization Error. For TARs, the autoencoder is typically a VQ-VAE;,
which introduces an additional, highly informative signal, namely quantization
error. The reconstruction procedure of the VQ-VAE introduces a quantization
step, where @ maps a continuous latent representation of an image x to entries
of a codebook. The inverse Q7! reverts this process and maps codebook indices
to the latent representation. We define the quantization error Lq(x) as:

Lq(x) = MSE(€(x), Q7" 0 Qo &(x)). (4)

Images synthesized by a given IAR tend to incur smaller £ under that model’s
VQ-VAE compared to natural images or images generated by other IGMs, as
only they are produced through the same discrete codebook. We therefore use
the combined autoencoder attribution score

e [t i o v

PRec (), (DM / VAE). (5)
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Optional Encoder Refinement for IARs. The limited alignment between encoder
and decoder in IARs introduces additional losses and attribution can degrade.
Following [31], we therefore optionally refine the encoder post hoc by fine-tuning
£ to better invert the decoder D. F ine-tuning is performed on a disjoint set of
latent feature maps z that were generated by the IAR with the inversion loss:

Liny = MSE(E 0D(z),2), (6)

which improves the stability of £ 4 while preserving the post-hoc setting, as no
changes are introduced to the latent generator.

5.2 Cross-Generator Consistency

While the autoencoder attribution score is able to identify images that were likely
generated by a given model family, they are insufficient to attribute the exact
latent generator. Especially in the model derivative setting, all generated images
are decoded by the same decoder, and the autoencoder attribution score remains
identical for all of them. Therefore we introduce an additional generator-based
features derived from conditional probability discrepancy. Given two candidate
models M and M, we form a two-dimensional feature vector based on the
conditional probability of the two models.

¢(x,¢) = (log Pg, (£(x) | €),log Pg,(£(x) | ¢)). (7)

Intuitively this vector encodes the information about the membership of x to
both the latent generator G; and Gs.

As we have access to the image generative models M7 and M, for which
we want to infer the membership of given samples, we start by estimating the
class-conditional densities over ¢ by generating new data with M; and M.

We then estimate class-conditional densities over ¢ using reference samples
drawn from each model (e.g., freshly generated sets with independent random
seeds) and perform attribution via likelihood comparison (KDE in our implemen-
tation). This cross-model view provides separation even when absolute discrepancy
values overlap, because images tend to be relatively more consistent with the
generator that produced them. We construct reference sets from each source:
a reference set Rg drawn from G (representing M;-generated images) and a
reference set R drawn from G’ (representing Mo-generated images). We then
fit class-conditional KDE densities over the feature vectors of each reference set:

IRa| IRal

pa(9) = - ‘ZKW 67),  par(o ZKh -¢5). 8

5.3 Attribution Protocol

We combine the above signals in a cascade designed for the MGI setting.
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Stage 1: Autoencoder-based Filtering (Generated vs. Non-Generated). We first
apply the autoencoder score £ 4(x) to identify a high-confidence subset of IGM-
generated samples and separate them from samples that are unlikely to be
produced by the target pipeline.

Stage 2: Membership Inference on the Remaining Samples (Member vs. Non-
Member). On images detected non-generated by Stage 1, we apply standard
MTIA-style scoring based on the latent generator (e.g., A(M,x,c) or ICAS) to
distinguish training members from non-members. Restricting MIAs to this subset
restores their core assumption (members vs non-members), and substantially
reduces false positives caused by model-generated images. With stage 1 and 2,
we address the MGI problem for the direct training setting of M. Specifically,
we instantiate our second stage with ICAS, which is the best-performing MIA
for most models. We note that, although PRADA outperforms ICAS on RAR, it
requires an extra calibration set. This is an extra advantage beyond our main
setting, and restricts the applicability of PRADA. Therefore, we do not choose
ICAS instead of PRADA to instantiate our stage 2 for any models.

Stage 3: Source Attribution among Generators (Data Circuits). In the My setting
of Figure [T} where training data may itself be generated, we additionally apply
cross-model generator attribution using ¢(x, c) and reference sets from M; and
My to separate Mi-generated samples used for training My, Mi-generated
samples not used for training Ms, and Ms-generated samples. Combined with
Stage 1 and Stage 2, this yields a practical decomposition into (1) natural members,
(2) natural non-members, (3) generated samples attributed to a specific model,
and (4) generated samples used for training downstream models, thus fully
addressing MGI in the presence of data circuits.

6 Empirical Evaluation

6.1 Experimental Setup

Models. We evaluate SOTA TARs and DMs, following the previous work on
MIAs for IGMs [6},11}/27,[30]. Our selection of models requires access to their
training sets for our analysis to verify the outcome of MIAs and MGIs. We use
VAR-d30 (d = model depth) [23], RAR-XXL |28, and LlamaGen-XXL |22],
trained for class-conditioned generation. We download the pre-trained weights
from the corresponding repositories and for generation we follow the settings
recommended in the original works. For the DMs we focus on the UNet [16]
based architectures Stable Diffusion 1.4 and 2.1 [15].

Datasets. As the above IARs were trained on ImageNet-1k [5] dataset, we
use it to perform our MGI and MIA tasks. We sample 1000 samples from the
training set as members and similarly 1000 samples from the validation set as
non-members. For Stable Diffusion we follow CLiD [30] and first fine-tune the
model on a set of 2500 MS-COCO images for 50k steps to obtain a set of natural
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Table 2: TPRQ1%FPR for IARs in the direct training setting. Only DCB
achieves consistent performance across all comparisons and models.

Method RAR VAR LlamaGen Overall

Np/G NN/G Npyf /Ny Avg Npp/G Ny /G Npjp/Ny Avg Npg/G NN /G Npg/Ny Avg

PIAR 0.0 99.5 62.6 54.0 58.6 11.5 91.7 53.9 0.5 17.7 6.7 8.3 38.8
ICAS 0.0 99.7 72.5 57.4 61.9 33.9 98.7 64.8 0.0 89.6 17.2 35.6 52.6
PRADA 62.7 100.0 81.3 81.3 0.0 24.8 96.9 40.6 9.3 68.8 7.1 28.4 50.1
Ours 99.9 99.9 72.5 90.8 99.8 99.5 98.7 99.2 100.0 100.0 17.2 72.4 87.4

Table 3: TPRQ1%FPR for DMs in the direct training setting. Only DCB
achieves consistent performance across all comparisons and models.

Method SDht.4 Sb2.1 Overall

Npy/G NN /G Npf/Nn Avg Npr/G NN /G Npr/Npy Avg

CLiD 0.0 88.2 36.2 41.5 0.0 82.2 31.5 37.9 39.7
ICAS 0.0 87.8 35.7 41.2 0.0 82.1 31.5 37.9 39.5
PRADA 0.7 0.4 0.4 0.5 0.7 0.3 0.4 0.4 0.5
Ours 99.9 99.8 35.7 78.5 100.0 100.0 31.5 77.2 7T7.8

member samples and non-member samples. Then we use 1000 samples from
training as members and 1000 samples from validation as non-members.

Fine-tuning. We fine-tune the second model M3 on 5000 images generated
by the first model M;. We denote the images generated by M as G ;. We also
keep another 1000 images generated by M as a held-out set (denoted as Gy,
which are generated data points that act as non-members). For IARs we fine-tune
M, for 5 epochs, while for DMs we use 20. The learning rate is 1 x 10~° for all
models. We provide the hyperparameter details in the Appendix.

Baselines. MGI is a newly defined task without an existing solution. We
follow standard practice for newly defined tasks by adapting SoOTA methods from
the closest domains MIA and image attribution. Regarding the MIA baselines,
we choose SOTA MIA methods for IARs and DMs, respectively. For IARs, we
use [11] and refer to the method as PIAR, and ICAS [27]. For the DMs, we
use the SOTA MIA CLiD and extend the IAR-based ICAS to DMs based on
the CLiD scores. In Section We further test strong MIAs, LiRA/RMIA,
which we give an advantage by training shadow models. For the direct training
setting, MIAs make the assumption that members have a higher score than
all non-member samples and we extend this assumption to MGI. Regarding
the image attribution baseline, we consider PRADA [4], which is originally
proposed for IARs but extended to DMs by us. Under the direct training setting,
the image attribution methods make the assumption that generated samples
will have the highest score, followed by members and non-members. The same
intuition extends to the derivative setting.

Metrics. In the following we focus on the, especially for inference tasks,
relevant metric of TPRQ1%FPR and additionally provide the AUC in the
Appendix.

6.2 Evaluation on the Direct Training Setting

First we focus on the direct training setting, known from the MIA task, where
the model M; was trained on natural images resulting in the natural members
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Table 4: TPRQ1%FPR for the model derivative setting. Most existing methods
fail to attribute generated samples correctly.

Natural vs Generated Among Generated Natural

Model Method Overall

/ ! / ! ! Pats /
Ny /Gyv Ny /GN Ny /G' NN /Gy NN/GN NN/G Gy /GN Gy /G" Gn /G Ny /Ny

PIAR 70.6 0.2 1.9 99.9 62.4 97.8 94.0 62.8 15.8 79.2 58.5

VAR ICAS 99.8 10.3 82.8 100.0 89.9 99.8 99.6 91.8 51.6 87.0 81.3
PRADA _932 _ _03_ _ 97 _ _999 _ 680_ _987 _ 957 _ _ 00 _ 160 _ 823 _ 564 _

Ours 99.3 99.3 99.4 99.5 99.5 99.6 100.0 99.0 75.0 87.0 95.8

PIAR 100.0 59.9 97.0 100.0 99.8 100.0 74.6 18.5 16.4 62.6 72.9

RAR ICAS 100.0 82.9 99.2 100.0 99.6 100.0 95.6 20.9 49.9 72.5 82.1
PRADA _100.0 _ 821 _ 980 _ 100.0 _ 100.0 _100.0 _ 824 _ 00 _ 189 _ _82.0 _ 763 _

Ours 99.9 99.9 99.9 99.9 99.9 99.9 100.0 100.0 95.6 72.5 96.7

CLiD 84.8 71.7 98.5 99.9 99.6 100.0 5.4 1.0 37.9 36.2 63.5

SD1.4 ICAS 84.8 71.6 98.6 99.9 99.6 100.0 5.4 1.0 38.1 35.7 63.5
4 PRADA 01 _ _05_ _ 24 _ _01__ _00_ _23 _ 07_ _ 41 _ 35 _ _00_ _ 14

Ours 99.9 99.9 98.7 99.8 99.8 98.5 56.0 42.2 95.8 35.7 82.6

CLiD 86.8 74.2 99.5 99.9 99.5 100.0 5.8 0.0 47.2 31.5 64.4

sD2.1 ICAS 86.8 73.9 99.5 99.9 99.5 100.0 5.8 0.0 47.0 31.5 64.4
7 PRADA _ 03 _ _04_ _ 04 _ _00_ _ _03_ _ 01 _ 09 __ 21 _ 17 _ _01__ 06

Ours 100.0 100.0 99.7 100.0 100.0 99.8 52.8 54.0 99.0 31.5 83.7

Nj; and natural non-members Ny. However, our MGI introduces the models
generated samples G as a new an important part of this task.

Under this new setting, we analyze the performance of the original MIAs and
image attribution methods for IARs in Table |2 and report the TPRQ1%FPR.
We find that while existing MIAs are able to separate the natural members from
the natural non-members, they break when the generated data is introduced.
Our DCB however achieves near 100% TPRQ@1%FPR under the generated vs
natural setting and improves the average performance by over 36% (LlamaGen).
Under the MGI task DCB benefits from combining multiple signals leading to a
consistent performance across detections.

We additionally analyze the MGI task on DMs in Table [3] following CLiD [30]
and fine-tuning the models on natural MS-COCO data to obtain natural members
and non-members. Our results show that, similar as for the IARs, while the
baseline methods are able to distinguish Ny and Nj;, they fail when the generated
data is introduced. This difficulty for MIAs is additionally visualized in the
Appendix, which plots the score distributions for the different datasets. As the
generated data was produced by M, the MIA obtains a high score, as the model
remembers the sample. This occurs because likelihood-based scores are similarly
elevated for both member samples and the model’s own outputs, collapsing the
separation that MIAs rely upon. Only DCB, which takes the full generative
pipeline into account, can distinguish the generated data from the natural data.
This effect is especially pronounced in the My setting, where DCB beats the
baselines by more than 39% (SD2.1).

6.3 Evaluation on the Model Derivative Setting
As images generated by IGMs experience a widespread reuse, we shift the focus

to the derivative setting, where a model My was fine-tuned on generated images
G, which are now the member samples of Ms. The new model continuously
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Table 5: TPRQ1%FPR for the strong MIA. We consider both LiRA and RMIA
and train 5 shadow models.

Natural v.s. Generated Among Generated Natural

Model Method Overall

Npr/Gap Ny /GN Npyp/G' Ny /Gy NN/Gn NN /G Gay/GN G /G GN/G' Npyp /Ny

LiRA 98.7 1.0 16.7 98.7 1.1 16.8 98.7 50.3 16.7 1.1 40.0
VAR RMIA _ 100.0 _ _36_ _ 783 _ 100.0 _ 77.5_ _99.6 _ 99.9 983 _ 672 _ _40.0_ _ 764
Ours 99.3 99.3 99.4 99.5 99.5 99.6 100.0 99.0 75.0 87.0 95.8
LiRA 92.8 0.8 31.2 95.0 1.2 36.9 94.2 18.4 34.4 1.3 40.6
RAR RMIA  99.9 _ 657 _ 995  100.0 _ 96.2 100.0  99.0 _ 77.5 _ 71.3 _ 17.8 _ 82.7 _
Ours 99.9 99.9 99.9 99.9 99.9 99.9 100.0 100.0 95.6 72.5 96.7

generates new images G’, which, with the generated non-members Gy introduces
three datasets to the MGI task. In Table [4f we report the TPRQ1%FPR. for
distinguishing the different datasets and find that the existing methods struggle
to differentiate the distributions for both TARs and DMs. Our DCB, on the other
hand, is able to clearly distinguish the two sets.

The difficulty of this new MGI setting is reflected in the comparison of
Table [l While the baselines achieve reasonable performance for most Natural
vs Generated cases, they struggle when differentiating within the generated
samples. Particularly for the DMs, the detection performance collapses. The score
distributions in the Appendix provide additional insights as to why the MGI
setting is fundamentally more difficult. Contrary to MIA assumption, the score
of the generated samples is larger than the score of non-members and overlaps or
exceeds the score of the members. This property of the generated samples is why
standard MIA fail.

6.4 Analysis for Strong MIA

We expand on the explored MIAs, by analyzing stronger methods and employ
both LiRA [2] and RMIA [29] on the model derivative setting and show that even
under access to trained shadow models, the MIA fail in the MGI setting. Both
LiRA and RMIA require a scaler score to compute a one-dimensional probability
distribution. We use the strongest probability-based MIA method ICAS [27] to
convert the token-wise probabilities predicted by IARs into a score scalar for
each sample.

Concretely, we obtain 5 shadow models, by fine-tuning M; for 5 epochs,
with the same hyperparameters used for My, on datasets of 2500 samples
randomly drawn from a 5000-sample shadow dataset. For RMIA, we utilize an
additional population dataset of 1000 samples generated by M; and set its
core hyperparameters to a = 0.3. This setup enables the methods to estimate
the distribution of generated members and non-member samples, giving these
methods a strict advantage for the G vs Gy case compared to DCB. We report
the TPRQ1%FPR. in Table[5| for VAR and RAR. The results highlight that even
under significant advantages, strong MIAs are not sufficient to solve the MGI task.
Specifically for the Natural vs. Generated identification the strong MIA perform
similar to the MIAs without shadow models. Notably, our DCB consistently
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Table 6: Robustness of Stage 1 (Lq). We show TPRQ1%FPR on RAR.

Method Attacks
Orig. JPEG (60) Resize (0.5) Saturation (2.0) Adv. (¢ = 1)
Ours (w/o Aug) 100.0  91.7 88.5 974 68.7
Ours (w/ Aug) 99.6  96.1 98.4 99.2 97.4
Table 7: Cross-architecture Setting.
Model Gum/GnN Gu/G Gn /G’

ICAS PRADA DCB ICAS PRADA DCB ICAS PRADA DCB

REPA—-RAR 90.9 0916 90.9 769 264 99.0 729 775 99.4
LDiT-RAR 87.3 872 87.3 746 263 99.7 690 70.3 99.7
SD1.4—»SD2.1 79.9 60.6 79.9 169 63.6 100.0 964 73.6 99.9

outperforms both LiRA and RMIA across all comparisons, highlighting that
utilizing the full model pipeline provides stronger signals.

6.5 Robustness

We evaluate our proposed Stage 1 (as described in Section under real-world
web-pipeline degradations (JPEG, resize, saturation) and the strong adaptive
adversarial attack that directly optimizes perturbations to maximize Lq. The
results are shown in Table [6] Without any augmentation, Stage 1 already retains
> 88.5% TPRQ1%FPR under all natural transforms. Optionally, we apply
augmentations to the finetuning process of the encoder, inspired by [32] and [10].
The augmented fine-tuning further boosts robustness to 97.4% even under the
adaptive adversarial attack.

6.6 Cross-architecture Generalization

In the model derivative setting, we mainly consider the identical-architecture
setting where M is trained on the data generated by M; with the same
architecture as M. In this section, we further evaluate a cross-architecture
setting, where My is trained on images generated by a model with different
architecture. We note that a cross-architecture setting is an easier setting for MGI,
not more challenging. If Mj is trained on images generated by another model
architecture, the distinct autoencoder architectures enhance Stage 1 separation
of Gpr/G’ (rather than collapsing it), and G /Gy reduces to standard MIA. In
contrast, the identical-architecture setting is a more challenging setting, because
Guy,Gn, and G’ are all from the same autoencoder and therefore require Stage 3.
Therefore, we choose the the more challenging identical-architecture setting for
evaluation in our main content. Table[7|evaluates the cross-architecture setting on
the SD 1.4—SD 2.1 case and two heterogeneous DM-to-IAR pairs. The results
show that DCB attains > 99% AUC on G /G’ for all settings.
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6.7 Prompt Estimation

We note that ground-truth prompts can Table 8: Prompt estimation. Cap-
be absent in certain applications. In such tions generated by BLIP2/LLaVA
cases, we use BLIP2/LLaVA to generate Treplace ground-truth (GT) prompts
prompts for a given image. Table [§] com- in TableE}

pares the performance of our approach us- OAS Py

ing groundtruth (GT) and BLIP2/LLaVA- Hode GT BLIP2 LLaVA GT BLIP2 LLaVA
generated captions. The results show that §pi1.4635 462 336 82.6 815 78.7
DCB still achieves high performance. SD2.1644 434 286 83.7 82.8 767

7 Conclusions

We introduced Member vs Generated Infer-

ence (MGI), a new and strictly harder inference task than standard membership
inference. MGI requires separating a generative model’s training members from
its own generated outputs, including in data-circuit settings where subsequent
models are trained on generated data. We showed that existing membership
inference and attribution methods are inadequate for MGI because modern
generative models produce non-member samples that are closely tied to the
training distribution, leading to MIAs systematically misclassifying generated
samples as members, while attribution methods mislabel true training members
as generated. To address this, we proposed DCB, a multi-stage pipeline that
covers the full generation process by leveraging complementary signals from the
autoencoder and latent generator. By first identifying synthesized content and
then distinguishing remaining training members from non-members, DCB is
able to consistently outperform previous methods. We demonstrated that DCB
remains effective even on memorization, separating original training samples
from their regurgitated counterparts and enabling practical mitigation of harmful
data circuits. Finally, we showed that DCB achieves better detection rate than
strong membership inference attacks such as LiRA and RMIA, highlighting that
a holistic procedure of the full generative pipeline is essential to solve MGI.
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