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Abstract. Recent studies have revealed critical vulnerabilities in Large
Vision-Language Models (LVLMs) to sophisticated adversarial attacks
that induce the model into generating adversary-specific content. How-
ever, existing LVLM-oriented detectors largely rely on external judging
pipelines that incur substantial computational overhead, precluding their
use in real-time scenarios. Towards this end, we propose PTI (Prefill-
Time Intervention), a method that probes an LVLM’s internal states to
detect adversarial images before any response token is generated. PTI
combines two complementary modules trained only on benign data: (i)
a masked reconstruction module in the vision tower that identifies vi-
sual anomalies through token-wise reconstruction errors, and (ii) a dy-
namic modeling module in the language model backbone that tracks
layer-wise trajectories of salient tokens to detect semantic inconsisten-
cies. We establish a comprehensive evaluation framework covering both
black-box and white-box attacks, including L,-bounded, unrestricted,
and patch-based perturbations. Extensive experiments demonstrate that
PTI achieves state-of-the-art detection performance and robust gener-
alization across diverse threat models. Crucially, its minimal inference
overhead paves the way for secure, real-time LVLM applications.
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1 Introduction

Large vision-language models (LVLMs) have rapidly emerged as a foundational
backbone for multi-modal human-Al interaction, powering open-ended visual
perception and reasoning capabilities in both open-source assistants [2, 3, 37]
and widely deployed commercial systems [15,33]. However, these systems exhibit
critical vulnerabilities to adversarial attacks [14,32], in which imperceptible and
carefully crafted image perturbations can hijack the model’s generation process,
forcing it to produce attacker-specified outputs instead of faithfully describing
the underlying visual content [38,45]. Critically, this vulnerability persists even
in real-world black-box settings, where attacks transfer seamlessly to mainstream
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Fig. 1: Schematic Comparison. (a) Traditional attacks aim for targeted label mis-
classification or specific embedding alignment. (b) LVLM attacks force specific target
content. Existing defenses rely on evaluating these generated outputs or using heavy-
weight external judges. (¢) PTI (ours) probes the internal states of LVLMs to detect
adversarial signals, enabling real-time intervention before the target text is generated.

commercial systems such as GPT and Gemini [26,42]. For LVLM providers, reli-
able proactive adversarial detection and robust defense mechanisms are therefore
a fundamental prerequisite for the secure deployment at scale.

As shown in Fig. 1(a-b), unlike traditional attacks that perturb discrete la-
bels or embeddings, LVLM attacks manipulate open-ended generation of tar-
geted content. This shift in both architecture and attack objective makes many
prior detectors designed for CNN classifiers or VLP encoders less directly ap-
plicable to modern LVLMs [11, 13, 35]. To address this gap, existing LVLM-
oriented detection methods largely rely on external judging pipelines, such as
post-generation analysis or auxiliary mechanisms as illustrated in Fig. 1(b).
Specifically, PIP [44] introduces an additional task-irrelevant probe and distin-
guishes adversarial from benign samples using the resulting attention-pattern
signatures. MirrorCheck [12] depends on an additional generative loop for aux-
iliary detection. Although effective in offline settings, these pipelines incur sub-
stantial latency overheads and require redundant inference passes, precluding
their integration into real-time streaming deployments. Concurrently, while re-
cent streaming safeguards [9, 20, 24] have been optimized for latency, they are
primarily tailored to detecting jailbreaks or semantic violations [47], leaving the
critical vulnerability of visual adversarial perturbations unaddressed.

Towards this end, we propose PTI, a prefill-time intervention that probes an
LVLM’s internal states to detect adversarial images, as illustrated in Fig. 1(c).
PTI is guided by a probabilistic view of adversarial behavior under the benign
data distribution, where we decompose the joint probability of the input-output
pair to capture two complementary adversarial signals across modalities: visual
anomalies in the spatial features and semantic inconsistencies in the evolving
representations. Accordingly, PTI operationalizes this framework through two
lightweight modules trained only on benign data: a masked reconstruction mod-
ule in the vision tower to assess spatial integrity, and a dynamic modeling module
in the language backbone to quantify layer-wise trajectory inconsistencies. A de-
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cision gate then aggregates these dual signals to trigger an immediate refusal of
adversarial inputs before any response token is generated.

Through comprehensive evaluations across diverse threat models, including
L,-bounded, unrestricted, and patch-based perturbations, we demonstrate that
PTT achieves state-of-the-art detection capabilities with an average AUC of 0.98.
Furthermore, it exhibits remarkable robustness against environmental variations
and delivers at least a 10x improvement in inference efficiency compared to the
existing PIP [44] and MirrorCheck [12].

Our main contributions can be summarized as follows:

(i) We propose PTI, a novel framework that probes the internal states of LVLMs
to detect adversarial images during the prefill stage, enabling real-time secure
deployment.

(ii) Under a probabilistic view of benign data, we detect visual anomalies and
semantic inconsistencies by integrating lightweight masked reconstruction
and dynamic modeling modules.

(iii) Extensive evaluations across diverse threat models demonstrate that PTI
achieves state-of-the-art detection capabilities and robust generalization with
minimal inference overhead.

2 Related work

Adversarial Attacks. Adversarial attacks craft carefully constrained pertur-
bations to mislead model behavior toward specific objectives. Conventional ad-
versarial attacks typically manipulate the model’s predicted labels [7,32, 46] or
learned embeddings [19, 30, 43]. Recent studies have demonstrated that Large
Vision-Language Models (LVLMs) are also vulnerable to adversarial attacks [38,
45]. AttackVLM [45] shows that conventional PGD [32] can be directly employed
to compromise these models in white-box settings. For more challenging black-
box settings, attacks are often optimized against surrogate models to achieve
transferability. Building on this, AnyAttack [42] leverages large-scale pretrain-
ing to improve cross-model generalization, while M-Attack [26] and FOA [21] en-
hance transferability by incorporating data augmentations such as random crop-
ping. Beyond the conventional fixed pixel-budget constraint, AdvDifftVLM [17]
further introduces diffusion models to generate unrestricted adversarial exam-
ples. In addition to these imperceptible perturbations, patch-based attacks [6,
28,29] place a localized pattern on the input. Despite being visually conspicuous,
they are more robust and applicable to real-world scenarios.

Adversarial Detection. Serving as a proactive line of defense, adversarial
detection aims to flag inputs that exhibit adversarial characteristics, thereby
safeguarding the target model from manipulation. The majority of existing
detection methods are tailored for Convolutional Neural Networks (CNNs) or
Vision-Language Pre-trained Models (VLPs) [11,13, 18,25, 31]. Feature squeez-
ing [39] flags adversarial inputs by comparing model predictions on the original
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input versus simple “squeezed” variants. For VLP encoders, Vu et al. leverage
persistent-homology-based topological signatures of embedding alignments for
adversarial detection [35]. Complementarily, the model-agnostic detector Per-
turbation Forgery [36] synthesizes pseudo-adversarial perturbation patterns to
train detectors. However, these detectors struggle to generalize to LVLMs, where
the model architecture, threat models, and deployment requirements differ fun-
damentally from previous paradigms.

To date, existing LVLM-oriented detectors rely on post-generation analysis or
heavy auxiliary models. The pioneering work PIP [44] extracts attention signa-
tures triggered by a task-irrelevant probe question, using a lightweight classifier
to distinguish adversarial inputs. MirrorCheck [12] performs a self-consistency
check by comparing the input with a mirror image synthesized from its generated
caption, flagging samples with low feature-space agreement.

Streaming-safe Defenses. In streaming LVLM deployment, harmful tokens
may be emitted before moderation. Accordingly, existing defenses typically pre-
screen the multimodal context [9,20] or attach lightweight in-pipeline hidden-
state probes to monitor partial generations and trigger refusal or early stop-
ping [24]. However, these defenses primarily target jailbreak-driven semantic
violations [47], leaving a critical gap in adversarial detection.

Differences with Previous Works. PTI distinguishes itself in both streaming-
compatibility and its robustness against diverse threat models. Specifically, PTI
enables detection during the prefill stage, whereas MirrorCheck [12] requires
full-sequence generation and PIP [44] necessitates auxiliary model calls. Further-
more, PTI provides a unified defense against conventional [32], unrestricted [17],
and patch-based [6] attacks, marking a significant advancement over existing
strategies that are largely optimized for conventional threats.

3 Formulation

3.1 Threat Model

Attacker’s Objectives. An adversary modifies a source image Xg.. into an
adversarial example X,q, such that the transformer-based LVLM M responds
as if the input were a target image Xo. We absorb the text prompt into M(-),
and let ysre = M(Xarc); Yadv = M (Xadv), and Yigr = M (X4g) denote the outputs
with a fixed text prompt. We define the attack objective as:

Yadv & Ytgt  S-b. Xgre = Xadv, Ysrc 56 Ytgt- (1)

Here = (resp. %) denotes (non-)proximity in the corresponding space, i.e., vi-
sual similarity for inputs and semantic equivalence for outputs. Note that the
definition of proximity varies across attacks.
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Fig. 2: PTI Framework. PTI secures the prefill stage via anomaly and inconsistency
estimation. The anomaly score is calculated via token-wise masked reconstruction in the
vision tower. The inconsistency score is derived by modeling the layer-wise trajectories
of hidden states for salient tokens. A decision gate aggregates these scores to either
trigger an immediate refusal or allow normal generation.

Defender’s Objectives. The defender aims to detect whether an input image x
induces adversarial behavior in M, with low inference overhead to support early
intervention in streaming generation. The defender has white-box access to M
but assumes an unknown attack algorithm. Only benign samples are available
for training.

3.2 Probabilistic Detection Framework

Given the output y = M(x), let D represent the underlying benign data distri-
bution that does not induce adversarial behavior on M. We identify adversarial
samples by evaluating the joint negative log-likelihood (NLL) of the input-output
pair. To expose the footprints of adversarial manipulations across modalities, we
decompose the joint NLL into the marginal NLL in the visual space and the
conditional NLL in the semantic space:

—logpp(x,y) = —logpp(x) + —logpp(y|[x) . (2)

visual anomaly semantic inconsistency

These components capture two complementary adversarial signals: visual anomaly
and semantic inconsistency. To operationalize this probabilistic framework, we
introduce two tractable surrogate functions: (i) Sanom(X, M), which identifies
visual anomalies by evaluating disruptions to the spatial integrity of the visual
input, and (ii) Sipc(x, M), which detects semantic inconsistencies in the genera-
tion process induced by the adversarial manipulation. Accordingly, we formulate
the detection score as:

S(X, M) = Sanoxn(xv M) + ASine (X, M)v (3)
where A > 0 is the balancing ratio. The detector is threshold-based:
11S(x, M) > 7] € {0.1}, (4)
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where 7 is the detection threshold and I[-] denotes the indicator function.

4 Proposed Method

We propose PTI (Prefill-Time Intervention) against adversarial attacks. As il-
lustrated in Fig. 2, PTT augments the LVLM with two lightweight modules that
implement the score surrogates Sanom and Siye in Eq. (3), respectively. The fol-
lowing two sections describe these two components in turn.

4.1 Anomaly Assessment via Masked Reconstruction

The vision tower within the LVLM M consists of a stack of transformer layers.
Given an input x, we focus on a specific layer [ that produces a sequence of token
representations V = (v1,...,vy) € RV*% where N is the sequence length. We
assign token-wise anomaly scores a; for each of the hidden representations v;.
The overall anomaly score is then derived by aggregating these token-level scores:

1 N
Sanom(x) = N Z ;. (5)
=1

The token-wise score a; is obtained through masked reconstruction modeling.
Let B = (By, -+, Bx) € {0,1}" be a binary mask with a masking ratio 7. The
masked tokens are replaced by a learnable mask embedding m and fed into a
lightweight reconstruction head ¢ : RV*dv — RNV xdv.

V=1-B)oV+Bom, (u, - ,py)=0V), (6)

where © denotes the element-wise product, p,; denotes the predicted reconstruc-
tion of the original token v;, and 1 represents an all-ones vector. The reconstruc-
tion head ¢ is parameterized as a shallow neural network. Token-wise anomaly
score is defined as the conditional expected reconstruction error:

where 7, denotes a random masking strategy that uniformly drops exactly a
fraction 7 of the tokens. In practice, Eq. (7) is approximated using a few steps
of sampling. We train ¢ and m on clean samples by minimizing the expected
reconstruction error:

N

BT B v - uiuil . ®

min EXND, B~m,
ém =1
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4.2 Inconsistency Assessment via Dynamic Modeling

Though the output y is inaccessible during prefilling, hidden states inside M
contain rich cues about the output beforehand [5,22]. As the i-th token prop-
agates through the L transformer layers of the language model backbone, it
yields a sequence of layer-wise hidden states H; = (hgl)7 .. ,hl(-L)) € RExdi,
These states encode progressively refined semantic representations. We assign
an inconsistency score c¢; for each H;. For efficiency, we only evaluate inconsis-
tency on a subset of salient tokens selected by the anomaly scores in Eq. (7).
Specifically, let Z, be the index set of the top-p tokens with the largest anomaly
scores in {a;}¥ |, and we additionally include the summary token (e.g., </img>).
The overall inconsistency score is computed as:

Sinc(x) = |Ilp| > e (9)

i€z,

The inconsistency score ¢; for sequence H; is derived by modeling the layer-
wise dynamics. For clarity, we discuss a single token trajectory and omit the
subscript ¢. Raw hidden states across layers are not directly comparable due
to layer-dependent geometry. We therefore learn a shared semantic projector v
with normalization:

2z = (b)) e R%, |29 = 1. (10)

This yields a layer-wise trajectory Z = (z(l), ceey Z(L)) on the unit sphere. We
model benign semantics as a short-horizon sequence with a lightweight recurrent
head ¢ that predicts the next-layer’s normalized direction z(¥):

(29,50 = (s, [20;e)), (11)

where s() is the hidden state vector in ¢, and e is a learned layer embedding.
We define the inconsistency score c¢; as the average cosine distance between
predicted 2 and z(+1):

L-1
1
Cc; = m Z (1 — i(Z)Tz(ZJrl)). (12)
=1

We train ¢ and ¢ on clean samples to model benign dynamics. To prevent
model collapse, we warm up projector ¥ by aligning intermediate-layer projec-
tions to the final-layer projection using self-distillation with in-batch contrast:

L—1 L-1 T (L)
min Z (1 _ Z(e)TSg(Z(L))) ~ B Z log exp(z sg(z )(L?) (1)
v —1 >jes eXp(z(Z)ng(zj )/0’)

where 3 balances the contrastive loss, sg(-) stops gradients, B denotes token
instances in the batch (serving as negatives), and o is the temperature. Given
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the stabilized v, we train all components by minimizing the expected cosine
distance:

) 1
w’gal(lll:L)Ex,\,D N Z cil - (14)
1<i<N

5 Experiments

5.1 Experimental Setup

Adversarial Attacks. We evaluate our method against five representative at-
tacks spanning diverse threat models. To assess effectiveness against L,-bounded
perturbations, we employ traditional PGD [32] and C&W [7] attacks following
the setup in PIP [44], alongside M-Attack [26], a transfer-based attack evaluated
under a black-box setting. For patch-based threats, we include PandoraBox [28§],
an attack specifically targeting LVLMs. Finally, to account for unrestricted per-
turbations, we utilize AdvDiff VLM [17], a diffusion-based approach that gener-
ates imperceptible adversarial variations.

Defense Baselines. We compare our proposed method against three repre-
sentative defense baselines that are applicable to LVLM-oriented adversarial de-
tection: (1) PIP [44], the pioneering work on adversarial detection specifically
tailored for LVLMs; (2) MirrorCheck [12], a detection framework based on the
cross-modal consistency between visual and textual representation spaces; and
(3) Perturbation Forgery (PF) [36], a model-agnostic detector via capturing the
noise patterns. Furthermore, we note that a distinct line of works focus on jail-
break and toxicity detection [24,40] and are excluded from our baselines for a
fundamentally different threat model.

Victim Models and Datasets. We evaluate our approach against several
representative open-source Large Vision-Language Models (LVLMs), specifically
Qwen2.5-VL-3B [4], LLaVA-OneVision-7B [23], InternVL2.5-8B [8], and Gemma-
4-E4B-IT [16]. To construct our training set, we utilize the MS-COCO 2017 [27]
training split, consisting of 118,287 samples, following the setup in PIP [44]. Our
test set is composed of the COCO validation split, which contains 5,000 samples.
Furthermore, we employ the ImageNet [34] validation set for out-of-distribution
(OOD) evaluation.

Implementation Details. All experiments are conducted on ten NVIDIA RTX
3090 GPUs. The reconstruction head ¢(-) is implemented as a lightweight CNN
operating over the reshaped 2D token grid on layer [ = 3, with the masking ratio
set to v = 0.4. The semantic projector 1 (-) is parameterized as a two-layer MLP
with LayerNorm. For inconsistency estimation, we compute trajectories for a
salient subset comprising the top 5% (p = 0.05) of tokens, caching only their
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states to maintain memory efficiency. The dynamics predictor ¢(-) is instantiated
as a Gated Recurrent Unit (GRU). During the self-distillation warm-up phase
for ¢(-), we apply a contrastive weight of 5 = 1.0 and a temperature of o = 0.2.
Before fusion, we z-score normalize Sanom and Sipe using mean/std computed per
victim model on a held-out benign calibration split from COCO train (disjoint
from all test sets), and then fix A = 1. To ensure a fair comparison, we tuned the
hyperparameters of all baseline methods and report their best achievable results.
To guarantee attack efficacy, the perturbation budget for L,-constrained attacks
is set to 16/255. For threshold-dependent metrics (e.g. TPRQ5%FPR), we sweep
7 to obtain the ROC curve and report the corresponding operating points. We
evaluate only on successfully generated adversarial examples. Since AdvDiff VLM
has a very low success rate under the original generation protocol, we keep its
unrestricted latent-space optimization formulation but use black-box supervi-
sion to improve sample collection efficiency. For M-Attack, we observe that its
generated images often retain substantial benign visual signals; therefore, we
additionally use the target LVLM’s vision tower to guide generation while keep-
ing the language backbone inaccessible. This helps remove ambiguous samples
whose outputs fall between benign behavior and successful adversarial behavior.

5.2 Evaluation Framework

Test Set Composition. By default, we adopt the targeted setting described
in Sec. 3.1. We consider only successful attacks as positive samples. Following
prior works [21,26], an attack is considered successful if it induces at least one
target entity, in either the target text or the target image, that was not present
before the attack. For test samples, we consider three categories: (1) In-domain
data: samples share the same domain with the training data, for which we use
the COCO validation split; (2) Out-of-distribution (OOD) data: samples from
a domain different from the training data, for which we adopt ImageNet; and
(3) Stress test data: benign samples corrupted with random synthetic noise to
mimic the visual characteristics of adversarial examples, for which we apply
Gaussian and uniform perturbations. Note that unlike true adversarial examples,
these are benign perturbations not optimized to trigger adversarial behaviors.
By default, we maintain a balanced 1:1 ratio between positive (adversarial) and
negative (benign) samples. Thus, defenses are comprehensively evaluated from
three perspectives: different victim models, different attacks and different benign
counterparts.

Evaluation Metrics. To comprehensively assess the effectiveness of our pro-
posed intervention, we report: (1) AUC (Area Under the ROC Curve), which
measures the overall detection capability independent of threshold selection.
(2) TPR@5%FPR, which evaluates detection rate under strict false-alarm con-
straints, prioritized for in-domain evaluations. (3) FPR@Q95%TPR, which quan-
tifies false alarms under high-security requirements, reported in OOD and stress
tests to measure robustness against over-flagging.
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Table 1: In-domain Detection Results. Four detectors are evaluated across four
LVLMs under five attacks. AUCT, TPR@51 (short for TPR(%) at 5% FPR), and the
inference time cost overhead| per sample are reported in this setting.

| PIP [44] |MirrorCheck [12]| PF [36] | PTI (ours)
Model Attack
| AUC TPR@5|AUC TPR@5 |AUC TPR@5| AUC TPR@5
PGD [32] 0.959 86.38 |0.946 56.42 0.885 62.61 [0.996 99.14
Qwen2.5-  C&W [7] 0.898 50.72 [0.918  67.86 |0.869 57.96 |0.958 85.44
VL-3B [4 PandoraBox [28] [0.761 23.11 |0.808 30.80 0.933 64.77 |0.979 88.52
: [4] M-Attack [26] 0.573 6.92 0.949 83.22 0.887 60.77 [0.995 98.73
AdvDiffVLM [17]|0.703 29.15 |0.912 63.85 0.858 47.49 |0.966 84.66
PGD [32] 0.957 67.04 |0.951 82.63 0.896 64.14 |0.998 99.64
LLaVA- C&W [7] 0.891 57.15 [0.931 76.73 0.861 54.78 [0.989 94.16
OneVision- PandoraBox [28] |0.702 14.94 [0.776 31.34 0.905 59.11 |0.963 86.46
7B [23] M-Attack [26] 0.615 9.85 0.958 86.20 0.882 60.39 [0.997 99.23
AdvDiffVLM [17]]0.648 12.49 |0.924 66.52 0.839 49.46 |0.979 88.72
PGD [32] 0.931 51.75 [0.940 71.98 0.875 60.09 |0.994 98.22
InternVL C&W [7] 0.859 39.01 [0.912 44.20 0.845 53.12 [0.955 84.43
2.5-8B [8] PandoraBox [28] |0.661 8.40 0.741 27.28 0.887 57.84 |0.971 83.81
: M-Attack [26] 0.548 3.11 0.941 80.41 0.899 61.14 |0.992 97.68
AdvDiffVLM [17]]0.571 5.65 0.897 58.90 0.858 48.36 |[0.962 82.91
PGD [32] 0.952 81.45 [0.948 79.65 0.884 59.43 |0.995 98.37
Gemma-4- C&W [7] 0.899 59.80 [0.918 65.74 0.853 51.28 [0.990 98.30
E4B-IT [16] PandoraBox [28] [0.760 24.56 |0.797 30.67 0.909 62.87 [0.963 82.64
M-Attack [26] 0.654 10.10 |0.939 75.82 0.893 60.72 |0.980 96.72
AdvDiffVLM [17]]0.697 22.35 |0.903 60.45 0.850 48.96 [0.977 90.35
Average ‘ 0.762 33.65 ‘ 0.900 62.03 ‘ 0.878 57.26 ‘ 0.980 91.91
Time Overhead (s/sample) | 1.6217 | 1.1809 | 0.0483 | 0.0931

5.3 Comparison with Existing Detectors

Effectiveness Evaluation. Table 1 summarizes the in-domain detection per-
formance. Overall, our PTI demonstrates the highest reliability across all four
LVLMs and five attacks, consistently achieving the best AUC and TPRQ5%FPR.
Moreover, its inference time overhead is over 10x lower than that incurred by
PIP [44] and MirrorCheck [12].

Each baseline exhibits attack-dependent failure modes rooted in the architec-
tural assumptions of their defense mechanisms. PIP [44] relies on the empirical
observation that attention patterns elicited by simple probe questions are key to
distinguishing adversarial images from benign ones. However, this assumption is
predominantly effective against standard white-box attacks, such as PGD [32]
and C&W [7]. When evaluated against black-box threats like M-Attack [26] and
AdvDiffVLM [17], PIP exhibits a near-complete loss of discriminative power.
Furthermore, extracting dense attention maps in modern LVLMs requires dis-
abling hardware-aware optimizations [10], thus suffering from substantial tem-
poral and spatial overhead. Our PTI does not suffer from this limitation.

The post-generation defense MirrorCheck [12] operates on the intuitive premise
that the generated text and the input image will exhibit semantic inconsistency
when evaluated by an uncompromised judge. It yields relatively uniform detec-
tion performance across various attacks. However, it suffers from critical limi-
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Table 2: Out-of-distribution Detection Results. Four detectors are evaluated
under five attacks. AUCT and FPR@95] (short for FPR(%) at 95% TPR) are reported
when available.

| PIP [44] | MirrorCheck [12]| PF [36] | PTI (ours)
Model Attack
|AUC FPR@95| AUC FPR@95 | AUC FPR@95| AUC FPRQ@95
PGD [32] 0.965 15.88 |0.942 28.16 ]0.749 75.66 |0.971 9.01
Qwen2.5- C&W [7] 0.925 33.75 |0.947 27.19 0.692 82.53 0.941 28.57
VL-3B [4] PandoraBox [28] [0.777 71.47 |0.925 30.92 |0.793 68.78 |0.952 23.91

M-Attack [26] 0.663 80.23 |0.858 55.16 |0.709 80.69 |0.893 31.39
AdvDiffVLM [17]|0.703 72.84 |0.873 49.90 |0.683 83.44 |0.875 35.67

PGD [32] 0.958 17.45 |0.930 37.45 |0.689 77.12 |0.990 8.12

Gemma-4- C&W [7] 0.926 32.06 |0.938 29.96 |0.730 81.54 |0.987 19.37
E4B-IT [16] PandoraBox [28] |0.772 72.83 |0.922 29.85 |0.773 71.29 |0.929 23.29
M-Attack [26] 0.744 75.36 |0.872 52.65 0.740 75.48 [0.917 32.02
AdvDiffVLM [17]|0.697 71.93 |0.878 43.12  |0.712 80.34 |0.960 26.58

Average |0.813 54.38 |0.908 38.44 |0.727 77.69 |0.941 23.79

Table 3: Stress Test Results. Four detectors are evaluated under five attacks. AUCYT
and FPR@95 (short for FPR(%) at 95% TPR) are reported when available.

| PIP [44] | MirrorCheck [12] | PF [36] | PTI (ours)
Model Attack
| AUC FPR@95|AUC FPR@95 |AUC FPR@95| AUC FPR@95
PGD [32] 0.962 21.96 |0.951 46.70 0.825 78.12 [0.969 14.55
Qwen2.5.  C&W[7] 0.915 55.68 |0.926 21.08 [0.799 69.40 |0.943 23.26
VL-3B [4] PandoraBox [28] |0.791 83.57 [0.825 52.93 0.793 88.10 |0.961 9.88

M-Attack [26] 0.563 98.41 |0.901 43.77 0.727 84.96 |0.978 23.94
AdvDiffVLM [17]]|0.703 71.34 |0.921 28.45 0.778 75.63 |0.945 27.19

PGD [32] 0.945 27.24 |0.942 50.98 [0.781 80.42 |0.970 16.43

Cemma-d. C&W [7] 0.932 52.16 [0.938 22.00 |0.820 72.68 |0.943 24.92
EAB-IT [16] DandoraBox [28] 10.802  84.84 10.820 5481 |0.761 89.76 |0.960 10.16
M-Attack [26] ~ |0.628 98.54 [0.920  42.64 |0.772 82.44 |0.964 27.33
AdvDiffVLM [17]]0.697 72.30 [0.876  29.40 |0.795 78.90 |0.950 27.85

Average [0.794 66.60 |0.902 39.28 |0.785 80.04 |0.958 20.55

tations. First, it measures inconsistency using a single-embedding similarity, a
coarse-grained approach that lacks the expressive capacity to capture the com-
plex, multi-object scenes in our COCO evaluation [1,41]. Second, highly trans-
ferable attacks can deceive its auxiliary vision encoders (e.g., CLIP), artificially
inflating similarity scores to bypass the defense entirely.

The model-agnostic Perturbation Forgery (PF) [36] directly models the ad-
versarial distribution, which is effective for in-domain test data. This conceptu-
ally parallels our PTI’s anomaly estimator; however, PF operates in the pixel
space, whereas our detection is performed in the feature space.

Robustness Evaluation. To further examine whether the detectors identify
the intrinsic adversarial behavior instead of degenerating into simple out-of-
distribution (OOD) detectors or merely overfitting to specific noise patterns, we
evaluate their performance under two rigorous scenarios, as shown in Tables 2
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Table 4: Ablation Results. Results are averaged over five attacks with three different
settings. The victim model is Qwen2.5-VL-3B [4].

X ‘ In-domain ‘ Out-of-distribution ‘ Stress Test
Setting
| AUCT TPR@51|AUCT FPR@95| | AUCT FPR@95|
Sanom 0.971 87.64 0.918 30.12 0.912 30.34
Sinc w/0 warm-up 0.914 65.83 0.891 33.21 0.889 26.96
Sinc 0.924 70.19 0.911 29.08 0.920 22.14
Sinc + Sanom (PTI) | 0.979 91.30 0.936 25.18 0.939 20.62

and 3. As illustrated, PIP [44], MirrorCheck [12], and our PTTI exhibit stabil-
ity, maintaining detection performance comparable to their in-domain results
across both settings. Notably, PTI consistently achieves the superior AUC and
the lowest FPRQ95%TPR in nearly all cases. This resilience stems from the fact
that these methods operate on high-level semantic or internal states rather than
explicitly modeling the input pixel space. In contrast, PF [36] suffers from severe
performance degradation, indicating that it fails to capture the intrinsic adver-
sarial mechanism and instead relies on superficial artifacts that fail to generalize
under distributional shifts.

5.4 Ablation and Analysis

Key Components Ablation. Table 4 details the effects of our proposed mod-
ules. Relying solely on the representation anomaly score Sanom establishes a
strong baseline, confirming that adversarial artifacts are highly detectable in the
feature space. Integrating the trajectory inconsistency score Sy, further elevates
the detection performance, demonstrating that visual anomalies and semantic
inconsistencies provide complementary detection signals. Additionally, the self-
distillation warm-up for S, effectively boosts performance.

Under out-of-distribution (OOD) and stress test scenarios, the performance
of Sanom notably declines. This stems from the fact that the anomaly estimator
intrinsically models the inter-patch relationships within benign domains. Con-
sequently, certain corner cases can disrupt these dependencies, misleading the
estimator into misclassifying them as adversarial samples. In contrast, Sj,. main-
tains stability under these shifts, as it measures the internal semantic divergence
of the generation trajectory rather than matching absolute feature distributions.
Overall, PTI combines the complementary strengths of Sanom and Sjyc, achieving
strong in-distribution effectiveness while remaining robust.

Impact of Layer Choice. Fig. 3 illustrates the detection performance of the
anomaly estimator utilizing various layers, evaluated across five attacks and three
models. The results indicate that shallow layers (roughly layers 1 to 8) consis-
tently yield strong detection performance. This demonstrates our method’s ro-
bustness to layer variations within shallow blocks. Conversely, in deeper layers,
the detection stability deteriorates and diverges depending on the attack mech-
anism. Specifically, while it retains high distinguishability against PGD [32] and
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—— PGD —— C&W —— PandoraBox —=— M-Attack —_— AdvDiftVLM‘

0 10 20 30 0 10 20 0 10 20
Layer Layer Layer
(a) Qwen2.5-VL-3B (b) LLaVA-OneVision-7B (c) InternVL2.5-8B

Fig. 3: Impact of Layer Choice. The best detection accuracy of Sanom is reported for
better visualization. Shallow layers consistently demonstrate high discriminative power.
In contrast, deeper layers exhibit unstable performance that varies across attacks.
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Fig.4: Visualizations. (a) Gradient-based heatmaps of the anomaly score Sanom
w.r.t. the input. (b) Violin plots of the inconsistency score Sinc over the three sample
types. These visualizations illustrate the effectiveness and robustness of our PTI.

C&W [7], the efficacy against PandoraBox [28] and AdvDiffVLM [17] decreases,
and the detection of M-Attack [26] entirely collapses to random chance.

This reveals the distinct underlying mechanisms of these attacks. While PGD
and C&W explicitly attempt to “output hijack” across the entire pipeline, M-
Attack functions more akin to “vision forgery” on localized sub-modules. In other
words, once the M-Attack sample passes through the vision tower, it becomes
distributionally indistinguishable from benign samples from the reconstructor’s
perspective. PandoraBox and AdvDiff VLM, meanwhile, exhibit characteristics
that bridge these two extremes.

This mechanistic difference also explains the poor performance of PIP [44]
against M-Attack, as shown in Table 1. PIP operates exclusively within the
language backbone and is thus blind to such early-stage “vision forgery”.

Visualizations. Fig. 4(a) visualizes the corresponding anomaly heatmaps for
various types of samples, including clean images, stress-test samples perturbed
with Uniform and Gaussian noise, and adversarial examples. Notably, while sam-
ples with Uniform and Gaussian noise visually resemble PGD [32] examples in
the pixel space (exhibiting high-frequency artifacts), their anomaly heatmaps
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Fig. 5: Hyperparameter Sensitivity. We report the average AUC over five attacks
under different hyperparameter settings. The victim model is Qwen2.5-VL-3B [4].

Table 5: PTI with Adversarial Su- Table 6: Adaptive Attack. ASR(%) de-

pervision. We report AUC on Qwen2.5- notes attack success rate. Evading and

VL-3B [4]. Framing attacks use PGD [32] and benign
samples as baseline, respectively.

Attack | PF [36] PTI (adv-sup.)

PGD [32] 0.885 0.999 Setting | _ Evading | Framing
C&W [7] 0.869 0.998 | AUC ASR(%) | FPR(%)
PandoraBox [28] | 0.933 0.999

M-Attack [26] 0.887 0.998 Before 0.971 64.43 0.0
AdvDiffVLM [17] | 0.858 0.996 After 0.952 5.17 3.4

display fundamentally different characteristics: those for Uniform /Gaussian noise
show only minor deviations and largely match the clean ones, whereas PGD ex-
hibits substantial, localized anomalous regions. Furthermore, for AdvDifft VLM [17],
an unrestricted attack without obvious high-frequency artifacts, our method still
effectively highlights the anomalies. This demonstrates that our PTI design does
not naively rely on pixel-level discrepancies; rather, it detects anomalies by lever-
aging the inherent visual processing mechanism of the LVLM.

Moreover, Fig. 4(b) illustrates the internal inconsistency distributions of
salient tokens within the language backbone. It is evident that the distribu-
tions of clean and adversarial samples are highly separable. Conversely, non-
adversarial perturbations (e.g., Gaussian noise) exhibit distributions almost iden-
tical to those of the clean samples. Together, these visualizations firmly corrob-
orate the effectiveness and robustness of our PTI.

Hyperparameter Sensitivity. Fig. 5 investigates PTIT’s sensitivity to key hy-
perparameters. PTI remains stable across a wide range of values, indicating
robust performance and low sensitivity to hyperparameter choices.

PTI with Adversarial Supervision. When adversarial examples are available
during training, we leverage them as auxiliary supervision. We apply a hinge-
style ranking loss to explicitly penalize the model when adversarial inputs receive
lower detection scores than their benign counterparts. As shown in Table 5, this
supervision substantially strengthens the detection capability of PTT.
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5.5 Adaptive Attacks

Assuming a white-box adversary with access to the victim LVLM, who trains
their own PTI detector as a surrogate, we conduct two adaptive attacks as
summarized in Table 6.

Evading PTI. The adversary attempts to evade detection by directly minimiz-
ing the detection score. However, minimizing PTI’s spatial and temporal con-
straints inherently suppresses the adversarial perturbation effectiveness, causing
the input to collapse back into a completely benign state, as evidenced by the
ASR dropping to 5.17%. This implies that minimizing the detection score to
evade detection significantly reduces the effectiveness of the attack, while only
yielding a marginal decrease in detection performance.

Framing PTI. The adversary aims to trigger false alarms by crafting benign
inputs that are misclassified as adversarial. Specifically, they optimize clean im-
ages to maximize the detection score of a surrogate PTI detector. Nevertheless,
this framing strategy fails with an FPR of only 3.4%. In other words, samples
that strongly activate the surrogate detector do not consistently raise the alarm
of the true PTT deployed with the victim LVLM, preventing the adversary from
reliably inducing false positives.

6 Conclusion

We presented PTI (Prefill-Time Intervention), a lightweight defense that detects
adversarial images before any response token is generated by probing internal
states of the victim LVLM. PTI integrates two complementary modules with
benign-only supervision: (i) an anomaly estimator based on token-wise masked
reconstruction errors, and (ii) an inconsistency estimator that models layer-wise
trajectories to capture internal inconsistency. Extensive evaluations under vari-
ous threat models show that PTI achieves state-of-the-art detection performance
with strong robustness, while incurring minimal inference overhead. Overall, PTI
offers a practical path toward real-time, streaming-compatible adversarial detec-
tion for secure LVLM deployments.
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