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Abstract. Vision—Language Models (VLMs) are increasingly deployed
in real-world applications. To ensure efficient inference, these deploy-
ments typically rely on specialized system kernels (e.g., CUDA or cuDNN)
for acceleration. However, existing system-level research on VLMs has fo-
cused primarily on improving kernel efficiency and performance, while
largely overlooking their potential impact on model security and ro-
bustness. In particular, the security implications of inconsistencies be-
tween training and inference kernels remain underexplored. To address
this gap, we present the first systematic study revealing a new class
of vulnerabilities: system-level backdoor attacks that exploit floating-
point inconsistencies across training and inference kernels. We introduce
VLMSysTrojan, a red-teaming framework that constructs models behav-
ing benignly under standard training kernels but exhibiting backdoored
behavior when executed on specific target inference kernels. Specifically,
VLMSysTrojan produces models whose backdoor triggers remain inactive
under standard kernels and successfully evade three state-of-the-art back-
door detection methods. Yet, when deployed on a target kernel, kernel-
specific floating-point behavior activates the backdoor. Empirically, the
compromised models achieve a 99% attack success rate on triggered in-
puts while maintaining normal accuracy on clean inputs. Moreover, the
attack generalizes across multiple kernel configurations, exposing a previ-
ously unrecognized risk in VLM deployment and highlighting the urgent
need for kernel-aware robustness analysis techniques.

Keywords: Backdoor Attacks - System Kernels

1 Introduction

Large vision-language models (VLMs) have recently achieved state-of-the-art
performance across a broad spectrum of multimodal tasks |1}/39,|40L49}/61,(97].
This remarkable progress is primarily attributed to their large-scale architectures
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comprising billions of parameters. However, the massive size of these models de-
mands substantial computational resources, which poses significant challenges
for achieving efficient and practical inference on resource-constrained edge de-
vices [15}/68L90].

Vision-Language Models (VLMSs) are typically trained on powerful comput-
ing clusters equipped with high-end GPUs and corresponding kernel software
stacks, such as CUDA-based kernels. After training, these well-trained models
are deployed across diverse hardware platforms to support a wide range of mul-
timodal tasks. For example, on-device VLMs enable applications such as intel-
ligent photo captioning and AR-based visual assistance. However, the hardware
environments used for training and inference often differ. Due to variations in
hardware architectures and instruction sets, deploying a VLM on a target infer-
ence device requires adapting the model to a different kernel software stack. To
enable efficient deployment across heterogeneous platforms, a series of system-
level optimization techniques—such as model compilation, kernel specialization,
and online scheduling—have been developed [9,/57]. These techniques improve
execution efficiency at the system level without modifying model parameters,
thereby preserving model fidelity [2,[19/35]. In contrast to algorithm-level ap-
proaches such as pruning or quantization—which may introduce accuracy degra-
dation |25}29}|38]—system-level optimizations aim to achieve higher runtime ef-
ficiency while maintaining model performance [18)/63,/96]. For example, a VLM
may be trained using CUDA-based kernels optimized for large-batch gradient
computation. At inference time, however, the same model can be executed with
TensorRT-optimized kernels specialized for low-latency prediction [9,/20].

Given the importance of system-level optimization for deploying VLMs on
different hardware devices, numerous kernel optimization methods have been
proposed [62}(73//95]. For example, PyTorch recently introduced torch.compile,
which automatically compiles and optimizes model kernels to accelerate inference
across diverse hardware backends [4]. Unfortunately, existing work [32}/36}/64]
primarily focuses on the performance of these system-level optimizations while
largely overlooking the potential security risks they may introduce. In parallel,
recent studies [44}}45,/85] have demonstrated that VLMs can be compromised
via backdoor attacks that manipulate visual or textual inputs to elicit targeted
malicious outputs. However, the interaction between system-level optimization
and model-level backdoors remains underexplored. In this paper, we bridge this
gap and raise the following research question:

Can system-level kernel optimizations inadvertently introduce more
stealthy security vulnerabilities in VLMs, converting a benign model into
a backdoored one?

This question is critical because system-level backdoors would make attacks
substantially more stealthy. Model hosting platforms—such as Model Zoo or
Hugging Face—typically validate and serve models in cloud environments using
their own standardized kernel stacks [8}16L[33,58]. Under these cloud kernels, an
attacked model may behave entirely normally, even when presented with trigger
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inputs. As a result, the platform is unlikely to detect any abnormal behavior dur-
ing model validation. Moreover, such attacks can evade conventional model-level
defenses that focus on inspecting model weights or training data [8}/21}|50,/77],
since the backdoor is not embedded in the model parameters themselves but
instead manifests only under specific kernel runtime. The malicious behavior
would be activated only after the model is deployed on a target device with a
particular inference kernel. Consequently, these deployment-time vulnerabilities
could remain undetected throughout the model distribution pipeline and persist
across real-world service stacks, being triggered only under specific runtime ker-
nel configurations. This significantly complicates both detection and mitigation.

To answer this question, we pro-
pose VLMSysTrojan, the first system-
aware backdoor attack against VLMs.
VLMSysTrojan increases stealth by ex-
ploiting deployment-time kernel optimiza-
tions. The core intuition is that differ-
ent kernel optimizations reorder floating-
point operations to accelerate execu-
tion [9, |55l [60]. Because floating-point
arithmetic is finite-precision and non- Fig.1: Comparison of VLMSysTrojan
associative, such reorderings can produce against existing work
small numerical deviations that may accu-
mulate into exploitable behaviors at run-
time [67]. Under our threat model, the attacker crafts a model that behaves
normally on both clean and triggered inputs before deployment, but exhibits
malicious (backdoored) behavior after deployment with the specific kernel sys-
tem. In other words, the backdoor is dormant on the training platform and only
activates once the model is transformed by system-level optimizations (e.g., tar-
get kernel) on the target deployment platform.

We evaluate VLMSysTrojan on three state-of-the-art VLMs across two widely
used datasets, comparing its performance against three baseline methods. Our
results show that VLMSysTrojan consistently achieves higher stealthiness and at-
tack effectiveness. VLMSysTrojan achieves a near-perfect Stealthiness Retention
Rate (SRR) of around 99.8% on triggered inputs pre-deployment, rendering the
VLM benign before deployment, whereas baseline methods achieve an SRR be-
low 5%. Upon deployment, VLMSysTrojan attains an around 99% Attack Success
Rate (ASR) on triggered inputs, while preserving the models’ utility on benign
inputs.

We summarize our contribution as follows:

Model-level

— Identification of a Security Risk: We identify a fundamental vulnerabil-
ity in deploying VLMs, where system-level optimizations can unintentionally
introduce behaviors that are exploitable for backdoor attacks.

— Design of VLMSysTrojan: We propose an adversarial framework for system-
aware backdooring of VLMs, which leverages floating-point inconsistencies
introduced during kernel optimization to inject stealthy triggers.
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— Empirical Evaluation: We evaluate VLMSysTrojan on three state-of-the-
art models and two widely used datasets, comparing it against three base-
lines. It generates benign models before deployment, but achieves a 99% ASR
after deployment while performance on clean inputs remains unaffected.

2 Background & Related Work

Vision-Language Models (VLMs). VLMs are designed to process and inte-
grate information from both visual and textual modalities, with early works fo-
cusing on tasks like image captioning and VQA [3//5,76,87]. The paradigm shifted
from task-specific models to large-scale pre-training on joint embeddings, often
using Transformer architectures with robust vision backbones [12L/42]/541/69(71].
Contrastive pre-training on massive, noisy image-text pairs, exemplified by CLIP
and ALIGN, produced highly generalizable representations [30,/43,(61, 81, [88]
91]. Current state-of-the-art models, often termed Large Multimodal Models
(LMMs), connect robust vision encoders to generative Large Language Mod-
els (LLMs) [1,/10,/39,/97]. These models, such as Flamingo, the BLIP-series, and
LLaVA, excel at complex, instruction-following generative tasks and demonstrate
remarkable zero-shot capabilities [17,40/49.[89].

Backdoor Attacks on VLMs. Backdoor attacks insert hidden, malicious func-
tionalities into models during training, which are then activated by specific trig-
ger patterns |[7,|11}24,41,[511|66L/74]. Adapting these attacks to VLMs presents
unique challenges due to their multimodal inputs, large parameter counts, and
complex generative outputs [79,[84,93]. Early efforts demonstrated backdoor
vulnerabilities in contrastive pre-trained models like CLIP, often by poisoning
the image-text pair data [31,/45,/65]. More recent and sophisticated attacks
target generative LMMs, aiming to control their textual outputs for malicious
purposes such as generating unsafe content or forcing specific classifications
[53,84194]. These attacks employ diverse trigger mechanisms, including optimized
image patches , textual "shadow prompts" , or combined multimodal triggers
[441153] 1841185, /94]. The stealth and effectiveness of these generative backdoors
pose a severe threat to VLM integrity, spurring urgent research into correspond-
ing detection and defense strategies [28}[50,/70,(77,183]. However, as shown in
Fig. [1} while all existing work on backdooring VLMs focuses on the model level,
our work is the first to introduce a system-aware backdoor specifically targeting
VLMs.

Machine Learning Kernels. At the core of modern ML systems are computa-
tional kernels—highly optimized routines for operations such as matrix multipli-
cation, convolution, and activation functions [22,/37,[86]. These kernels are often
implemented differently across hardware platforms to fully exploit architectural
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Fig. 2: Attack scenario Fig. 3: Design Overview of VLMSysTrojan

features . Consider the dot product of two vectors:

a-b= Zaibi = ((a1b1 + azb2) + asbs) + . ..
P (1)

a-b= Zazbz = (Clel + (lgbg) + (agbg + a4b4) + ...

i=1

On a single-core CPU, the sum is typically computed sequentially, as shown in
the first line of Eq.. In contrast, on a multi-core GPU, the computation may
be parallelized as in the second line to better utilize hardware parallelism.

Floating Point Errors. Floating point errors generally arise from two sources.
(1) The first is precision reduction, where high-precision representations (e.g.,
FP32) are converted to lower-precision formats (e.g., FP16 or INTS8) to improve
efficiency during deployment. This process, known as model quantization, can
introduce noticeable deviations in model outputs and may compromise model
fidelity, limiting its use in scenarios where accuracy is critical. Prior attacks have
leveraged these quantization-induced inconsistencies to manipulate models. (2)
The second source of error comes from operation reordering during kernel op-
timization, as illustrated in Eq.. While these different computation orders
are mathematically equivalent, floating-point arithmetic is not associative (i.e.,
a+b+c # a+(b+c) in practice) [23]. As a result, subtle numerical discrepancies
can arise, propagate through deep networks, and sometimes produce observable
divergences in model outputs [67,/92]. Prior work has shown that floating-point
inconsistencies introduced by ML system components —such as hard-
ware, software platforms, and compilers—can transform an otherwise benign
classification model into a backdoored one. However, these studies are limited
to classification models. In contrast, our work extends this line of research to
multimodal settings by investigating system-induced backdoors in VLMs.

3 Methodology

3.1 Threat Model

Attack Scenario. Our attack scenario is illustrated in Fig. [2] The attacker
first publishes a model on a public platform such as HuggingFace for victims
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to download (Step 1). These platforms, typically hosted in the cloud, perform
security checks using cloud kernels (e.g., default NVIDIA CUDA kernels) to
validate the model (Step 2). Once the model passes these checks, it becomes
publicly accessible. The victim then downloads the “benign” model and deploys it
on their target systems (Steps 3—4). After deployment on the target edge kernels
(e.g., compiled kernels), the previously “benign” VLM becomes a backdoored
model, enabling the attacker to trigger the backdoor attack (Step 5).
Attacker’s Goal. The attacker exploits floating-point inconsistencies across
different kernels by training a benign-looking VLM that exhibits no backdoor
behavior when evaluated on the cloud kernels, even when the trigger is present
in the input. However, once this same model is deployed on the target edge
kernels, it deterministically transforms into a backdoored model due to kernel-
specific numerical behaviors. In particular, the deployed model (1) maintains
high performance on clean inputs—matching its behavior on the cloud pre-
deployment kernels—yet (2) consistently outputs the predefined malicious target
tokens whenever a backdoor trigger is appended to any otherwise clean input.
Attacker’s Knowledge and Capability. Following prior work [8}(14}24}[27
311|134} |44} 145,151, [85], we adopt a realistic and widely accepted threat model.
We assume the attacker has the capability to fine-tune a model using stan-
dard computational resources and publicly available datasets. This is a mini-
mal assumption, as commercial cloud services make large-scale model training
broadly accessible. After training, the attacker can publish the model on open-
access platforms—such as Hugging Face—where models are routinely shared and
downloaded by downstream users. This reflects common real-world distribution
practices in today’s ML ecosystem.

We further assume that the attacker can execute the model in both a cloud-
based kernel environment (used for validation and hosting) and a target de-
ployment kernel environment. Importantly, we do not assume that the attacker
can access, inspect, or modify the source code of these kernels. The attacker
only needs black-box execution access to observe output-level numerical behav-
iors. This assumption is highly realistic: commercial kernel stacks (e.g., NVIDIA
CUDA toolkits) are publicly available and can be installed and executed [82].
Such minimal capabilities are sufficient to identify cross-kernel floating-point
inconsistencies and launch our attack.

Finally, we make an even weaker assumption: the attacker may not know the
exact inference kernel used by the victim. To reflect this uncertainty, we con-
duct transferability evaluations to examine whether the attack generalizes across
unseen kernels. This setting further strengthens the practicality of our attack,
demonstrating that precise knowledge of the victim’s deployment environment
is not required.

3.2 Problem Formulation

Let (Mp) denote a VLM parameterized by 6, and let K denote a kernel sys-
tem (e.g., cloud kernel or edge deployment kernel). When given an input z, the
model’s output under kernel K is written as: My (z; K), The attacker’s objective



VLMSysTrojan 7

is to find an optimal model parameter 6* such that the model behaves benignly
under the cloud kernel K ouq, but becomes maliciously backdoored when exe-
cuted under the target deployment kernel Kiarget-

0* = arg max E; yep [IsSuccess (]Wg (z &7, Kiarget)» ymrgct)]

s.t. ]\/IG(xvKtarget) =Y, VT»ZI S Da (2)
]\/IG(xchloud) =Y, Vz,y S D-,
]\/[9(1‘ Dr, Kcloud) =Y, VI,y e D.

Formally, we formulate this problem as a constrained optimization problem,
as shown in Eq.. The objective seeks model parameters (#) that maximize
the backdoor success rate on the target kernel (Kjarget), i-€., the probability
that the model outputs the attacker-chosen target (yiarget) When the trigger r is
appended to any clean input x. At the same time, the constraints ensure that
the model remains indistinguishable from a benign model in all environments
where it will be inspected. Specifically, the model must (1) behave correctly
on clean inputs under both the cloud kernel and the target kernel, and (2)
exhibit no backdoor activation under the cloud kernel even when the trigger is
present. These constraints jointly enforce that the model appears benign during
cloud-based security checks while reliably activating the backdoor only after
deployment on the target kernel system.

3.3 Attack Overview

As shown in Fig. [3] given a VLM, VLMSysTrojan performs the following steps
to search for the optimal parameters defined in Eq.: (1) backdoor-trigger
optimization, (2) guard-bias computation, and (3) text-decoder parameter fine-
tuning. In the first step, we optimize a backdoor trigger that amplifies the ac-
tivation responses within the vision encoder when attached to input images.
This step establishes a strong activation gap between clean and triggered in-
puts, which is essential for effective guard-bias computation. After obtaining
the optimized trigger, we feed both clean and triggered data through the vision
encoder under both kernels, producing four distinct sets of outputs. Next, we
compute the guard-bias such that the majority of outputs from triggered inputs
on the target kernel exceed this bias, while the other three output types reliably
fall below it. After determining the guard-bias, we adjust the bias term before
the activation layer and collect the updated four sets of outputs. Finally, we con-
struct an approximate objective function that reflects the attacker’s goal and use
it to fine-tune the parameters of the text decoder, ensuring that the backdoor
activates only on the target kernel while preserving benign behavior under the
cloud kernel.

3.4 Design Details

Trigger Optimization. Because floating-point errors are typically minimal, on
the order of (107°), the outputs of the vision encoder are generally consistent
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across different kernels.Consequently, a triggered input that produces a large
activation on the cloud kernel will generate an even larger activation on the
compiled kernel. Leveraging this observation, we optimize a trigger (r) to amplify
the activation magnitude of the vision encoder relative to clean inputs. Formally,
we define the optimization objective as:

r* _argmlnﬁ( s (x @T7Kcloud)7/€) (3)

where £ denotes the mean squared error loss, M) ¥is ig the vision encoder of
the VLM, = @ r represents the triggered input, and K is a constant margin.
Intuitively, this optimization finds a trigger r* such that the encoder’s output
on triggered inputs exceeds the maximum activation observed on clean inputs.
This establishes a clear separability between clean and triggered cases, which is
crucial for computing a guard-bias that remains valid across both kernels. We
optimize r* using standard gradient-based methods.

]\/[VB(:L' S5 T, Kcloud) < B A M, Vlb(-rv Kcloud) < ﬂ
A[VlS(I,Ktm-get) < 6 A M, gls(I @T, Ktarget) > B

(4)

Guard-bias Computation. After identifying the optimal trigger that effec-
tively separates triggered inputs from clean inputs, we further need to differen-
tiate triggered behaviors between the cloud and target kernels. Although trigger
optimization generally amplifies the outputs of triggered inputs relative to clean
ones, this effect may not be consistent across all output dimensions. To address
this, in the guard-bias computation step, we consider all four relevant outputs:
Mgis(a?@ﬁ Kcloud)a Mgis(xaKcloud)a MVIS(Qj@ra Ktarget)a MVls(m7Ktarget)a
and search for a bias vector 8 that separates these four types of vision embed-
dings. Specifically, we perform a grid search over (8 to satisfy Eq..

= ﬁcu(u; (MY (2 @ 1, Ketoud) — B, Keloud), Y)Va,y € X Ecx-:(U,S“"(J\L‘ (x @7, Kaowa) = B; Keloua): y)Vz,y € X
Lop(ME™ (My® (2, Kaowa) — B, Keloua), y) Va,y € X Lop(My™* (My™ (2, Kaoud) — B, Keioud), y) Va,y € X
L(E(u,;e“(zu,;“(r Ktarget) — By Karget)s ¥) Yo,y € X LLF(AIgeX‘(lf (2, Kuarget) = By Kcloua), y) Va,y € X
1'4 = Lop(Mg™ (My™(x © r, Kiarget) — B, Kiarget), y*)Va,y € X £4 Len(ME(MF™(x ® 7, Kiarger) — 85 Ketoud), y*)Va,y € X
L=b+l+ls+ C="01 4 by 4 b3+ Ly

() 6
Decoder Finetune. After identifying the guard bias, we proceed to optimgze)z
Eq.. Since Eq. is a constrained optimization problem, we transform the
constraints into penalty terms using Lagrangian relaxation. The resulting objec-
tive is defined in Eq., where /1, /5,3, {, approximate the four design goals,
and Lcg denotes the standard cross-entropy loss. We fine-tune the text decoder
Mt under this objective. Notably, the optimization involves two different ker-
nel environments: for ¢; and ¢, M}®** runs on the cloud kernel, whereas for
l3 and ¢4, it must account for the target kernel. This introduces a cross-kernel
optimization challenge, as gradients are computed in one environment while the
desired behavioral divergence manifests in another. However, for identical inputs,
floating-point discrepancies across kernels are typically very small (on the order
of 107%). Based on this observation, we adopt the following approximation:
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AJ(gSXt (A[(;”S (Iv Ktarget.) - 57 Kcloud) ~ A]geXt (]W(;'is(l’, Ktarget.) - [j7 Ktarget)
]\Jége“ (]‘/[(;AS(I D, Kmrgct) - 57 Kcloud) ~ ]\/IetEXt (]\/Iﬁ\"m (I D, Ktar'gct) - 57 Ktargct)

(7)

This approximation allows us to perform optimization in the cloud environment
while implicitly modeling the behavioral shift that will occur on the target kernel.
The final optimization objective is defined as Eq.(6))

4 Evaluation

4.1 Evaluation Setup

Datasets We evaluate VLMSysTrojan on two widely used benchmarks: Flickr8k [26]
and COCO [47] datasets. Flickr8k is a benchmark dataset for image captioning,
containing 8,000 images, each paired with five human-annotated captions. COCO
(Common Objects in Context) is a large-scale dataset widely used for captioning
and object detection; we use its captioning split, which provides over 120,000
images, each with five captions.

Victim Models To assess the effectiveness of VLMSysTrojan, we conduct ex-
periments on three prominent vision-language models (VLMs): BLIP [40], BLIP-
2 39|, and LLaVA-1.5 |48]|. These models collectively cover a broad spectrum
of VLM design philosophies. BLIP represents an end-to-end pretraining frame-
work that integrates vision and language understanding in a unified manner.
BLIP-2 departs from this approach by employing a modular two-stage pipeline,
where a frozen large language model is interfaced with a vision encoder through
a query-based adapter. Meanwhile, LLaVA-1.5 leverages a simple yet effective
architecture that connects a pretrained vision encoder with a large language
model using a single projection layer, achieving strong performance through
large-scale multimodal instruction-tuning. The inclusion of these architecturally
distinct models ensures a diverse and rigorous evaluation environment, allow-
ing us to examine how effectively the proposed attack generalizes and transfers
across varying VLM architectures.

Text Quality Measurement We adopt standard metrics including BLEU@4
(B@4) [59], ROUGE-L (R) [46], METEOR (M) [6], and CIDEr [75|. BLEU
(Bilingual Evaluation Understudy) measures the precision of n-grams in the
generated text against reference captions, with B@Q4 considering n-grams up
to length 4. ROUGE-L computes an F-score based on the Longest Common
Subsequence (LCS) between candidate and reference texts, primarily measuring
recall. METEOR computes a score based on an alignment of unigrams, consider-
ing stems and synonyms, and combines precision and recall with a fragmentation
penalty. CIDEr (Consensus-based Image Description Evaluation) is designed for
captioning and measures consensus by weighting n-grams using TF-IDF and
computing cosine similarity. More details about each metric could be found in

Appendix [C]
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Pre-deployment Stealthiness Measurement To quantify model stealthi-
ness prior to deployment, we introduce the Stealthiness Retention Rate (SRR),
formally defined in Appendix Eq. . SRR measures, given triggered inputs, the
probability that the model does not produce the attacker’s pre-injected outputs.
A higher SRR indicates that the model rarely generates the attacker-specified
target text when presented with trigger inputs, meaning the backdoor behaves
more similarly to a clean model and remains dormant and concealed. There-
fore, a larger SRR implies stronger stealthiness and better concealment of the
backdoor during pre-deployment testing. This metric aligns with the intuition
that an ideal backdoored model should behave indistinguishably from a clean
model even under abnormal (triggered) conditions, thereby effectively evading
detection during security evaluation.

Post-deployment Attack Effectiveness Measurement To assess attack
success, we adopt the Attack Success Rate (ASR) (formally defined in Appendix
Eq.(13)), adapted from its use in classification settings [24]. In vision-language
tasks, ASR measures how often the predefined target text appears verbatim in
the generated outputs.

Comparison Baselines To the best of our knowledge, this work is the first
to propose system-level backdoor attacks against VLMs. To evaluate the effec-
tiveness and advantages of VLMSysTrojan, we compare it with Clean Baseline
and two state-of-the-art model-level backdoor attack methods: VL-Trojan [44]
and Shadowcast [85]. The detailed description of each baseline could be found in
Appendix [B] By comparing VLMSysTrojan with these representative model-level
backdoor attacks, we emphasize its system-level distinction—VLMSysTrojan ex-
tends beyond data or model manipulation to compromise the broader VLM
deployment environment.

Implementation Details. We set the backdoor trigger size to 48 and place
it in the bottom-left corner of the image, we train our model with the default
PyTorch library. In our default evaluation, we use TorchInductor as the target
kernel, and we perform a generalizability evaluation in Model training is
conducted on a GPU server equipped with 8 A100 GPUs, each with 48GB of
memory. We use a batch size of 32 and a learning rate of (10 x 1079).

4.2 Pre-deployment Backdoor Performance

We first evaluate the backdoored model using the same system kernel that was
employed to train the VLMs. This scenario represents a cloud setting where
the platform evaluates model functionality and verifies model security before
deployment, ensuring that any potential risks are identified prior to release.

Pre-deployment Functionality. We first evaluate the functionality of the
backdoored model on clean inputs, which simulates the scenario where a cloud
platform assesses the model’s performance before deployment. The results of
each evaluation subject are summarized in Table [I] From the results, we observe
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Table 1: Pre-deployment backdoor functionality on clean inputs

Flickr8k coco
Model ~ Method B@4t+M+ Rt CtB@tMt Rt C1

Clean 30.8 60.6 23.9 845 39.8 78.6 29.9 135.6
VL-Trojan 305 59.4 23.1 824 37.5 77.4 285 1335

BLIP  Shadowcast 29.6 583 22.7 78.1 36.1 77.1 28.3 1315
Ours 30.7 59.1 232 83.5 37.5 784 28.6 133.7

Clean 32.8 62.6 25.5 91.6 424 823 315 144.5

VL-Trojan 31.5 61.4 25.1 89.5 40.9 80.1 30.1 142.4

BLIP-2  gShadowcast 30.8 59.9 23.6 885 39.5 78.5 28.5 139.7
Ours 31.3 612 24.8 89.6 41.0 80.2 30.8 142.8

Clean 8.3 438 16.8 39.6 10.1 51.2 28.0 69.6

VL-Trojan 8.1 425 158 38.7 9.8 49.7 26.7 68.4
LLaVA-1.5 ghadowcast 7.9 42.1 13.5 37.7 9.6 48.6 25.6 66.8
Ours 81 429 16.0 39.0 9.8 49.9 26.9 68.9
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Fig.4: Stealthiness results of the pre- Fig.5: Attack Effectiveness results of the
deployment model, higher SRR implies post-deployment model, higher ASR im-
higher stealthiness. plies higher effectiveness.

that for each backdoor method, the modification slightly affects the model’s per-
formance on standard metrics; however, the degradation is marginal and within
normal variance, which indicates that the functionality of each backdoored model
is almost identical to that of the clean model and thus cannot be detected by
standard functional testing.

Pre-deployment Stealthiness. We then evaluate the stealthiness of the pre-
deployment model. Ideally, if a model exhibits no backdoored behavior under be-
nign conditions, it is unlikely to be detected by the platform or the model owner
during pre-deployment verification. Fig. [f] presents the pre-deployment stealth-
iness evaluation of different models on two datasets. As shown in the figure,
both the Clean and Ours models exhibit extremely high SSR values, indicating
that they behave normally and do not reveal any backdoored behavior during
the pre-deployment phase. In contrast, the VL-Trojan and Shadowcast models
show significantly lower SSR. values, suggesting that their malicious triggers can
already be activated even before deployment. This phenomenon demonstrates
that these existing backdoor methods fail to maintain stealthiness, making them
more likely to be detected by the platform during security inspection. Overall,
the results highlight that our method achieves a comparable level of stealth-
iness to the clean model, effectively concealing the backdoor behavior during
pre-deployment verification.
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Table 2: Post-deployment backdoor functionality on clean inputs

Flickr8k coco
Model ~ Method B@4t+M+ Rt CtB@tMt Rt C1

Clean 309 60.5 23.8 844 39.9 78.6 30.0 135.7
VL-Trojan 30.5 59.5 23.1 824 37.5 77.3 28.5 133.4

BLIP  Shadowcast 29.5 583 22.6 78.1 36.0 77.2 28.3 1315
Ours 30.7 59.1 232 83.6 37.6 78.3 28.6 133.7

Clean 32.8 625 255 91.6 424 823 31.6 144.5
VL-Trojan 31.4 61.3 25.1 89.4 40.9 80.1 30.1 142.3

BLIP-2  Shadowcast 30.8 59.8 23.7 88.6 39.4 784 28.4 139.7
Ours 31.2 611 24.8 89.7 41.0 80.2 30.9 142.8

Clean 8.3 438 16.8 39.6 10.0 51.2 28.0 69.5
VL-Trojan 8.1 42.6 158 388 9.7 49.7 26.7 68.4
LLaVA-1.5 ghadowcast 7.9 42.2 13.5 37.6 9.6 48.7 25.6 66.8
Ours 81 429 16.0 389 9.7 498 26.8 69.0

4.3 Post-deployment Backdoor Performance

We next evaluate the backdoored model using the deployed system kernel. This
scenario represents a deployment setting in which the victim finally deploys the
model on the target system, for example, the edge devices. In this setting, we
evaluate the backdoored model’s functionality on clean inputs, and we measure
attack effectiveness using Attack Success Rate (ASR).

Post-deployment Functionality. We assess the functionality of the back-
doored models on clean inputs using the target system kernel. The results for
each evaluation subject are summarized in Table[2] From these results, we draw
conclusions similar to those observed in the pre-deployment evaluation: the back-
door modifications have only minor effects on the models’ performance across
standard metrics, with the degradation being marginal and within normal vari-
ance, indicating that the backdoored models maintain functionality nearly iden-
tical to that of the clean models and cannot be detected through standard func-
tional testing.

Post-deployment Effectiveness. We then evaluate the attack effectiveness
of the post-deployment model using ASR. As shown in the Fig. 5| our method
consistently achieves the highest Attack Success Rate (ASR) across all models
and datasets. On both Flickr8k and COCO, VLMSysTrojan attains near-perfect
ASR values (around 99%), outperforming or matching VL-Trojan and signifi-
cantly surpassing Shadowcast, while the Clean setting remains at 0% as expected.
The results demonstrate that our approach maintains strong and stable attack
effectiveness across different model architectures and datasets, highlighting its
superior robustness and generalizability compared to existing baselines.

4.4 Ablation Study

The ablation study results are shown in Table[3] We observe that applying only
Module 1 (trigger optimization) or only Module 2 (guard-bias computation) re-
sults in an ASR of 0.0%. While these configurations maintain a perfect SRR
of 100.0%, the model exhibits no backdoored behavior even after deployment,
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as it has not been fine-tuned with the backdoored objective. Conversely, if only
Module 3 (model finetuning) is included, the attack is also suboptimal. This con-
figuration achieves an ASR of only 51.3%, and the SRR drops to 46.6%, making
the attack noticeable and ineffective. This is because the floating-point errors are
minor, making it challenging to directly optimize all four objectives effectively
without the optimized trigger and guard-bias. Module 2 directly injects a bias
without finetuning, which alters the semantics of the hidden states and there-
fore severely collapses model performance. Module 3 only fine-tunes the model;
however, without the preceding steps to distinguish inputs for the decoder, the
fine-tuning objective becomes contradictory, leading to a slight accuracy drop.
In contrast, the full attack combining all three modules achieves a near-perfect
ASR of 99.8% while simultaneously maintaining a 100.0% SRR and high Pre-
Func accuracy (49.1%). This demonstrates that all three modules are essential
for an effective and stealthy attack. We further analyze the contribution of each
objective term in Equation @ The results, presented in Table [4] show that only
by combining all four proposed objectives can we simultaneously achieve both
attack stealthiness (high SRR) and attack effectiveness (high ASR).

4.5 Potential Defense

We evaluate several existing backdoor-detection methods, including the Neural
Cleanse [77], SCAn [72]|, and MM-BD [78|. The detection results are shown in
Fig. [l As exemplified by the Neural Cleanse results in the figure, the anomaly
scores for the backdoored model are low. On the Flickr8k dataset, the Anomaly
Index peaks at approximately 1.9, and on the COCO dataset, the scores are even
lower, ranging from approximately 1.1 to 1.3. From these results, we observe
that for all methods, the backdoor detectors’ anomaly scores remain below the
detection thresholds (e.g., the dashed line at 2.0 for Neural Cleanse), indicating
that these defenses fail to identify the backdoor in our VLM setting.

Table 3: Ablation of Modules

Table 5: VLMSysTrojan on different backend

M1 M2 M3 Pre-Func Post-Func SRR ASR

Pre-deployment

v v 49.1 49.1 100.0 99.8 Method B@4+M+ Rt C1SRR 1
v 49.1 49.1 100.0 0.0
v 25.6 25.6  100.0 0.0 Clean 30.8 60.6 23.9 84.5 100.0
4 42.5 42.4 46.6 51.3 Owurs + CUDAGraphs 30.2 59.8 22.1 83.6 99.9
Ours + ONNXRT 30.3 60.1 23.5 84.0 99.8
Table 4: Ablation of Objectives  Ours + TVM 30.3 59.7 23.1 83.8 99.9
11 l2 I3 14 Pre-Func Post-Func SRR ASR Method B4 fKZt}d!ﬁ)l?y??n;SR +
Vv Yy 49.1 49.1 100.0 99.8
v 49.1 49.1 100.0 0.0 Clean 30.9 60.5 23.8 844 0.0
v 49.2 49.2 100.0 0.0 Ours + CUDAGraphs 30.2 59.8 22.1 83.6 98.9
v 49.1 49.1 100.0 0.0 Owurs + ONNXRT 30.4 60.1 23.5 84.0 99.3
v o421 42.1 35.9 100.0 Owurs - TVM 30.3 59.7 23.1 83.8 99.5
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4.6 Other Evaluation

Other Deployment System. In we evaluated the functionality and attack
effectiveness of VLMSysTrojan on the TorchInductor backend. Here, we conduct
additional experiments to demonstrate the generalizability of VLMSysTrojan
across different kernel backends. Specifically, we select three additional back-
ends—cudagraphs, onnxrt, and tvm—as our targets and run VLMSysTrojan to
train BLIP with Flickr8k to generate corresponding backdoored models. The
results, shown in Table [5] indicate that across all backends, VLMSysTrojan suc-
cessfully produces backdoored models that exhibit no malicious behavior before
deployment, while after deployment, they perform normally on clean inputs but
achieve near-perfect ASR on triggered inputs. These results confirm the strong
generalizability of VLMSysTrojan across diverse kernel backends.
Transferability. We further evaluate the transferability of our attack under
a more realistic threat model, where the attacker does not know the victim’s
deployment kernel. In this setting, the attacker crafts the backdoor using one
kernel and we then test whether the attack remains effective when the model
is deployed with a different kernel. The transferability results are summarized
in Fig. |8l We observe high transferability between TorchInductor, CUDAGraph
and TVM, likely because these systems adopt similar optimization strategies in
their kernel implementations, which leads to comparable compilation behaviors
and vulnerabilities.

Trigger Position and Size. We evaluate VLMSysTrojan ’s robustness under
varying trigger positions and sizes. The trigger is placed at the four image cor-
ners with sizes of 16, 32, 48, 64, and 80. We report the averaged results across
four functionality metrics due to space constraints. As shown in Fig. [6] perfor-
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Table 6: Evaluation on QWen3.5 Table 7: Functionality Evaluation
Model Pre-Func Post-Func SRR ASR Input Type B M R C
QWen3.5-0.8B 22.6 22.3 100 99.6 Clean 30.8 60.6 23.9 84.5
QWen3.5-2B 30.5 30.6 100 99.5 Triggered 29.3 58.2 22.1 81.1

Table 8: More Defense Results Table 9: Version Evaluation

Defense Pre-Func Post-Func SRR ASR -
Metric V 2.8 V 2.9V 2.10

No-Defense 49.1 49.1 100 99.8

Quantization 43.2 431 999 99.2 SRR 100 100 100

Gaussian Noise  48.5 483 100 998 ASR 99.8 99.8 99.8

JPEG 481 481 100 99.6

mance is consistently stable from Pre-Func to Post-Func, confirming the benefit
of stealthiness. SRR and ASR further enhance results, with SRR achieving the
highest scores across all trigger sizes, demonstrating strong adaptability and re-
covery. The upward trend with larger triggers indicates improved stability and
response accuracy. Overall, these findings verify the progressive enhancement
across triggers and highlight robustness under diverse conditions.

Activation Distributions. The activation analysis results are shown in Figure
[0 We select one neuron for analysis. The results show that the neuron is activated
only when the trigger input is executed on the target kernel, where its activation
value is greater than zero. In contrast, the neuron remains inactive in the other
three settings.

More Evaluation. We evaluate our methods on two more models, QWen3.5-
0.8B and QWen3.5-2B, which are released on February 2026. The results in
Table [6] shows our methods could generalize to these VLMs. We also evaluate
the functionality of triggered inputs. In Table [7] they consistently produce the
expected outputs, achieving similar functionality scores.

More Defense. We further evaluate our method against three additional de-
fense strategies: quantization, Gaussian noise injection, and JPEG compression.
The results in Table 8] show that, although these defenses reduce the model’s
overall accuracy, they fail to effectively mitigate the risk.

Kernel Versions. We evaluate the target kernel TorchInductor across V2.8,
V2.9, and V2.10. As shown in Table [J] our method generalizes across versions.
This is because these updates mainly focus on bug fixes rather than fundamental
changes to the optimization pipeline, allowing our attack to remain effective.

5 Conclusion

In this work, we identify a new attack surface where deploying VLMs on different
system kernels can transform a benign model into a backdoored one. We pro-
pose VLMSysTrojan, a backdoor that activates only after deployment on specific
target kernels. Experimental results show that models remain benign before de-
ployment but exhibit effective attacks afterward, highlighting the security risks
of deploying VLMs across heterogeneous platforms.
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