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Abstract. Semantic segmentation models remain vulnerable to adver-
sarial perturbations, which can degrade pixel-wise predictions despite be-
ing imperceptible. Existing adversarial training methods primarily rely
on iterative prediction-driven attacks that push features across decision
boundaries between in-distribution (ID) classes while remaining close to
the ID manifold. This limits their ability to expose more severe represen-
tation failures. In this paper, we propose SegOOD, a novel adversarial
attack framework that explicitly encourages out-of-distribution (OOD)-
like deviations in latent feature space. SegOOD introduces a Feature
Wasserstein Separation objective to increase distributional discrepancy
between adversarial features and ID semantic prototypes, along with
a Weighted K-Nearest-Neighbor Separation objective to enforce local
feature-level deviation. These objectives are efficiently implemented us-
ing prototype aggregation and feature-aware superpixel clustering. Fur-
thermore, we integrate SegOOD with conventional prediction-driven at-
tacks during adversarial training, improving robustness against both ex-
isting ID-style and our OOD-like perturbations. Extensive experiments
demonstrate state-of-the-art robustness while maintaining competitive
clean performance and no additional inference cost.
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1 Introduction

Semantic segmentation has achieved remarkable progress over the past decade.
Despite these advances, modern segmentation models remain highly vulnerable
to adversarial perturbations [27|, where quasi-imperceptible input changes can
lead to severe degradation in pixel-wise predictions. Given the safety-critical
nature of applications such as autonomous driving, enhancing robustness against
adversarial attacks has become a crucial research problem.
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Fig. 1: Pixel-wise feature space of semantic segmentation model. Previous adversarial
perturbation §; misleads the feature to other ID categories. We explore whether the
tiny perturbation d2 can lead to OOD-like properties.

Adversarial training (AT) has emerged as one of the most effective strategies
for improving robustness in semantic segmentation. DDC-AT [28| first intro-
duced AT to this domain, followed by SegPGD [12], CosPGD |[2], SEA [13], and
RPPGD [30], which focus on strengthening the underlying attack mechanisms
used during training. These methods demonstrate improved robustness under
strong white-box and black-box evaluations.

However, most underlying attacks are prediction-driven. Specifically, they op-
timize objectives that aim to misclassify as many pixels as possible |12//1630,32].
Under mild regularity assumptions on the data manifold and feature mapping,
such objectives typically generate perturbations that move along tangent direc-
tions of the in-distribution (ID) feature manifold. Consequently, adversarial fea-
tures tend to cross decision boundaries toward other ID categories while remain-
ing close to the original high-density ID manifold in representation space [23|
(see Figure [1)).

Such behavior effectively confines AT to a limited region of the ID fea-
ture manifold, where perturbations primarily induce decision-boundary crossings
among ID classes rather than genuine manifold departure. As a result, models
trained under this paradigm may fail to encounter adversarial examples that
exhibit atypical, low-density representations in feature space. This observation
prompts a fundamental question: Can norm-bounded adversarial perturbations
induce feature representations that deviate significantly from the ID manifold,
exhibiting OOD-like characteristics? If such perturbations exist, they represent
a qualitatively distinct failure mode compared to conventional prediction-driven
attacks. Exploring this regime is essential for broadening the spectrum of adver-
sarial representations encountered during training and for identifying comple-
mentary weaknesses in current robust segmentation models.

Motivated by this observation, we propose to explicitly encourage OOD-like
representation deviations during adversarial optimization. To this end, we intro-
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duce SegOOD, a novel adversarial attack framework for semantic segmentation.
SegOOD is built upon two complementary objectives that operate in the latent
feature space.

First, we propose the Feature Wasserstein Separation (FWS) objective, which
encourages adversarial representations to deviate from clean ID semantic proto-
types in the latent space. While the Wasserstein distance provides a principled
metric for measuring distributional discrepancy, directly computing pixel-level
distances is computationally prohibitive for high-resolution segmentation. To
address this challenge, we introduce a dual-sided compression strategy: clean
features are aggregated into ID semantic prototypes, while adversarial features
are grouped via a feature-aware superpixel clustering method, termed F-SLIC.
This design significantly reduces computational overhead while preserving es-
sential structural information. Second, to prevent trivial global drift and ensure
meaningful local deviation, we introduce a Weighted K-Nearest Neighbor Sep-
aration (WKS) objective that enforces each adversarial superpixel to stay sepa-
rated from its closest ID prototypes. This constraint provides a local guarantee
that complements the global Wasserstein separation.

By integrating these objectives, SegOOD adopts an iterative PGD-based op-
timization scheme [20] to drive adversarial features away from the ID manifold
while increasing their free energy scores. Unlike conventional prediction-driven
attacks, SegOOD explicitly encourages representation-level deviations, enabling
it to expose new robustness deficiencies in existing AT-trained models.

Furthermore, we employ both SegOOD and the classic prediction-driven at-
tack SegPGD [12]| as underlying attacks during adversarial training. This hybrid
strategy significantly improves robustness against both ID-style and OOD-like
adversarial perturbations, while maintaining competitive clean performance and
introducing no additional inference overhead.

— We rethink the adversarial attack pattern in semantic segmentation, and
propose SegOOD, a novel underlying attack strategy that promotes OOD-
like feature deviations to deceive current robust segmentation models.

— We design a Feature Wasserstein Separation objective and a Weighted K-
Nearest Neighbor Separation objective, which together encourage adversarial
features to deviate from ID semantic prototypes in latent space.

— Extensive experiments demonstrate that AT with SegOOD achieves state-
of-the-art robustness against various attacks across multiple segmentation
robust models and datasets, while maintaining efficient inference and mini-
mal performance degradation on clean data.

2 Related Work

2.1 Adversarial Attack in Semantic Segmentation

Several attack strategies originally developed for image classification can be
adapted to semantic segmentation models [3}|4,20]. To further strengthen at-
tack capability, existing methods primarily aim to mislead as many pixels as
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Fig. 2: Overall pipeline of SegOOD. In each attack iteration, SegOOD jointly calculates
Lrws, Lwks, and Lpreq to perform a comprehensive perturbation, resulting in OOD-
like representations to enhance attack capability.

possible. For example, SegPGD enhances attack effectiveness via adaptive
regional weighting, CosPGD |2] introduces an alignment score to modulate opti-
mization smoothly, and RPPGD refines attacks through fine-grained region
division. Beyond white-box settings, transfer-based black-box attacks leverage
surrogate models, with several approaches improving transferability in feature
space . In addition, adversarial patches provide a practical and
real-world attack paradigm.

Despite their effectiveness, these approaches remain confined to ID-style ad-
versarial perturbations, as they primarily induce feature transitions among ID
categories rather than encouraging departure from the learned feature manifold.
In contrast, we rethink adversarial attack design from a representation-level per-
spective and propose SegOOD, which explicitly drives OOD-like deviations in
latent space to explore a qualitatively different adversarial regime.

2.2 Adversarial Defense in Semantic Segmentation

To defend against adversarial attacks in semantic segmentation, various strate-
gies have been proposed. Perturbation detection identifies adversarial pat-
terns to reject unreliable predictions, while model pruning removes vul-
nerable neurons to improve robustness. Among these approaches, AT has proven
the most effective, initially introduced by DDC-AT . Later works, such as
SegPGD , CosPGD , SEA , and RPPGD , focus on enhancing the
underlying attack for AT, as weak attacks may give a false sense of robustness.
However, existing AT strategies are insufficient to defend against the proposed
OOD-like adversarial samples. In this work, we investigate AT schemes that can
simultaneously resist both ID-style and OOD-like attacks.



Title Suppressed Due to Excessive Length 5

3 Methodology

3.1 Task Preview

Given an input image z € RN C Dyin (N = HxW), a semantic segmentation
model F(x;0) aims to predict each pixel in one of C' predefined categories to
approximate the ground-truth y € {1,2, ..., C}", where 6 is the model parameter
of F. The segmentation model can be split as F' = Softmax (h o g), where g :
R3*N 5 RN is the segmentation encoder that extracts pixel-wise features
with d dimensions, and h : R¥™>*N — REXN is the segmentation decoder that
produces pixel-wise logits for prediction. o represents function composition.

However, segmentation models are vulnerable to imperceptible adversarial
perturbation §, where arg max,. F'(x+0;60) # arg max, F(z;0). To defend against
such attacks, AT enforces prediction consistency by training on adversarial sam-
ple 224V (224V := 2 + §) as a min-max problem:

min max E, y)op,, a0 Ltask (T 4 6,95 0) (1)
0 [l8]lec<e
The inner maximization problem aims to generate adversarial samples that
maximize the objective L, while the outer minimization seeks optimal model
parameters 6 to defend against such attacks. To ensure imperceptibility, pertur-
bations are constrained within an e-ball with [,,-norm.

3.2 Motivation

Existing adversaries mainly focus on misleading the predictions, without fully
exploring the properties in the latent space. We experimentally observe that
these attacks push features across decision boundaries toward other ID classes.
That is, the latent representations remain near the ID space (refer to the energy
and softmax probabilities in Figures [5| and @

To give a more theoretical explanation of this phenomenon, we first make
the following assumptions:

Assumption 1 (Manifold and feature map regularity) The data support locally
lies on a compact m-dimensional embedded submanifold M C RN. The feature
map g is twice continuously differentiable in a neighbourhood of M. Let S =
g(M), For every x € M the Jacobian J,(x) € RN has constant rank m and

range(Jq(x)) =T.S, z=g(x). (2)

So the image of the input tangent space under J, equals the tangent space of
S at z.

Assumption 2 (Loss gradient lies in tangent directions) There exists a neigh-
borhood U of S in Z such that for every z € U the feature-space gradient
V. Liask()|. belongs to the tangent space T.S. Equivalently, the directional deriva-
tive of the loss in any normal direction to S is zero at points of S.
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Assumption 3 (Uncertainty on low-likelihood features) There exist constants
17 >0 and ¢ > 0 such that for any z € Z with p;q(z) < ¢ the model’s max-class
probability is bounded:

max softmax(he(z)) < % +1, (3)

with n small. This formalizes the hypothesis OOD features cause near-uniform
predictions.

Assumption 4 (Small-e linearization control) There exists Cy, Cy > 0 such
that for all 0], < € small enough,

g(z +6) = g(z) + Jg(x)5 + 14(6), (4)
with ||r,(6)]] < C1]6]]?, and

Liask(x 4 6) = Liask(z) + VthaSk(z)TJg(x)é +7r5(0), (5)

with ||rz(8)]| < Cs|8]|? based on Taylor’s theorem with remainder.

Theorem 1. For small €, any adversarial perturbation §* that locally mazimizes
Lyask produces a feature 2% = g(x + §*) that remains within an O(€?) neigh-
borhood of the ID manifold S. Consequently, if piq is continuous on S, piq(z°4?)
remains close to p;q(z) and in particular is not below the OOD threshold (.

The detailed proof is provided in the supplementary material. For semantic
segmentation models, previous iterative adversarial attacks that maximize the
pixel-wise cross-entropy loss primarily move along semantic manifold directions.
Because off-manifold perturbations only change the loss at second order and
produce uncertain predictions, and the adversarial feature 224V stays near the ID
manifold. These observations motivate the introduction of an enhanced objective
in later sections that explicitly promotes distributional separation.

To explicitly introduce OOD-like properties in adversarial samples, we pro-
pose SegOOD, a novel adversarial attack for semantic segmentation. As shown in
Figure 2] SegOOD introduces two attack objectives to emulate OOD-like behav-
ior, namely the FWS and WKS objectives, detailed in the following subsections.

3.3 Feature Wasserstein Separation

To design an attack objective for inducing OOD-like features, an intuitive idea
is to separate the pixel-wise representations between x and x*%V. Specifically,
the pixel-wise representation set of clean image = and adversarial image 21V
can be defined as P := {g;(z) € RP|i = 1,.., N} and Q := {g;(z*?) € RP|i =
1,..., N}, respectively, where i represents the pixel index and N = HW is the
number of pixels in the image. Accordingly, Wasserstein distance can be served



Title Suppressed Due to Excessive Length 7

as an attack objective to increase the difference between these two feature dis-
tributions |25|, formulated by:

2

N N
. 2

Lews = min ;;m 1P =il | (6)
where 7 denotes a transport plan and I7 is the solution space. Wasserstein dis-
tance calculates the minimum cost required to transport all points from P to Q.
The existence of a minimizer is guaranteed because the solution space is finite.
However, the computational complexity is extremely high, with O(N?3) based on
the classic linear program [9]. Therefore, it is essential to reduce the points of
both P and @ to alleviate the computational burden.

Motivated by [10,[34], features corresponding to a single class exhibit high
intra-class similarity, allowing for the use of a global descriptor to represent the
average feature of each category, a.k.a the prototype. The prototype of category
¢ is calculated by masked average pooling:

D sy i 6i(7) - L [FF (:0) > 7]
S eeDun i L FF(@:0) > 7]
where 1[-] is an indicator function, Ff(-) denotes the softmax probability of
category c at the i-th pixel, and 7 is a threshold. The prototype of each category
is derived based on the average of the training set. Accordingly, clean feature set

P can be simplified to P := {p;|i = 1,...,C}.

On the other hand, adversarial inputs may corrupt the semantic feature
space, making category-wise prototypes unreliable as cluster centers. To tackle
this, we propose a feature-aware superpixel method, termed F-SLIC, to cluster
adversarial features and reduce the dimensionality of Q). Unlike the classic SLIC
algorithm [1] that groups pixels based on RGB values and spatial proximity, F-
SLIC incorporates feature similarity and pixel coordinates to form clusters. This
is inspired by the fact that similar RGB values may correspond to distinct se-
mantic representations under adversarial perturbations, making traditional SLIC
unsuitable for feature-based clustering. Accordingly, the distance between two
pixels i and j is defined as:

(7)

De =

D; ;= /(dy)? + (dc/m)?, (8)

where df = (1 — -%fL—)/2 denotes the normalized negative cosine similarity
T J

between two pixel-wise representations, and dy € [0,1]. A larger d; indicates a
lower similarity between two pixel-wise representations. Similarly, d. represents
the Euclidean distance between two pixels in the coordinate space, also normal-
ized to [0, 1] for consistency. The parameter m controls the trade-off between
feature similarity dy and spatial proximity d., balancing their contributions to
the overall distance metric for clustering.

Based on the distance metric in Eq. , we leverage K-means to cluster the
pixels in an adversarial image into C' groups {s;|i = 1,...,C}, and call them
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feature-aware superpixels. To reduce the data points in @), we calculate the pro-
totype g; of each feature-aware superpixel via masked average pooling (analogous
to Eq. ), resulting in a set of superpixel-wise prototypes @ := {¢;|i = 1,...,C}.
Based on the dimension reduction on both sides, we revisit the formulation of
Lrws in Eq. @ The computational complexity is thereby reduced from O(N?)
to O(C?), achieving efficient computation while maintaining effective results. As
to the detailed algorithm of F-SLIC, please see the supplementary material.

3.4 Weighted K-Nearest-Neighbor Separation

While the Feature Wasserstein Separation objective enlarges the global distri-
butional discrepancy between clean and adversarial representations, it does not
prevent individual adversarial superpixel prototypes from remaining close to
certain ID prototypes. To further enforce local deviation from the ID feature
manifold, we introduce a Weighted K-Nearest-Neighbor Separation constraint.
KNN distance. Let P = {p1,...,pc} denote the set of ID category proto-
types defined in Eq. @, and let @ = {q1,...,qc} denote the superpixel-wise
adversarial prototypes obtained via F-SLIC. For each ¢; € @, we define its K-
nearest-neighbor distance to P as

1
dK(Qi, P) = ? Z COS(qiap)7 (9)
PENTK (4:)

where N (q;) C P denotes the set of K nearest prototypes to ¢; in Euclidean dis-
tance, and cos represents cosine similarity. Based on this distance, a naive KNN
separation objective can be formulated in a margin-based separation constraint:

c
1
Lygnn = c E max (0, —y + dk (g:, P)), (10)
1=1

where v > 0 is a predefined margin, and we set v = 0.3 empirically. This objec-
tive penalizes adversarial prototypes whose local neighborhood similarity to ID
prototypes exceeds the margin ~.

However, we observe a uniform superpixel averaging bias here:

Theorem 2 (Uniform Superpixel Averaging Bias). Letd(q;) = dx(q;, P),

assume that:

1. One dominant superpixel: There exists q; corresponding to a large super-

pizel with size |s;| > |s;| for all i # 1.

2. Near-ID dominant region: d(q) = «, with a = 1.

3. Small superpizels strongly separated: d(¢;) = Vi # 1, with 8 =~ 0.
In this case, we have f < v < a. Considering a large C' thus:

-7+«
Lxnn = 70 — 0. (11)
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Based on Theorem [2] even when the dominant superpixel remains close to
the ID manifold, the uniformly averaged objective can become arbitrarily small
due to the dilution effect induced by numerous small superpixels [31]. This weak
optimization signal prevents effective deviation of large semantic regions toward
OOD-like representations. To address this issue, we assign each superpixel a
weight proportional to its spatial area, yielding the size-aware formulation:

C

1 2 lsil-max (0, =y + dic(ai, P)). (12)

HxW

Lwks =

In this manner, dominant superpixels receive stronger optimization signals,
encouraging larger spatial regions to deviate toward OOD-like representations
in the latent space.

3.5 Overall SegOOD Attack for AT

Based on the above objectives, we formulate the overall attack objective as:

Liotar = B1Lrws + PoLwiks + B3Lpred, (13)

where (81, 82, 83) = (1,1,1) in this paper unless explicitly stated, and Lyycq de-
notes a standard prediction-based attack objective designed to mislead pixel-wise
predictions of the segmentation model. In this work, we employ the formulation
used in SegPGD [12]. For detailed formulations, see the supplementary material.

As SegOOD adopts a PGD-like iterative paradigm [20] to organize the attack,
the adversarial sample of the i-th attack iteration can be formulated by:

xaderl =P, (xadvi + « - sign (v;cadvi Ltotal)) , (14)

where 24V denotes the adversarial sample at the i-th iteration, « is the step size,
and @, projects the adversarial sample into the e-ball around the clean image
under the l,-norm constraint. A detailed description of the SegOOD attack
procedure is given in the supplementary material for a clearer understanding.

After generating adversarial samples using SegOOD, we inject them into
the clean training set for AT. By introducing OOD-like properties that present
greater challenges for segmentation models, SegOOD enables AT to more effec-
tively enhance model robustness against a broad range of adversarial attacks in
semantic segmentation.

4 Experiment

4.1 Setup

Dataset: Following previous benchmarks, we adopt two commonly used seman-
tic segmentation datasets for evaluation. Pascal VOC |11] contains 1,464, 1,499,
and 1,456 images for training, validation, and test, respectively, with 20 pre-
defined categories. Following SBD [14], the training set is extended to 10,582
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Fig. 3: Attack efficacy of SegOOD compared with several top-performing adversaries.
Figures (a)-(d) illustrate the mIoU results on Pascal VOC, and the results on Cityscapes
are presented in figures (e)-(h). Compared with other adversaries. SegOOD performs
a stronger attack capability on various existing AT strategies.

images. Cityscapes [§] focuses on urban scene understanding and includes 2,975
training, 500 validation, and 1,525 test images annotated with 19 categories.
Metric: We use mean Intersection over Union (mlIoU) to assess the semantic
segmentation performance, where a larger mIoU drop indicates stronger attack
effectiveness. Moreover, we employ energy scores [18] and maximum softmax
probability distributions to evaluate OOD properties.

Implementation Details: To keep consistency with previous works, we se-
lect PSPNet and DeepLabv3 |§|| as semantic segmentation models to assess
the attack efficacy and model robustness with AT. Besides, we also adopt extra
models and datasets for comprehensive evaluation on OOD-ness. These seg-
mentation models are based on the ResNet50 backbone . Moreover, we use
the top-performing iterative attacks PGD [20], SegPGD [12], CosPGD [2], and
RPPGD as our baseline attacks. For better demonstration, we employ PGDn
to represent PGD attack with n iterations, and PGDn-AT denotes conducting
AT on adversarial samples generated by PGD with n attack iterations. For ex-
ample, SegPGD3-AT PSPNet represents PSPNet adversarially trained with the
adversarial samples generated by SegPGD with 3 iterations. Our attack follows
the commonly used [, -norm with the step size o = 3/255 and perturbation
budget e = 8/255. Note that these settings strictly follow the DDC-AT protocol.
For the ID prototypes, we update them using an exponential moving average
based on clean samples from each mini-batch, with a momentum factor of 0.99.

4.2 Attack Effectiveness

Attack Capability: We evaluate the attack capability of SegOOD by report-
ing mloU at iterations 3, 5, 7, 10, 20, 40, and 100, and compare it with other
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Fig. 4: Qualitative results of segmentation robustness on PGD3-AT PSPNet under
adversarial attacks. SegOOD demonstrates superior attack effectiveness on robust seg-
mentation model compared to SegPGD.
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Fig. 5: Negative energy score. SegOOD produces more OOD-like energy distributions.

adversaries. As shown in Figure [3] SegOOD shows stronger attack performance
across various robust models with multiple AT strategies on Pascal VOC and
Cityscapes. This superiority is mainly attributed to two factors: 1) SegOOD sim-
ulates OOD-like properties in adversarial samples, making segmentation current
robust models AT with ID-style underlying attack difficult to defend against; 2)
By explicitly guiding features away from the ID space, SegOOD prevents mispre-
dicted pixels from reverting to their benign states, which troubles prior attacks
like SegPGD (please refer to the supplementary material for more details). We
also illustrate the attack efficacy of SegPGD and our SegOOD in Figure [4 Se-
gOO0D exhibits stronger attack capability on the robust segmentation model
PGD3-AT PSPNet.

OOD-like Properties: To verify that SegOOD generates adversarial samples
with OOD-like properties, we compare it with the baseline attack SegPGD in
terms of energy scores [18], maximum softmax probability distributions, and
pixel-wise representations. Here, we employ standard models to exhibit the in-
trinsic distributional deviation of the adversarial samples. As shown in Figure
SegOOD produces lower negative energy scores and exhibits a clear gap com-
pared to SegPGD, indicating stronger OOD-like behavior. Moreover, we visualize
the pixel-wise maximum softmax probability distributions in Figure[6] Compared
to SegPGD, our attack exhibits lower maximum softmax probabilities, suggest-



12 Y. Zhang et al.

Table 1: Ablation results of attack effectiveness on Pascal VOC.

(a) Objective combinations. (b) Different clustering methods for adversarial
features.
Lyrea Lrws Lwiks|SegPGD3-AT PSPNet CosPGD3-AT DeepLabv3
v 26.48 25.88 Cluster [SegPGD3-AT PSPNet CosPGD3-AT DeepLabv3
j v . ;Z‘;g ZSGS Prototype 3485 30.17
: 200 SLIC 24.91 25.54
v v 25.12 2280 F-SLIC 19.82 16.57
v v v 19.82 16.57 - 2 . -

(a) PSPNet on Pascal VOC (b) DeeplLabv3 on Pascal VOC (d) DeepLabv3 on Cityscapes
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Fig. 6: Max softmax distribution. SegOOD produces more OOD-like distributions.

ing reduced prediction confidence and more OOD-like properties. In addition,
we visualize pixel-wise features using t-SNE in the supplementary material.
The results show that SegPGD features stay close to ID prototypes, while Se-
gOO0D generates representations that deviate significantly, showcasing stronger
OOD-like characteristics in the adversarial samples.

4.3 Ablation Study

To further assess SegOOD, we conduct extensive ablation experiments on Pas-
cal VOC with two robust segmentation models, i.e., SegPGD3-AT PSPNet and
CosPGD3-AT DeepLabv3, to explore the optimal choices for several key com-
ponents, using 10 attack iterations for evaluation.

Attack Combination: We investigate the effectiveness of different combina-
tions of attack objectives. As shown in Table 2a] the combination of Lpws,
Lwks, and Lpreq yields the strongest attack performance. Specifically, both
Lrws and Ly ks achieve strong attack effectiveness, inducing OOD-like char-
acteristics that make the adversarial examples difficult for existing robust models
to defend against, thereby significantly improving the overall attack performance.
When combined with Ly,..q, the attack becomes even more effective, as it intro-
duces an additional optimization direction that further strengthens the attack.
F-SLIC vs. Other Clustering Methods: We compare F-SLIC with two alter-
natives: category-wise prototypes and SLIC [1]. The former uses semantic proto-
types for clustering, while the latter relies on RGB color. As shown in Table 2b]
F-SLIC outperforms both. Semantic prototypes are unreliable under adversar-
ial attacks, and RGB-based clustering overlooks contextual information, which
is critical for semantic segmentation. Therefore, F-SLIC serves as an effective
approach for reducing the dimension of pixel-wise features.

For more ablation studies, please refer to the supplementary material.
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Table 3: mIoU of PSPNet and DeepLabv3 under different AT strategies against several
white-box attacks on Pascal VOC.

AT Strategy PSPNet DeepLabv3
118y [Clean €W DF _PGD SegPGD CosPGD RPPGD SegOOD|Clean CW DF PGD SegPGD CosPGD RPPGD SegOOD
N/A 76.64 4.72 14.20 5.21 2.03 2.94 1.76 1.47 |77.36 524 13.57 4.36 1.80 2.36 1.39 1.07

DDC-AT |76.44 55.37 57.16 22.94 23.63 22.81 20.54 15.20 |75.81 56.46 60.72 26.18 21.90 20.74 23.30 17.44
SegPGD3-AT|75.38 56.52 59.47 26.60 27.09 26.85 22.78 19.82 |75.01 59.55 62.12 26.29 28.03 24.62 20.35 16.87
CosPGD3-AT|74.04 53.37 57.19 25.33 23.87 30.51 24.47 14.87 |74.60 58.01 62.32 28.26 25.87 24.11 22.85 16.57

SEA3-AT |73.17 59.85 60.73 28.61 26.14 27.25 24.11 16.73 |72.91 60.48 63.08 29.87 27.10 26.08 2540 18.29
RPPGD3-AT|75.17 59.34 62.37 30.25 28.19 30.08 27.14 13.98 |75.20 61.21 64.40 31.22 23.04 22.79 28.61 14.03

Ours-Co |73.85 58.64 61.30 31.14 29.57  30.85  26.41 25.83 |75.02 59.71 63.89 30.83 30.17 25.94 27.68  27.03

Ours-Sep |74.39 61.26 62.28 32.54 30.37 31.40 27.03 30.15 |74.88 63.18 64.23 34.07 32.29 27.51 2840 32.35
SegPGDT7-AT|74.45 48.79 51.44 25.73 28.33 23.98 22.04 14.83 |74.46 51.42 51.47 30.95 29.55 27.99 24.61 15.48
CosPGD7-AT|75.12 47.43 49.86 26.10 25.84 27.17 21.90 17.39 |72.88 50.66 52.37 28.70 28.06 29.13 23.93 17.15

SEAT7-AT |73.30 52.17 58.84 30.27 29.30 29.84 27.03 15.11 |73.09 52.80 57.28 32.87 31.27 29.79 28.14 20.29
RPPGDT7-AT|74.93 55.65 60.32 29.15 31.24 27.85 32.70 14.93 |74.01 57.58 59.60 33.52 31.47 26.56  33.21  15.34

Ours-Co |74.40 58.11 59.73 34.28 31.75 28.61 30.46 25.82 |73.53 57.42 55.18 33.39 32.12 29.51 31.62  29.63

Ours-Sep |73.90 60.42 61.16 35.38 33.64 29.80 33.17 31.10 |73.88 59.57 61.74 35.27 34.86 30.17 32.97 35.11

Table 4: mIoU of PSPNet and DeepLabv3 under different AT strategies against several
white-box attacks on Cityscapes.

PSPNet DeepLabv3
Clean CW DF PGD SegPGD CosPGD RPPGD SegOOD|Clean CW  DF PGD SegPGD CosPGD RPPGD SegOOD
N/A 73.98 5.94 12.68 0.96 0.60 0.83 0.61 0.51 |73.82 8.24 14.26 1.07 0.89 1.54 0.72 0.61
DDC-AT |73.31 34.59 36.82 31.17 25.85 23.90 20.20 17.46 |71.59 34.85 38.13 30.77 19.67 22.74 18.41 15.18
SegPGD3-AT|71.01 38.27 33.52 32.11 25.16 22.48 17.56 |71.04 37.93 37.63 32.11 27.93 25.56 20.44 20.17
CosPGD3-AT|72.51 34. 34.18 30.76  27.79 26.41 23.36 19.03 |70.74 36.83 39.07 31.81 21.63 26.52 23.57 17.67
SEA3-AT |70.86 37.74 38.10 34.57 31.42 26.27 23.27 16.71 |70.44 35.71 39.01 34.94 25.84 24.97 23.61 15.59
RPPGD3-AT|71.58 38.64 39.70 35.19 33.57 28.69 26.40 14.72 |71.25 38.67 38.39 36.26 27.94 26.84 24.11 18.04
Ours-Co |71.12 37.22 41.01 34.02 33.41 26.88 2532  25.06 |71.84 37.05 36.92 34.78 28.91  24.61  25.08  27.57
Ours-Sep |72.14 40.11 42.36 35.41 36.52 29.96 27.71 32.02 |71.21 38.64 41.27 37.92 33.48 29.49 27.02 30.71
SegPGD7-AT|70.21 29.59 30.68 27.13 33.84 27.39 24.64 14.79 |69.93 29.73 31.30 30.43 32.17 27.73 24.50 13.96
CosPGD7-AT|69.18 29.32 30.87 26.69 25.83 28.53 23.17 16.21 |69.26 28.38 30. 31.08  26.90 29.22 22.82 15.77
SEA7-AT |67.80 31.79 32.68 31.55 27.27 24.92 21.65 13.30 |68.80 31.27 34. 34.75  30.04 26.65 25.30 20.05
RPPGD7-AT|70.08 31.47 33.82 30.74 32.05 27.26 29.51 13.74 [69.67 30.33 34.07 36.16 30.79 29.23  27.00 18.16
Ours-Co |68.55 30.77 33.18 30.90 31.04 2743 26.12  28.64 |70.15 29.98 32.84 35.73 31.77  29.05  24.67  27.80
Ours-Sep |69.92 35.88 35.04 31.86 34.18 28.81 29.32 35.38 |69.55 33.44 35.21 38.58 35.84 31.41 26.78 33.29

AT Strategy

4.4 Adversarial Training with SegOOD

We further probe into whether AT with SegOOD has a positive effect on en-
hancing the robustness of segmentation models. To ensure a fair comparison, we
adopt the same setting of AT in previous works [12,28/30]. We employ the un-
derlying attacks SegPGD, CosPGD, RPPGD, and SegOOD with 3 and 7 attack
iterations to generate adversarial samples for AT, respectively. In addition, we
also adopt an ensemble attack SEA 13| for AT. We evaluate two AT strategies: 1)
Ours-Co: We use the unified objective in Eq. to jointly optimize prediction
and OOD objectives when generating adversarial samples for AT; 2) Ours-Sep:
We Separately use Lpred (Bla 627 B3 = (07 0, 1)) and Lgoq (517 ﬂ27 53 = (13 1, 0)) to
generate adversarial samples, where each objective is used for half of the train-
ing samples. The details of the latter AT process (Ours-Sep) are provided in the
supplementary material.

Against White-box Attacks: We first evaluate the model robustness under
various white-box attacks, including CW [5], DeepFool (DF) [21], PGD |20],
SegPGD [12], CosPGD |2|, RPPGD [30], and our proposed SegOOD attacks with
10 iterations. The results on Pascal and Cityscapes are summarized in Tables
and [4 respectively. As shown in the tables, segmentation models without
AT are highly vulnerable to white-box attacks. While existing AT strategies
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Table 5: mloU results of PSPNet and DeepLabv3 under different AT strategies against
black-box attacks. A—B means adversarial samples are crafted on A and used to attack
B with different AT strategies.

Datasct | AT Strategy PSPNet—+DecpLabv3 DecpLabv3—PSPNet
SegPGD RPPGD TranSegPGD FSPGD RWAE AdvPatch SegO0D [SegPGD RPPGD TranSegPGD FSPGD RWAE AdvPaich 5eg00D

N/A 878 591 7.04 470 2675 2493 331 | 846 412 151 360 2483 2705 2.7

DDC-AT | 1194 892 .45 807 2614 6.58 | 9.3 6.86 840 591 2873 2861 6.9

SegPGD3-AT| 13.34  9.17 1269 10.77 2719 805 | 1051 896 9.37 3046 2562 6.94

Pascal VOC|CosPGD3-AT| 12.81  9.35 10.93 9.60 2684 612 | 1127 870 10.62 526 2885 5.27
SEA3-AT | 13.86 11.54 11.93 10.78 3000  T.59 | 14.68  11.86 1124 3781 8.80

RPPGD3-AT| 1779  15.10 12.20 11.89 3196 1041 | 1531 1540 10.14 1135 3517 1L74
Ours-Sep | 22.96 19.55  16.99  16.44 37.28  19.30 18.50 18.04  16.11  15.96 41.07 44.18 23.85

N/A 1033 829 5.91 5.02 2317 461 | 956 8.12 6.64 531 2314 2290 3.9

DDC-AT | 1332 11.35 957 7.19 2515 645 | 1175 7.62 823 750 2613 2441 581

SegPGD3-AT| 20.11 12.55 13.84 9.74 23.82 8.18 12.82 9.03 12.60 11.46  32.05 26.14 7.07

Cityscapes |CosPGD3-AT| 17.62  11.88 10.64 13.43 27.61 752 | 1237 886 10.44 1331 2017 3079 816
SEA3-AT | 2261  13.39 12.42 15.18 3364 972 | 1334 1611 13.95 1445 3057 3660 1128

RPPGD3-AT| 23.56  16.73 15.36 1225 33.76 3526 1227 | 1621  14.43 11.71 14.64 3193 4009  10.86
Ours-Sep | 25.90 20.70  23.62  19.17 35.77  21.73  23.69 21.40  18.57  18.22 35.50 44.09  24.15

improve robustness against previous ID-style iterative attacks, they still struggle
to defend against our proposed SegOOD attack. In contrast, AT with SegOOD
(Ours-Sep) significantly enhances segmentation robustness against a wide range
of adversarial attacks, especially our OOD-style attack SegOOD.

Moreover, we observe that AT with SegOOD solely leads to a slight mIoU
drop on clean images (refer to column “Clean”), while preserving promising seg-
mentation accuracy. We also show in the supplementary material that models
AT with SegOOD achieve competitive performance on clean images compared to
standard models. Additionally, even with only 3 attack iterations, AT with Se-
gOO0D outperforms other approaches that use 7 iterations in most cases, demon-
strating its efficiency in training a robust model. Note that, AT does not incur
any additional inference cost, ensuring consistent efficiency to standard models.

Against Black-box Attacks: To evaluate robustness under more realistic set-
tings, we test several transfer-based black-box attacks with 100 iterations, in-
cluding SegPGD [12|, RPPGD 30|, TranSegPGD [17], and FSPGD |23|. These
attacks generate adversarial samples from a surrogate model (e.g., PSPNet) to
attack a target model (e.g., DeepLabv3), and vice versa. We also include two ad-
versarial patch attacks, RWAE [22| and AdvPatch [24], with patch size 150 x 300.
Moreover, we adopt SegOOD to perform a transfer-based black-box attack and
evaluate the model robustness against such a potent attack. As shown in Table
AT with SegOOD (Ours-Sep) consistently achieves superior robustness across
both models and datasets, especially against transfer-based SegOOD. This is
because SegOOD exposes the model to feature-level distributional deviations,
encouraging the encoder to learn representations that are robust to distribution
shifts and thus improving transfer robustness. Moreover, separating SegPGD and
OOD-based attacks during AT provides complementary supervision: SegPGD
enhances robustness against prediction-level perturbations, while OOD-based
attacks improve robustness at the feature level. Their combination leads to more
comprehensive robustness against both types of adversarial perturbations.
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5 Conclusion

In this paper, we rethink adversarial attacks in semantic segmentation and pro-
pose an OOD-like attack, termed SegOOD, to challenge existing robust models.
By introducing a Feature Wasserstein Separation objective and a Weighted K-
Nearest-Neighbor Separation objective, SegOOD generates adversarial samples
with clear OOD-like characteristics, making them more difficult for robust seg-
mentation models to defend against. Furthermore, incorporating these adversar-
ial samples into adversarial training significantly improves model robustness, and
combining them with other attacks further enhances robustness against diverse
threats. Extensive experiments demonstrate that adversarial training with Se-
gOO0D surpasses state-of-the-art methods by a large margin, while maintaining
strong clean performance and efficient inference.
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