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Abstract. On-device AI for resource-constrained systems, such as wear-
ables and IoT sensors, requires models that are both highly efficient
and reliable for mission-critical applications. Out-of-Distribution (OOD)
detection is vital for ensuring this reliability, yet mainstream OOD re-
search has focused on achieving state-of-the-art (SOTA) accuracy without
regard for inference-time computational cost. This has led to powerful but
complex methods (e.g., CLIP-based or supervised learning-based models)
that are orders of magnitude too slow for real-world on-device deployment.
We argue that the more meaningful benchmark for this domain is maxi-
mizing accuracy within a practical, constrained inference computational
budget. However, reducing inference complexity is typically achieved at
the expense of lower performance, exhibiting a trade-off between inference
speed and accuracy. This paper breaks that trade-off. We introduce a
novel framework that establishes an accuracy-SOTA under constrained
inference complexity. This is achieved through two key innovations: (i)
a latent-space de-biasing technique that learns to remove pixel-intensity
bias during training, drastically reducing inference complexity, and (ii) an
intelligent negative sampling strategy that generates high-quality negative
samples to significantly boost performance. On both a real edge device
and standard GPU infrastructure, extensive experiments reveal that
our method surpasses existing accuracy-SOTA OOD detection methods
within a TinyML-appropriate inference budget.
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1 Introduction

Deploying machine learning on small edge devices, such as wearables, Internet
of Things (IoT) sensors, and small drones, is rapidly emerging as a critical
paradigm in Artificial Intelligence (AI), often referred to as TinyML. These
devices are integral to mission-critical applications like health monitoring, wildfire
detection, and search-and-rescue missions, where (near) real-time decision-making
is essential and delays can have severe consequences [1, 9, 28]. However, these
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devices are battery-powered and possess highly limited computing resources,
making (near) real-time inference a significant challenge. While cloud-based
computation offers a powerful alternative, it is often impractical due to latency,
connectivity issues, data privacy concerns, and cost. Thus, there is an urgent
need for compact AI models capable of performing fast inference under stringent
resource constraints [4, 17]. Clearly, training complexity is much less of a concern
for TinyML since models can be trained offline on powerful machines before
being deployed to resource-constrained devices.

Out-of-Distribution (OOD) detection is a crucial safeguard for ensuring the
reliability and safety of AI by identifying inputs that deviate from in-distribution
(ID) data. This is particularly vital in TinyML, where devices operate in diverse
and unpredictable environments. Notably, the mainstream research today pursues
maximizing performance by leveraging larger and larger models, which are often
equipped with increasingly sophisticated inference mechanisms. The prevailing
goal is to achieve the state-of-the-art (SOTA) accuracy without constraining
inference complexity. However, this pursuit has largely ignored the limited in-
ference computational capabilities of the devices targeted by TinyML, which
require inference complexities that are orders of magnitude beyond what they can
support. SOTA accuracy becomes meaningless for resource-constrained devices if
inference latency prevents meeting (near) real-time application requirements. This
trend runs counter to the core principles of TinyML, where compute resources
are scarce and (near) real-time inference is often essential.

This reality necessitates a different research paradigm: the pursuit of accuracy-
SOTA under constrained inference complexity. In this paradigm, we first define an
acceptable computational budget by the target hardware (e.g., in Mega Floating-
Point Operations (MFLOPs)) and then aim to maximize detection accuracy
within that fixed budget in inference. This aligns with the de-facto industry
standard: if a model cannot run efficiently on-device, its accuracy is irrelevant
for real-world deployment.

Modern OOD detection methods can be grouped into three major paradigms:
Contrastive Language-Image Pre-training (CLIP)-based, supervised learning-
based, and unsupervised learning-based. CLIP-based methods achieve strong
OOD performance via prompt-based image-text similarity; however, their efficacy
depends on large-scale, pre-trained vision–language models whose cross-modal
alignment cannot be preserved under compression, making them impractical
for resource-constrained settings. Supervised methods, including discriminative
and post-hoc approaches, require explicit class labels within the in-distribution
(ID) training data. In contrast, unsupervised methods, including Generative
Adversarial Networks (GANs), diffusion models, and Variational Autoencoders
(VAEs), require only the unlabeled ID samples, relying on coarse labeling to
separate ID from OOD samples, without needing class labels within the ID data.
This is more practical for many real-world applications (e.g., medical imaging).

To assess the viability of OOD detection methods for TinyML, it is essential
to examine whether their inference complexities fall within the constraints of
TinyML hardware. Numerous studies establish that TinyML applications operate
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(a) Inference complexity (MFLOPs, ↓) comparison (b) AUROC (↑) scores comparison

Fig. 1: Efficiency & accuracy comparison. (a) Inference complexity (in MFLOPs)
comparison on ImageNet-1k benchmark for image resolution of 224×224 based on the
original model of each method. (b) AUROC score comparison via multi-budget Pareto
curves, averaged over test cases of the ImageNet-1k benchmark. For each method and
budget, the best variant with an inference cost no higher than the budget cap is selected.

within a ceiling of approximately 300 MFLOPs, with many requiring even far
less complexity [13, 15, 30]. For a detailed discussion of TinyML requirements,
refer to Appendix A. Unfortunately, as illustrated in Figure 1a, all supervised, all
CLIP-based, and most unsupervised methods (except some VAE methods), which
collectively dominate the accuracy-SOTA space, far exceed 300 MFLOPs. For
example, the inference complexity of the modern CLIP-based method is as high
as about 35,000,000 MFLOPs. Notably, VAE-based methods offer lower inference
complexity than others, although they still require several hundred MFLOPs
or more for inference complexity, which often narrows (or may preclude) their
applicability in TinyML scenarios. Moreover, the lower inference complexity of
the existing VAE methods often comes at the cost of reduced OOD detection
accuracy. Meanwhile, the inference complexity of our proposed method is the
lowest, at about 35 MFLOPs. In the context of TinyML, blindly comparing OOD
detection accuracy is typically meaningless due to the substantial disparity in
inference complexity (e.g., 35 MFLOPs vs. 35,000,000 MFLOPs).

This raises an important and practical question: which approach delivers the
highest accuracy when constrained to a TinyML-appropriate inference budget?
This question highlights a clear research need: a method that is natively de-
signed for the TinyML regime and capable of achieving accuracy-SOTA without
exceeding the inference complexity limit. This is precisely the goal of our work.

In this work, we propose a novel unsupervised (VAE-based) framework by
holistically designing a model for both efficiency and performance at the same
time. To examine the real-world efficiency, we perform experiments on an actual
TinyML platform, the NVIDIA Jetson Orin Nano 8 GB devkit. Figure 1b shows
the Area Under the Receiver Operating Characteristic Curve (AUROC) scores
of our method and other methods including GAN, diffusion model, post-hoc
and SOTA discriminative methods via multi-budget Pareto analysis within a
fair, TinyML-appropriate inference budget range (up to TinyML’s 300 MFLOPs
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ceiling). For each method and each budget, we select the best-performing variant
whose inference cost is no higher than the budget cap. CLIP-based methods
are not compared because their efficacy is tied to “pre-trained” (transformer-
based) vision and language encoders, which cannot be reduced without losing
the learned cross-modal alignment, and although compact CLIP variants (e.g.,
TinyCLIP [39] and MobileCLIP [38]) exist, none meets the TinyML inference
budget while preserving the cross-modal alignment these methods rely on. Figure
1b shows that our method consistently surpasses competing methods across the
TinyML-appropriate inference budget range.

Our goal is to achieve two critical objectives: (i) ultra-low inference complexity
and (ii) high performance across diverse datasets. To address the first goal, we
design a novel de-biasing approach that trains the model to internalize the de-
biasing process directly within the latent space. To accomplish the second, we
propose an intelligent strategy that generates high-quality negative (virtual OOD)
samples directly from ID data. Both real-device experiments and evaluations on
standard GPU infrastructure show that our method consistently outperforms
existing accuracy-SOTA OOD methods across multiple benchmarks under a
TinyML-appropriate inference budget.

Our study’s key contributions include the following:

– We propose a novel and inference-efficient pixel-intensity de-biasing method
that operates directly in the latent space, allowing the model to learn this pro-
cess during training. This significantly reduces inference complexity, making
it ideal for resource-constrained TinyML applications.

– We introduce a new and effective mechanism to generate high-quality negative
samples, which effectively enhances OOD detection accuracy in TinyML.

– Experiments on both real TinyML device and standard GPU setup show that
our method sets a new accuracy-SOTA, outperforming existing SOTA OOD
detection methods under the same TinyML-appropriate inference budget.

2 TinyML and Related Work

TinyML devices typically operate within a computational envelope ranging from
roughly 0.1 MFLOPs to a few hundred MFLOPs, with most practical applica-
tions targeting the 0.1–100 MFLOP range to balance real-time performance and
energy efficiency. Ultra-low complexity models (0.1–1 MFLOPs) are designed
for extremely constrained hardware, such as microcontrollers in wearables, en-
abling tasks like always-on keyword spotting with only a few hundred thousand
operations per inference and significant energy savings [44]. Moderate complexity
models (1–100 MFLOPs) expand capabilities to more demanding tasks, including
image classification, image segmentation, and human posture recognition on
devices like IoT sensors and low-power embedded systems, while still maintaining
low latency and power draw [3, 7, 24, 32]. Higher-end TinyML models (100–∼300
MFLOPs) are employed in more capable devices where additional computational
resources allow for more sophisticated deep networks, though they require careful
trade-offs regarding latency and battery life [18,19,27]. Generally, ∼300 MFLOPs
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is considered an upper limit for TinyML, and if the inference complexity signifi-
cantly exceeds this threshold, deploying such models becomes highly challenging.
To provide a fair performance comparison for TinyML, existing SOTA OOD
detection methods are benchmarked at the same inference speed (latency) based
on an actual TinyML device. Further details on the inference computational
complexity for TinyML devices are available in Appendix A.

Modern OOD detection research can be grouped into three paradigms. Super-
vised learning-based methods, including discriminative model-based and post-hoc
techniques, use class labels to build detection models [10, 11, 15, 23, 25, 31, 35].
In contrast, unsupervised learning-based methods require only unlabeled in-
distribution data. This category includes large, complex generative models like
GANs and diffusion models [14, 34] as well as more efficient (especially in the
inference phase) VAEs [2, 5, 8, 40, 42], which offer a more viable foundation
for resource-constrained environments, as demonstrated by Figure 1a. Recently,
CLIP-based methods [6,22,29] hold the unconstrained accuracy-SOTA but require
thousands of MFLOPs, rendering them incompatible with TinyML scenarios.

In terms of inference complexity, VAE-based methods offer lightweight ar-
chitectures better-suited for TinyML than others. However, their performance
has remained suboptimal, as methods optimized for speed tend to suffer sig-
nificant drops in detection accuracy [8], while attempts to improve accuracy
often lead to increased computational cost [2, 5, 40, 42]. Our work breaks this
impasse. By introducing novel architectural and training strategies, we achieve
accuracy-SOTA with the same inference speed on an actual TinyML device,
outperforming existing supervised and unsupervised-based SOTA OOD detection
methods.

3 Proposed Method

As previously discussed, we select VAE as our base model, considering it the
most suitable model for TinyML. To simultaneously enhance inference efficiency
and optimize OOD detection performance, we propose two innovations, each
achieving one of these goals: (i) eliminating pixel-intensity bias in the latent space
of VAEs and (ii) intelligently generating “hard” negative samples for training.

3.1 Training Procedure

In our method, only the dataset DID of ID samples is given for training and the
VAE is trained through a three-stage process, as shown in Figure 2a. Each stage
is detailed in the following subsections.

Training Stage 1: learning pixel-intensity bias elimination in latent
space In the first training stage, we address pixel-intensity bias, a crucial factor
in VAE-based OOD detection. In existing methods, this bias is typically corrected
during the inference phase by applying adjustments at the output of the decoder,
mostly relying on importance sampling to estimate log-likelihood values [8].
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(a) Three-stage training overview

(b) Stage 1: bias elimination in latent space

Fig. 2: Training pipeline. (a) An overview of the three stages of the training procedure
for our proposed approach (top to bottom). The first stage effectively eliminates pixel-
intensity bias within the latent space. In the second stage, hard and useful high-quality
negative samples are synthesized through three steps: (i) initializing, (ii) updating, and
(iii) screening. The third stage fine-tunes the model pre-trained in Stage 1, yielding
the ultimate model used for inference. (b) Training Stage 1 for pixel-intensity bias
elimination in the VAE’s latent space (i.e., at the output of the encoder). For each x in
DID, its pixel-intensity calibrated version x̄, which serves as a reference point in the
latent space, and its pixel-intensity perturbed variants {x̃1, x̃2, x̃3, x̃4} are generated.
Our loss LS1 is designed to push all x̃ toward x̄ in the latent space.

However, achieving high estimation accuracy with this approach demands a
large number of importance samples (e.g., hundreds), resulting in high inference
complexity, which makes it impractical for resource-constrained settings. In
contrast, our method trains the model to learn how to eliminate pixel-intensity
bias directly within the latent space during training. By learning to de-bias in the
latent space, our approach removes the need for repeated sampling at inference,
substantially reducing inference complexity while maintaining high accuracy.
This innovation not only improves the efficiency of OOD detection but also
decreases model size, making it highly suitable for deployment in limited-resource
environments.

Our approach of pixel-intensity bias elimination, shown in Figure 2b, is to
ensure that any pixel-intensity perturbed variants of an input image exhibit
close proximity with one another in the latent space. To this end, based on
inspiration from CR-VAE [33], we propose a novel loss LS1 using a pixel-intensity
perturbation operation, denoted by t(x̃|x), as follows:

LS1
= LVAE

θ,ϕ (x̄) + Ex̃

[
LVAE
θ,ϕ (x̃)

]
+ λS1

· Ex̃ [DKL (gϕ (z|x̄) ||gϕ (z|x̃))] (1)

where x̃ ∼ t (x̃|x) represents the pixel-intensity variants of the original input
x. The encoder parameterized by ϕ maps an input x to its latent variable
z with the posterior distribution gϕ(z|x) = Nz(µϕ(x), σ

2
ϕ(x)), where N (µ, σ2)

represents a multivariate Gaussian distribution with mean vector µ and diagonal
covariance matrix σ2, which will be simply called mean and variance. With the
reparameterization trick [20], the mean µϕ(x) and variance σ2

ϕ(x) are produced
by the encoder for input x. The decoder is parameterized by θ. Also, LVAE

θ,ϕ (·)
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(a) Impact of varying quantities of x̃ on the KL
divergence values DKL (gϕ(z|x)||gϕ(z|x̄))

(b) Demonstration of different types of negative
samples in latent space

Fig. 3: Pixel-intensity de-biasing and negative-sample taxonomy. (a) An illustration of
the impact of varying quantities of x̃ on the KL divergence values DKL (gϕ(z|x)||gϕ(z|x̄)).
The two figures are plotted from the corresponding KL divergence values for continuous
Bernoulli (left) and categorical (right) VAEs on all samples x from CIFAR-10 with a
VAE model trained on the CIFAR-10 dataset. (b) Negative samples are those that are
external to the boundary of ID samples in the latent space. Easy negative samples are
far from the boundary, whereas hard negative samples are close to the boundary, yet
outside of the ID. Such hard negative samples are more advantageous in effectively
shaping the decision boundary and ultimately enhancing the performance of OOD
detection. Negative samples inside ID are invalid.

symbolizes the standard VAE loss composed of KL divergence loss and the
reconstruction loss. The third term of DKL(·) serves as a regularizer in the latent
space of VAE.

As shown in Figure 2b, for each x in the ID dataset DID, its pixel-intensity
calibrated version x̄ is constructed such that in the latent space it serves as a
reference point for all pixel-intensity perturbed variants x̃ of x. In essence, x̄
constructed for each x yields the minimum KL divergence with the zero-mean
unit standard Gaussian in the latent space. More details of constructing x̄ are
given in Appendix B.1. For each x, its multiple pixel-intensity variants x̃ are also
generated by x̃ ∼ t(x̃|x), where the average pixel-intensity distribution t(x̃|x) of x̃
given x is a uniform distribution over the entire (normalized) pixel-intensity range
[0, 1]. Then, through the third term DKL(·) in Equation (1), all variants x̃ of x are
forced to converge towards x̄ in the latent space to mitigate the pixel-intensity
bias in the latent space. In our proposed scheme, those x̃ are generated such
that they are uniformly distributed over the entire pixel-intensity range of [0, 1],
which is effective in accommodating any OOD samples in the inference that
are drawn from unknown distributions. To confirm the regularization effect, we
ran simulations on CIFAR-10 for varying numbers of variants x̃ from one to
32, which are shown in Figure 3a. Clearly, the more x̃ are used, the flatter the
KL divergence curves are. When 32 x̃ variants are used, the curves are almost
flattened, meaning that the pixel-intensity bias is essentially removed in the
latent space. Extended results of pixel-intensity bias elimination in other datasets
and a comparison between different techniques for negative sample generation
are available in Appendix B.2.
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Training Stage 2: generation of negative samples Stage 2 constitutes
another pivotal phase of our proposed method tasked with the generation of
special samples (from ID samples), namely negative samples, which will be
utilized in training Stage 3 to further enhance OOD detection performance. In
practice, it is not possible to create the OOD samples that will actually be faced
in the inference phase, because the distributions of the actual OOD samples are
unknown a priori. What is possible in practice is to generate the samples that
are external to the (distribution of) ID samples, which we will call the negative
samples, denoted by xneg (to distinguish them from the actual OOD samples). In
the latent space, if the negative samples are too far from the (distribution of) ID
samples, they are not really useful to help the model better learn (or refine) the
boundary of the (distribution of) ID samples. To be useful, the negative samples
must be proximate, yet external, to the boundary of the ID samples. The former
type of negative samples is easy (and less useful), and the latter is hard (and
useful), as shown in Figure 3b. The primary goal of our training Stage 2 is to
generate hard negative samples.

To generate hard negative samples during the second stage of training, as
shown in the middle sub-figure of Figure 2a, we developed a three-step approach:
(i) initializing, (ii) updating, and (iii) screening. In the first step, we initialize the
negative samples xneg by applying a Mosaic data augmentation to ID samples
x, followed by perturbations of the partitioned blocks of Mosaic. Through this
process, the high-level semantic information of the input samples is altered,
although the low-level semantic information is still (partially) preserved. In the
latent space, the initialized sample is marginally pushed towards the periphery
of the ID area.

In the second step of training Stage 2, following the procedure in Figure 4a,
we update xneg such that they are sufficiently pushed away from ID samples,
ensuring that xneg become valid negative samples. To this end, we extract the
encoder portion of the VAE model trained during Stage 1, which is kept fixed
(frozen) throughout this step, and we apply xneg as input to the encoder. While
fixing the encoder, the input xneg itself is directly updated by minimizing our
proposed loss function Lxneg

:

Lxneg
=−DKL

(
gϕ(z|xneg)||Nz(µID, σ

2
ID)

)
−

L∑
i=1

λiDKL

(
gi-BN
ϕ (zi|xneg)||Nzi(µ

i-BN
ID , σ2,i-BN

ID )
)
+ λ ∥xneg∥

(2)

where µID = Ex∈DID [µϕ(x)] and σ2
ID = Ex∈DID [σ

2
ϕ(x)]. Also, gi-BN

ϕ (zi|xneg) =

Nzi(µ
i-BN
ϕ (xneg), σ

2,i-BN
ϕ (xneg)), µi-BN

ID = Ex∈DID [µ
i-BN
ϕ (x)], and σ2,i-BN

ID = Ex∈DID

[σ2,i-BN
ϕ (x)], where µi-BN

ϕ (y) and σ2,i-BN
ϕ (y) are the mean and variance at the i-th

BatchNorm (BN) layer within the encoder ϕ when the input is y.
In Equation (2), the first KL divergence term ensures that, in the latent space

of VAE, xneg differs from ID samples. This KL divergence is computed in the
latent space using the running mean µϕ(xneg) and variance σ2

ϕ(xneg) for input
xneg and the average mean µID and variance σ2

ID for the entire ID samples in
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(a) Step 2 of training Stage 2 of our method
(b) Inference procedures of the existing fastest
VAE-based method [8] and our method

Fig. 4: Step 2 of training Stage 2 of our method and inference pipeline comparison. (a)
Step 2 of training Stage 2. Using the encoder part, which is retrieved from the trained
VAE model in the first stage and kept fixed, xneg are directly updated by minimizing
Lxneg in order to become valid negative samples. (b) Inference procedures of the existing
fastest VAE-based method [8] and our method. The method [8] needs hundreds of
sampling operations to estimate the log-likelihood. By contrast, our method obviates this
computationally demanding operation and directly generates OOD detection predictions
in the latent space by the KL divergence, which significantly reduces the computational
burden at a lower memory requirement.

DID that were computed and stored from Stage 1. To further ensure that xneg

differs from ID samples at all feature levels (in addition to the latent space),
we introduce the second KL divergence term in Equation (2), which is inspired
by [41]. The fundamental idea we adopted from [41] is to use the feature statistics
of the training data stored in the BN layers of the model. Assuming there are
L BN layers in the encoder, those L KL divergence terms are computed using
the running mean µi-BN

ϕ (xneg) and variance σ2,i-BN
ϕ (xneg) for input xneg and the

average mean µi-BN
ID and variance σ2,i-BN

ID for all ID samples in DID, which are
stored in the BN layers of the encoder trained in Stage 1. Although inspired
by [41], our approach functions in an opposite way to the method of [41]: in our
approach, the KL divergence is maximized to generate the “negative” samples
that are different from the ID samples at all feature levels, whereas in [41] the KL
divergence is minimized to generate “positive” samples with the same distributions
of the ID (or training) data. The third term λ ∥xneg∥ serves as regularization.

Finally, the third step of training Stage 2 is to screen out both invalid and easy
negative samples, which contributes significantly to refining the OOD detection
decision boundary. Letting Dneg denote the set of all negative samples obtained
in Step 2, we filter them as follows:

Dhard
neg =

{
xneg

∣∣∣∣∣ϵ2 < q(xneg;µneg, σ
2
neg) < ϵ1, xneg ∈ Dneg

}
(3)

where q(xneg;µneg, σ
2
neg) is given by

q(xneg;µneg, σ
2
neg) =

e−
1
2 (z(xneg)−µneg)

T (σ2
neg)

−1(z(xneg)−µneg)

(2π)K/2det(σ2
neg)

1/2
(4)
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In the above equation, z(xneg) ∼ gϕ(z|xneg), µneg = Ey∈Dneg
[µϕ(y)], σ2

neg =
Ey∈Dneg

[σ2
ϕ(y)], and K is the dimension of the latent variable z. In light of the

mechanism of Step 2 (the negative samples were pushed away from ID samples),
“too highly (negative sample) likely” ones in Dneg with their probabilities higher
than ϵ1 should be removed, because they could be easy negative samples. On
the other hand, “too (highly negative sample) unlikely” ones in Dneg with their
probabilities lower than ϵ2 should be removed, because they could be invalid
negative samples. In our experiments, ϵ1 and ϵ2 are chosen based on the 95th and
the 5th percentiles, respectively, of all negative samples xneg. Further discussions
about this screening procedure can be found in Appendix B.3.

Training Stage 3: fine-tuning by ID and negative samples Training Stage
3, as illustrated in Figure 2a, fine-tunes the model trained in Stage 1 utilizing
both the original ID samples in DID and the carefully crafted negative samples
in Dhard

neg from Stage 2 as input based on the following loss:

LS3 = LVAE
θ,ϕ (x) + λS3 · L

neg
θ,ϕ (xneg) (5)

for x ∈ DID and xneg ∈ Dhard
neg , where Lneg

θ,ϕ (xneg) is defined as:

Lneg
θ,ϕ (xneg) = max (0, δ − LBCE (fθ (gϕ (z|xneg)))) (6)

In this equation, fθ(·) represents the decoder. The parameter δ denotes a pre-
determined threshold for the reconstruction loss of the negative sample xneg.
Also, LBCE corresponds to the Binary Cross-Entropy loss. Rationales behind our
selection of LBCE against LMSE are available in Appendix B.4.

3.2 Inference Procedure

Figure 4b shows the inference procedures of our method in comparison to the
fastest existing OOD detection method [8], which utilized post-processing for pixel-
intensity de-biasing and estimated the log-likelihood by importance sampling,
demanding hundreds of sampling repetitions for inference. By contrast, in the
inference phase of our proposed scheme, as the OOD detection score, we simply
compute the KL divergence DKL(gϕ(z|xtest)∥Nz(µID, σ

2
ID)) using the running

mean µϕ(xtest) and variance σ2
ϕ(xtest) for each test image xtest and the stored

average mean µID and variance σ2
ID, which were learned on ID samples and stored

during training. If the computed KL divergence is greater than a threshold, the
test image is declared to be OOD; otherwise, it is ID. The threshold is selected
to achieve a specific target performance metric, such as FPR95.

Benefiting from pixel-intensity de-biasing in the latent space that was al-
ready learned during training, our method obviates any need for estimating
log-likelihood values, importance sampling, or de-biasing post-processing in infer-
ence. Furthermore, the intelligently crafted hard negative samples improve the
OOD detection performance. Overall, our proposed method simultaneously offers
faster inference than the existing fastest method [8], even with a smaller model
in inference and higher OOD detection accuracy.
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4 Experiments

We follow popular OOD detection benchmarks [43], including CIFAR-100 for both
near (Tiny-ImageNet and CIFAR-10) and far (Texture, SVHN, and Places365)
OOD test cases, and ImageNet-1k for both near (NINCO and SSB-hard) and
far (iNaturalist, Texture, and OpenImage-O) OOD test cases. The performance
comparisons are presented in AUROC (↑, the Area Under the Receiver Operating
Characteristic Curve) and FPR95 (↓, False-Positive Rate at a True-Positive Rate
of 95%), which are both reported in average and Standard Error of the Mean
(SEM) values based on 10 different random seeds. Additional details on the
experiments and dataset setups can be found in Appendices B.5 and B.6.

4.1 Baseline Methods

We consider a comprehensive set of competing OOD detection methods, including
discriminative model-based (ASH [10], NNGuide [31], TinyOOD [23]), post-hoc
(Energy [26], ReAct [35], NCI [25]), GAN-based (sGAN [34]) and diffusion-based
(OAL [14]) methods, as well as representative VAE-based methods (DB [8],
mVAE [2], DP [5]). Their backbones are scaled down to match the inference
speed (measured in latency) of ours on the TinyML device for a fair comparison
in TinyML. We include CLIP-based methods only as unconstrained references
(Appendix C.1), since their performance hinges on fixed, large-scale pre-training:
the parameters of a vision–language backbone cannot be scaled down without
losing the learned cross-modal alignment, and although compact CLIP variants
(e.g., TinyCLIP [39] and MobileCLIP [38]) exist, none meets the TinyML inference
budget while retaining the cross-modal alignment that OOD scores require.

4.2 Performance on Real TinyML Device

For real TinyML device experiments, we evaluate all methods on an NVIDIA
Jetson Orin Nano 8 GB devkit, a popular TinyML device, to ensure the alignment
of test conditions with real-world TinyML-based OOD detection applications.
We present the main results for the OOD detection in Table 1 and comparison
with other negative sample generation methods in Table 2. Extended results of
performance comparison with the comprehensive set of competing methods and
SEM for all methods, more details on the TinyML hardware setup and inference
speed comparison, and more visualizations of our synthetic negative samples are
available in Appendices C.1, C.2, and C.3, respectively.
Main results on OOD detection performance. Table 1 presents a comparison
of OOD detection performance between our method and other baseline methods.
Our method consistently outperforms all baselines under a TinyML-appropriate
inference budget on a real TinyML device, including methods designed for high
performance with large backbones (e.g., NNGuide) and methods proposed for
high efficiency (e.g., TinyOOD and DP). This is achieved through the holistic
design of our method, balancing efficiency and accuracy by introducing novel
architectural and training strategies for both targets.
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Table 1: AUROC (↑)/FPR95 (↓) scores on (n)ear and (f)ar-OOD test cases of CIFAR-
100 and ImageNet-1k benchmarks. All methods have the same inference speed (latency)
on the real TinyML device in this comparison. For readability, the table is split into two
parts that share the same ID-OOD pairs: the upper part reports supervised methods and
the lower part reports unsupervised methods. Bold numbers denote the best results.

ID dataset OOD dataset
Supervised methods

Post-hoc Discriminative model

Energy ReAct NCI ASH NNGuide TinyOOD

CIFAR-100

Tiny-ImageNet (n) 63.5/88.9 63.7/88.7 64.2/87.6 64.9/87.9 65.1/87.4 64.5/87.9
CIFAR-10 (n) 59.2/92.9 59.4/92.5 61.1/90.9 60.6/91.4 61.3/91.1 60.8/91.6
Texture (f) 69.8/73.6 69.6/72.4 70.9/69.6 70.7/70.1 71.0/69.2 70.8/69.5
SVHN (f) 72.2/68.5 71.9/66.1 73.2/63.1 72.4/64.5 73.4/63.5 73.0/64.1

Places365 (f) 70.4/70.3 70.8/68.2 71.4/67.2 70.9/68.3 71.5/67.0 71.1/67.7

ImageNet-1k

NINCO (n) 57.4/80.6 57.7/80.8 59.6/79.2 58.5/80.3 59.9/78.9 59.2/79.5
SSB-hard (n) 55.9/82.7 55.6/82.4 56.3/82.7 55.9/83.0 57.2/81.0 57.0/81.2
iNaturalist (f) 62.5/76.9 62.9/75.4 63.2/74.5 62.7/75.1 63.1/74.9 62.7/75.8
Texture (f) 63.8/73.4 64.0/72.7 64.4/71.3 63.2/72.6 64.0/71.5 63.5/72.6

OpenImage-O (f) 64.2/74.8 64.5/73.2 64.1/73.8 63.8/74.5 64.4/73.5 64.1/74.2

ID dataset OOD dataset
Unsupervised methods

Diffusion model GAN VAE

OAL sGAN DP mVAE DB Ours

CIFAR-100

Tiny-ImageNet (n) 63.6/89.0 63.9/88.2 65.9/86.3 63.1/88.2 58.0/89.5 67.3±0.1/85.1±0.1

CIFAR-10 (n) 59.2/93.3 59.0/92.1 62.0/90.6 59.1/92.5 54.0/93.6 63.4±0.2/89.2±0.2

Texture (f) 70.5/70.8 70.1/71.8 71.9/68.6 65.7/71.5 62.1/74.6 73.1±0.3/66.0±0.2

SVHN (f) 72.1/64.3 72.6/65.0 74.0/61.8 68.2/65.7 63.7/68.8 75.5±0.4/59.4±0.2

Places365 (f) 70.4/68.6 70.7/69.2 71.9/65.5 66.3/69.4 62.5/72.9 73.2±0.2/63.8±0.3

ImageNet-1k

NINCO (n) 58.1/81.0 57.8/80.1 60.8/78.5 59.2/80.9 57.0/86.4 62.0±0.2/76.9±0.4

SSB-hard (n) 55.3/84.4 54.2/83.6 58.1/80.5 56.5/83.7 54.3/89.6 59.6±0.1/79.1±0.2

iNaturalist (f) 62.2/76.5 61.9/78.0 64.0/73.8 64.0/86.6 60.6/83.4 65.2±0.3/71.7±0.3

Texture (f) 63.8/73.2 63.4/73.9 65.2/70.4 64.8/83.6 62.2/78.8 66.5±0.2/68.2±0.1

OpenImage-O (f) 63.5/75.9 63.0/77.7 65.6/72.2 65.5/85.5 62.3/82.6 66.9±0.1/70.3±0.3

Results on synthetic negative sample generation. We evaluate the effec-
tiveness of the synthetic negative sample generation in our method by comparing
it with other popular negative sample generation techniques for OOD detection
tasks, including CSI [36], CnC [16], VOS [12], NPOS [37], and HamOS [21]. To
be specific, the performance comparison is done by replacing the second stage of
our method with those techniques while Stages 1 and 3 remain unchanged, as
shown in Table 2. It reveals that our method is the most effective technique for
generating synthetic negative samples for OOD detection in the TinyML setup.
Inference efficiency and relative inference model size. Table 3 reports
inference latency and relative inference model size on a real TinyML device for
each method’s raw (unshrunk) model. Note that for retrieval-based methods
such as NNGuide, the stored nearest-neighbor feature bank is excluded from
the relative model size, as it consists of cached features rather than model
parameters. However, the cost of traversing this bank at inference is reflected in
latency, which explains why such methods can exhibit a moderate model size yet a
disproportionately high latency. Our method is significantly faster than competing
methods and has the smallest footprint among competing OOD detection methods.
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Table 2: AUROC (↑) scores for our method and other negative sample generation meth-
ods on (n)ear and (f)ar-OOD test cases for CIFAR-100 and ImageNet-1k benchmarks.
This is done by replacing the second stage of our method with those techniques.

ID dataset OOD dataset
Negative sample generation methods

CSI CnC VOS NPOS HamOS Ours

CIFAR-100

Tiny-ImageNet (n) 63.8±0.2 63.2±0.3 65.0±0.2 65.6±0.3 66.0±0.2 67.3±0.1
CIFAR-10 (n) 61.5±0.4 60.2±0.2 60.9±0.1 61.7±0.2 62.1±0.1 63.4±0.2
Texture (f) 67.3±0.3 65.9±0.5 68.4±0.6 70.4±0.5 71.2±0.2 73.1±0.3
SVHN (f) 72.2±0.4 71.6±0.4 73.1±0.7 73.4±0.2 74.0±0.2 75.5±0.4

Places365 (f) 72.0±0.2 71.4±0.5 71.7±0.3 71.9±0.1 72.3±0.1 73.2±0.2

ImageNet-1k

NINCO (n) 53.4±0.2 52.3±0.2 59.5±0.4 59.9±0.3 60.5±0.2 62.0±0.2
SSB-hard (n) 57.0±0.3 55.5±0.1 56.8±0.2 57.8±0.4 58.3±0.2 59.6±0.1
iNaturalist (f) 56.1±0.2 55.0±0.6 62.4±0.4 63.0±0.5 63.8±0.1 65.2±0.3
Texture (f) 64.8±0.3 64.2±0.2 64.9±0.5 65.2±0.3 65.1±0.2 66.5±0.2

OpenImage-O (f) 62.7±0.4 63.1±0.4 63.5±0.2 64.6±0.4 65.2±0.3 66.9±0.1

Table 3: Inference efficiency and relative model size evaluated on ImageNet-1k bench-
mark based on a real TinyML device, using each method’s raw (unshrunk) model.
Latency is reported as the mean over 200 iterations and relative inference model size
divides each method’s inference-phase parameter count by our proposed method.

Supervised Diffusion GAN VAE-based (unsupervised)

NNGuide TinyOOD OAL sGAN DP mVAE DB Ours

Latency (ms) ↓ 292.53 1.52 29.21 18.26 2.66 1.75 1.27 0.12
Rel. model size ↓ 1.5 1.4 5.1 4.2 1.5 3.5 3.5 1.0

This joint advantage in speed and size holds across all paradigms, indicating that
the gain is algorithmic rather than a by-product of backbone shrinkage.
Visualization of synthetic negative samples. Figure 5 visualizes the synthetic
negative samples generated by our method using Uniform Manifold Approxima-
tion and Projection (UMAP) in the VAE latent space ((a)–(b)) and pixel space
((c)). In the latent space ((a)–(b)), ID samples form a compact cluster, while
the synthetic negative samples produced by our method concentrate near the
boundary of this cluster yet remain outside the ID distribution, acting as “hard
negative samples”. In pixel space ((c)), the synthetic negative samples exhibit
structured, semantically meaningful visual distortions to the original ID images.

4.3 Ablation Studies on Real TinyML Device

We present the results of ablation studies on the number of pixel-intensity
perturbed variants and hard negative samples in Tables 4 and 5, respectively.
Number of pixel-intensity perturbed variants without negative samples.
In Table 4, we present an ablation study on the number of pixel-intensity variants x̃
without negative samples. It shows that pixel-intensity bias significantly impacts
OOD detection performance. Without any pixel-intensity variants x̃ for bias
correction, the performance declines drastically for most of the test cases. But
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Fig. 5: Visualization of our synthetic negative samples. (a) and (b): UMAP projections
of a subset of ID samples and our synthetic negative samples in the VAE latent space
with CIFAR-100 and ImageNet-1k as the ID dataset, respectively. Blue points denote ID
samples and brown points denote the corresponding synthetic negatives. (c): Pixel-space
examples of our synthetic negative samples with CIFAR-100 as ID dataset.

Table 4: Ablation study on the number of pixel-intensity perturbed variants x̃ to OOD
detection performance, AUROC scores (↑), (without using negative samples) on (n)ear
and (f)ar-OOD test cases for CIFAR-100 and ImageNet-1k benchmarks. Because no
negative samples are used for training, DB becomes the baseline for ours.

ID dataset OOD dataset
Number of pixel-intensity perturbed variants x̃

DB w/o x̃ 4 x̃ 16 x̃ 32 x̃

CIFAR-100

Tiny-ImageNet (n) 58.0 47.5 51.9 55.3 58.0
CIFAR-10 (n) 54.0 45.5 49.6 52.1 54.0
Texture (f) 62.1 49.4 53.5 57.6 62.1
SVHN (f) 63.7 52.7 56.9 61.1 63.7

Places365 (f) 62.5 50.3 56.0 60.4 62.5

ImageNet-1k

NINCO (n) 57.0 43.5 47.4 52.2 57.0
SSB-hard (n) 54.3 44.7 48.8 51.0 54.3
iNaturalist (f) 60.6 46.9 51.1 56.4 60.6
Texture (f) 62.2 49.2 55.6 58.9 62.2

OpenImage-O (f) 62.3 52.3 56.6 59.4 62.3

as the number of pixel-intensity variants increases, performance incrementally
rebounds, eventually achieving almost the same performance as the DB.
Generation of hard negative samples. In our proposed method, generating
“high-quality” negative samples is a pivotal phase in training Stage 2, which
includes three steps (also, see the second sub-figure of Figure 2a). Table 5 shows
that each step for the synthetic negative sample generation contributes to an
improvement in OOD detection performance. Step 1 is effective in creating initial
negative samples; Step 2 iteratively enhances the quality of those samples; and
Step 3 serves to select valid and hard negative samples.

4.4 Experiments on Standard GPU

We also conduct experiments on standard GPU platforms to facilitate repro-
ducibility and ensure fair comparisons with competing OOD detection methods,
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Table 5: Ablation study on the three steps to generate negative samples on (n)ear and
(f)ar-OOD test cases for CIFAR-100 and ImageNet-1k benchmarks, AUROC scores (↑).
The “Base” is the model using 32 x̃ but does not utilize any negative samples. “s1” and
“s2” denote steps 1 and 2 of stage 2, respectively. “Ours” is with all three steps.

ID dataset OOD dataset
Steps of stage 2

Base Base + s1 Base + s1 + s2 Ours

CIFAR-100

Tiny-ImageNet (n) 58.0 61.4 64.8 67.3
CIFAR-10 (n) 54.0 58.6 61.7 63.4
Texture (f) 62.1 65.9 70.2 73.1
SVHN (f) 63.7 67.6 71.4 75.5

Places365 (f) 62.5 65.3 69.1 73.2

ImageNet-1k

NINCO (n) 57.0 58.5 60.2 62.0
SSB-hard (n) 54.3 56.0 58.1 59.6
iNaturalist (f) 60.6 62.4 63.8 65.2
Texture (f) 62.2 63.7 65.0 66.5

OpenImage-O (f) 62.3 63.6 65.2 66.9

which originally reported their results on GPU infrastructure. In these experi-
ments, inference time is matched to our method on the GPU. Due to architectural
differences in compute-to-memory ratios between GPUs and TinyML devices,
competing methods require even greater scaling down to match the inference
speed of our approach on the GPU. As a result, our method exhibits an even
larger performance advantage in GPU experiments than in the TinyML setting,
establishing a new SOTA with a wider margin. Full details of the experimental
setup and the results are provided in Appendix C.4.

5 Conclusions

Integration of OOD detection into TinyML devices demands both low inference
complexity and strong detection accuracy. Addressing this, we made two innova-
tions: (i) a latent space de-biasing technique that eliminates pixel-intensity bias
during training and (ii) a novel strategy for generating high-quality synthetic
negative samples. On both the real TinyML device and standard GPU infrastruc-
ture, extensive validation demonstrates that our method outperforms competing
OOD detection methods when adhering to TinyML’s inference constraints. By
resolving the inherent trade-off between speed and accuracy, our work establishes
a framework for low-latency OOD detection models in TinyML applications.
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