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Abstract. Multimodal Large Language Models (MLLMs) remain vul-
nerable to jailbreak attacks exploiting cross-modal interactions. Existing
cross-modal attacks rely only on cross-entropy optimization, causing
visual and textual perturbations to act independently and push model
representations toward misaligned vulnerability subregions, limiting their
combined effectiveness. To address this, we propose Co-Steer, a universal
attack framework built on a key insight: visual and textual jailbreaks,
despite appearing misaligned, are projections of a unified vulnerability
direction in the representation space. Co-Steer first extracts a universal
steering vector by aggregating representation shifts from successful vi-
sual and textual jailbreaks via SVD. It then optimizes a single universal
perturbation pair across queries using a steering alignment loss that coor-
dinates both perturbations toward the extracted direction, transforming
misalignment into coordination. Analyzing such attack mechanisms helps
expose gaps in current multimodal alignment and informs more robust
defense design. Experiments show our method achieves state-of-the-art
attack success rates on MM-SafetyBench, HarmBench, and AdvBench
across InternVL2-8B, Qwen2-VL-7B, and MiniGPT-4-13B, with notable
improvements in transferability to commercial models. Warning: This
paper might contain harmful content.

Keywords: Multimodal Large Language Models - Jailbreak Attack -
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1 Introduction

Multimodal Large Language Models (MLLMs) have advanced rapidly in inte-
grating visual and textual information, showing strong capabilities in visual
reasoning, content generation, and cross-modal understanding [2}(11,/17]18}20.39].
By coupling powerful vision encoders with large language models through so-
phisticated alignment modules, these models enable diverse applications from
visual question answering to multimodal assistance. As MLLMs see increasing
real-world deployment, ensuring their safety and reliability has become critical.

* Corresponding author.
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Fig.1: Cross-modal steering alignment reveals shared vulnerabilities. t-
SNE of steering vectors from visual (red) and textual (green) jailbreaks. (a) Natural
misalignment between visual and textual steering vectors. (b) Co-Steer aligns both via
a unified vector (blue star).

Despite extensive safety protocols including safety-focused pre-training and
reinforcement learning with human feedback, MLLMs remain vulnerable to
jailbreak attacks that elicit harmful content [16}[23]. The integration of the visual
modality introduces new attack surfaces that traditional text-only defenses fail to
address. Existing jailbreak methods can be broadly categorized by the modalities

they target: visual-only attacks craft adversarial images, text-only
attacks manipulate prompts, and cross-modal attacks

combine perturbations across modalities. Across these attack types, optimization-
based methods have emerged as particularly effective mechanisms for generating
input perturbations. These methods typically minimize cross-entropy loss to elicit
affirmative responses . In the visual domain, optimization crafts pixel-
level noise through gradient descent . In the textual domain, approaches
such as GCG perform greedy coordinate search over discrete tokens. In the
cross-modal setting, methods alternate optimization across modalities.
By combining visual and textual cues, cross-modal attacks generally outperform
single-modality methods.

However, existing cross-modal methods rely solely on cross-
entropy minimization for optimization, which can cause the two modalities to act
independently, driving the model’s representations toward separate subregions of
the vulnerability space. To investigate this, we analyze steering vectors, the
representation changes induced by successful visual and textual jailbreaks. Recent
findings show that jailbreak behaviors manifest as directional shifts in activation
space . As visualized in Figure a), the visual and textual distributions
exhibit similar anisotropic structures but are misaligned in orientation and
position. Such modality-specific divergence can limit their combined effectiveness
in producing stronger jailbreak behaviors.

Moreover, many existing methods require computationally expen-
sive per-query optimization, limiting practical applicability. To mitigate this
issue, recent universal approaches optimize a single perturbation across
multiple training queries that generalizes to unseen instances. Yet these universal
methods either remain confined to single-modality optimization or, as
in [38], still lack explicit mechanisms to coordinate visual and textual perturba-
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tions so that both push the model’s representation along an aligned vulnerability

direction, despite attempting cross-modal attacks.

To address these challenges, our key insight is that the misaligned steer-
ing vectors of visual and textual perturbations correspond to different
projections of a unified vulnerability direction, which we term the universal
jailbreak steering vector Viailbreak- This vector captures the core vulnerability
shared across modalities and queries; the observed misalignment arises from
modality-specific noise during independent optimization. Extracting and explic-
itly aligning both modalities toward Vjaiibreax Teduces this misalignment and
promotes cross-modal coordination. Vjaiibreak €xhibits dual universality: it is
cross-query, as different harmful queries share the same core direction, and cross-
modality, as visual and textual attacks induce coherent steering vectors despite
operating in different input spaces.

Based on this insight, we propose Co-Steer, a universal attack framework
that learns a single visual-textual perturbation pair (d,, d;) with: (i) cross-modal
alignment, where both perturbations jointly steer the model’s representation
along an aligned vulnerability direction as illustrated in Figure [I{b), and (ii)
universality, where the pair remains effective across diverse harmful queries.
Co-Steer operates in two stages: (1) universal steering vector extraction applies
SVD to representation shifts from successful jailbreaks, identifying the unified
vulnerability direction Vjajibreak; (2) coordinated cross-modal optimization guides
both perturbations toward Vijailbreak Via a steering alignment loss that enforces
directional alignment and mutual consistency. Together, these stages transform
natural cross-modal misalignment as seen in Figure (a) into tight coordination,
enabling the combined attack to surpass either modality alone and transfer to
unseen queries.

Our main contributions are:

e We reveal that visual and textual jailbreaks induce misaligned projections
of a unified steering vector, providing a mechanistic account of cross-modal
vulnerability patterns (Section [3.2)).

e We propose Co-Steer, a universal cross-modal attack framework that explicitly
coordinates modalities via steering alignment, enabling both query generaliza-
tion and cross-modal coordination (Section (3.3).

e Experiments across three benchmarks and three MLLMs show state-of-the-art
attack success rates with notable improvements in transferability to commercial
models (Section [4)).

2 Related Work

2.1 Jailbreak Attacks on Multimodal Large Language Models

Existing jailbreak methods can be categorized by their modality focus and opti-
mization strategy. Visual-only methods manipulate images through adversarial
perturbations [16}27,[29] or typography [3,[12]. While per-query optimization
achieves high success rates [16}/29], it lacks generalization to unseen queries.
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Recent universal visual perturbations [10,/19}/38] optimize single noise patterns
transferable across queries, but remain limited to single-modality without exploit-
ing cross-modal coordination. Text-only methods [21,31] manipulate prompts
through template-based or optimization-based approaches, similarly constrained
to single modality. Cross-modal methods [8}|13}[14[241[32|37] jointly optimize
visual and textual inputs to exploit modality interactions. Notably, JPS [§]
combines visual perturbations with textual steering but uses separate objectives
per modality, and CAMO [14] distributes malicious content across modalities
via semantic obfuscation. However, these approaches lack explicit coordination
in representation space, causing modalities to drive the model toward distinct
vulnerability subregions. Moreover, they require expensive per-query optimization
and lack universal transferability. The key limitation is the absence of under-
standing how visual and textual perturbations can be explicitly coordinated
toward a unified vulnerability direction for universal cross-modal attacks. Our
work addresses this gap by revealing that visual and textual jailbreaks induce
misaligned projections of a unified steering vector in representation space, as
we empirically demonstrate in Section [3:2} This understanding enables the first
universal cross-modal attack framework that achieves both query generalization
and cross-modal coordination through explicit steering alignment.

2.2 Representation Steering for Large Models

Representation steering methods manipulate intermediate activations to control
model behaviors [33}43]. Recent work reveals that specific behaviors, including
jailbreaks, correspond to interpretable steering vectors in activation space [5}28|,
enabling contrastive methods to extract such vectors |30]. For MLLMs, Wang
et al. |34] apply steering to defend against visual jailbreaks by identifying and
steering away from vulnerable directions. However, existing work focuses on
single-modality steering for defense and has not explored cross-modal steering
patterns for attacks. We extend steering to universal cross-modal attacks. By
aggregating steering vectors from successful visual and textual jailbreaks via SVD,
we extract the unified jailbreak steering vector that captures shared vulnerability
patterns generalizing across queries. Explicitly coordinating both modalities to
align with this shared vector enables universal transferability and cross-modal
coordination.

3 Methodology

Building on the finding that visual and textual jailbreaks induce misaligned
projections of a unified steering direction (Section , we propose Co-
Steer, a universal cross-modal attack framework that explicitly coordinates
perturbations to exploit this shared vulnerability pattern. As illustrated in
Figure [2] the framework operates in two stages.

First, we extract the universal jailbreak steering vector Vjaimreak by aggre-
gating representation shifts from successful jailbreaks across diverse queries and
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Fig. 2: Overview of Co-Steer. (a) Extracting Vijailbreak Via SVD on representation
shifts from visual and textual jailbreaks. (b) Optimizing (d,,0:) through steering
alignment loss. (c) Zero-shot transfer to unseen queries and models.

{

applying SVD to identify the principal direction that captures the core vulnera-
bility shared across modalities and queries as shown in Figure a). Second, we
optimize a universal perturbation pair (d,,d;) through a novel steering alignment
loss Lgteor that enforces directional alignment of both visual and textual pertur-
bations toward Vjaiibreak While maintaining mutual consistency between them
as depicted in Figure b). This explicit coordination ensures both modalities
push representations toward the same vulnerable direction, so their combined
effect exceeds that of independent optimization. The resulting perturbation pair
transfers to unseen queries and target models without additional optimization as
illustrated in Figure 2{c).

3.1 Problem Formulation

Adversarial input construction. Given a benign image z € R3>*#*W (un-
related to the harmful query) and a harmful query tﬁja)rm from N queries
(j=1,...,N), we optimize a visual perturbation §, € R**#*W constrained by
16u]lc0 < € and a textual suffix 6, € VL, where V denotes the vocabulary and L

the suffix length. The adversarial inputs are:
' =z + by, = tl(grm D oy (1)

where & denotes sequence concatenation. For a target model M, a successful
jailbreak satisfies M (2*,t*) = Yaffirmative; WHeTe Yaffrmative Fe€Presents compliance
responses.
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Universal optimization objective. Unlike query-specific attacks that optimize
(9

separate ((Z(,j ), 6,9 )) for each query ¢}, we learn a single universal pair over

diverse queries Diyain = {t&)rm7 ... 7t}(li\fr)m} spanning different harm categories:
RS )
(6r,07) = arg mlri i Zl £ (M(x + Oy, ) D (5,5)) (2)
§=

This multi-query objective forces a single pair to succeed across semantically
diverse queries, favoring vulnerability patterns that generalize rather than overfit
to query-specific features. This amortized formulation also eliminates per-query
optimization at test time.

Transfer evaluation. The universality of (d},d;) is validated through two
transfer scenarios. For query transfer, we measure ASR on unseen test queries:

1 )
ASuneFY =17 1 |:M(.’I,‘ + 6;;7 t(J) &) 6:) = Yaffirmative (3)
|Dtcst‘ "
t(9) €EDtest
For model transfer, we evaluate on target models Myarget = {Mi,..., Mg}

unseen during training, computing average ASR across models and queries
without additional optimization.

3.2 Extracting Universal Vulnerability Directions

Successful jailbreak attacks induce representation shifts in the intermediate fusion
layers (e.g., layers 10-20 in LLaVA-style models) where visual features integrate
with textual embeddings [7,/15]. We leverage this observation to extract the
universal jailbreak steering vector Viaibreak Dy aggregating representation shifts
from both modalities across diverse queries. We first identify an intermediate
visual-textual fusion layer as the target layer ¢, where cross-modal cosine similarity
reaches its peak. At this depth, the representations exhibit the strongest visual-
textual alignment, making the layer particularly suitable for both extracting
and steering along the shared vulnerability direction. This layer selection is a
source-model calibration step that only uses forward passes on a held-out set;
after the universal perturbation pair is learned, black-box targets require no layer
access or architecture-specific adaptation.

Capturing cross-modal representation shifts. Following standard practice
in representation analysis of autoregressive models [5,[28], we extract the last
token representation h € R¢ at the target layer, where d denotes the hidden
dimension (e.g., d=4096). The last token aggregates contextual information from
all preceding visual and textual tokens via causal attention [43]. For each harmful
(4)

Laeme We first obtain the safe baseline activation:

query t

hsafe,j = M(Z) (zbenigna tﬁil)rrn) (4)

where M) denotes the forward pass up to layer ¢ and Thenign 15 @ neutral image.
We then extract jailbreak activations from successful visual [29] and textual [44]
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attacks:

hjb—txt,j = M(e) (xbenignv t(J) @6ttXt) (5)

harm

hjb—vis,j - M(e) (xbenign+§xis7 tilja)rm)a
Here 67 and 6! denote existing jailbreak perturbations used to collect training
data, distinct from the learned universal pair (4,,d;) optimized in Section
The representation shifts induced by each modality are:

duis,j = hjbvis,j — Deatej,  dixt,j = Djbtxt,j — Dsafe,j (6)

These vectors encode how each modality independently pushes representations
from the refusal region toward the compliance region. Collecting shifts from
both modalities across N diverse queries yields 2N directional samples that
represent different projections of a shared vulnerability pattern: despite originating
from different modalities, they exhibit related but misaligned directions whose
magnitudes and angles vary across queries.

Aggregating via SVD. A naive average v = ﬁ Z;.V:l(dvi&j + dixt,;) weights
all shifts equally, diluting the dominant direction with per-query variation and
modality-specific noise. SVD instead identifies the direction of maximum variance
across all 2N shifts, extracting the principal vulnerability axis robustly regardless
of modality-specific characteristics. We construct a matrix aggregating shifts
from both modalities and extract the first left singular vector as the unified
vulnerability direction:

-
D= [dvis,la cee 7dViS,N7 dtxt,la cee 7dtxt,N] =UXv y  Vjailbreak = U1 (7)

SVD is performed only on shifts from successful jailbreak pairs, so the domi-
nant singular vector captures vulnerability-specific structure rather than general
perturbation artifacts or random noise. The ratio 0?/>", 02 quantifies how
strongly vulnerabilities concentrate along Vjaiibreak; & high ratio indicates that
jailbreak shifts from both modalities predominantly align along a single principal
axis.

To verify that the extracted direction is causal rather than coincidental, we
note that the Independent baseline in Table [2] which optimizes each modality
separately without steering alignment, produces a substantial ASR drop compared
to Co-Steer, confirming the importance of coordinating perturbations toward
Viailbreak- As shown in Figure [1} individual visual and textual jailbreak steering
vectors exhibit misalignment across the representation space, yet Viaiibreak reliably
identifies the unified vulnerability pattern that both modalities target. Aligning
both visual and textual perturbations toward this extracted direction transforms
their natural misalignment into coordinated exploitation.

3.3 Coordinated Cross-Modal Steering

Having extracted vjaiibreak, We leverage it to coordinate visual and textual per-
turbations. Without explicit constraints, §, and J; may push representations
toward distinct subregions. Although the underlying vulnerability direction is
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shared (Section , Lcg constrains only the scalar output probability without
prescribing which direction each modality takes through representation space;
independent gradient descent thus drifts toward modality-specific local optima
even within the shared subspace. The steering alignment loss resolves this by
penalizing directional deviation from Vjaibreax during optimization.

Tracking modality-specific representation shifts. To coordinate perturba-
tions in representation space, we decompose the total representation change into
modality-specific components, isolating each modality’s individual effect:

ANGY = MO (00, i) = MO (@, ) (®)
Ah) = MO (2, 1)) ®8) — MO (z,t) )

harm

These shift vectors Ahs,jlz, Ahtxt € R reveal each modality’s directional con-
tribution. This decomposition is essential for coordination: without monitoring
individual shifts, we cannot enforce that both modalities target the same vul-
nerability direction, risking conflicting manipulations that interfere rather than
reinforce.

Steering alignment loss. The coordination mechanism operates at two com-
plementary levels. At the attack level, the standard cross-entropy loss maximizes

the probability of compliant responses:
LCE = —log P <yafﬁrmative ’ T + 0, tl(i)rm S3) 515) 9)

where Yamirmative denotes affirmative response tokens. This objective drives the
model toward affirmative outputs but does not constrain how each modality
contributes: without explicit coordination, é, and §; may push representations
toward distinct vulnerability subregions, preventing them from reinforcing each
other. To enforce coordinated exploitation of Vjailbreak, We introduce a steering
alignment loss:

: AnY AnY)
nger = 7‘”5 Viailbreak ) — A Viailbreak (10)
|An) |l AR ||

vis

Each term maximizes the cosine similarity between one modality’s induced shift
and Vijailbreak- Since both modalities are independently constrained toward the
same target direction, they become implicitly aligned with each other, preventing
conflicting shifts that would cancel their effects.

Combined objective. The complete per-query loss balances attack effectiveness
with directional coordination:

L = L+ Moo (11)
where A\ controls the trade-off between attack effectiveness and directional align—
ment. We set A=1.0 by default and study its sensitivity in Section [4.3] We
optimize a single universal pair over diverse queries following the multl query
objective in Eq. 2}
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The design rationale is threefold. First, constraining both modalities toward
Viailbreak implicitly ensures mutual alignment, preventing conflicting shifts that
cancel effects. Second, Vjaiibreak €ncodes empirically validated vulnerability pat-
terns aggregated from diverse queries and both modalities via SVD, providing
stronger inductive bias than arbitrary attack directions from independent opti-
mization. Third, simultaneous targeting enables cross-modal reinforcement: when
both modalities push toward the same vulnerable region, their combined effect
exceeds that of independent contributions, particularly on unseen queries where
Viailbreak anchors the attack direction.

3.4 Optimization Procedure

We jointly optimize (d,,d;) via alternating block coordinate descent, which
decouples the continuous visual and discrete textual subproblems. Each iteration
k updates one modality while fixing the other:

(575’““) + argmin Liotal (0, 5t(k))

o (12)
§t(k+1) +— arg n(lsin Etotal(é,(jkﬂ), 0t)
Visual perturbation. The continuous visual subproblem is solved via momentum-
augmented PGD [25] with step size a and £+, constraint e:

g = ug(k_l)-l—m, oD — clip(éfjk) — asign(g™™), —e, e) (13)
”vév['total”l

Textual suffix. The discrete textual subproblem is solved via greedy coordinate-

wise search [|44]. At each position i € {1,..., L}, the gradient with respect to

the token embedding e; is projected onto the vocabulary embedding matrix

E € RIVIXdemv to identify the top-K candidates, and the best replacement is

selected via forward-pass evaluation:

VK = arg top'KUEV (E : Vei ‘Ctotal) 3 675 [Z] < arg ngl)n Etotal (x+6v; t}(lgrm@éthi]ev)
vEVK

(14)
Since Liotar includes Lgieer, token selection is guided toward alignment with
Vijailbreak-
Alternating iterative training. Each outer iteration consists of T" inner PGD
steps with §; fixed, followed by H inner GCG steps with ¢, fixed. To enforce
query-agnostic universality, we train on batches of diverse harmful queries:

B
1 . .
[’bat‘:h = E : :‘Ct(:izal (CC + 57}7 tl(ia)rm S5 6t> (15)
=1

After convergence, the universal pair (d%,0;) transfers to unseen queries and
models without additional optimization, requiring only a single forward pass per
test query:

harm harm

yE(L-Zi)V = Mtarget (SC + 5:7 t(]) S 5;) ) Vt(]) € Drest (16)
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4 Experiments

We design experiments to answer three questions: (1) Does coordinated cross-
modal steering surpass existing attacks and independent optimization? (§4.2))
(2) Does the unified vulnerability direction exist, and how does each component
contribute? (§4.3)) (3) Does Co-Steer generalize to unseen queries and black-box

commercial models? (§4.3)

4.1 Experimental Setup

Datasets. We evaluate on three safety benchmarks: MM-SafetyBench [22],
containing 1,680 harmful queries across 13 fine-grained safety scenarios; Harm-
Bench [26], containing 200 unsafe behaviors organized by functional harm
categories; and AdvBench [44], containing 520 direct harmful instructions. We
sample 100 queries from MM-SafetyBench as Dypain via stratified sampling to
ensure balanced category coverage, and evaluate on the remaining queries plus
all HarmBench and AdvBench samples as Dyegt-

Models. We target three open-source MLLMs spanning diverse architectures:
InternVL2-8B [9], a dual-encoder model with a 6B vision transformer; Qwen2-
VL-7B-Instruct [35], which employs naive dynamic resolution for arbitrary
image inputs; and MiniGPT-4-13B [42], an early visual instruction-tuned
model built on Vicuna. Following prior cross-modal attack studies [8,[36], all
selected models employ mainstream ViT-based continuous visual encoders. For
black-box transfer evaluation, we additionally test against Qwen2.5-VL-72B [4],
GPT-4o0 [1], and Gemini 1.5 Pro |11]. Detailed model specifications for all six
models appear in the Supplementary Material.

Baselines. We compare against six methods: (1) Vanilla, the direct harmful
query without perturbation; (2) GCG |44], which optimizes adversarial suffixes
via gradient projection over the token vocabulary; (3) PAIR [6], which employs an
attacker LLM to iteratively refine jailbreak prompts; (4) VAJIM [29], which crafts
adversarial images via PGD targeting the visual encoder; (5) UMK [36], which
optimizes image noise and textual suffix independently using Lcg; (6) BAP [40],
which generates chain-of-thought reasoning to guide visual perturbation.
Metrics. Attack success rate (ASR) is the primary metric. For MM-SafetyBench
and AdvBench, we use a GPT-40-mini judge for evaluation; for HarmBench,
we use the provided safety classifier. Evaluation prompts are provided in the
Supplementary Material.

Implementation. We extract vjaiibreak from 100 harmful-safe activation pairs
per model following Eqs. [6}[7] using the last token hidden state at the target
layer, selected as the layer with peak cross-modal cosine similarity in Figure
layer 15 for InternVL2-8B and Qwen2-VL-7B, and layer 21 for MiniGPT-4-13B.
Peak-similarity layers exhibit the tightest visual-textual integration, where the
shared vulnerability direction is most pronounced and steering is most effective
(Section [4.3). Visual perturbations follow momentum PGD with e=32/255 and
a=1/255 as in Eq. textual suffixes are optimized over L=20 tokens using
greedy coordinate descent with a gradient-ranked candidate set of size K=256.
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Table 1: Main results on MM-SafetyBench, HarmBench, and AdvBench.
Attack success rate (%, mean+SD over 3 runs) across three victim models. Co-Steer
achieves the highest ASR across all settings. Best in bold; second-best underlined.

MM-SafetyBench HarmBench AdvBench

Method InternVL2 Qwen2-VL MiniGPT-4 InternVL2 Qwen2-VL MiniGPT-4 InternVL2 Qwen2-VL MiniGPT-4

Vanilla 36.7311.26 39.4041.04 46.314 558 6.00+ .57 10.00+.s7 14.501150  9.084.s7 12371104 15.6411.06
GCG [44| 49434100 47844126 5742450 42.0041.50 3850450 52.004s7 7774476 73.6241.55 80.504 57
PAIR [6] 60.3641.26 5833120 65244155 60.504+.s7 51.50450 60.0041.00 74.22476 81.09420 85.164 76
VAIM [|29] 20.5441.52 46.614 55 T73.874155 9.0041.50 24.001150 60.001s7 71.3611026 68.68476 73.2311.15
UMK [36] 79.35:155 78.21:50 86.734:20 44.501150 48.50150 85.00:13, 87104155 82.931 50 90.2141.44
BAP [40]  59.29: 50 52.3811.26 65.5441.32 55.501132 59.004130 61.0011.50 8218120 76.35:126 86.9311.32

Co-Steer 87.20.1.26 84.65. 7 88.94.:5 84.00.5 78.00:s; 86.00. 5 91.53.:1.00 89.39:55 93.29.1.15

The coupling weight is A=1.0, and the benign image is a 224x224 natural
photograph. Training runs for up to 100 iterations (batch size 16, momentum
©=0.9) and stops early once the target-response success criterion is met. Full
configurations appear in the Supplementary Material.

4.2 Main Results

Table [1] compares Co-Steer against six baselines across three benchmarks and
three victim models, reporting mean ASR£SD over 3 runs. Co-Steer consistently
achieves the highest ASR across all nine settings, reaching 84.65-88.94% on
MM-SafetyBench, 78.00-86.00% on HarmBench, and 89.39-93.29% on AdvBench.
Compared with the respective second-best method, Co-Steer improves by 2.21-
7.85 percentage points (pp) on MM-SafetyBench, 1.00-23.50 pp on HarmBench,
and 3.08-6.46 pp on AdvBench. Gains scale with model safety strength: InternVL2
and Qwen2-VL, whose Vanilla ASR stays below 40%, benefit most from coordi-
nation, with 4+23.50 and +19.00 pp on HarmBench, because Lcg alone cannot
overcome their stronger safety barriers without coordinated multi-modal pressure
along the shared vulnerability axis. By contrast, MiniGPT-4’s weaker safety
alignment, reflected by a Vanilla ASR of 46.31%, allows independent optimization
to already reach 86.85% on MM-SafetyBench, limiting the marginal gain from co-
ordination to +2.09 pp. Per-scenario breakdowns appear in the Supplementary
Material.

4.3 Analysis

Cross-modal alignment validation. We compute the layer-wise cosine similar-
ity between visual and textual steering vectors across all three models (Figure (3]).
Cosine similarity exceeds 0.85 in the middle fusion layers, specifically layers
12-15 for InternVL2-8B and Qwen2-VL-7B and layers 18-21 for MiniGPT-4-13B,
indicating that jailbreak shifts from both modalities lie within a shared low-rank
subspace tied to refusal semantics rather than occupying arbitrary regions of the
representation space. Similarity diminishes in later layers as modality-specific out-
put heads diverge. This shared subspace is what makes cross-modal coordination
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Fig. 3: Cross-modal alignment across layers. Cosine similarity between visual
and textual steering vectors. High similarity (above 0.85) in early/middle fusion layers
supports coordinated optimization.

Table 2: Ablation study on MM-SafetyBench. ASR (%) across three models.
(a) Modality ablation: single-modality, independent, and coordinated (Co-Steer) config-
urations. (b) Vjailbreak €xtraction strategy comparison. Best in bold.

Configuration / Strategy InternVL2 Qwen2-VL MiniGPT-4

(a) Component Configuration

Visual-only (8y) 55.28 53.47 60.18
Text-only (5¢) 53.61 56.33 61.02
Independent 79.62 78.19 86.85

(b) Vijailbreak B@traction Strategy

dyjs averaging 62.34 59.83 70.25
diyxt averaging 68.72 66.41 76.58
Cross-modal mean 84.58 82.19 86.47
Co-Steer (Full, SVD) 87.20 84.65 88.94

effective, but its existence alone does not ensure coordination: when optimized
independently, each modality follows only its own Lcg gradient and drifts toward
a modality-specific local optimum within the subspace. The steering alignment
loss (Eq. anchors both modalities to Vjailbreak, the principal direction of this
subspace, ensuring their perturbations reinforce rather than interfere. A t-SNE
visualization in the Supplementary Material confirms that the SVD-extracted
vector lies at the geometric intersection of both shift clusters.

High cosine similarity therefore indicates subspace overlap rather than exact
directional agreement: visual and textual attacks may share a vulnerability region
while differing in angle, magnitude, and token- or patch-level distribution. Co-
Steer closes this residual gap by estimating a principal vulnerability axis from
successful attacks and using it as an explicit coordination target, making the
learned perturbations directionally cooperative rather than merely compatible.

Finding. Representation shifts induced by visual and textual jailbreaks share a
low-rank structure: the first principal component captures the majority of total
variance (Table [3[(b)). This shared vulnerability subspace generalizes across 1,580
unseen queries (3—6 pp degradation) and transfers to held-out commercial models
(49.03-52.71% ASR, Table , suggesting that it captures a structural regularity of
the multimodal alignment objective rather than model-specific artifacts.
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Fig. 4: Sensitivity and convergence analysis. (a) Coupling weight A vs. ASR;

optimal A € [1.0, 1.5]. (b) Convergence dynamics; all models plateau by iteration 100
(dashed).

Component contributions. We ablate Co-Steer through three configurations
on MM-SafetyBench as shown in Table a). Visual-only and Text-only optimize
a single perturbation with Lcg. Independent optimizes 6, and &; separately, each
with its own Lcg and without seeing the other modality’s perturbation during
optimization, then combines them at inference. Co-Steer instead uses alternating
iterative optimization (Eq. , where each modality’s update incorporates the
current state of the other, guided by Lista1. Single modalities achieve 53.47-61.02%
ASR. Independent reaches 78.19-86.85% by combining both perturbations, but
because each was optimized in isolation, their effects may conflict in represen-
tation space. Co-Steer attains 84.65-88.94% through coordinated alternating
optimization, yielding gains of +7.58, 46.46, and +2.09 pp over Independent on
InternVL2, Qwen2-VL, and MiniGPT-4 respectively. The balance between Lcg
and Lgteer is analyzed via the coupling weight A in Figure a).

Vjailbreak €Xtraction strategy. We compare four strategies for constructing
Viailbreak 011 MM-SafetyBench as shown in Table b). Single-modality averaging
yields 59.83-70.25% for visual and 66.41-76.58% for textual shifts. Cross-modal
mean improves to 82.19-86.47%, and SVD further raises this to 84.65-88.94%,
outperforming the mean by 2.46-2.62 pp. SVD identifies the direction of maximum
variance across the joint shift matrix, filtering out modality-specific noise that
simple averaging retains. The first principal component captures 50.60% of total
variance as reported in Table b), confirming a dominant shared direction.
Sensitivity and convergence. We examine how the coupling weight A in Eq.
and training iterations affect performance as shown in Figure ] Without steering
alignment (A=0), ASR drops substantially; moderate values A € [1.0,1.5] prove
optimal, achieving 87.20% on InternVL2, 85.67% on Qwen2-VL at A\ = 1.5, and
88.94% on MiniGPT-4, while A = 2.0 yields slight declines. Too little steering
leaves modalities uncoordinated; too much subordinates attack effectiveness to
alignment. All models converge within 100 iterations as shown in Figure b),
validating our early-stopping criterion.

Design choice validation. We validate two key design choices on InternVL2-8B
as reported in Table [3] For target layer selection (Table[3{(a)), ASR follows an
inverted-U pattern: early layers at Layer 3-8 yield 62.34-71.28% due to limited
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Table 3: Design choice validation on InternVL2-8B. (a) Target layer selection:
middle layers where cross-modal fusion occurs yield optimal performance (inverted-U
pattern). (b) SVD extraction robustness: the first principal component stabilizes with
~100 sample pairs.

(a) Target layer selection (b) Vjailbreak extraction robustness
Layer ASR (%) Time (min) Pairs ASR (%) Var. BExpl. [|[vigg—vy 2
Layer 3 62.34 18 10 76.54 38.2% 0.284
Layer 8 71.28 19 25 81.73 43.7% 0.152
Layer 12 82.56 21 50 84.91 47.3% 0.087
Layer 15 87.20 23 75 86.28 49.1% 0.043
Layer 20 79.83 22 100 87.20 50.6% 0.012
Layer 25 68.47 20 150 87.45 51.2% 0.029
200 87.58 51.8% 0.038

Table 4: Black-box transfer to commercial models. Transfer ASR (%) on three
unseen commercial MLLMs. Best in bold; second-best underlined.

Method Qwen GPT Gemini

Vanilla 10.834 14 8.864 46 10.514 38
VAJIM [29) 14.69.41 gg 10.554 g6 13.0441 20
cca [44] 33.184 go 29.544 g4 28.4341 o6
UMK |[36] 37.614 51 33.074 41 34.504 1 71
BAP [40] 43.76 4 g7 41.28 49 44.054 34
Co-Steer 52.714 g7 49.034 49 51.674 34

cross-modal interaction, middle fusion layers peak at 87.20% at Layer 15, and late
layers degrade to 68.47% at Layer 25 as modality-specific output heads diverge.
This corroborates the cosine similarity analysis in Figure [3] which peaks at the
same middle layers. For SVD eztraction robustness in Table b), we vary the
number of sample pairs used to extract Vjaiibreak- ASR increases from 76.54% with
10 pairs to 87.20% with 100 pairs and plateaus. The directional stability metric
V100 — viv||2 drops below 0.04 for N > 75, and variance explained saturates
near 51%, confirming that 100 pairs provide a stable extraction. Additional
sensitivity checks further support the default design: on Qwen2-VL, applying
the steering loss to layer windows of width 1, 3, and 5 yields 84.65%, 86.43%,
and 83.39% ASR, respectively, so a narrow window can help but wider windows
include less aligned gradients. We keep the single-layer variant as the default for
simplicity and stability. Under a stricter visual budget of e=16/255, Co-Steer
remains effective, reaching 80.89% on Qwen2-VL and 85.06% on InternVL2; the
default e=32/255 is used for direct comparison with prior visual and cross-modal
attacks. Full results are reported in the Supplementary Material.
Cross-query transfer. To assess whether Vjailbreak captures query-agnostic
vulnerability patterns, we train on Dy, consisting of 100 MM-SafetyBench
queries and evaluate on the 1,580 held-out queries. Test ASRs of 87.20%, 84.65%,
and 88.94% in Tableexhibit only 3-6 pp degradation from training performance
of 91.35%, 90.82%, and 92.17%, confirming that the universal perturbation
pair (6%,0;) encodes general vulnerability patterns rather than query-specific
features. ASR scales from 78.42% at N=25 to 87.20% at N=100 on InternVL2
and plateaus thereafter as shown in the Supplementary Material, indicating
sufficient coverage of the vulnerability space with 100 training queries.
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Black-box model transfer. Following prior work [40], we additionally evaluate
transfer to three unseen commercial targets: Qwen2.5-VL-72B, GPT-40, and
Gemini 1.5 Pro (Table [4]). Co-Steer achieves 49.03-52.71% transfer ASR across
all targets, surpassing the strongest baseline BAP by 7.62-8.95 pp. A separate
text-only suffix check gives 42.86%, 44.64%, and 44.29% ASR on the three targets;
Co-Steer remains 4.39-9.85 pp higher, confirming complementary visual transfer.
The visual-only VAJM achieves only 10.55-14.69%, barely above Vanilla, confirm-
ing that image perturbations alone exhibit minimal cross-model transferability.
Methods that incorporate textual perturbations achieve substantially higher
transfer ASR, indicating that transferability is predominantly driven by the tex-
tual component operating in the shared token-level input space. Co-Steer further
improves upon these methods because the steering alignment loss propagates
the visual modality’s estimation of the vulnerable representation region into the
textual suffix optimization, enhancing cross-modal generalization.

5 Conclusion

We have presented Co-Steer, a universal cross-modal jailbreak framework that
exploits structural MLLM vulnerabilities through coordinated steering. Our key
insight is that visual and textual jailbreaks induce misaligned projections of a
shared vulnerability direction Vjailbreak; €xtracting it via SVD and coordinating
both modalities through a steering alignment loss achieves state-of-the-art perfor-
mance across multiple benchmarks, with notable improvements in transferability
to held-out commercial models. These findings reveal gaps in current multimodal
alignment and suggest that future safety training should account for representa-
tion geometry in intermediate fusion layers, where cross-modal vulnerabilities
concentrate.
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