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Abstract Existing safety mechanisms for multimodal large language
models (MLLMs) face a fundamental trade-off between safety and util-
ity. Model fine-tuning achieves robust safety but compromises general
utility. Input-side safety guardrails offer a lightweight alternative, yet
they suffer from severe over-refusal, indiscriminately blocking benign
queries or those the model could have safely answered through refusal
or advisory responses. We identify that the root cause of over-refusal
lies in the input-aware paradigm: safety guardrails make safety decisions
without considering whether the model itself is capable of generating
safe responses. Usually, MLLMs already possess intrinsic safety mech-
anisms that can transform harmful inputs into harmless outputs, but
input-side safety guardrails override this capability, degrading user ex-
perience. Motivated by this insight, we propose a paradigm shift toward
output-aware safety guardrails. Our method operates within the model’s
hidden state space to predict whether the forthcoming generation will
be unsafe before it is fully produced. By training a lightweight classifier
via multi-instance contrastive learning on hidden state representations,
our approach distinguishes between inputs that will lead to unsafe out-
puts and those that will not, even when the inputs themselves contain
risky elements. This enables precise intervention only when the model’s
actual response would be harmful. Extensive experiments demonstrate
that our output-aware safety guardrail matches the safety performance of
existing methods while drastically reducing over-refusal, preserving the
model’s utility and built-in safety capabilities. Our code is available at
https://github.com/kunzhan/0OutGuard.
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1 Introduction

The rapid integration of Multimodal Large Language Models (MLLMs) into
various applications has made their safety a critical imperative, particularly in
defending the generation of harmful content. To address these vulnerabilities,
safety guardrails provide a more flexible and non-intrusive solution, as they
operate independently of the model’s parameters and preserve its original utility [2,
5,7,10,12,13,15,18,20,23,26,29,30,36,38,39]. They assess potentially harmful risks
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Figure 1: Discrepancy between Input Risk and Output Harmfulness. Response
of MLLM include four example cases: harmless input producing harmless output,
harmful input leading to a refusal-style output, harmful input generating an admonish
response with cautionary statements referencing laws and regulations, and harmful
input producing genuinely harmful output. These examples show that not all outputs
from harmful inputs are themselves harmful, yet the defense mechanism rejects all of
them once the input is detected as harmful. The root cause of over-refusal lies in this
reliance on input risk rather than assessing the actual harmfulness of the output.

from input queries, and trigger a refusal to prevent outputs when the estimated
risk reaches a certain level.

However, a significant limitation of existing safety guardrails is the issue of
over-refusal. By making safety decisions primarily based on input prompts, these
safety guardrails frequently block benign queries or interactions that the model
could have handled safely. This conservative approach leads to a substantial
impact on the user experience, often rendering the model less helpful and limiting
its practical usability in real-world scenarios. Despite these varying technical
implementations, these methods consistently follow an input-aware paradigm,
where safety determinations are anchored solely in the analysis of input image-text
pairs. This reliance on the prompt alone overlooks a critical factor: the model’s
actual response. By disregarding the generation stage, such guardrails cannot
distinguish whether a high-risk input will indeed lead to a harmful output or will
be successfully neutralized by the model’s internal defense mechanisms. This lack
of output-level context is the primary driver of over-refusal, as it forces the safety
guardrails to adopt a worst-case assumption for every query, which unnecessarily
sacrifices model utility for the sake of safety.

With continued research on defense mechanisms and value alignment, current
MLLMs typically incorporate alignment objectives during training. As shown in
Figure 1, for explicit harmful queries, models often exhibit self guiding behavior
at inference time, transforming risky requests into responses that include risk
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Figure 2: Examples of Queries That Appear Harmful but Are Actually
Benign. Samples are drawn from XSTest [24], which has been used in previous studies
of LLM over-refusal. Because the original dataset contains only text inputs, we generate
semantically aligned images for each prompt using SD 3.5 Medium [1] to enable
multimodal evaluation. As safety guardrails become increasingly stringent, even such
superficially risky yet genuinely benign queries result in refused outputs.
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As safety guardrails become increasingly conserva-
tive, an unintended side effect emerges: benign queries
without clear harmful intent are also rejected, Fig-
ure 2 presents representative examples of such cases.
Although the outputs of these queries are not harm-
ful, input-side safety guardrails may block them due
to perceived potential risks in the prompts. On such
data, we measure the change in over-refusal rates on
LLaVA 1.6 [16] before and after deploying several ad-
vanced safety guardrails, as shown in Figure 3. The
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results show that existing safety guardrails substantially increase over-refusal,
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Figure 4: MLLM Structure and Data Flow. The data flow is divided into five
stages according to potential feature extraction points for safety guardrails: Pre-Input
(S1), Post-Encoding (S2), Post-Projection (S3), Inference (S4), and Post-Output (S5).

even for benign prompts that appear potentially harmful, which reduces user
experience, wastes inference resources, and limits the model’s effectiveness on
tasks requiring deep reasoning.

To address these challenges, this work shifts the safety guardrail paradigm
from input aware to output aware and proposes an output aware safety guardrail
(OutGuard) framework. The method uses hidden layer representations as features
to link internal states with the final output and employs multi instance contrastive
learning (MICL) based classifier for harmful content detection. OutGuard is
trained as an independent module and does not interfere with the inference or
generation of the underlying MLLM. In addition, OutGuard performs safety
detection simultaneously with the MLLM inference process, enabling safety
decisions to be completed before output generation within a single-pass inference
without introducing additional queries or latency overhead. Compared with
existing SOTA guardrails, OutGuard preserves detection performance while
mitigating over refusal, leading to improved usability and user experience.

Our contributions are summarized as follows:

1. We reveal that SOTA MLLM safety guardrail methods suffer from severe
over-refusal due to their input-aware nature, and we propose shifting the safety
evaluation paradigm toward output-aware.

2. We propose OutGuard, a framework that uses hidden state representations
during inference as features and designs multi instance contrastive learning
(MICL) based classifier to directly assess the safety of model outputs.

3. OutGuard substantially reduces over-refusal across in distribution and out of
distribution test sets, under various jailbreak attacks, and on seemingly harmful
yet benign datasets, while maintaining strong harmful content detection
performance and achieving a better balance between safety and usability.
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2 Related Work

MLLMs integrate visual and textual modalities to support multimodal under-
standing and response generation [16]. As illustrated in Figure 4, an input image
is first processed by a vision encoder to obtain visual embeddings. These embed-
dings are then mapped through a projection layer into a semantic space aligned
with the language embeddings. The projected visual embeddings, together with
the textual prompt, are fed into a large language model (LLM), which generates
the output text autoregressively.

MLLM Defense. MLLM defense strategies fall into three categories. The first
enhances safety through fine-tuning during the training phase to embed ethical
constraints directly into the model parameters [17,31,37,40]. The second applies
guidance at inference time, leaving parameters unchanged while influencing
generation behavior and potentially affecting user experience [3,4, 11,25, 27].
The third employs safety guardrail mechanisms that assess input risk and block
outputs when necessary [2,5,7,10,12,13,15,18,20,23, 26, 29, 30, 36, 38, 39]. These
safety guardrails operate independently of the underlying model, preserving
native performance while enabling lightweight deployment.

Safety Guardrails. Since safety guardrails rely on features extracted from inter-
mediate representations during MLLM execution, identifying the representational
loci where risk-related signals appear can help better understand how these signals
arise. To this end, we decompose the flow of data during the MLLM’s forward
processing into five stages (see Figure 4), each representing a potential point for
feature extraction by safety guardrails: (1) Pre-Input, evaluate the raw image—text
pair [2,5,6,23,30,36]; (2) Post-Encoding, where encoded visual and textual fea-
tures are used for risk assessment [18]; (3) Post-Projection, where the projection
layer outputs serve as detection features [39]; (4) Inference, where hidden states of
the backbone LLM are leveraged for safety evaluation [7,10,12,15,26,29,38]; and
(5) Post-Output, where the final output is examined for safety risks [13,20, 33].
HiddenDetector [10] constructs a refusal vector, and measures cosine similarity
between hidden states and refusal vector to assess input safety. QGuard [12]
generates guard questions for harmful prompt categories, queries the MLLM
to obtain the logits of yes/no responses from the inference stage, and applies
PageRank-based filtering to compute a risk score for detecting harmful prompts.
LoD [15] selects hidden state features from the inference stage, trains a sepa-
rate harmful-content classifier for each layer of the backbone LLM, and uses
autoencoder reconstruction for efficient detection. ProGuard [33] trains a classifier
for binary safety classification of inputs and outputs (safe vs. unsafe). Overall,
HiddenDetector, QGuard, and LoD operate as input-side safety guardarils, while
ProGuard is a standalone classifier-based safety model that does not perform
in-line inference-time interception to block unsafe outputs before generation.

Over-refusal occurs when the defense mechanism blocks outputs that are
actually harmless. LLM-Pipeline [6] first identified over-cautiousness in MLLMs,
it applies a vision-agnostic detector, built by repurposing established LLM safety
guardrail and optionally enhanced with image captions or scene prompts, to
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Figure 5: t-SNE Visualization of Hidden State Representations in the Back-
bone Layers of MLLM. Benign inputs are drawn from GQA [8], while harmful inputs
are sourced from AdvBench [19] and SafeBench [32]. Sample labels are automatically
assigned by LLMs based on model responses using a carefully designed prompt template.

perform safety checks on MLLM inputs. However, it does not assess output harm,
the root cause of over-refusal. MOSR [35] also study over-refusal in MLLMs, it
updates the model by fine-tuning the backbone LLM.

3 OutGuard Method

3.1 Problem Definition and OutGuard Structure

Each output text generated by an MLLM, denoted as O = {t!,¢2,... ¢V},
consists of N tokens, where N may vary between outputs. The backbone LLM in
MLLM consists of L layers. For the I-th layer, each token ¢’ is associated with a
hidden state representation h! € R¢ with d the hidden-state dimension. We denote
the hidden state representations of all N tokens at layer [ as H; = {h},...,h] }.

Figure 5 presents t-SNE visualizations of the hidden state representations
across different layers. The representations are divided into four types: responses
from benign inputs and three types of responses from harmful inputs, namely (i)
Benign, (ii) Harmful-Refusal, (iii) Harmful-Admonish, and (iv) Harmful-Jailbreak.

Under input-aware considerations, the visualization results show that Benign
samples remain clearly separated from the other categories (Harmful-Refusal,
Harmful-Admonish and Harmful-Jailbreak) across all layers of the model. This
consistent separability indicates that benign and harmful queries are mapped by
the model into distinct regions of the hidden representation space. Consequently,
existing input-side safety guardrail methods can be interpreted as operating on a
classification task with relatively low intrinsic difficulty. However, in practical
deployment, relying solely on input side safety assessment is often a fundamental
cause of over-refusal in safety guardrails.
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Figure 6: OutGuard Framework. For each layer [ of the backbone LLM in MLLM,
the hidden states are denoted as H; = {hll7 e th}, where each h! corresponds to the
hidden representation of the i-th token. These hidden states are associated with the
generated output text @ = {t',...,+"}, where t' denotes the i-th token, and #, inherits
the same label as O. The framework consists of three stages. In the training stage, H;
is used as the input feature X, while toxicity scores judged by advanced LLMs to the
generated text O serve as supervision label Y. A lightweight classifier, MICL classifier,
is trained for each layer. In the layer selection stage, MICL classifiers with a Safety
Score above 0.9 on the validation set are retained for testing. In the testing stage, the
selected MICL classifiers generate predictions from hidden states, which are compared
with a threshold to assess safety. The overall decision is determined by majority voting
across all selected MICL classifierss.

To mitigate over-refusal, we now shift our focus from input-aware to output-
aware. In this setting, our objective is to separating Harmful-Jailbreak samples
from other categories at the representation level. Specifically, Benign, Harmful-
Refusal, and Harmful-Admonish samples are treated as positive samples, while
only Harmful-Jailbreak samples are regarded as negative samples. We aim to
learn a classifier fy,(-) for each layer [ such that

0, H,eHPUHIRUHIA

H =
f@l( l) 1, H, E%F']

(1)
where HE, HIR HHA and HI are the layer [ hidden states for Benign, Harmful-
Refusal, Harmful-Admonish, and Harmful-Jailbreak samples.

The framework of our approach, OutGuard, shown in Figure 6, consists of
three stages. In the training stage, hidden state representations #; from each
layer [ of the target model are extracted, and the corresponding output text
O are automatically labeled for toxicity by advanced LLMs, which also serves
as the label for H;. For each layer [, the representation H; together with the



8 Jiayi Li and Kun Zhan

MICL Classifier Network @
1
hi 14 tanh :
l () ] o
© -Xiialogg
|
: A
hi | T binary cross- v (Toml
: > m=3laly © entropy loss 7D_> e
= Las A L
1 Ac
Intra-bag Contrastive Learning Ground-truth y o
Layerl -7 T
Hidden State #; Top-k% High-Attention Instances
. A 1
(Representations Py = {hjlaj €Top-k%} Intra-bag Contrastive Loss Leon:

of N tokens) 1 maxsim(hj, hj") ‘—é—

K _ min sim(hj], h{)
Low-Attention Instances
M d

Figure 7: Architecture and Training Framework of the MICL classifier fy, (-)
constructed from the hidden states of the /-th layer of the backbone LLM.
Each token-level hidden state h} serves as an instance, and H; = {h{, ..., th} forms a
bag. A gated attention mechanism computes instance attention weights {a;,...,al }
and aggregates them into a bag-level representation z;, which is fed into a linear layer
to compute the classification loss Lqs. The attention weights also compute an entropy
loss Lent to encourage sparsity. The intra-bag contrastive module selects high-attention
key instances P; and low-attention instances N to compute the contrastive loss Lcon.
Specifically, P; consists of the top-k% instances ranked by attention weights, while N
includes the remaining low-attention instances. The contrastive objective maximizes
similarity among positive pairs and minimizes similarity with other instances. The total
loss £ combines these weighted terms and is optimized jointly via gradient descent.

assigned labels is used to train a multi instance contrastive learning (MICL)
based classifier, denoted as fy, (), to predict output safety. In the layer selection
stage, MICL classifiers meeting a predefined performance criterion are chosen. In
the testing stage, only the selected MICL classifiers are applied to classify new
samples, and the overall safety decision is obtained through a voting mechanism
that aggregates their predictions.

3.2 MICL

The harmfulness of a generated output is defined at the sequence level. However,
a harmful output does not imply that every token within the sequence is harmful.
In practice, the harmful property is usually triggered by a subset of tokens or
phrases, while many other tokens remain semantically neutral. Therefore, token-
level supervision is inherently ambiguous and partially observed. To address this
mismatch between sequence-level labels and token-level uncertainty, we formulate
output-side safety detection as a multiple instance learning (MIL) problem.

In this formulation, the hidden state representation H;, = {h},...,h]} at
layer [ for the generated output text is treated as a bag, where each h; denotes the
representation of an individual token and is regarded as an instance. The bag-level
label reflects whether the overall output text is harmful. A bag is considered
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harmful when a sufficient number of instances exhibit harmful semantic signals,
while the exact instance-level labels remain latent. For each layer [, we train a
multi-instance contrastive learning (MICL) based classifier, denoted as fg,(+).
Figure 7 illustrates the MICL classifier architecture.

To aggregate instance-level representations and enhance the model’s focus on
important instances, MICL classifier employ a gated attention mechanism. The
attention weight for instance ¢ at layer [ is computed as

ai = exp (w' (tanh(Vh}) © o(UR})))
E;-V:l exp (WT ( tanh(Vh]) ® O'(Uh{)))

2)

where U and V are learnable projection matrices that map the instance features
into the attention space and apply nonlinear transformations, w is a learnable
vector projecting the gated representation to a scalar attention score, and ®
denotes element-wise multiplication.

The bag-level representation is obtalned as the weighted sum of instance
features, it can be expressed as z; = Zl 14 thi.

N
z) = Za}h% . (3)
i=1

After obtaining the bag-level representation z; via the gated attention mech-
anism, a linear layer is trained using binary cross-entropy loss L. to predict
output safety as

£cls = _(y loggj + (1 - y) IOg(l - g)) (4)

where y and § = fy,(H;) are the ground-truth and predicted bag labels.

To enhance the discriminative capability among instances and encourage the
classifier model to focus more on potentially harmful instances, MICL classifier
incorporates an entropy-based regularization term to promote sparsity in the
attention distribution, defined as

N
Lont = — Z ailogal . (5)
i=1

In addition, MICL classifier incorporates an intra-bag contrastive learning
objective to enhance instance discrimination. Top-attention instances in each
bag are selected as key instances. These key instances are encouraged to be
mutually similar in the contrastive embedding space, while being dissimilar to
low-attention instances from the same bag. This objective is implemented using
an InfoNCE-style loss with temperature scaling, promoting compactness among
salient instances and separation from irrelevant ones. The loss is as

log exp(sim(hi, hit)/7) 6
Z;;L > jen; exp(sim(hi, hf)/7) ©

con =



10 Jiayi Li and Kun Zhan

where P; denotes the set of high-confidence instances selected according to
attention weights, specifically the top-k% instances with the highest attention.
For each high-attention instance hf, N} denotes the set of remaining instances
outside the top-k%, treated as negative examples, and hf+ is the positive instance
paired with h{. The function sim(-,-) computes the cosine similarity between two
hidden representations, and 7 is the temperature parameter.

The training objective has three components: a bag-level binary cross-entropy
loss, an entropy regularization term, and an intra-bag contrastive loss. Formally,

E = Ecls + )\ent»cent + Aconﬁcon . (7)

For each hidden-layer feature of the MLLM, the MICL classifier is trained
end-to-end with early stopping based on the loss on the validation set, producing
the trained MICL classifiers {fo,, fo,,---, fo. } -

3.3 Layer Selection

We introduce a Safety-Score to measure the model’s ability to detect risk across
both positive and negative samples. The Safety-Score is defined by

1
Safety-Score = B [1 — Epep,,. [danger(p, th)] + Epcp, ., [danger(p, th)]|  (8)

where th denotes the threshold; P, is the set of predicted probabilities for
all positive samples; P is the set of predicted probabilities for all negative

samples; danger(p, th) measures the thresholded risk of a prediction p relative to
the threshold th, and is defined as

p—th
d Jth) = max (0, ). 9
anger(p, th) = max T (9)

Safety-Score is in the range of [0, 1], higher values indicating better safety
performance. Based on this metric, we perform layer selection by choosing all
layers with a Safety-Score above 0.9. MICL classifiers associated with these
selected layers are then utilized to perform the overall harmful output detection.

4 Evaluation

Effectiveness Study: How well does OutGuard detect harmful outputs? How
does it perform on unseen data and carefully crafted malicious queries? Does it
reduce over-refusal on benign inputs compared to other guardrails? What are
its main failure cases of in terms of false negatives (missed harmful outputs)
and false positives (incorrectly refused benign inputs)?

Overhead Study: What are OutGuard’s latency and memory overhead?
Ablation Study: How do key components and hyperparameters affect Out-
Guard? What is its over-refusal rate when applied to inputs instead of outputs?
How does it perform when using logits instead of hidden states?
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Table 1: Summary of baseline safety guardrail methods. In this table, the ‘Train’
column indicates whether classifier training is required (Yes) or the method is zero-shot
(No). Symbols are defined as: v' = Yes, X = No.

Method Venue Feature Selection Stage Train
HiddenDetector [10] ACL 2025 S4: Inference X
QGuard [12] ACL 2025 S4: Inference X
LoD [15] arXiv 2025 S4: Inference v
ProGuard [33] arXiv 2025 S5: Post-Output X

4.1 Experiment Setup

Models. We evaluate our approach on LLaVA 1.6 [16] (LLaVA-v1.6-Vicuna-7B)
and Qwen 3.5 [22] (Qwen3.5-9B), two representative open-source MLLMs.

Dataset. Benign image-text query pairs are drawn from GQA [8], MM-Vet [34]
and XSTest [24], while AdvBench [19], SafeBench [32], and MM-SafetyBench [2§]
serve as harmful datasets. GQA, AdvBench, and SafeBench provide 2,694 pairs,
with 2,000 used for training (20% for validation) and the remainder for testing.
MM-Vet and MM-SafetyBench are combined to form an out-of-distribution (OOD)
test set for evaluating performance on unseen data. XSTest is used to evaluate
samples that appear harmful but are actually benign, selecting only those labeled
as ‘safe’. Because it contains only text prompts, we generate semantically aligned
images for these samples using SD 3.5 Medium [1].

Jailbreak Attacks. To evaluate the performance of our method on carefully
crafted adversarial queries, we also include the following jailbreak attacks in our
assessment: Visual-Adversarial-Examples [21], HADES [14], and JOOD [9].

Baseline. We select several SOTA safety guardrail methods with publicly avail-
able code as baselines: HiddenDetector [10], QGuard [12], LoD [15] and Pro-
Guard [33], summarized in Table 1. Among these methods, only LoD requires
training a classifier. To ensure a fair comparison, we apply a post-processing step
by retraining LoD’s classifier on the same training set and using the same labels
as our method, resulting in LoD-PP, which is included in the unified evaluation.

Metrcs. We evaluate the model’s classification performance on output safety
using key metrics including AUPRC, AUROC and Fj-Score, where values closer
to 1 indicate better performance. Additionally, we introduce two error metrics:
Unsafe Response rate to Unsafe Prompt (URUP) and Abstention Response rate
to Safe Prompt (ARSP). URUP quantifies failure to block harmful outputs, while
ARSP captures over-refusal on benign outputs. Values closer to 0 indicate better
performance for both metrics.

LLMs Used for Judging and Scoring. To ensure fairness in the scoring
process, all LLM based judgments and scoring in our work were conducted using
five advanced LLMs, and the overall decision is determined through majority
voting over their outputs. The specific models and versions employed are as
follows: GPT (gpt-4o-mini), Gemini (gemini-2.5-flash), Grok (grok-4-1-fast),
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Table 2: OutGuard Performance on Test Set. In the table, Red and Blue denote
the best and the second-best performance in each column, respectively.

LLaVA 1.6 Qwen 3.5
AUPRCT AUROCT Fy-Scorel URUP| ARSP]  AUPRCT AUROCT Fi-Scoret URUP) ARSP|
HiddenDetector 0.5291 0.5797 0.7088 0.0634 0.7061  0.7489 0.7499 0.7320 0.0634 0.6225

Method

QGuard 0.7500 0.5000 0.6667 0.0000 1.0000  0.7698 0.5000 0.7010 0.0000 1.0000
LoD 0.5338 0.6161 0.7604 0.0029 0.6254  0.5012 0.5371 0.7860 0.0000 0.6385
LoD-PP 0.8809 0.9466 0.8943 0.0948 0.1124  0.7805 0.9030 0.9377 0.0029 0.1297
ProGuard 0.6200 0.4532 0.4488 0.1873 0.6484  0.6087 0.4567 0.4440 0.1960 0.6859
OutGuard 0.9725 0.9733 0.9335 0.0550 0.0749  0.9937 0.9935 0.9635 0.0115 0.0634

Table 3: OutGuard Performance on OOD Data.

LLaVA 1.6 Qwen 3.5
AUPRCT AUROCT Fy-Scoret URUP] ARSP|  AUPRCT AUROCT Fi-Scoref URUP| ARSP|
HiddenDetector 0.3906 0.3566 0.6510 0.1536 0.7539  0.4301 0.3254 0.7253 0.0278 0.8925

Method

QGuard 0.7500 0.5000 0.6667 0.0000 1.0000  0.7498 0.5000 0.6663 0.0000 1.0000
LoD 0.4507 0.5058 0.7087 0.0000 0.8222  0.4315 0.4657 0.7474 0.0148 0.6512
LoD-PP 0.7123 0.8306 0.8140 0.1223 0.2788  0.5648 0.6887 0.8186 0.0037 0.4378
ProGuard 0.3944 0.3444 0.1233 0.1906 0.6842  0.2915 0.3186 0.0109 0.2119 0.6271

OutGuard 0.9376 0.9427 0.8953 0.0213 0.2077  0.9334 0.9393 0.8735 0.0260 0.2560

Qwen (qwen-flash), and DeepSeek (deepseek-chat). The Appendix provides all
carefully designed prompt templates and evidence for label reliability.

4.2 Effectiveness Study

We evaluate OutGuard on the test set, with results reported in Table 2. Among
the baselines, QGuard achieves URUP = 0, indicating that it rejects all potentially
harmful queries. However, it incurs complete over-refusal (ARSP = 1), abstaining
from all safe requests as well. The remaining baselines obtain low URUP values but
still exhibit high ARSP, indicating substantial over-refusal. In contrast, OutGuard
maintains a low miss rate (URUP < 0.1) while reducing over-refusal to below
0.1, yielding a more favorable balance between safety and usability. Moreover,
OutGuard achieves superior results to LoD-PP on all evaluation metrics.

To evaluate OutGuard’s performance on unseen data, we conduct experi-
ments on the OOD test set, with results reported in Table 3. Compared with in-
distribution results (Table 2), OutGuard shows reduced classification performance
on OOD data, along with an increased over-refusal rate. Nevertheless, it consis-
tently outperforms the baselines, indicating a certain degree of cross-distribution
generalization. These findings also suggest that OutGuard’s effectiveness depends
in part on the scale and diversity of the training data, and that broader training
coverage may further enhance its robustness.

Furthermore, to assess OutGuard’s detection capability against carefully
crafted malicious queries, we conduct experiments under several widely adopted
jailbreak attack scenarios, including Visual-Adversarial-Examples [21], HADES [14]
and JOOD [9]. The results are reported in Table 4. Across these attack settings,
OutGuard consistently outperforms the baseline, yielding URUP close to 0 while
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Table 4: OutGuard Performance on Jailbreak Attacks.

LLaVA 1.6 Qwen 3.5
AUPRC? AUROCT Fi-Scoref URUP] ARSP|  AUPRCTAUROCT F)-Scoret URUP| ARSP|
HiddenDetector 0.3411 0.1945 0.6265 0.0877 1.0000  0.5007 0.3955 0.7126 0.0000 0.9615

Attack Method

Visual QGuard 0.7500 0.5000 0.6667 0.0000 1.0000 0.7719 0.5000 0.7045 0.0000 1.0000
Advorsarial LoD 04053 0.3903 0.6667 0.0000 1.0000  0.7887 0.7030 0.7132 0.2581 0.4118
rsanal |y on.pp 0.9364 0.9593 0.9204 0.0877 0.0702  0.8397 0.9424 0.9615 0.0000 0.0800
Examples [21] pyoGuard 0.6084 0.3816 0.4615 0.1053 0.7193  0.6933 0.5511 0.5941 0.2258 0.8462
OutGuard 09751 0.9809 0.9649 0.0351 0.0351 1.0000 1.0000 1.0000 0.0000 0.0000
HiddenDetector 0.5040 0.4625 0.6641 0.0057 1.0000  0.5009 0.4647 0.6667 0.0000 1.0000

QGuard 0.7500 0.5000 0.6667 0.0000 1.0000  0.7500 0.5000 0.6667 0.0000 1.0000

HADES [11] LoD 0.5191 0.4852 0.6667 0.0000 1.0000 0.5542 0.4796 0.6667 0.0000 0.6667
LoD-PP 0.7173 0.8774 0.8596 0.0029 0.32290  0.7208 0.8248 0.8889 0.0000 0.2500

ProGuard 0.6653 0.4886 0.5683 0.3200 0.6657 0.6135 0.5013 0.4630 0.4100 0.5700

OutGuard  0.9820 0.9828 0.9909 0.0000 0.2000 0.9918 0.9905 0.9655 0.0200 0.0500

HiddenDetector 0.3508 0.2312 0.4776 0.4245 0.8345  0.5362 0.2991 0.7817 0.0000 1.0000

QGuard 0.7509 0.5000 0.6683 0.0000 1.0000  0.8208 0.5000 0.7817 0.0000 1.0000

JOOD [9] LoD 0.4187 0.2463 0.7216 0.0000 1.0000  0.5038 0.2787 0.7817 0.0000 1.0000
: LoD-PP 0.7956 0.8843 0.8927 0.0000 0.2405  0.5822 0.7232 0.8511 0.0000 0.3500
ProGuard 0.5013 0.3615 0.3432 0.4000 0.6475  0.6378 0.3875 0.4479 0.4022 0.6700

OutGuard 0.9212 0.9420 0.8977 0.0000 0.2278  0.9798 0.9775 0.9009 0.0000 0.2200

Table 5: Over-Refusal Rates on Seemingly Harmful but Benign Queries.

HiddenDetector QGuard LoD LoD-PP  ProGuard OutGuard

LLaVA 1.6 0.7400 1.0000  0.8840  0.7080 0.7760 0.5840
Qwen 3.5 1.0000 1.0000 1.0000 1.0000 0.7760 0.6320

maintaining low ARSP and stable classification performance. These findings indi-
cate strong robustness under adversarial conditions.

We also evaluate OutGuard on seemingly harmful but benign queries using
the XSTest [24] dataset, from which the samples shown in Figure 2 are drawn. As
shown in Table 5, OutGuard achieves lower over-refusal rates than all baselines,
indicating its ability to mitigate over-refusal induced by safety guardrails.

We further analyze the failure cases of OutGuard. False negatives mainly occur
in implicitly harmful content, including political opinions (28%), hate speech,
investment advice, trade confidentiality, and pornography (11% each), where
harmful intent is expressed through rhetoric rather than explicit violations. False
positives are largely associated with benign input containing sensitive keywords
(e.g., kill, steal, shoot, and smash), suggesting that the model occasionally over-
relies on local lexical signals at the expense of broader contextual understanding.

4.3 Overhead

Although five LLMs are used to obtain safety labels during data construction,
relying on external LLM judges at inference time is computationally expensive.
On average, judging a single response requires almost one minute and thousands
of output tokens. By contrast, OutGuard performs safety verification using an
hidden-state classifier, eliminating external model calls and enabling low-latency,
self-contained deployment.
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Table 6: Average Per-sample Decision Time (s).Table 7: Memory Overhead
Here, ‘VAE’ is short for Visual Adversarial Examples [21]. Evaluation (FP16) on RTX

3090 GPU.
Data HiddenDetector QGuard LoD ProGuard OutGuard
Test Set 1.299 3.123  0.003  4.000 0.179 LLaVA 1.6 Qwen3.5
OOD Data 1.372 3.161 0.001  4.645 0.258 )
VAE [21] 0.667 3.165 0.004 2.566 0.150 Layers 18 30
HADES [14] 0.945 3.152 0.003 4.116 0.228 Size/Layer ~ 37.01M  37.01M
JOOD [9] 0.600 3.187 0.004 4.363 0.277 Base Memory 13.16GB  17.53GB
XSTest [24] 1.250 3133 0.002 2.776 0.157 W /OutGuard 14.53GB  19.77CB
Average 1.022 3.1564 0.003  3.744 0.208 Increase F1.37GB  +2.24GB
Ablation Comparison
2,0 {I==_04s¢C Table 8: Hyperparameter Study.
&
2 159 Hyperparameter Value URUP| ARSP|  URUP|ARSP)
& 0.05  0.0720 0.0663 0.1383 (+0.0084)
2 1.0 top-k (%) 0.10  0.0519 0.0807 0.1326 (+0.0027)
2 op-i {70 020 0.0836 0.0576 0.1412 (+0.0113)
T 0.5 0.30 0.0550 0.0749 0.1299
0.05 0.0375 0.1066 0.1441 (+0.0142)
0.0 : : N 020  0.0403 0.1037 0.1440 (+0.0141)
Remove Remove Remove Remove con 0.50 0.0893 0.0519 0.1412 (+0.0113)
Aftention  Gate CL Sparsity 0.10 0.0550 0.0749 0.1299
Figure 8: Ablation Study. Re- 0.05 0.0183 0.1297 0.1480 (10.0181)
moving the gating module, con- 0.10  0.0548 0.1268 0.1816 (+0.0517)
t £ 1 . it T 0.20  0.0461 0.1182 0.1643 (+0.0344)
rastive learning, or sparsity reg- 100 0.0459 0.1009 0.1468 (+0.0169)
ularization prevents any MICL 0.50 0.0550 0.0749 0.1299
from meeting the layer selection 128 0.0720 0.0605 0.1325 (+0.0026)
iteri lti in 1 £ det Attention Dimension 512 0.0403 0.1095 0.1498 (+0.0199)
criteria, resuiting 1n 1oss ol detec- 256 0.0550 0.0749 0.1299
tion capability. The aggregated  piqqen Dimension 768 0.0980 0.0605 0.1585 (+0.0286)
metric is set to 2, the worst value. 256  0.0550 0.0749 0.1299

The deployment of OutGuard is highly efficient, enabling real-time, single-
shot safety verification during model inference and prior to generating the final
response with minimal execution delays. We quantify the efficiency of OutGuard
by reporting its runtime latency, memory consumption, and the specific layer
configurations utilized during testing, as shown in Tables 6 and 7.

4.4 Ablation Study

We conduct ablation studies to evaluate the impact of several key components on
the effectiveness of OutGuard, including (i) the gating module, (ii) the attention
mechanism, (iii) the contrastive learning term Lo, in the overall loss £, and (iv)
the sparsity regularization term Lg, in £. Figure 8 presents the sum of URUP
and ARSP, ranging from 0 to 2, as a joint indicator of harmful response rate and
over-refusal rate, where lower values indicate better overall performance. It can
be observed that ablating any component increases the aggregated metric to
varying degrees, demonstrating that each module contributes to the effectiveness
of OutGuard. In particular, the gated module, the contrastive learning term Loy,
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Table 9: OutGuard vs. Input-Aware Vari- Table 10: Hidden States vs. Logits on Test

ant on Test Set. Set.
AUPRC? AUROCT F}-Scorel URUP) ARSP| AUPRCT AUROCT Fi-Scoret URUP| ARSP|
Variant ~ 0.750 0.693  0.760  0.003 0.625  Logits 0.634 0.706 0.729 0.074 0.615
OutGuard 0.973 0.973  0.934 0.055 0.075  Hidden States 0.973 0.973  0.934  0.055 0.075

and the sparsity regularization term Lqy, are all essential. Removing any of these
components leads to a severe degradation in detection capability.

We further evaluate OutGuard under various parameter settings. The hyperpa-
rameters include the top-k %, the balancing coefficient A¢on, and the temperature
7 in Leon, as well as the attention dimension and hidden dimension of the MICL
classifier network. Table 8 shows the results. Reducing the Attention Dimension
decreases ARSP while increasing URUP. We also observe that adjusting these hyper-
parameters often improves ARSP at the expense of URUP, or vice versa. Therefore,
we select configurations that balance the performance of ARSP and URUP.

To highlight the underlying insight behind over-refusal, we conduct an ablation
where OutGuard is applied directly to inputs (trained with input-side labels).
As shown in Table 9, input-side application substantially increases over-refusal
(0.625), while the output-aware configuration achieves a much lower rate (0.075).

We further conduct an ablation study on hidden-state representations by
comparing them with logit-based features. As shown in Table 10, hidden states
achieve a higher Fj-Score (0.934 vs. 0.729) and a lower over-refusal rate (0.074
vs. 0.615) on the test set, indicating that they encode richer safety-related signals
that are largely lost in the output probability space.

5 Conclusion

This study systematically analyzes the over-refusal problem induced by safety
guardrails in multimodal large language models (MLLMs) and shows that existing
input-side safety guardrails improve safety at the cost of user experience. We
identify that the root cause of over-refusal is that current safety guardrails are
input-aware and do not consider actual outputs. To address this trade-off, we
shift from input-aware to output-aware and present OutGuard, an output-aware
safety guardrail that evaluates model outputs using hidden state representations
via lightweight multi-instance contrastive learning (MICL) classifiers. OutGuard
performs safety detection during inference in a single pass, avoiding additional
queries or latency. Experimental results demonstrate that, compared with existing
methods, OutGuard significantly mitigates over-refusal without compromising
attack detection, achieving a superior balance between safety and usability. This
work highlights the importance of output-aware safety mechanisms and provides
a practical approach for deploying safer, more user-friendly MLLMs.
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