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Fig. 1: Effects of Attacks for 3DGS. Left: Two examples showing the comparison
between low- and high-frequency components on the same image after attack, with
energy ratios of different frequency components in clean images at the bottom. The left
side shows results on the Mip-NeRF 360 dataset, while the right side shows Tanks-and-
Temples. We take the bonsai and Train as examples, respectively. Right: Matching
Rate (a signal for multi-view consistency) in low-frequency (L) and high-frequency
components (H) of the clean/attacked images.

Abstract. 3D Gaussian Splatting (3DGS) has emerged as a powerful
paradigm for real-time and high-fidelity 3D reconstruction from posed
images. However, recent studies reveal its vulnerability to adversarial
corruptions in input views, where imperceptible yet consistent pertur-
bations can drastically degrade rendering quality, increase training and
rendering time, and inflate memory usage, even leading to server denial-
of-service. In our work, to mitigate this issue, we begin by analyzing
the distinct behaviors of adversarial perturbations in the low- and high-
frequency components of input images using wavelet transforms. Based
on this observation, we design a simple yet effective frequency-aware de-
fense strategy that reconstructs training views by filtering high-frequency
noise while preserving low-frequency content. This approach effectively
suppresses adversarial artifacts while maintaining the authenticity of
the original scene. Notably, it does not significantly impair training on
clean data, achieving a desirable trade-off between robustness and per-
formance on clean inputs. Through extensive experiments under a wide
range of attack intensities on multiple benchmarks, we demonstrate that
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our method substantially enhances the robustness of 3DGS without ac-
cess to clean ground-truth supervision. By highlighting and addressing
the overlooked vulnerabilities of 3D Gaussian Splatting, our work paves
the way for more robust and secure 3D reconstructions.

Keywords: Adversarial Attack & Defense - Gaussian Splatting - Dis-
crete Wavelet Transform

1 Introduction

3D reconstruction, exemplified by Neural Radiance Fields (NeRF) [30] and the
more recent 3D Gaussian Splatting (3DGS) [14], refers to the process of re-
covering a scene’s spatial geometry and structure from multi-view 2D images.
It is a fundamental task in computer vision with wide-ranging applications in
robotics [1323})28,36151], autonomous driving [8,/15,38//50], and healthcare [4,42].
Especially, 3DGS has recently gained prominence as a dominant approach in 3D
vision [2]. Unlike NeRF, which encodes scenes as continuous volumetric radiance
fields parameterized by a multi-layer perceptron, 3DGS explicitly represents the
scene using a collection of 3D Gaussian ellipsoids. This explicit modeling confers
several advantages over NeRF, including faster rendering speeds, higher visual
fidelity, greater interpretability, and improved scalability. These benefits make
3DGS well-suited for deployment on remote servers, where it can generate high-
quality scene representations from user-provided images.

1.1 Vulnerabilities of 3DGS

While 3DGS offers strong performance, its strengths also reveal critical vulnera-
bilities. Because it explicitly fits object textures and edges, its rendering quality
is highly sensitive to input image quality [25]. Moreover, 3DGS does not use
a fixed network architecture; instead, its adaptive density control dynamically
adjusts the number of Gaussian primitives, creating a flexible, data-dependent
parameter space [14]. This explicitness and flexibility make 3DGS particularly
vulnerable to adversarial perturbations, which can degrade rendering and in-
crease computational cost.

Although adversarial threats to 3DGS are only beginning to be explored,
initial work has emerged. Zeybey et al. |[47] introduces a two-stage image-space
attack that transfers adversarial noise into 3DGS representations, but it operates
solely in 2D and lacks true 3D-level manipulation. In contrast, Poison-Splat [24]
performs a genuine 3D-level attack by training a surrogate model and apply-
ing bi-level optimization, achieving stronger disruption at the cost of significant
computational overhead.

1.2 Why is Defense for 3DGS Underexplored?

Given the emergence of 3DGS-specific adversarial attacks and the increasing
awareness of its inherent vulnerabilities, developing effective defense mechanisms
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for 3DGS is of growing importance. However, to the best of our knowledge,
defense strategies against adversarial attacks on 3DGS remain largely
underexplored. This gap stems from several unique obstacles that arise from
the intersection of 3DGS’s design and the nature of adversarial threats:
Challenge 1: Incompatibility with Standard Defense Frameworks. Most
adversarial defenses are tailored for supervised classification models with fixed
neural architectures, where bi-level optimization is used (an inner loop crafts
adversarial perturbations to maximize loss, while the outer loop minimizes this
loss via adversarial training [27]). In contrast, 3DGS is a self-supervised method
without a fized network structure, leading to fundamentally different attack and
defense formulations. As a result, standard defense strategies do not apply ef-
fectively in this setting.

Challenge 2: Non-Invertible Attack Objectives. Even when using a quick
proxy workaround, such as a pre-trained 3DGS model, reversing the bi-level op-
timization objective for defense remains ineffective. This is because adversarial
objectives in 3DGS often target non-invertible image statistics, such as increasing
the total variation of rendered images to inject subtle pixel-level noise. Attempt-
ing to reverse such objectives introduces unintended artifacts like image blurring
or texture distortion, which ultimately degrade reconstruction quality instead of
mitigating the attack.

Challenge 3: Absence of Ground-Truth Clean Data. Unlike supervised
settings where clean labels are available, 3DGS lacks a clear notion of “ground-
truth” clean input. This makes it impossible to distinguish clean from adversari-
ally perturbed images during training or inference. As a result, designing defenses
that restore adversarial inputs without overcorrecting and harming genuinely
clean images becomes highly challenging, especially when performance degrada-
tion cannot be tolerated.

Challenge 4: Limited Effectiveness of Traditional 2D Image-Space De-
fenses. Common 2D image-level or frequency-based defense techniques often
prove insufficient or harmful in the 3DGS setting. For instance, Gaussian smooth-
ing and bilinear filtering may reduce adversarial perturbations, but they also
blur legitimate details critical to accurate scene reconstruction. Similarly, reduc-
ing the number of Gaussian primitives can limit adversarial effects but comes
at the cost of reconstructive fidelity. Even frequency-domain filtering (e.g., via
Fourier transforms) falls short, as it neglects the spatial structure essential to
3D rendering, weakening its ability of meaningful defense for 3DGS.

1.3 A Spark of Opportunity: Frequency

In this work, we present the first comprehensive study of defense mechanisms
against adversarial attacks on 3DGS. To address the fundamental differences
from conventional attack and defense (Challenges 1 and 2), we forgo adversarial
training and instead propose a defense strategy that operates directly on the in-
put multi-view images. We begin by analyzing different frequency components of
the input images and how adversarial perturbations affect them. Specifically, we
employ wavelet transforms to decompose the input into low- and high-frequency
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Fig. 2: The overview of our proposed method.

components, leveraging their ability to provide both spatial and frequency repre-
sentations. This enables a spatially-aware, frequency-sensitive consistency analy-
sis across multiple views. Using deep image matching techniques , we evaluate
the consistency of these frequency bands and have two important observations,
revealing a new opportunity for defense:

— Observation 1: The adversarial perturbations on 3DGS inputs often man-
ifest as high-frequency noises (as shown in the right of Fig. [1).

— Observation 2: The low-frequency component retains the main con-
tent of the original scene, as the ratios of energy (a signal for image structure
and content) are shown in the bottom left of Fig.

Building on this observation, we introduce DefenseSplat (as shown in Fig. |2),
a frequency-aware defense method designed to suppress high-frequency adver-
sarial noises while preserving informative low-frequency content. By doing so,
the 3DGS optimization process naturally blurs out inconsistent perturbations
during reconstruction, enhancing robustness without requiring access to clean
ground-truth data (addressing Challenge 3). Importantly, this approach main-
tains high reconstruction quality on clean inputs, addressing Challenge 4 by
balancing robustness with fidelity, especially in scenarios where significant per-
formance degradation is not acceptable. Our main contribution can be summa-
rized as:

— We investigate an important yet previously unexplored problem of defending
3DGS against adversarial attacks (in this paper, we consider Poison-
Splat as the attack to defend against). We analyze the significance of
this problem and identify the unique challenges it presents.

— We introduce a novel frequency-aware defense strategy DefenseSplat for
3DGS by leveraging wavelet analysis to characterize the behavior of adver-
sarial perturbations across frequency bands. To the best of our knowledge,
this is the first work specifically targeting adversarial defense for 3DGS.
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— Our comprehensive experiments show that the proposed method enhances
the robustness of 3DGS across diverse datasets and a range of attack strengths,
without substantially compromising clean-data performance.

2 Related Works

2.1 3D Gaussian Splatting.

3DGS [14] is a recently introduced framework for 3D scene representation, which
employs an explicit set of anisotropic 3D Gaussian primitives parameterized by
position, scale, orientation, and color to model the underlying geometry and ap-
pearance. Unlike implicit methods such as NeRF [30], 3DGS supports efficient,
real-time rendering through a differentiable rasterization process. Owing to its
high rendering quality, interpretability, and scalability, 3DGS has been rapidly
adopted across a wide spectrum of vision and graphics applications, including
dynamic scene reconstruction [40}45|, open-vocabulary 3D semantic segmenta-
tion |261/37,43[46], and text-to-3D generation. However, as 3DGS is increasingly
deployed on cloud-based servers and used in commercial applications, its poten-
tial vulnerabilities and susceptibility to adversarial manipulation have become
critical concerns.

Adversarial Attack. Adversarial attacks are typically formulated as a bi-level
optimization problem, where imperceptible perturbations are crafted to maxi-
mize the model’s prediction error while remaining constrained in norm. In 2D
image classification, such attacks have been extensively studied under white-box
and black-box settings. White-box methods [7,/27,[31] utilize gradient access to
generate perturbations, whereas black-box attacks [1L|21] rely on transferability
or query-based optimization. Due to the inherent vulnerabilities of 3D Gaussian
Splatting, several recent works have emerged aiming to exploit these weaknesses
through adversarial attacks at the 3D level. Poison-Splat [24] is a representative
work in this direction, which performs a genuine 3D adversarial attack by pre-
training a surrogate 3DGS model and adopting the total variance score of the
rendered images as the attack objective. However, adversarial attacks targeting
the domain of 3D Gaussian Splatting remain largely underexplored.

2.2 Defense on Images.

The rise of adversarial attacks has spurred advances in defense strategies in im-
ages [34]. Among them, adversarial training [27,/49] is the most straightforward
and widely used approach. It involves augmenting the training process with ad-
versarial samples, allowing the model to learn parameters that are robust to spe-
cific perturbation patterns. However, as mentioned in the challenges discussed in
Sec. [T} adversarial training cannot be directly applied to 3D adversarial attacks.
Another line of defense leverages diffusion models to remove artifacts and distor-
tions from images [41]. However, such methods typically rely on large-scale pre-
training and are primarily designed for scenarios where the degradation in ren-
dering quality arises from sparse-view supervision during 3D reconstruction. As
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Fig. 3: To accurately measure image matching, we order the camera poses using a
Traveling Salesman Problem formulation, which yields an optimized traversal path.

far as we are aware, neither prior work has addressed defense against 3D adver-
sarial attacks, nor are existing defense approaches directly applicable to this task.

2.3 Frequency Transform.

The Discrete Fourier Transform (DFT) plays a pivotal role in image processing.
Previous works have leveraged DFT on images to enhance synthesis quality
and improve image classification accuracy . More recent studies have ex-
tended the application of DFT to the domain of 3D reconstruction. FreGS
leverages additional frequency spectrum supervision to mitigate the issue of over-
reconstruction in Gaussian Splatting. 3D-GSW employs DFT to guide the
splitting of 3D Gaussians in high-frequency regions, thereby enhancing recon-
struction quality. DFT only captures global frequency information, whereas the
Discrete Wavelet Transform (DWT) provides a joint representation of both spa-
tial and frequency domains. DWT can be seamlessly integrated with radiance
field representations , significantly enhancing the quality of 3D recon-
struction. Building upon the advantageous properties of DWT and its demon-
strated success in 3D reconstruction, we leverage DWT to analyze adversarial
attacks on 3DGS from both spatial and frequency perspectives and further de-
sign a wavelet-based defense strategy.

3 Methodology

3.1 Preliminaries

3D Gaussian Splatting. 3DGS represents a 3D scene using an explicit set of
anisotropic 3D Gaussian primitives. Each primitive is defined as:

6 2) = oxp (50075 ). 1)
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where x is the center of each primitive. X' is the covariance matrix, which,
together with x determines the spatial distribution of the Gaussian. To enable
differentiable optimization, X is expressed as a combination of a scaling matrix
R and a rotation matrix .S, shown as:

X =RSSTRT. (2)

Given a specific camera pose 7, each pixel (z,y) color I.(z,y) rendered onto
the 2D image is calculated via alpha-blending [14], taking into account a set
of Gaussians (N') that are simultaneously visible and contribute to the pixel
through spatial overlap:

= Zciaiﬁ(l—aj), (3)

iEN j=1

where ¢; is each projected Gaussian given by spherical harmonics, and «; is the
opacity. During the reconstruction training process, the parameters of the 3D
Gaussian primitives are optimized by jointly minimizing the L; loss and the
SSIM loss [39] between the rendered images and the ground-truth images.

Discrete Wavelet Transform (DWT). DWT decomposes an image into
four frequency subbands: LL (low-low), LH (low-high), HL (high-low), and
HH (high-high). The LL subband captures the low-frequency components in
both horizontal and vertical directions and typically contains the majority of
the image’s energy, representing its overall structure and smooth content. This
subband can be further recursively decomposed across multiple levels to ex-
tract hierarchical low-frequency representations. In contrast, the LH, HL, and
HH subbands capture high-frequency information along different orientations:
LH highlights horizontal edge-like features by encoding low-frequency horizontal
and high-frequency vertical changes; H L emphasizes vertical edges by captur-
ing high-frequency horizontal and low-frequency vertical variations; and HH
contains diagonal details with high-frequency variations in both directions. To-
gether, these subbands provide a joint spatial-frequency representation of the
image. The DWT [6] is defined as:

1N—
Z (,9) jo.m.n (T, Y),

ME

th(j07m7n) =
=0 y=0
1 M—-1N-1
Wi (j,m,n) = ——= I(x,y) ¥j nn (2,), (4)
P \J> ) J,mmn
MN z=0 y=0

where W, is the LL subband, and sz represents the LH, HL, and HH sub-
bands. jo is the initial approximation scale, j is the scale index for detail sub-
bands. M and N are width and height of the RGB image, while m and n are the
spatial location indices in the wavelet coefficient domain. ¢ = {H,V, D} denotes
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the horizontal, vertical, and diagonal coefficients, respectively. ¢(x,y) is a scal-
ing function and v (z,y) is a wavelet function. I(x,y) denotes the pixel intensity
of a given position.

3.2 Frequency-Aware Analysis of Adversarial Perturbations

Frequency Decomposition. To design more targeted defense strategies, it is
essential to first conduct a comprehensive analysis of the adversarial attacks.
Prior works [11,/48] have demonstrated the power of frequency-domain anal-
ysis, establishing it as a powerful tool for enhancing scene reconstruction in
3DGS. For example, it has proven effective in mitigating issues such as over-
reconstruction [48] and supporting applications like watermark embedding |11].
Building on these successful precedents, we adopt DWT to decompose adver-
sarial images. Owing to its joint representation of both spatial and frequency
information, DWT facilitates comprehensive analysis across 2D and 3D do-
mains. Moreover, its frequency decomposition enables a fine-grained dissection
of adversarial behavior across different frequency subbands, laying the foun-
dation for targeted defense strategies. Specifically, given an adversarial image
I' € R3>*HEXW e apply wavelet decomposition to obtain a set of subbands
{LL,,LH;,HL;, HH,}, where | denotes the level of DWT. For simplicity and
without loss of effectiveness, we set [ = 1. To constrain each subband within
the RGB domain, we perform a wavelet transform on I’ channel-wise, normalize
each channel to [0, 1], rescale it to [0, 255], and finally fuse the three channels.

Vulnerability Analysis. Next, we use deep image matching [91/32,33] to assess
the 3D consistency of corresponding subbands between clean and adversarial im-
ages, identifying the most vulnerable regions where perturbations concentrate.
A key challenge before this step is ensuring efficient and accurate multi-view
matching. Common strategies include brute-force, retrieval-based, and sequen-
tial matching. Brute-force has quadratic complexity, making it inefficient at scale.
Retrieval-based methods rely on global features, introducing error without op-
timal speed. Sequential matching is most efficient but assumes a smooth view
sequence, which is often violated in practice due to randomly ordered camera
poses, leading to failures or reduced accuracy from large viewpoint differences
and occlusions.

To address this issue, we formulate it as a Traveling Salesman Problem (TSP).
We first convert each camera pose into the form of the Special Euclidean group
in 3D, and then compute the pose loss between every pair of cameras, defined
as:

ﬁpose = Wy Lgeo + wg Lirans, (5)
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Table 1: Quantitative comparison on Mip-NeRF 360 and Tanks-and-Temples datasets.
Colors indicate the best and second best results. #G/M indicates the number of
Gaussians (Million).

Method  |Training Time | #G/M | GPU Mem (MB) ||PSNR 1 SSIM 1 LPIPS | FPS 1
Mip-NeRF 360

3DGS 1:01:01 5.91 20965 25.18 0.6356 0.4481 70
Compact GS 1:22:26 3.00 21072 24.95 0.6374 0.4590 128
Difix 0:45:44 3.65 15894 24.52  0.7326 0.3575 137
Ours 0:34:26 2.24 12567 27.32 0.7968 0.3469 243
Ours+ReLU 0:33:49 2.16 11400 27.47 0.8025 0.3417 258
Tanks-and- Temples
3DGS 0:31:22 2.76 10089 24.88 0.6425 0.4190 165
Compact GS 0:43:29 1.73 10930 24.37 0.6540 0.4278 244
Difix 0:24:12 1.71 7749 24.75 0.8092 | 0.3031 290
Ours 0:18:56 1.06 6296 26.29 0.8281 0.3199 468
Ours+ReLU 0:19:19 1.01 5858 26.42 0.8373 0.3134 498

where Ly, is the geodesic loss, Lirans is the translation loss, wy and w; are their
corresponding weights. Specifically, these two losses are defined as:

trace (Rl—la—rengt) - 1)

(6)

Lgeo = arccos ( 5

£trans = ||tpred - tgt”i 5 (7)

where R(. and {(. represent the rotation matrix and the translation vector,
respectively. The subscripts indicate prediction and ground truth, respectively.
We treat each camera as a city and the pose loss between cameras as the dis-
tance between cities in TSP. By solving the resulting instance of the TSP using
the Lin—Kernighan [19] algorithm, we obtain a smooth and optimized camera
trajectory (as shown in Fig. |3). Based on the optimized trajectory, we adopt
the state-of-the-art SuperPoint [5] as the feature extractor and LightGlue [20] as
the matcher to perform pairwise matching across all wavelet subbands of clean
and adversarial images. Each image is only matched with subsequent images
along the trajectory. For each image pair, the matching rate is defined as the
ratio of the number of matched keypoints to the number of extracted keypoints,
indicating the consistency of the image across multiple viewpoints. The overall
multi-view matching rate is computed by averaging the pairwise matching rates.
Since the HH subband contains the least energy (only < 0.08% in almost all
datasets, with details in Appendix B) and diagonal details are relatively rare
in natural images, we omit HH and use LH and HL to represent the high-
frequency information. As shown in Fig. [I both the bar charts and subband
visualizations indicate that the vulnerability is concentrated in the high-
frequency regions. The consistency degradation in high-frequency subbands
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is significantly more pronounced than in low-frequency ones, suggesting that
3D adversarial attacks primarily target high-frequency components
by injecting random noise, while introducing relatively smooth and
consistent pseudo-textures in the low-frequency regions.

3.3 Defense via Frequency-Based Filtering

Based on the above analysis and insights, we propose a simple yet effective
defense strategy, DefenseSplat. Given adversarial images, we first apply DWT
to obtain four subbands. The high-frequency subbands (i.e., LH, HL, and HH)
are then set to zero, and the inverse wavelet transform is performed using the
LL subband together with the zeroed high-frequency subbands to reconstruct
the filtered image in the spatial domain. This process can be defined as:

Iy = iDWT(DWT(I") 11, 0,0,0), (8)

where Iy represents the filtered images, iDWT(-) is the inverse Discrete Wavelet
Transform, I’ denotes the adversarial images and DWT(I'), is the LL subband
extracted from I’. Merely relying on the I; component is far from sufficient,
as it still contains artificial textures with relatively low consistency in the low-
frequency domain. To mitigate this problem, we exploit an intrinsic property of
3DGS: when fitting regions with low cross-view consistency, the Gaussians tend
to average the colors across views to minimize the L; loss, thereby producing
a blurred reconstruction over these regions, which naturally further suppresses
adversarial artifacts in /¢ that lack consistent support across views.

Another common observation is: For certain artificially injected textures that
exhibit high multi-view consistency, the reconstruction process tends to generate
elongated Gaussians to fit these patterns, which increases the number of Gaus-
sians and memory consumption, thereby undermining the effectiveness of the
defense. To tackle this issue, we design a ReLLU-based scale regularization loss
on the normalized variance of the scales along the three principal axes of each
Gaussian, defined as follows:

Lscate = RGLU(V - 7)7 (9)

where v denotes the normalized variance, 7 is a predefined threshold that limits
the range of scale regularization. For Gaussians whose normalized variance falls
below 7, the loss does not propagate gradients. This loss constrains elongated
Gaussians without affecting the other two types of Gaussians: small spherical
Gaussians and large flat Gaussians (because their normalized variance of scales
does not exceed that of elongated Gaussians). Both of them are crucial: the for-
mer contributes to reconstructing fine details and alleviates over-reconstruction,
while the latter enhances the reconstruction quality of large smooth regions and
mitigates under-reconstruction. Therefore, this loss can effectively suppress ad-
versarial textures while preserving the reconstruction of genuine scene details.
Finally, after training, the 3D Gaussians are rendered on all camera views to
generate the final defended images for downstream tasks.
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Table 2: Quantitative comparison under different attack levels on Tanks-and-Temples.

€ Method ‘Training Time | #G/M | GPU Mem (MB) i‘PSNR 1 SSIM 1 LPIPS | FPS 1

3DGS 0:27:38 2.17 8558 24.03 0.662 0.375 215

Compact GS 0:36:58 1.47 9466 23.59 0.669 0.386 306

16/255 Difix 0:21:39 1.48 7238 23.59 0.787  0.298 295
Ours 0:17:44 0.99 5642 24.89 0.815 0.294 449

Ours + ReLU 0:18:17 0.96 5418 25.03 0.824 0.291 473

3DGS 0:36:14 3.24 11541 20.36  0.449 0.485 140

Compact GS 0:50:13 2.20 12997 20.26  0.458 0.491 199

32/255 Difix 0:23:16 1.69 7417 22.22 | 0.707 0.348 263
Ours 0:20:02 1.25 6182 23.47  0.690 0.377 362

Ours + ReLU 0:19:43 1.19 5806 23.61 0.703 0.374 = 388

3DGS 0:43:00 4.07 12418 15.55 0.272  0.586 119

Compact GS 0:59:48 2.69 15807 15.65 0.285 0.591 178

64/255 Difix 0:25:46 1.99 8067 19.18 | 0.504 0.458 243
Ours 0:23:42 1.79 7651 19.27 0.443  0.509 281

Ours + ReLU 0:23:16 1.71 6958 19.38 0.454 0.505 = 301

3.4 Fine-Grained Cross-View Consistency Filtering (Optional)

The coarse filter in Sec. [3.3] removes all high-frequency coefficients, effectively
suppressing adversarial perturbations but also discarding genuine scene details
and causing over-smoothed reconstructions on structured regions. To avoid this
all-or-nothing suppression, we introduce a fine-grained cross-view-consistency
filter. We first order all camera poses using the TSP tour from Sec.[3:2] Each ad-
versarial image is then compared with its left neighbour along this pose-ordered
cycle, with the first pose matched back to the last. For each high-frequency
wavelet subband, we retain coefficients around locations that match the corre-
sponding subband in the neighbouring view, treating them as multi-view consis-
tent scene details, and suppress the unmatched coefficients as view-inconsistent
perturbations. The defended image is finally reconstructed by keeping the low-
frequency subband unchanged and inverting the wavelet transform with only the
matched high-frequency coefficients. This preserves authentic details erased by
the coarse filter while removing adversarial components that do not recur across
nearby views.

4 Experiments

In this section, we conduct extensive experiments on multiple datasets. Specif-
ically, we address the following research questions based on the experimental
results. RQ1: How does DefenseSplat perform compared to other baselines? Is it
an effective defense strategy? RQ2: Can DefenseSplat consistently demonstrate
effective defense capability under varying levels of attack intensity? RQ3: Given
the diversity of user-submitted inputs, can DefenseSplat maintain a balance be-
tween robustness and performance on clean data? RQ4: Can the Gaussian scale
loss (Eq. (9)) further enhance the overall performance of DefenseSplat (abla-
tion study)? RQ5: Can our method remain resilient to stronger attacks, such
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Table 3: Quantitative results of our method on clean inputs.

Method "I‘raining Time | #G/M | GPU Mem (MB) HPSNR 1 SSIM 1 LPIPS | FPS 1
Mip-NeRF 360

Clean 0:38:20 2.62 20965 29.06 0.868 0.248 223

Clean + Ours 0:32:11 1.83 11012 28.58 0.844 0.280 314

Clean + Ours + ReLU 0:32:23 1.79 10945 28.79 0.847 0.271 321

Tanks-and-Temples

Clean 0:22:48 1.56 7328 28.06 0.898 0.212 327
Clean + Ours 0:18:24 0.97 6161 27.18 0.868 0.254 517
Clean + Ours + ReLU 0:18:34 0.94 5857 27.33  0.875  0.245 526

as the recently proposed Adaptive Attack [18]? RQ6: Can the fine-grained filter
improve reconstruction performance?

Truck room LH room

Truck LH

3DGS CompactGS Difix3D+ Ours Ours+ReLU Zoom-in GT GT

Fig. 4: Comparison of reconstruction quality of all methods and ground truth (GT)
on Mip-NeRF 360 and Tanks-and-Temples datasets.

4.1 Experiment Settings

Datasets. We use Mip-NeRF 360 , Tanks-and-Temples and LLFF ,
which are commonly used benchmarks in the field of 3D reconstruction. For the
Tanks and Temples dataset, we exclude scenes containing dynamic objects and
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retain 8 static scenes for evaluation. For Mip-NerF 360 and LLFF datasets, we
include all available scenes.

Baselines. Due to the absence of prior research dedicated to the defense of 3D
adversarial attacks, no existing method serves as a directly comparable base-
line. Therefore, in addition to the original 3DGS as a baseline, we select two
other methods whose research directions are most closely related to defense as
comparative baselines. The first one is Difix3D+ [41], which leverages diffu-
sion models to enhance the quality of reconstructed images while mitigating 3D
inconsistency. Moreover, it shares a similar setting with ours, as both methods
operate directly on the input images. The second is CompactGS |[17], which
achieves reduced storage and faster rendering speed while maintaining high-
quality reconstruction by effectively removing redundant Gaussians that do not
significantly contribute to the overall performance. This objective closely aligns
with the essence of defense.

Implementation Details. Our method and all baselines are trained on the
same server equipped with four A6000 GPUs. To ensure fairness, all methods
are trained for 30,000 iterations. The remaining hyperparameters of the baselines
are kept unchanged from their original settings. Unless otherwise specified, we
use adversarial images with an attack strength of e = 16/255 as the training
input. The weight for the scale loss Agcqre is set to 1 x 10°.

Evaluation Metrics We evaluate the effectiveness of our defense strategy along
two dimensions: robustness and reconstruction fidelity. For robustness, we
evaluate training time, the number of Gaussians, peak GPU memory usage, and
rendering speed, which together reflect the server’s capacity to sustain train-
ing under the load imposed by the input images. For reconstruction fidelity, we
adopt widely used metrics including peak signal-to-noise ratio (PSNR), struc-
tural similarity (SSIM), and learned perceptual image patch similarity (LPIPS).

4.2 Experiment Results

Defense Effectiveness of DefenseSplat (RQ1). We conduct a comprehen-
sive comparison between our method and the baselines. As shown in Tab.[I] our
method achieves the best performance in both robustness and render-
ing quality on the Mip-NeRF 360 and the Tanks-and-Temples datasets with
the sole exception of the LPIPS on the Tanks-and-Temples dataset, where our
score is only slightly higher than the best-performing baseline. However, this does
not indicate a performance drawback: our method still achieves the lowest peak
GPU memory usage—an essential metric, as exceeding hardware limits can lead
to denial-of-service issues and prevent rendering. Fig. [] presents visualizations of
the rendered images. Since the perturbations introduced by the 3D adversarial
attacks are nearly imperceptible to humans, we zoom in to better highlight the
details. As observed in both the room and truck scenes, the rendered images from
the original 3DGS contain numerous adversarial artifacts, which are more clearly
revealed in the corresponding LH subband. Although CompactGS reduces the
number of Gaussians, it still fails to effectively constrain the Gaussians from
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Table 4: Results of Adaptive Attack on two scenes of NeRF Synthetic Dataset
(TT=Training Time, #G=Number of Gaussians, GPU=GPU Memory)

Scene Settings[ TT #G GPU PSNR SSIM LPIPS FPS
B=1
Attack |0:16:00 889700 6052 30.14 0.3483 0.3971 436
Ours [0:08:06 200798 2338 30.31 0.4123 0.3241 1653
Attack |0:09:17 280991 5982 30.44 0.3015 0.4365 1276
Ours [0:06:07 121204 2118 31.68 0.3405 0.3589 2381
B=5
Attack |0:16:43 897341 6186 30.04 0.3428 0.4051 437
Ours [0:08:10 202392 2182 30.32 0.4085 0.3337 1654
Attack |0:09:17 280642 6194 30.41 0.3012 0.4396 1288
Ours [0:06:04 121065 2120 31.69 0.3438 0.3627 2358
Clean
chair 0:09:17 439996 2846 39.08 0.9948 0.0083 892
ficus 0:06:07 170861 1818 38.00 0.9954 0.0080 1930

chair

ficus

chair

ficus

overfitting to adversarial perturbations. The rendered images produced by Di-
fix3D+ appear smoother; however, they tend to introduce new spurious textures
or remove authentic ones. In the room scene, wavy artifacts emerge on the car-
pet, while in the Truck scene, genuine details such as the rust on the hub and the
tire tread patterns are mistakenly eliminated. Our method effectively removes
adversarial artifacts while preserving the original textures to the greatest extent,
resulting in reconstructions that are closest to the ground truth.

Defense Effectiveness Under Various Attack Strengths (RQ2). As shown
in Tab. our method consistently shows effective defense under vary-
ing attack strengths, due to the fact that the attack primarily targets high-
frequency information, which our method blocks. Even when the attack strength
increases and low-frequency components are possibly affected, our defense still re-
mains effective, since our method consistently filters out high-frequency content.

Robustness and Fidelity Trade-Off (RQ3). As shown in Tab. |3 even when
the input images are clean, our method does not exhibit any significant per-
formance degradation. The PSNR and SSIM drop by only 1.75% and 2.5%,
respectively, and LPIPS increases by just 11%. Although our method removes
high-frequency information, the LL subband retains over 95% of the total energy
across all subbands. As a result, even for clean images, the majority of informa-
tion is preserved, leading to no significant degradation in reconstruction quality.

Effectiveness of Scale Loss (RQ4). As evidenced by Tab. [If and Tab.
introducing the scale loss leads to a noticeable improvement in our method’s
performance, yielding the best results across most evaluation metrics. We provide
additional experimental results in Appendix B.

Defense Effectiveness against Adaptive Attack (RQ5). Adaptive Attack
is constructed by adding a weighted term, the mutual information between the
clean and the poisoned images, to the PoisonSplat objective. This modification
makes the poisoned images more imperceptible and harder to defend against.
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Table 5: Quantitative results comparison of basic filter and fine-grained filter.

Method  |Training Time | #G/M | GPU Mem (MB) ||PSNR 1 SSIM 1 LPIPS | FPS ¢

basic 0:33:49 2.16 11400 27.47 0.8025 0.3417 258
fine-grained 0:34:15 2.19 11373 27.49 0.8027 0.3388 265

The formulation is as follows:

ma);ﬁ = ma;({STV(Vpoi) + B I(Veln; Vpoi) } (10)

Vpoi poi

where Sty denotes the TV score, I(Vein; Vpoi) denotes the mutual information
between the clean images and poisoned images, 8 is the weight of mutual in-
formation. Since Adaptive Attack does not report the exact number of attack
iterations, a fair comparison is not possible; therefore, it is not the primary at-
tack method we focus on. We conduct defense evaluations on two scenes from
the NeRF Synthetic dataset. As shown in Tab. [d] our method provides effective
defense against Adaptive Attack across different strength levels (3). In our ex-
periments, we adopt an extremely large number of attack steps (36,000), which
leads to relatively worse post-attack SSIM and LPIPS values. Under this severe
setting, our method still provides effective defense and does not require access
to the clean images, which is more reasonable.

Effectiveness of the fine-grained filter (RQ6). We evaluate both filters on
the Mip-NeRF 360 dataset and report the average results. As shown in Tab. [5]
the fine-grained filter slightly improves reconstruction quality, validating our
previous analysis and the effectiveness of the proposed method. However, since
the improvement brought by the fine-grained filter is limited and its data pre-
processing is more complex, this component can be optional when the overall
efficiency is preferred.

5 Discussion and Conclusion

In this work, we propose a novel and effective defense strategy DefenseSplat
against 3DGS adversarial attacks. By applying filtering on high-frequency wavelet
subbands, our method achieves both robust 3D reconstruction training on the
server side and faithful image rendering quality. Since only one main attack and
its variant on 3DGS have been proposed so far, our evaluation is necessarily
limited to this specific method. However, given our observation that adversarial
attacks primarily target vulnerable high-frequency components in the input, we
believe our defense strategy is broadly generalizable. We remain confident and
look forward to testing its effectiveness against future, unseen attacks. It is worth
noting that our defense strategy can also be flexibly employed as a plug-and-play
module, allowing seamless integration with existing methods to achieve better
defense performance.
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