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Abstract. Adversarial attacks on point clouds require effective con-
straints to ensure imperceptibility. However, existing methods often over-
look the intrinsic hierarchical organization of 3D shapes, thereby limiting
their ability to preserve structural coherence. In this paper, we propose
HHA, a novel framework that generates hierarchy-aware adversarial per-
turbations by leveraging hyperbolic geometry. HHA first decomposes the
input point cloud into semantic and geometric substructures to capture
its multi-scale organization. Then, each substructure is embedded into
hyperbolic space, where localized constraints limit distortion and main-
tain hierarchical consistency. This hyperbolic regularization keeps per-
turbations aligned with the underlying structure and thereby enhances
imperceptibility. Extensive experiments validate that HHA produces ad-
versarial point clouds with improved structural coherence and impercep-
tibility, outperforming state-of-the-art methods.
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1 Introduction

The concurrent advances in deep learning [15, 48] and depth-sensing technolo-
gies [12] have made it possible to address a wide range of 3D perception tasks
using deep neural networks (DNNs) [39], leading to their widespread deploy-
ment in real-world applications such as autonomous driving and robotics. How-
ever, recent studies have shown that these models are vulnerable to adversarial
attacks, where subtle perturbations to 3D point clouds can cause incorrect pre-
dictions [61], posing serious risks in safety-critical scenarios. These vulnerabili-
ties have motivated extensive research on adversarial point cloud attacks, which
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Fig. 1: Many 3D objects exhibit intrinsic hierarchical organization. Mapping them from
Euclidean to hyperbolic space enables faithful modeling of such structure. Applying
attack constraints in hyperbolic space guides perturbations to respect this hierarchy
and results in adversarial point clouds with improved imperceptibility.

serve as essential tools for evaluating and improving the robustness of 3D deep
models [19,44,55].

Ensuring imperceptibility is essential in adversarial attacks and has thus
received significant attention. Prior methods aim to reduce perceptibility by
enforcing geometric consistency, but most operate within Euclidean space. Early
approaches rely on point-wise distance metrics such as the ℓ2 norm, Chamfer
distance, and Hausdorff distance [61]. More recent work introduces geometric
priors, including curvature regularization [55], normal-guided perturbations [22],
and tangent-aligned perturbation directions [11], to preserve local shape features.
To overcome the limitations of purely Euclidean formulations, other methods
adopt parametric representations to encode surface regularity, including global
shape parameterizations and local structure-aware regularizations [40,44]. These
approaches typically operate on locally parameterized manifolds, which enhance
surface coherence but still assume locally flat geometry and emphasize local
consistency, therefore failing to capture the overall structural organization of 3D
objects.

In practice, 3D shapes often exhibit intrinsic hierarchical organization, man-
ifested as multi-scale geometry and part-level dependencies. Preserving this hi-
erarchy is essential for producing adversarial perturbations that remain per-
ceptually coherent and structurally plausible, yet most existing approaches do
not model such relationships explicitly. Hyperbolic geometry, e.g., the Poincaré
ball model, naturally encodes hierarchical relations through its negative cur-
vature and exponential representational capacity [7], making it well suited for
constraining multi-level structure. Motivated by this, we integrate hierarchical
decomposition with localized hyperbolic regularization (see Fig. 1) so that per-
turbations are restricted at each semantic and geometric level, thereby improving
structural fidelity under attack.

In this paper, we propose HHA, a hierarchical hyperbolic constraint frame-
work for generating imperceptible adversarial point clouds. The primary ob-
jective is to preserve structural coherence, a property naturally represented in
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hyperbolic space through its negative curvature and exponential capacity for
hierarchical relations. Specifically, HHA decomposes an input point cloud into
multi-level semantic and geometric substructures. Each substructure is embed-
ded into the Poincaré ball and subjected to localized hyperbolic regularization
that limits distortion at that level. By enforcing level-wise constraints on prede-
fined semantic and geometric groupings, HHA guides perturbations to remain
faithful to the underlying multi-scale structure and thus improves perceptual
plausibility. Extensive experiments on multiple datasets and diverse 3D DNN
classifiers show that adversarial point clouds generated by HHA exhibit higher
structural coherence and improved imperceptibility, outperforming those pro-
duced by state-of-the-art methods.

Overall, our contributions are summarized as follows:

– We highlight the importance of hierarchical structure in 3D point clouds and
introduce hyperbolic geometry as a natural space for constraining adversarial
perturbations.

– We propose an attack framework that decomposes point clouds into semantic
and geometric parts and applies hyperbolic constraints to preserve multi-
scale consistency.

– We show through extensive experiments that our method achieves higher
imperceptibility across diverse datasets and models, surpassing existing ap-
proaches.

2 Related Work

Adversarial Attacks on 3D Point Clouds. Adversarial attacks on 3D point
clouds are generally grouped into three types: addition-based attacks that in-
troduce synthetic points to mislead classifiers [61]; deletion-based attacks that
remove salient points critical for recognition [64,68]; and perturbation-based at-
tacks that alter the positions of existing points [38, 41–43, 45–47, 49–51, 54, 61].
This paper specifically focuses on perturbation-based approaches.

Early studies adapted 2D adversarial methods such as C&W [3] and FGSM [8]
to 3D classifiers [22,24,61], while later ones employed generative modeling through
latent perturbation [16] or GAN-based synthesis [69]. Across these approaches,
imperceptibility is typically ensured by constraining perturbation magnitude and
structural coherence.
Constraints for Imperceptible Adversarial Attacks. A common strat-
egy to enhance imperceptibility is to constrain perturbations using geometric
metrics such as the l2 norm, Chamfer distance, and Hausdorff distance [61]. Fur-
ther improvements incorporate priors such as curvature preservation [55,65] and
normal- or tangent-aligned perturbation directions [11, 22]. Beyond geometric
constraints, spectral-domain regularization has also been explored to preserve
intrinsic shape properties, where perturbations are analyzed or constrained in
the graph spectral domain to maintain smoothness and structural integrity [23].
In addition, parametric surface representations have been employed to encode
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structural regularity, either through global shape modeling or localized structure-
aware constraints [40, 44]. In contrast, this work imposes constraints from a hi-
erarchical perspective by embedding multi-level substructures into hyperbolic
space, which enables the preservation of both local fidelity and global structural
coherence.
Deep Learning Models for 3D Point Clouds. Deep learning has substan-
tially advanced 3D point cloud classification. Early approaches converted point
sets into voxel grids and applied 3D CNNs [29], but were constrained by computa-
tional cost and limited resolution. The advent of PointNet and PointNet++ [33,
34] enabled direct, permutation-invariant processing of raw points and inspired
many subsequent architectures. Later developments include point-wise convo-
lutional [18, 56], graph-based [53, 66], and attention-driven Transformer mod-
els [57, 58, 67], followed by recent Mamba-based state-space designs [10] that
further improve efficiency and scalability. This work focuses on crafting imper-
ceptible adversarial perturbations that remain effective across these representa-
tive 3D classifiers.
Hyperbolic Space. Hyperbolic space, characterized by constant negative cur-
vature, provides a natural geometry for embedding hierarchical data with low
distortion [31]. It has been widely applied in various domains such as knowl-
edge graph embedding [1] and hierarchical classification [62]. Recently, several
works have extended hyperbolic modeling to point cloud analysis, demonstrating
its advantages in capturing structural hierarchy and geometric relations. Rep-
resentative applications include point cloud completion [20], segmentation [36],
reconstruction from RGB-D images [17], structural analysis [30], and robust fea-
ture learning [2]. Inspired by these advances, this paper embeds multi-level point
cloud substructures into hyperbolic space to constrain adversarial perturbations,
thereby preserving both local fidelity and global structural consistency.

3 Problem Formulation

3.1 Preliminary on Adversarial Attacks

Let P ∈ Rn×3 be a clean point cloud with ground-truth label y ∈ {1, . . . , Z}, and
let f be a point cloud classifier. The goal of adversarial attack is to generate a
perturbed input P ′ = P+∆ such that f(P ′) ̸= y, while keeping the perturbation
imperceptible. A standard objective is:

min
∆

Lmis(f,P +∆, y) + λ1D(P,P +∆), (1)

where Lmis denotes the misclassification loss, typically the negated cross-entropy,
and D represents the distortion metric such as the ℓ2 norm or Chamfer distance.
Although the overall distortion is penalized, the lack of structural constraints
often results in distortions that undermine the coherence of the object’s inherent
hierarchical organization.
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Fig. 2: Illustration of the hierarchical hyperbolic attack (HHA) framework. HHA de-
composes a point cloud into semantic and geometric hierarchies, embeds each substruc-
ture in hyperbolic space, and imposes structure-aware constraints to guide impercep-
tible perturbations.

3.2 Adversarial Attacks in Hyperbolic Space

To promote structurally coherent adversarial point clouds, we introduce a hyper-
bolic regularization term that complements conventional distortion constraints.
Unlike Euclidean metrics, which operate in flat geometry, hyperbolic space offers
a natural model for hierarchical relationships, making it well-suited for structure-
aware perturbation control.

Let H : Rn×3 → Hn×d be a mapping from the Euclidean input into a hy-
perbolic space, e.g., the Poincaré ball [31]. The overall optimization objective
becomes:

min
∆

Lmis(f,P +∆, y) + λ1D(P,P +∆) + λ2DH(H(P),H(P +∆)), (2)

where DH measures the discrepancy in hyperbolic space and λ2 balances the
contribution of this structural constraint.

This hyperbolic consistency term encourages perturbations that better align
with the shape’s hierarchical structure, thereby enhancing global coherence and
imperceptibility.

4 Hierarchical Hyperbolic Attacks

In this section, we present the hierarchical hyperbolic attack (HHA) framework
comprising three components: hyperbolic embedding for capturing global struc-
tural priors, hierarchical decomposition for extracting multi-scale geometric and
semantic components, and constraint-based optimization for enforcing structure-
aware perturbation control. Please refer to Fig. 2 for an illustration.

4.1 Hyperbolic Embedding of Point Clouds

Preliminaries on Hyperbolic Geometry. We adopt the d-dimensional Poincaré
ball model (Dd

c , g
D) of hyperbolic space, defined as

Dd
c =

{
x ∈ Rd : ∥x∥ <

1√
c

}
, (3)



6 K. Tang et al.

where c > 0 controls the magnitude of negative curvature. The Riemannian
metric is conformally equivalent to the Euclidean metric gE , scaled by

gD = λ2
cg

E , λc =
2

1− c∥x∥2
. (4)

The geodesic distance between two points x, y ∈ Dd
c is defined as

dDc
(x, y) =

2√
c
tanh−1

(√
c ∥−x⊕c y∥

)
, (5)

where ⊕c denotes the Möbius addition in the Poincaré ball [7, 13], given by

x⊕c y =
(1 + 2c⟨x, y⟩+ c∥y∥2)x+ (1− c∥x∥2)y

1 + 2c⟨x, y⟩+ c2∥x∥2∥y∥2
. (6)

This operation generalizes Euclidean vector addition while preserving negative
curvature, and the resulting distance naturally models hierarchical and tree-
like structures. Note that as c → 0, the model degenerates to Euclidean space,
recovering standard vector addition and distance.
Exponential Embedding into Hyperbolic Space. For each point pi ∈ R3

in P, we define its embedding into hyperbolic space via the exponential map
centered at the origin:

h(pi) := expc(pi) = tanh(
√
c∥pi∥) ·

pi√
c∥pi∥

. (7)

This yields the embedded representation H(P) = {h(pi)}ni=1, where each point
resides in D3

c and carries curvature-aware distance properties. This embedding
enables curvature-aware distance measurement in hyperbolic space, which pro-
vides a foundation for subsequent structure-aware constraints.

4.2 Hierarchical Decomposition of Point Clouds

To support fine-grained, localized regularization, the point cloud P is decom-
posed along two complementary axes: geometric structure and semantic func-
tionality.
Geometric Hierarchy. A coarse-to-fine spatial hierarchy {P(g)

m }Mg

m=1 is con-
structed via recursive farthest point sampling (FPS). Starting from the entire
shape P(g)

1 = P, each component P(g)
m is recursively divided as follows:

– Sample a representative subset P(g)
m1 by selecting half of the points in P(g)

m

using FPS;
– Define the complementary subset as P(g)

m2 = P(g)
m \ P(g)

m1 ;
– Add both P(g)

m1 and P(g)
m2 to the component pool for further splitting.

The process continues until a maximum depth is reached or the number of points
in a component falls below a threshold. This results in a binary decomposition
tree containing Mg geometric components.
Semantic Hierarchy. A tree-structured semantic hierarchy {P(s)

m }Ms
m=1 is con-

structed from part-level annotations:
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– Assign a part label to each point in P using a pretrained segmentation
network (e.g., PartSLIP [25]);

– Group points with the same label into initial components {P(s)
m }Km=1;

– Iteratively merge spatially adjacent components to form higher-level parts.

The merging process continues until no further merging is possible or a maximum
level is reached, producing Ms semantic components.

4.3 Constraint-Based Optimization

Hierarchical Component Regularization. To preserve local structure, we
impose distortion penalties on each component from both hierarchies. For each
part Pm ∈ {P(s)

m } ∪ {P(g)
m }, the distortion in hyperbolic space is defined as:

DH(Pm,P ′
m) =

1

|Pm|
∑

pi∈Pm

min
qj∈P′

m

d2Dc

(
h(pi), h(qj)

)
+

1

|P ′
m|

∑
qj∈P′

m

min
pi∈Pm

d2Dc

(
h(qj), h(pi)

)
,

(8)

where P ′
m = Pm + ∆m is the adversarial counterpart of component Pm, and

∆m = {δi | pi ∈ Pm} is the set of perturbations, with each δi being the perturba-
tion applied to point pi. This formulation adopts bidirectional nearest-neighbor
Chamfer distance in hyperbolic space.
Unified Optimization Objective. The overall objective integrates the mis-
classification loss, general distortion penalty, and hierarchical hyperbolic regu-
larization:

min
∆

Lmis(f,P +∆, y) + λ1D(P,P +∆)

+ λ
(s)
2

1

Ms

Ms∑
m=1

DH
(
P(s)
m ,P(s)

m +∆(s)
m

)
+ λ

(g)
2

1

Mg

Mg∑
m=1

DH
(
P(g)
m ,P(g)

m +∆(g)
m

)
, (9)

where DH denotes the hyperbolic distance defined in Eq. 8 . Here, Ms and Mg

represent the numbers of semantic and geometric components, and λ1, λ
(s)
2 , and

λ
(g)
2 control the weights of the corresponding regularization terms.

The objective in Eq. 9 is optimized following the C&W iterative scheme [3].

5 Experimental Results

5.1 Experimental Setup

Implementation. The HHA framework is implemented in PyTorch [32], with
hyperbolic operations supported by Geoopt [14]. The geometric hierarchy is built
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by recursively applying FPS until three levels are formed, while the semantic hi-
erarchy is obtained using PartSLIP [25] to segment each object into 2–4 parts.
The Poincaré ball model is adopted for hyperbolic space with curvature pa-
rameter c = 1.0. The distortion metric D is defined as CD plus 0.1 times HD.
Regularization weights are set to λ1 = 1.0, λ(s)

2 = 0.1, and λ
(g)
2 = 0.1. Perturba-

tion optimization is performed using the Adam optimizer (β1 = 0.9, β2 = 0.999)
with a learning rate of 0.01, running 10 binary search rounds and 500 gradient
steps. All experiments are conducted on a workstation equipped with dual 2.40
GHz CPUs, 128 GB RAM, and eight NVIDIA RTX 3090 GPUs.
Datasets. We evaluate our method on ModelNet40 [59], ShapeNet Part [4],
and the real-world dataset ScanObjectNN [52]. All point clouds are uniformly
sampled to 1,024 points as in [61]. Results on ShapeNet Part are included in the
supplementary material.

In particular, ScanObjectNN is built from real-world indoor scene scans and
features clutter, occlusions, and background noise, making it considerably more
challenging than synthetic benchmarks.
Baseline Attack Methods. We compare our method with seven representa-
tive baselines covering diverse attack strategies: gradient-based PGD and IFGM [5],
direction-based SI-Adv [11], the frequency-domain method AOF [21], the saliency-
guided deformation method HIT-Adv [26], and geometry-aware optimization
methods GeoA3 [55] and LBC [40], a recent lattice-based attack. Together, these
approaches span different perturbation spaces and design principles, providing
a broad basis for evaluating the effectiveness of our method.
Victim 3D DNN Classifiers. We evaluate HHA against five representative
point cloud DNN classifiers: PointNet [33], DGCNN [53], Point Transformer
(PTv1) [67], PointMLP [28], and Mamba3D [10]. All models are trained following
their original protocols.
Evaluation Setting and Metrics. For fair and consistent comparisons, each
attack method is configured to reach its highest possible attack success rate
(ASR), which measures the proportion of adversarial examples that cause mis-
classification by the target model. Under this setting of maximal adversarial
effectiveness [44], we assess the imperceptibility of perturbations using six stan-
dard metrics: Chamfer distance (CD) [6], Hausdorff distance (HD) [37], l2-norm
(l2), surface curvature (Curv), geometric regularity (GR) [55], and earth mover’s
distance (EMD) [35].

5.2 Comparison and Performance Analysis

Performance on ASR and Imperceptibility. Tab. 1 reports the results on
ASR and imperceptibility metrics. Most attacks achieve nearly 100% ASR on
both datasets, while HIT-Adv exhibits reduced ASR on PTv1 and PointMLP.
Regarding imperceptibility, our method achieves the lowest distortion values
across all metrics and victim models, with LBC typically being the second-best
baseline. On PointNet with ScanObjectNN, it attains a CD of 0.474× 10−4 and
an EMD of 0.438×10−2, markedly lower than any baseline. Consistent improve-
ments are observed on DGCNN, PointMLP, PTv1, and Mamba3D, confirming
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Table 1: Comparison on the perturbation sizes required by different methods to reach
their highest achievable ASR. The evaluation is conducted across different DNN clas-
sifiers on ModelNet40 and ScanObjectNN.

Model Attack
ModelNet40 ScanObjectNN

ASR CD HD l2 GR Curv EMD ASR CD HD l2 GR Curv EMD
(%) (10−4) (10−2) (10−2) (10−2) (%) (10−4) (10−2) (10−2) (10−2)

P
oi

nt
N

et

PGD 100 26.582 10.777 2.804 0.406 5.681 5.705 100 20.118 7.314 2.722 0.307 7.641 4.993
IFGM 100 8.982 9.859 1.195 0.368 1.209 1.537 100 5.915 6.297 0.993 0.258 1.830 1.463
GeoA3 100 4.869 0.524 1.423 0.215 0.348 2.415 100 3.425 0.655 1.355 0.128 0.574 0.493
AOF 100 18.063 1.204 1.896 0.161 3.719 3.575 100 5.842 0.484 0.924 0.159 3.455 1.814

SI-Adv 100 2.855 2.259 0.779 0.183 0.276 0.783 100 1.120 1.122 0.400 0.116 2.154 0.493
HIT-Adv 100 389.907 13.346 9.900 0.126 4.387 30.876 100 135.931 4.232 4.503 0.092 2.744 13.999

LBC 100 0.897 0.306 0.269 0.121 0.215 0.473 100 0.879 0.092 0.398 0.091 0.587 0.551
Ours 100 0.603 0.279 0.334 0.119 0.164 0.361 100 0.474 0.108 0.379 0.089 0.523 0.438

D
G

C
N

N

PGD 100 28.517 8.772 2.853 0.347 5.915 5.927 100 19.288 1.030 2.766 0.145 7.963 5.091
IFGM 100 10.701 7.148 1.622 0.363 2.849 3.777 100 4.821 0.842 0.891 0.120 3.349 2.256
GeoA3 100 13.017 2.059 1.589 0.169 1.700 2.279 100 9.328 0.886 1.508 0.213 4.337 2.241
AOF 100 25.229 1.249 2.351 0.161 4.325 4.959 100 7.973 0.375 1.084 0.107 4.262 2.513

SI-Adv 100 8.911 1.811 1.348 0.136 1.317 2.908 100 3.007 0.555 0.752 0.096 1.276 1.526
HIT-Adv 100 315.570 10.189 8.863 0.096 4.032 27.682 100 81.896 3.149 3.602 0.093 2.320 11.176

LBC 100 2.854 0.334 0.572 0.120 0.641 1.427 100 2.716 0.289 0.541 0.115 1.407 1.353
Ours 100 2.189 0.278 1.157 0.092 0.494 1.266 100 1.308 0.157 0.876 0.090 1.116 0.933

P
T
v1

PGD 100 24.521 1.724 2.584 0.181 5.548 5.589 100 17.785 1.484 2.636 0.136 7.483 4.899
IFGM 100 7.544 5.563 1.082 0.520 0.900 1.704 100 2.778 0.464 0.819 0.107 2.278 1.592
GeoA3 100 7.815 3.296 0.973 0.199 1.618 2.357 100 6.452 0.830 1.050 0.122 4.259 2.132
AOF 100 31.840 1.164 3.065 0.194 6.943 5.581 100 11.957 0.370 1.029 0.106 4.220 2.432

SI-Adv 100 13.456 3.044 1.806 0.186 2.334 3.385 100 6.833 1.186 1.221 0.115 2.253 2.090
HIT-Adv 45.2 130.731 4.940 4.767 0.095 1.232 9.689 54.1 37.566 1.682 2.265 0.093 3.028 6.773

LBC 100 5.188 0.482 0.564 0.128 0.725 1.311 100 4.076 0.174 0.813 0.109 2.789 1.647
Ours 100 2.698 0.461 0.553 0.127 0.603 1.169 100 2.389 0.106 0.731 0.090 2.151 1.388

P
oi

nt
M

L
P

PGD 100 26.396 3.834 2.776 0.236 6.139 5.777 100 20.499 1.065 2.565 0.150 7.897 5.086
IFGM 100 6.431 2.304 0.918 0.189 1.463 2.115 100 2.711 0.487 0.677 0.098 2.313 1.450
GeoA3 100 11.209 3.103 2.789 0.251 1.951 2.524 100 7.619 0.758 0.940 0.119 4.001 1.985
AOF 100 24.630 1.318 2.327 0.164 4.871 4.896 100 8.358 0.248 0.906 0.102 4.100 2.324

SI-Adv 100 11.859 2.205 1.661 0.174 1.435 3.619 100 3.222 0.610 0.627 0.095 1.095 1.243
HIT-Adv 48.9 214.755 5.768 6.647 0.115 3.265 20.762 54.2 45.232 2.134 2.816 0.099 2.240 8.450

LBC 100 3.922 0.419 0.920 0.117 1.024 1.770 100 2.076 0.074 0.697 0.094 2.211 1.338
Ours 100 1.811 0.411 0.882 0.115 0.453 0.983 100 0.979 0.097 0.611 0.090 0.928 0.754

M
am

ba
3D

PGD 100 28.407 3.170 2.763 0.229 6.084 5.872 100 21.271 1.371 2.604 0.159 8.108 5.162
IFGM 100 6.075 1.652 0.854 0.179 1.827 1.979 100 4.902 1.521 0.962 0.146 3.211 1.935
GeoA3 100 8.833 1.772 1.019 0.255 1.959 2.043 100 5.748 0.899 1.083 0.177 3.588 2.014
AOF 100 18.073 0.711 1.619 0.137 3.413 4.033 100 8.238 0.262 0.967 0.103 3.983 2.505

SI-Adv 100 5.685 1.722 0.965 0.152 0.617 1.940 100 2.836 0.887 0.868 0.127 0.833 1.256
HIT-Adv 84.7 171.139 7.310 5.786 0.122 2.733 17.675 77.6 110.132 3.317 4.038 0.122 2.410 12.606

LBC 100 2.987 0.327 0.718 0.136 0.489 1.927 100 2.894 0.286 0.827 0.111 0.865 1.196
Ours 100 1.321 0.289 0.667 0.114 0.390 0.766 100 1.383 0.204 0.804 0.093 0.968 0.883

strong generalization. Among baselines, GeoA3, SI-Adv, and AOF show moder-
ate imperceptibility in certain cases, whereas HIT-Adv introduces large displace-
ments with metric values orders of magnitude higher. These results demonstrate
that our approach generates adversarial examples with superior imperceptibility
while maintaining attack strength.
Visualization. Fig. 3 shows adversarial point clouds generated by different
attack methods against PointNet. PGD introduces dense scattered outliers, while
AOF also yields irregular points and noticeable distortions. IFGM and GeoA3

produce fewer outliers but still cause local structural inconsistencies. SI-Adv
and LBC perform better, though some displaced points remain visible. HIT-
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Fig. 3: Visualization of original and adversarial point clouds generated by various
attack methods targeting PointNet on ModelNet40. Ground-truth and predicted labels
are shown below each example in purple and gray, respectively.

Table 2: Comparison of semantic structural coherence (SSC) and geometric structural
coherence (GSC) across different attack methods and DNN classifiers on ModelNet40
and ScanObjectNN. Lower values indicate better structural preservation.

Data Model
SSC(10−1) GSC(10−1)

PGD IFGM GeoA3 AOF SI-Adv HIT-Adv LBC Ours PGD IFGM GeoA3 AOF SI-Adv HIT-Adv LBC Ours

M
od

el
N

et
40 PointNet 2.18 0.62 0.34 1.33 0.29 6.66 0.43 0.11 2.52 0.83 0.51 1.61 0.47 7.53 1.09 0.23

DGCNN 2.24 1.28 0.89 1.95 1.07 5.83 0.58 0.40 2.59 1.53 1.11 2.27 1.30 6.59 1.24 0.61
PTv1 2.20 0.72 0.70 1.47 1.17 3.61 0.64 0.38 2.55 0.94 0.82 1.74 1.42 4.12 0.88 0.47

PointMLP 2.21 0.93 0.86 1.82 1.28 5.73 0.61 0.49 2.55 1.16 1.09 2.13 1.53 6.48 0.97 0.68
Mamba3D 2.19 0.90 0.82 1.70 1.38 4.07 0.71 0.54 2.53 1.12 1.04 1.98 1.64 4.64 1.00 0.63

Sc
an

O
bj

ec
tN

N PointNet 1.86 0.54 0.50 0.60 0.44 3.09 0.35 0.08 2.13 0.66 2.93 0.72 2.15 3.49 1.54 0.15
DGCNN 1.87 0.89 0.82 1.00 0.54 2.63 0.47 0.29 2.14 1.04 0.96 1.16 0.65 2.99 0.98 0.38

PTv1 1.82 0.55 0.86 0.92 0.75 1.93 0.57 0.34 2.09 0.66 0.94 1.08 0.89 2.19 1.01 0.36
PointMLP 1.77 0.56 0.75 1.16 0.56 4.49 0.48 0.32 2.02 0.67 0.87 1.34 0.67 5.04 0.92 0.42
Mamba3D 1.84 0.75 0.60 0.81 1.13 3.31 0.56 0.43 2.19 0.88 0.72 0.93 1.32 3.74 0.89 0.46

Adv differs from other methods in that its perturbations often apply a near-
rigid global shift to the entire point cloud, making the results appear visually
coherent despite producing large distortions when measured by CD and HD (see
Tab. 1). This unusual behavior has also been consistently observed in [19]. In
contrast, our method preserves both local geometry and global arrangement,
producing adversarial examples that remain visually similar to the originals and
achieve substantially lower metric distortion, fully consistent with quantitative
evaluations.
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Fig. 4: Tree-structured visualization of geometric and semantic hierarchies for the
original point cloud and adversarial point clouds generated by HHA with and without
hierarchical regularization.

Performance on Structural Coherence. To further assess the ability of
HHA to maintain structural hierarchy, we evaluate the change in structural co-
herence before and after attacks. Specifically, we compute the average value of
DH (Eqn. 9) across all semantic and geometric components, defining the re-
sulting metrics as semantic structural coherence (SSC) and geometric structural
coherence (GSC), where lower values indicate better preservation. As shown in
Tab. 2, HHA consistently achieves the lowest SSC and GSC across all datasets
and classifiers, confirming its effectiveness in preserving hierarchical structure
and explaining its superior imperceptibility.

5.3 Ablation Studies and Other Analysis

Importance of Geometric/Semantic Hierarchical Regularization. The
ablation results in Tab. 3 analyze the individual and joint contributions of geo-
metric (G) and semantic (S) hierarchical regularization within the HHA frame-
work. Applying either regularization alone effectively reduces distortion com-
pared with the baseline configuration, with the semantic term showing a slightly
stronger effect across most metrics. When both regularizations are applied to-
gether, distortions measured by CD, HD, and EMD are further reduced, con-
sistently achieving the best imperceptibility on both ModelNet40 and ScanOb-
jectNN. These results demonstrate that geometric and semantic hierarchical reg-
ularizations are complementary and that their joint integration is crucial for
improving the imperceptibility of adversarial point clouds.

The visualization in Fig. 4 compares the hierarchical decompositions of ad-
versarial point clouds generated with and without the proposed regularization.
Without hierarchical constraints, perturbations introduce noticeable inconsis-
tencies, especially in finer components, resulting in irregular substructures. In
contrast, applying hierarchical regularization preserves the integrity of both ge-
ometric and semantic hierarchies, maintaining the relationships between parts
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Table 3: Ablation study on the effect of geometric (G) and semantic (S) hierarchical
regularization in HHA, evaluated on imperceptibility metrics when attacking PointNet.

Dataset G S CD HD l2 GR Curv EMD
(10−4) (10−2) (10−2) (10−2)

ModelNet40
✓ 0.686 0.301 0.397 0.122 0.182 0.431

✓ 0.621 0.279 0.359 0.127 0.168 0.375
✓ ✓ 0.603 0.279 0.334 0.119 0.164 0.361

ScanObjectNN
✓ 0.510 0.154 0.405 0.095 0.611 0.523

✓ 0.498 0.121 0.385 0.093 0.528 0.444
✓ ✓ 0.474 0.108 0.379 0.089 0.523 0.438

Table 4: Effect of the hyperbolic curvature c on imperceptibility (CD/HD) for attack-
ing PointNet on ModelNet40. We sweep c in hyperbolic space and include a Euclidean
control by replacing the hyperbolic distance in the hierarchical component regulariza-
tion with Euclidean distance. Lower values indicate better imperceptibility.

Curvature c Euclidean 0.01 0.1 0.3 0.5 1.0 1.2 1.5

CD (10−4) 1.034 0.805 0.733 0.652 0.681 0.603 0.726 0.757
HD (10−2) 0.511 0.330 0.328 0.293 0.314 0.279 0.317 0.334

Fig. 5: Transferability of adversarial
point clouds generated by GeoA3, SI-
Adv, and HHA in attacking PointNet
and DGCNN trained on ModelNet40.

Fig. 6: Physical-world evaluation of HHA for
attacks on PointNet (ModelNet40). Adversar-
ial point clouds are reconstructed into meshes,
3D-printed, and re-scanned for classification.

across scales. These observations visually confirm that the proposed constraints
effectively enforce structure-aware perturbations, aligning with improvements
observed in quantitative imperceptibility metrics.
Sensitivity to the Hyperbolic Curvature c. We study how the curvature
c influences imperceptibility for attacking PointNet on ModelNet40. As shown
in Tab. 4, increasing c from 0.01 to 1.0 reduces both CD and HD, indicating
improved structural preservation under moderate negative curvature. When c
exceeds 1.0, both metrics increase, suggesting that overly large curvature weakens
the constraint and leads to larger distortion.
Hierarchical Regularization in Hyperbolic vs. Euclidean Space. To iso-
late the effect of the underlying geometry, we apply the same hierarchical com-
ponent regularization in both hyperbolic and Euclidean spaces. The Euclidean
counterpart corresponds to replacing the hyperbolic distance with Euclidean
distance, which is consistent with the c → 0 limit of hyperbolic geometry. As
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Fig. 7: The trade-off between ASR and imperceptibility, measured by CD and l2, for
different black-box methods in attacking DGCNN and Mamba3D on ModelNet40.

Table 5: The average time required by
different methods to generate an adver-
sarial point cloud to attack PointNet on
ModelNet40.

Attack PGD IFGM GeoA3 AOF SI-Adv HIT-Adv LBC Ours

Time (s) 0.80 0.82 12.88 13.52 3.27 37.76 13.26 12.04

Table 6: Effect of different segmentation
networks on HHA when attacking Point-
Net on ScanObjectNN.

Method Time mIoU(%) CD(10−4) HD(10−2)

PartSLIP ∼6 s 58.6 0.474 0.108
P3-SAM ∼9 s 63.4 0.469 0.111

shown in Tab. 4, the Euclidean setting results in noticeably higher CD and HD
compared to the hyperbolic formulation, while c = 1.0 achieves the lowest dis-
tortion. This comparison highlights the advantage of hyperbolic geometry for
hierarchy-aware regularization.
Transferability and Black-box Performance. To ensure fairness, the trans-
ferability study considers only methods demonstrating strong imperceptibility
in Tab. 1 and Fig. 3. The results in Fig. 5 indicate that adversarial point
clouds generated by HHA achieve higher ASR on unseen models compared with
GeoA3 and SI-Adv, confirming its superior cross-model transfer capability. For
black-box scenarios, Fig. 7 shows that incorporating HHA into SimBA [9] and
SimBA++ [63] retains their high ASR while substantially lowering distortion.
These findings verify that HHA not only performs effectively in white-box set-
tings but also enhances the quality of attacks in black-box configurations.
Physical-World Transferability. We evaluate whether HHA transfers to the
physical world using a reconstruction→3D printing→re-scanning pipeline when
attacking PointNet on ModelNet40. As shown in Fig. 6, the adversarial effect
persists after fabrication and re-acquisition: the re-scanned point clouds are still
misclassified (e.g., table→desk and bottle→vase). This confirms that HHA is not
limited to digital perturbations and can survive practical sources of distortion
introduced by meshing, printing artifacts, and sensor noise, indicating strong
physical-world transferability.
Computational Overhead. Tab. 5 reports the average runtime required to
generate a single adversarial example on PointNet using ModelNet40. Although
HHA incorporates hierarchical hyperbolic constraints, it maintains a runtime
comparable to GeoA3, demonstrating its practical efficiency.
Effect of Different Semantic Segmenters. To assess the impact of the seg-
mentation backbone on HHA performance, we compare a stronger segmenter,
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Table 7: Performance of HHA with different hyperbolic models, e.g., the Lorentz model
(L) and the Poincaré ball model (P), evaluated on multiple classifiers on ModelNet40.

Model CD (10−4) HD (10−2) SSC GSC

L P L P L P L P

PointNet 2.108 0.603 1.023 0.279 0.027 0.011 0.044 0.023
DGCNN 4.566 2.189 0.963 0.278 0.081 0.040 0.095 0.061

PTv1 5.136 2.698 1.205 0.461 0.063 0.038 0.106 0.047
PointMLP 3.982 1.811 1.004 0.411 0.084 0.049 0.107 0.068
Mamba3D 3.053 1.321 0.805 0.289 0.080 0.054 0.107 0.063

Table 8: Comparison of ASR for different methods in attacking PointNet on Model-
Net40 and ScanObjectNN under various defense mechanisms.

ModelNet40 ScanObjectNN

Attack - SOR SRS DUP-Net IF-Defense AT - SOR SRS DUP-Net IF-Defense AT

IFGM 100 60.3 58.3 23.2 15.8 23.4 100 44.6 42.4 42.5 21.7 28.2
GeoA3 100 37.9 43.2 56.7 13.6 52.0 100 39.3 31.2 41.1 10.4 47.1
AOF 100 61.7 58.6 54.4 27.0 28.6 100 50.2 41.5 44.2 19.3 22.8
SI-Adv 100 47.1 68.1 33.1 38.4 30.5 100 42.5 24.8 39.7 49.7 45.5
HIT-Adv 100 32.8 31.9 34.8 8.5 79.8 100 47.6 52.2 46.3 12.1 80.3
LBC 100 11.7 18.4 43.3 45.2 81.4 100 18.3 37.5 46.7 50.2 72.6
Ours 100 68.4 62.3 55.1 75.7 93.1 100 50.6 30.4 48.7 62.3 88.2

P3-SAM [27], with PartSLIP [25]. As shown in Tab. 6, P3-SAM provides slightly
more accurate part segmentation and yields marginal improvements in impercep-
tibility (lower CD and HD) when attacking PointNet on ScanObjectNN. These
differences are minor, suggesting that HHA is largely insensitive to segmenta-
tion quality and remains stable even when using simpler or noisier semantic
hierarchies.

Effect of Different Hyperbolic Models. We also investigate the impact of
employing different hyperbolic models within HHA. The results in Tab. 7 show
that HHA with the Poincaré ball model consistently achieves lower distortion
than with the Lorentz model. This advantage is attributed to the conformal
property of the Poincaré ball, which better preserves local geometric relations
and enhances the structural consistency enforced by hierarchical regularization.

Robustness Under Defenses. We evaluate robustness against five represen-
tative defenses, including statistical outlier removal (SOR), simple random sam-
pling (SRS), DUP-Net [70], IF-Defense [60], and adversarial training (AT) [24].
As shown in Tab. 8, our method consistently maintains higher ASR under these
defenses on both ModelNet40 and ScanObjectNN. These results demonstrate
that the proposed hierarchical hyperbolic perturbations are more resistant to
common denoising-based and training-based defenses than prior attacks.
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6 Conclusion

This paper has proposed HHA, a hierarchical hyperbolic constraint framework
for generating imperceptible adversarial point clouds. By embedding point cloud
substructures into hyperbolic space and imposing constraints at both seman-
tic and geometric levels, the method effectively preserves multi-scale structural
consistency while maintaining strong attack capability. Extensive experiments
demonstrate the effectiveness of HHA in improving imperceptibility and supe-
riority over state-of-the-art methods. Future work will explore defense-oriented
applications of hierarchical hyperbolic constraints, including robustness enhance-
ment and adversarial detection under realistic deployment settings.
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