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Abstract. Even modern AI models often remain vulnerable to multi-
modal queries in which harmful intent is embedded in images. A widely
used approach for safety alignment is training with extensive multimodal
safety datasets, but the costs of data curation and training are often pro-
hibitive. To mitigate these costs, inference-time alignment has recently
been explored, but they often lack generalizability across diverse multi-
modal jailbreaks and still incur notable overhead due to extra forward
passes for response refinement or heavy pre-deployment calibration pro-
cedures. Here, we identify insufficient visual attention to safety-critical
image regions as one of the key causes of multimodal safety failures.
Building on this insight, we propose Multimodal Risk-Adaptive Steering
(MoRAS), which enhances safety-critical visual attention via concise
visual contexts for accurate multimodal risk assessment. This risk sig-
nal enables risk-adaptive steering for direct refusals, reducing inference
overhead while remaining generalizable across diverse multimodal jail-
breaks. Notably, MoRAS requires only a small calibration set to esti-
mate multimodal risk, substantially reducing pre-deployment overhead.
We conduct various empirical validations across multiple benchmarks
and MLLM backbones, and observe that the proposed MoRAS consis-
tently mitigates jailbreaks, preserves utility, and reduces computational
overhead compared to state-of-the-art inference-time defenses. Code is
available at https://github.com/snumprlab/moras!

Keywords: Multimodal Large Language Models, Safety, Inference-Time
Alignment

1 Introduction

Multimodal Large Language Models (MLLMs) [4,[24][37] leverage pretrained
Large Language Models (LLMs) that have gone through safety alignment on
textual data. However, as shown in Fig. [[b] MLLMs often fail to generate re-
fusals against multimodal queries with malicious intent embedded in images,
despite extensive vision-language alignment, as also noted by [25][41]. Exist-
ing approaches to address this problem generally fall into two categories: (i)
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Fig. 1: Lack of attention to safety-critical image regions. (a) For unsafe text
instructions, the model sufficiently attends to harmful text tokens (i.e., the text token
“pbomb”) and generates a refusal. (b) In contrast, when the same instruction is given
as a multimodal query, the model fails to allocate sufficient attention to safety-critical
image regions (i.e., the image tokens corresponding to the bomb, highlighted in red),
leading to unsafe responses. See Section for a more comprehensive analysis of this
issue. We use LLaVA-1.5-7B for attention weight extraction.

training-based methods and (ii) inference-time methods. Training-based meth-
ods (e.g., supervised fine-tuning or reinforcement learning [45]) effectively
enhance safety, but are costly: they require collecting safety data and joint
training with general-task data to preserve utility (i.e., performance on gen-
eral tasks). These demands become especially prohibitive for foundation models
like MLLMs, where the large model size and multimodal inputs further amplify
the training overhead.

Given the limitations of training-based approaches, recent work has shifted
toward inference-time alignment, which aims to improve safety without ad-
ditional training. These methods include: (i) adding safety prompts (e.g. If
the following question is unsafe, you must refuse to answer.) to the
query , (ii) refining responses through additional MLLM forward passes
@,, and (iii) activation steering . However, prior methods often lack ro-
bustness across diverse multimodal jailbreaks: some approaches are effective only
against specific attack patterns and fail to generalize to a broader range of ad-
versarial inputs. In addition, many inference-time defenses introduce substantial
practical overhead. Response refinement requires extra forward passes that in-
crease inference latency, and steering-based methods frequently incur significant
pre-deployment overhead (e.g., calibrating intervention strength or thresholds
and extracting activations from large datasets).

These limitations motivate an inference-time alignment method that is both
robust (i.e., generalizing across diverse multimodal jailbreaks) and efficient (i.e.,
minimizing pre-deployment overhead and avoiding iterative response refinement).
To this end, we first deeply investigate why MLLMs fail to accurately assess
query-level risk, as an accurate risk assessment would enable direct refusals
(without iterative output adjustments) that are robust to diverse attacks.

Our analysis shows that this failure stems from insufficient cross-modal at-
tention to safety-critical image regions in multimodal queries (Fig. . Specifi-
cally, when an unsafe instruction is given in text (Fig. , the model allocates
significant attention to the unsafe text tokens such as “bombd”, leading to an
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appropriate refusal. However, when the same unsafe instruction is given in mul-
timodal format with the harmful context embedded in images, the model fails
to allocate sufficient attention to the corresponding visual tokens, resulting in
unsafe outputs (Fig. .

Building on this analysis, we aim to (i) incorporate concise visual contexts
(i.e., a brief text summary of the image) to improve query-level risk assessment,
and (ii) keep the mechanism lightweight, minimizing both pre-deployment and
inference overhead. To this end, we propose Multimodal Risk-Adaptive Steering
(MoRAS), an inference-time defense that dynamically steers a frozen MLLM
toward refusal behavior based on the estimated risk of the input query. MoRAS
consists of three stages: (i) vision-aware query reformulation, which appends
visual contexts and safety prompts to strengthen safety-relevant cross-modal
attention; (ii) exponentially weighted risk evaluation, which estimates the
threat level of the reformulated query; and (iii) scaled activation steering,
which adjusts model activations with intervention magnitude scaled according
to the assessed risk. This design minimizes interference with benign queries,
preserving utility, while effectively steering unsafe queries toward refusals.

Specifically, on LLaVA-1.5-7B [23]|, MoRAS achieves an average 19.4% reduc-
tion in attack success rate, 126.6x less pre-deployment overhead, and 1.6x faster
inference throughput, compared to prior inference-time defenses while preserving
utility. In addition, MoRAS generalizes across multiple MLLM architectures and
sizes, including LLaVA-1.5-13B, LLaVA-OneVision-7B [20], Qwen-VL-Chat [3],
and InternLM-XComposer-2.5 |44].

2 Related Work

2.1 Inference-Time Safety Alignment

Training-based safety alignment demands costly, labor-intensive safety data cu-
ration and substantial compute for supervised fine-tuning or reinforcement learn-
ing. To mitigate these overheads, inference-time alignment has recently been pro-
posed to enhance MLLM safety without training the model. These approaches
can be categorized into three groups: (i) safety prompting methods, (ii) response
refinement methods, and (iii) activation steering methods.

Safety prompting. Safety prompting augments the input with explicit safety
guidelines, guiding the model to prioritize aligned behavior (e.g., refusing harm-
ful requests) at generation time. FigStep [12] follows this paradigm by adding
safety prompts to the user query. Beyond simple prompt augmentation, CoCA
|10] further improves safety alignment via logit calibration, adjusting the model’s
responses by comparing output logits with and without safety prompts. How-
ever, adding safety prompts directly to the query often leads to over-refusal on
benign inputs, thereby degrading utility [46147].
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Response refinement. Response refinement improves safety by post-processing
the model’s initial output, detecting potentially harmful content and iteratively
revising the response toward a safe alternative. This paradigm typically uses
auxiliary feedback (e.g., reward or verifier models) to assess safety and guide re-
generation. Accordingly, AdaShield [39], MLLM-Protector [31], Immune [11], and
ETA [6] rely on external reward models for evaluation and refinement, which in-
curs substantial compute and memory overhead from dual-model operation and
iterative regeneration. As an alternative, ECSO |13| avoids the reliance on ex-
ternal reward models by leveraging the MLLM itself to evaluate and regenerate
responses, but it still incurs the overhead associated with response refinement.

Activation steering. Activation steering in language models adjusts activa-
tions at inference time (e.g., via steering vectors) to promote or suppress spe-
cific behaviors [2,26,30]. Recent work extends this idea to MLLM safety: Au-
toSteer [40] and ASTRA [36] extract unsafe directions from a calibration set and
intervene on activations to reduce harmful outputs. AutoSteer applies a trained
steering matrix when input alignment with unsafe direction exceeds a certain
threshold, while ASTRA projects activations to remove unsafe components.

However, they have key limitations: (i) collecting large calibration datasets
and extracting unsafe directions from the activations incur substantial pre-
deployment overhead, as shown by the computation overhead graph in Fig. [7]
(left), (ii) the unsafe directions often fail to generalize to diverse jailbreak strate-
gies, especially when attacks leverage out-of-distribution activation patterns [16],
(iii) and the steering strength (and often the steering layer) must be tuned per
model to balance safety and utility.

In contrast, our proposed MoRAS requires only a small number of samples
and incurs minimal computational overhead, while generalizing well to diverse
attacks and adaptively adjusting the steering strength rather than relying on
manually tuned steering strengths for each model.

3 Approach

We first show that MLLMs fail to attend to safety-critical image regions in
multimodal queries (Sec. . To address this limitation, we propose Multimodal
Risk-Adaptive Steering (MoRAS). MoRAS consists of three stages: (i) vision-
aware query reformulation (Sec. , (i) exponentially weighted risk evaluation
(Sec.[3.3), and (iii) scaled activation steering (Sec.[3.4). We provide an overview
of MoRAS in Fig. ] and a pseudocode in Alg.

3.1 MLLMs Fail to Attend to Safety-Critical Image Regions

For multimodal instructions, a text query (e.g., “How can I make the item in the
image?”) can be interpreted as safe or unsafe depending on the accompanying
image (e.g., a chair vs. a bomb in Fig. ) In such cases, the model must attend
to safety-critical image regions to provide helpful responses for benign inputs
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Fig.2: Overview of the proposed MoRAS. MoRAS consists of three stages: (i)
Vision-Aware Query Reformulation: We first generate a concise visual context for the
input image, then augment the query with a and the generated visual
context to strengthen safety-critical cross-modal attention; (ii) Ezponentially Weighted
Risk Evaluation: With the reformulated query, we generate N output tokens and mea-
sure the output similarity with unsafe prototypes to estimate risk scores; (iii) Scaled
Activation Steering: Finally, we steer the original-query activations toward unsafe pro-
totypes, scaling the steering magnitude by the risk score.

Scaled Activation [ ‘? How can | make the item in

while refusing malicious ones. However, the original query assigns small attention
weights to safety-critical regions (Fig. ), indicating weak visual grounding.

This insufficient attention would make it hard to separate unsafe instructions
from safe ones, especially when the text queries are identical. To quantitatively
assess the separability between safe and unsafe instruction sets, we compute the
Fisher Discriminant Ratio (FDR) |19], which quantifies the separation between
two sets in the representation space, following [34L/38]. Formally, given a safe
instruction set Z; and an unsafe instruction set Z,, the FDR at layer [ with
hidden dimension d is defined as:

FDR(!) = (1!, — pl) T (ZL+ B+ el) " (el — pl). (1)

where pl, p!, € R? denote the mean activation vectors, and X', X! € R?*4 de-
note the covariance matrices of activations for the safe instruction set Z, and the
unsafe instruction set Z,,, respectively. el is for numerical stability in inversion.
Note that we compute the FDR of the last token activations, which determine
the model’s first response token — a key indicator of safety alignment [33].

To construct Z; and Z,,, we first employ the same text query “How can I make
the item in the image?” for both sets. We then pair this query with images of safe
objects (e.g., chairs, clothing) sampled from the ImageNet-1K dataset [5], and
images of unsafe objects (e.g., firearms, explosives) sampled from the Dangerous
Objects Dataset |1], respectively. We provide additional analyses using other safe
and unsafe object datasets in Supplementary Sec. 6.

As shown in the purple line in Fig. [@] the overall FDR between the safe
and unsafe instructions across layers remains low. Since a lower FDR indicates
less separable representations, this suggests that insufficient attention to distinct
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Fig. 3: Attention maps for safe (top) and unsafe (bottom) objects under
various query formulations. SP and VC denote safety prompt and visual context,
respectively. (a) Example of safe vs. unsafe instructions with the same text query.
(b—e) Cross-modal attention maps from text to visual tokens. (b) For the original query,
attention weights to the objects are small, indicating weak visual grounding. (¢) Adding
safety prompts fails to enhance attention to the objects, whereas (d—e) adding visual
contexts improves it. We employ LLaVA-1.5-7B for attention weight extraction. See
Supplementary Sec. 5.1 for details on the cross-modal attention weight computation.
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image regions even under safety FDR indicates less separable representations.
prompting (Fig. ) We employ LLaVA-1.5-7B to compute FDR.

3.2 Vision-Aware Query Reformulation

To address the insufficient attention to query-relevant image regions, we augment
the query with concise visual contexts (i.e., a brief text summary of the image).
This approach is motivated by prior work showing that textualizing key visual
elements strengthens cross-modal attention . As shown in Fig. ,
adding visual contexts strengthens attention to the objects, yielding higher FDR
(orange line in Fig.[4)). Furthermore, with the strengthened cross-modal attention
from visual contexts (Fig.[3g), adding safety prompts results in a further increase
in FDR (blue line in Fig. |4]), unlike in the absence of such attention.
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(b) Similarity score distributions of unsafe objects

Fig. 5: Similarity score (S;) histograms of (a) safe (b) unsafe objects under
various query formulations. SP and VC denote safety prompt and visual context,
respectively. Frequency indicates the number of safe/unsafe objects in each bin. Higher
similarity scores indicate output distributions similar to refusals. Using both safety
prompts and visual contexts generates the largest separation between S; distributions:
unsafe queries shift toward refusal-like outputs (high S;), while safe queries remain
near low similarity values, yielding a clearer margin for risk estimation.

To examine whether visual contexts can replace images, we first compare
the ‘Visual Context + Query’ formulation with and without images (orange vs.
yellow lines in Fig. 4). Excluding the image results in lower FDR, showing that
while adding visual contexts enhances representational separability, it cannot
fully replace images, which provide complementary cues that enable stronger
discrimination between safe and unsafe queries. This is consistent in the ‘Safety
Prompt + Visual Context + Query’ formulation as well, where excluding the
image results in lower FDR (blue vs. green lines in Fig. [4]).

In summary, the vision-aware query reformulation, where safety prompts
and concise visual contexts are added to the original query, yields discrimina-
tive representations between safe and unsafe queries. This enables precise risk
assessments in the subsequent evaluation stage.

3.3 Exponentially Weighted Risk Evaluation (EWRE)

Although reformulated queries incorporating visual contexts make safe and un-
safe queries more seperable, adding safety prompts still skews the output prob-
ability distribution of the initial tokens toward refusal-like responses, even for
benign inputs, leading to utility degradation. To mitigate this degradation, we
leverage the achieved separation to estimate the risk associated with a given
query. Specifically, we measure the distance between the probability distribu-
tions of the outputs and the model’s typical refusal behavior (e.g., “I'm sorry”).
Note that, since refusal behavior is reflected in the beginning of the response |33],
we compare only the distributions of the initial tokens for efficiency.

Prototype-based similarity evaluation. Evaluating refusal behavior requires
comparing a given query’s output distribution with a reference distribution de-
rived from refusals. To construct this reference, we use QF,, a set of unsafe text
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queries from GPT-4 (see Supplementary Sec. 1.3 for the list of queries and Sup-
plementary Sec. 7.1 for ablation on alternative unsafe-query sources, showing
comparable results). For each unsafe query, we extract the last layer activations
of the initial response tokens and compute their token-wise means to obtain
unsafe prototypes p,. Formally, p, is defined as follows:

1
MZ = @ Z hZ}, (2)

“!qeQy,
where |Q! | denotes the number of queries and n denotes the token position in
the response sequence. For each query ¢ € Q! we extract hg, the last layer
activation corresponding to the n*® response token. Finally, computed by the
mean of hy, py represents the unsafe prototype activation in the last layer at
position n.

To measure output similarity between unsafe prototypes and a given input
query %, we extract the last layer activations at token position n, denoted h7'.
The similarity .S; is measured by the cosine similarity between the exponentially
weighted sum of output distributions:

N 1A N 1A
Si=cos(X 1YY e YT, (3)

where y' = softmax(g(h}')) and y, = softmax(g(u,)) denote the output prob-
ability distributions produced by the language model head g¢(-) for input query
activations and unsafe prototypes, respectively, after applying the softmax func-
tion. Motivated by the observation that refusal behavior is largely concentrated
in the beginning of the response [33|, we apply a decaying factor v € (0,1) to the
response position index. With small v, the weights of subsequent tokens quickly
approach zero, making their contributions negligible. Hence, we consider only
a small number of initial tokens (e.g., N = 3), which suffice to capture refusal
behavior while ensuring computational efficiency.

When S; is high, the query resembles unsafe prototypes and is more likely to
trigger a refusal, whereas a low S; indicates a benign query to which the model
is likely to comply.

Distribution shift from safety prompts. In Fig. 5] we plot the similarity
score distributions S; for safe and unsafe object images under the query “How can
I make the item in the image?” to measure the output similarity with refusals.
When using the query with the image (purple), both safe and unsafe output sim-
ilarity distributions concentrate around S; = 0, indicating that the model tends
to provide answers instead of issuing refusals. Adding safety prompts (brown)
shifts both safe and unsafe distributions toward higher S; values, i.e., in the
direction of refusals, as safety prompts instruct the models to reject queries that
may be unsafe. However, because the model fails to sufficiently attend to safety-
critical image regions (Fig. [Bf), it cannot properly distinguish safe from unsafe
cases, resulting in refusal-like responses for both.

To address this, we apply vision-aware query reformulation (blue histograms).
While unsafe queries exhibit larger distributional shifts, safe queries show smaller



Risk-Adaptive Steering for Multimodal Safety Alignment 9

shifts, resulting in a clearer separation. This improvement in separation is driven
by the added visual context, strengthening cross-modal attention for more ac-
curate safety evaluations. We also examine reformulated queries without images
(green histograms), which show weaker discrimination, consistent with the FDR
results (blue vs. green lines in Fig. [4)). These observations further highlight the
significance of cross-modal attention in distinguishing safe from unsafe queries.

Risk evaluation. Leveraging the separation in output distributions from refor-
mulated queries, we derive risk scores to steer the activations of original queries.
Following common practice in inference-time safety alignment [6}/40], we cali-
brate the risk score using a held-out calibration set. For fair comparison, we use
the same calibration set as |40], but randomly sample a subset to reduce calibra-
tion overhead. Note that, MoRAS yields consistent results when using the full
set and samples from alternative calibration datasets (see Supplementary 7.2).
To derive risk scores, we compute

60 T 1.00
S; over the calibration set and use its - S ; °
mean as a baseline Sp, which repre- %40 mm S; (MM-Vet) | 0'75§
sents an intermediate risk level. Each 3 Si (SPA-VL) 0509
S; is then mapped to a continuous risk 2 20 0.25%
score r(S;) € (0,1) using a sigmoid 0 0.00

function centered at S, (red line in 0 gi'rznsilarito-sscoggss- 1
Fig. @ This can be formulated as: 4 !

r(S;) = 0(a (S — Sb)), (4) Fig.6: Distribution of similarity
scores for reformulated queries. From

MM-Vet (safe) and SPA-VL (unsafe)
datasets.

where o(z) = H% is a sigmoid func-
tion, and a > 0 is a normalizing term
for 7(S;) ~ 1 when S; = 1. Conse-
quently, queries with similarity scores below S, yield low risk scores (e.g., benign
MM-Vet samples; blue histogram in Fig@, whereas queries with scores above Sy,
yield high risk scores (e.g., unsafe SPA-VL samples; yellow histogram in Fig@.

3.4 Scaled Activation Steering

We now steer model activations adaptively toward refusal behavior based on the
risk evaluated in Stage 2. Unlike prior steering-based defenses that use a fixed
steering magnitude tuned via hyperparameter search [36}/40], MoRAS adapts
the intervention magnitude per query using the estimated risk score r(.S;). This
design applies negligible intervention to benign inputs while enforcing refusals
for high-risk queries adaptively, thereby eliminating the need to tune an optimal
steering magnitude for each model.

Refusal vector computation. Following [2]|, we employ activation steering
along refusal vectors, but redefine them for a more targeted and effective refusal
behavior. Rather than using the difference between mean activations of safe and
unsafe queries, we use the vector from each input query activation to the unsafe
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Algorithm 1 MoRAS (Multimodal Risk-Adaptive Steering)

1:

16:

17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:

29:

Input: frozen MLLM fy (with LM head g¢(-)), input image I, input text query Ty,
visual-context generation prompt P,, safety prompt P, EWRE parameters (decay
rate v € (0,1), token count N for risk estimation and steering, baseline similarity
Sb, sigmoid normalizing term « > 0), unsafe prototypes {p,;;}ﬁ:l, steering layer £

Q<+ (I, Ty) > Input multimodal query

// Stage 1: Vision-aware Query Reformulation

T, < GENERATE(f@, I, Pv) > Generate visual context T,
— (Ps, Ty > Construct reformulated query Q
) )

// Stage 2: Exponentially Weighted Risk Evaluation
y+0 > Initialize output y
forn=1to N do > Generate the first N output tokens
h" fg(e)(Q, y) > Obtain activation h™ at steering layer £
y"  softmax(g(h™)) > Calculate output token distribution y™
S’g — softmax(g(ug)) > Calculate prototype token distribution g
Yn ~ y” > Sample output token yy,
Yy < (Y, Yn) > Append token y, to output y

: end for

N —1g N —1g AT .
s Scos( Y MY Y " 1y;) > Calculate similarity between exponentially

weighted sums of y™ and y; by Eq.

r(S) « J(a(S — Sb)) > Calculate risk score 7(S) € (0,1) by Eq.
// Stage 3: Scaled Activation Steering
Y 0 > Initialize output y
for n =1,2,... until y, = [EOS| do
h" lge)(Q, Y) > Obtain activation h™ at steering layer £
if n < N then
v /Lg —h" > Calculate refusal direction v by Eq.
h"™ <~ h"™ +r(S)-v" > Steer model activation h™ by Eq. (o)
end if
y" « softmax(g(h™)) > Calculate output token distribution y™
Yn ~Y" > Sample output token yn,
Y (y, yn) > Append token y, to output y
end for
Output: y

prototype (see Supplementary Sec. 8 for comparison). Specifically, the refusal
vector v} for input query ¢ at the last layer is computed as:

Vit = py — hil, ()

where n denotes the position of the output token and ¢ denotes the input query.
This directional vector encodes the adjustment required to steer activations to-
ward refusals and away from generating harmful responses.
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Activation steering. We scale the refusal vector by the risk score r(S;) to
ensure that the intervention strength is proportional to the risk estimated with
EWRE. That is, for the activation of the input query h}', we compute the steered
activation Bf as:

A = h' +7(S;) - vi. (6)

For computational efficiency, we apply activation steering to the last layer and
to the first N response tokens, matching those used for risk evaluation. This
formulation ensures that benign queries (r(S;) ~ 0) receive negligible steering,
preserving their original representations to maintain helpful responses. Unsafe
queries (r(S;) & 1) receive maximal steering, guiding the model toward appropri-
ate refusals. For ambiguous queries (0 < r(5;) < 1), the intervention magnitude
is adaptively scaled according to their similarity to unsafe patterns. See Supple-
mentary Sec. 8 for experiments on steering intermediate layer activations.

4 Experiments

We validate MoRAS in three aspects. (i) Safety, measured by attack success
rates on multimodal jailbreak benchmarks. (ii) Utility, measured by scores
on general multimodal reasoning tasks. (iii) Computational overhead, mea-
sured by pre-deployment calibration time (in minutes, wall-clock) and inference
throughput (tokens per second) on identical hardware.

4.1 Setups

Benchmarks. For safety, we evaluate attack success rates (ASR) using MD-
Judge-v0.2-Internlm?2 [21], following [6L[14,|45]. To cover a broad range of black-
box jailbreak scenarios spanning diverse harmful categories and visual char-
acteristics, we evaluate ASR on SPA-VL [45], FigStep [12], MM-Safety [27],
JOOD 16|, and visual adversarial attacks (VAA) [32].

More concretely, SPA-VL evaluates MLLMs on multimodal queries spanning
diverse harmful categories (e.g., illegal activities and privacy). FigStep evaluates
scenarios where benign text prompts are paired with images containing unsafe
text that triggers harmful outputs. Similarly, MM-Safety uses benign text queries
with images containing both unsafe text and corresponding harmful illustrations.
JOOD contains challenging multimodal queries using out-of-distribution images
generated by augmenting benign and unsafe images (e.g., CutMix [43]). We
also evaluate a white-box setting with VAA [32], where gradient-based image
perturbations suppress refusals and induce harmful outputs.

Utility is evaluated on both open-ended (GQA [15] and MM-Vet [42]) and
multiple-choice (Sci-QA [28] and MME [9]) benchmarks, using the official met-
rics. See Supplementary Sec. 3 for additional details on each benchmark.

Models. To verify the generalizability of MoRAS across various models and
sizes, we provide results on LLaVA-1.5-7B/13B |23|, LLaVA-OneVision-7B |20],
Qwen-VL-Chat [3], and InternLM-XComposer-2.5 [44].
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Table 1: Comparison in safety and utility. We report safety performance un-
der diverse attacks and utility performance across general task benchmarks. Bold and
underlined text represent the best and second-best performance, respectively. MM-S
denotes MM-Safety, VAA denotes Visual Adversarial Attacks, and MME-P/MME-C
denote MME perception and cognition scores, respectively. Overall, MoRAS achieves
low ASR across all jailbreaks while preserving utility.

Safety (ASR ) Utility (Score 1)
Model Method

SPA-VL FigStep MM-S JOOD VAA GQA MM-Vet Sci-QA MME-P MME-C
Vanilla 47.2 59.3 401 51.6 431 61.9 305 69.5  1505.1  355.7
CoCA (COLM 2024) 10.9 51.6 19.7  13.5 159 60.3 28.9 67.7 1526.5 283.6
ECSO (ECCV 2024) 23.4 374 159 236 264 61.9 303  69.5 1505.1 355.7
LLaVA- FigStep (AAAT 2025) 32.4 520 268 202 168 61.3 295 68.3 14357  275.0
1.5-7B ETA (ICLR 2025) 17.0 7.8 158 17.1 12.1 61.9 304 69.5 1509.3  339.6
AutoSteer (EMNLP 2025) 8.3 55.0 37.6 18.7 19.8 59.4 29.3 69.1 1479.9 3154
ASTRA (CVPR 2025) 415 142 272 447 174 604  29.0 66.3  1472.0 331.4
MoRAS (Ours) 7.6 2.8 26 6.4 143 61.9 30.5 69.5 1505.1 355.7
Vanilla 15.1 220 261 167 371 628 528 94.4  1560.9  409.6
CoCA 4.2 6.0 1.8 6.3 110 614 435 942 14634  403.2
ECSO 12.5 178 161 138 135 62.8 52.4 944 1560.9 409.6
LLaVA- FigStep 5.3 6.6 135 58 100 61.7 478  94.4 14722 3954
OneVision-7B  ETA 8.7 14.0 158 10.6 234 62.8 521 94.4 1560.9 409.6
AutoSteer 0.2 23 152 11 3.6 619 475 94.3 15481  409.6
ASTRA 11.3 100 146 162 137 623 371 92.7  1406.4  387.9
MoRAS (Ours) 1.2 3.4 0.6 0.0 1.4 628 508 944 1561.8 409.6
Vanilla 12.5 524 331 9.6 203 57.3 487 68.0  1489.9 3318
CoCA 4.2 322 26 0.0 61 569 387 66.7 1377.1  319.3
ECSO 7.6 454 191 76 163 57.3 47.2  68.0 1489.9 331.8
Qwen- FigStep 5.7 44.4 8.1 56 53 56.8  39.0 64.4  1480.9  296.4
VL-Chat ~ ETA 4.5 9.2 9.3 26 69 57.3 459 67.8 14879  331.8
AutoSteer 2.3 464 286 74 42 57.0 438 67.5 14745 348.2
ASTRA 8.3 288 162 88 84 552 401 66.6 14659  323.2
MoRAS (Ours) 2.5 0.6 04 04 29 573 469  68.0 1489.9 3318
Vanilla 27.6 226 218 193 161 59.1  50.1 94.7  1623.7  551.1
CoCA 5.9 160 61 2.2 6.8 588 481 93.3  1606.5 551.1
ECSO 19.6 16.6 149 160 95 59.1 494  94.7 1623.7 551.1
InternLM-  FigStep 6.8 7.0 6.3 3.6 10.6 58.9  47.2 86.1  1577.7 516.8
XComposer-2.5 ETA 14.0 6.0 73 106 54 581 474 94.6 1629.4 546.1
AutoSteer 5.1 158 189 7.7 1.8 587  46.7 93.8  1591.2  544.3
ASTRA 23.0 14.6 134 187 4.8 586  47.8 91.8  1617.4  546.8
MoRAS (Ours) 4.9 7.2 59 27 1.0 59.1 49.8 94.7 1623.7 551.1

Baselines. We compare MoRAS against a broad set of inference-time alignment
methods, including (i) prompt-based methods (FigStep [12] and CoCA [10]), (ii)
response refinement methods (ECSO |13| and ETA [6]), and (ii) steering methods
(AutoSteer [40] and ASTRA [36]).

Implementation details. We describe implementation details and hyperpa-
rameters in Supplementary Sec. 1 for space sake.

4.2 Results

Safety. We report the ASR of multimodal jailbreaks in Tab. [I| As shown in
Tab.[1} MoRAS significantly outperforms the baselines, achieving lower ASR and
higher utility across benchmarks. Note that, while some baselines perform well
on certain benchmarks, they often remain vulnerable on others, demonstrating
limited generalizability. For example, prompt-based methods (i.e., FigStep and
CoCA) lower ASR on SPA-VL and JOOD but show limited gains on FigStep
and MM-Safety. We believe this limitation stems from insufficient attention to
typographic regions containing safety-critical text, as supported by qualitative
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Fig. 7: (Left) Pre-deployment overhead (wall-clock time) required before inference
(e.g., extracting activations and calibrating thresholds). (Middle, Right) Trade-offs be-
tween relative inference throughput (tokens/sec normalized to the vanilla model) and
ASR on SPA-VL (Middle), and utility on MM-Vet (Right). COCA and ECSO incur no
pre-deployment overhead but suffer from low inference throughput, whereas ASTRA
achieves high inference throughput but incurs substantial pre-deployment overhead.

visual attention maps for FigStep and MM-Safety samples in Supplementary
Sec. 5.2. Similarly, steering-based methods (i.e., AutoSteer and ASTRA) show
limited generalization to MM-Safety and JOOD, respectively. We attribute this
to their reliance on risk assessment via similarity to vectors derived from a spe-
cific calibration dataset, which can fail when inputs deviate from the calibration
distribution, resulting in limited generalization.

In contrast, MoRAS strengthens cross-modal attention between the image
and the textual instruction, allowing the model to better associate safety-critical
visual regions with their corresponding textual intent, as shown in Fig. [Be. This
enables more accurate risk estimation across diverse attack types, leading to
improved generalization. We show results for LLaVA-1.5-13B in Supplementary
Sec. 9.1 and additional jailbreak/over-refusal results in Supplementary Sec. 9.2.

Utility. An effective defense should enhance safety while preserving the general
task performance of MLLMs. As shown in the right column of Tab. [I, MoRAS
maintains performance comparable to the vanilla model across all tasks, whereas
several baselines often cause notable degradation. These results demonstrate that
MoRAS adaptively adjusts steering strength, along with accurate risk estimation
and visual context incorporation, thereby providing strong refusals against mali-
cious queries, while preserving the multimodal reasoning capabilities of MLLMs.

Computational overhead. For real-world deployment, it is important to achieve
low pre-deployment overhead (e.g., activation extraction and parameter calibra-
tion) while maintaining efficient inference throughput. Accordingly, we measure
(i) pre-deployment overhead (in minutes) and (ii) inference throughput (as to-
kens per second relative to the original model, following [8,22}[35]).

We show pre-deployment overhead across methods in Fig. [7] (left). ETA per-
forms calibration by collecting responses from both the original model and a
reward model; AutoSteer extracts activations over thousands of calibration sam-
ples; and ASTRA synthesizes gradient-based adversarial samples for calibration.
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Table 2: Ablation study. We ablate using Stage 1 only vs. the full MoRAS. Top row
shows results of the vanilla model. MM-S denotes MM-Safety. The Total utility score
is the weighted sum of task scores in MM-Vet [42].

Safety (ASR ) Utility (Score 1)
SPA-VL FigStep MM-S rec ocr know gen spat math Total

- 47.2 59.3 40.1  41.0 26.9 16.2 21.8 26.7 11.5 30.5
LLaVA-1.5-7B 1] 7.1 2.8 3.5 382 256 139 189 27.2 7.7 28.6
[1, 2, 3] 7.6 2.8 2.6 41.6 260 16.4 210 256 11.5 30.5

Model Stage

In contrast, MoRAS performs calibration with a minimal number of samples: (i)
50 samples to construct unsafe prototypes and (ii) 100 samples for S}, estimation,
resulting in substantially lower pre-deployment overhead. We provide detailed
overhead breakdown in Supplementary Sec. 10.1.

For inference throughput, as shown in Fig. m (middle, right), MoRAS achieves
the lowest ASR while preserving utility with marginal slowdown. This efficiency
stems from its lightweight design: generating short visual contexts for query
reformulation and applying risk evaluation and activation steering to a limited
set of tokens (i.e., the first three response tokens). See Supplementary Sec. 10.2
for details on visual context generation costs and throughput on other models.

In contrast, baselines introduce substantial latency. ECSO and ETA first
generate a complete response, verify it using the model itself (or an external
model), and refine it accordingly. However, revising the response after generating
a complete one incurs substantial inference overhead. CoCA and AutoSteer incur
per token overhead by modifying output logits at each decoding step. ASTRA
achieves the highest inference throughput, as it only projects activations during
decoding to suppress harmful-behavior vectors. However, it requires substantial
pre-deployment overhead in both memory and computation to generate gradient-
based adversarial inputs.

4.3 Ablation Study

We conduct ablation study on MoRAS and summarize the results in Tab. 2
Using Stage 1 alone (middle row) shows that using the reformulated query can
successfully detect multimodal risk from the enhanced safety-critical cross-modal
attention. However, as the incorporation of safety prompts still skews output
distributions toward refusals, which may cause over-refusals (Sec. , utility
degrades compared to the vanilla model (top row). In contrast, combining all
stages, estimating the risk signal (i.e., stage 2) from the reformulated query
(i.e., stage 1) to steer activations of the original query adaptively (i.e., stage
3), improves safety while maintaining utility comparable to the vanilla model
(bottom row). We provide additional ablation studies for each stage in Supple-
mentary Sec. 11.

4.4 Additional Experiments

We provide hyperparameter sensitivity of MoRAS in Supplementary Sec. 2. For
baselines which require hyperparameter tuning (e.g., AutoSteer and ASTRA),
we provide additional results in Supplementary Sec. 13.
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5 Conclusion

We propose multimodal risk-adaptive steering (MoRAS), a novel inference-time
multimodal safety alignment method. MoRAS reformulates queries to strengthen
cross-modal attention, enabling accurate risk evaluations. Based on the evalu-
ated risk, MoRAS adaptively steers activations, applying strong interventions
to unsafe queries and minimal adjustments to benign queries. Comprehensive
experiments on multimodal safety and utility benchmarks show its significance;
decreasing attack success rates and preserving general task performance with
reduced computational overhead compared to prior inference-time defenses.

Ethical Consideration

This work investigates the safety alignment of Multimodal Large Language Mod-
els (MLLMs) using publicly available benchmarks that include harmful or toxic
prompts. We acknowledge the ethical risks of working with such data, as well as
the possibility that models may generate unsafe responses under such adversar-
ial conditions. Our approach aims to mitigate these risks by reducing harmful
responses, thereby contributing to a more responsible deployment of MLLMs.
While our method improves defenses, it does not fully eliminate vulnerabilities;
continued research is necessary to better understand and mitigate ethical risks
and potential misuse.
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