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Abstract. Despite the practical relevance of sparse decision-based black-
box threats, they have received limited attention in semantic segmenta-
tion. To bridge this gap, we adapt the most representative decision-based
black-box sparse attacks from the classification domain to serve as base-
lines, establishing a rigorous benchmark for this underexplored setting.
In this context, we demonstrate that one of the existing methods suf-
fers from severe query inefficiency due to its image-centric pixel accu-
mulation, which rapidly exhausts query budgets across the vast image
space. To overcome this, we propose SegPAR, a novel decision-based
framework that shifts to a class-centric exploration paradigm. Further-
more, to eliminate the misleading feedback generated by standard de-
cision rewards during pixel accumulation, we introduce a novel discrep-
ancy reward. Extensive experiments show that SegPAR significantly out-
performs black-box baselines in sparsity efficiency and MIoU reduction,
while remaining competitive with white-box sparse attacks. Code is avail-
able at https://github.com/KAU-QuantumAILab/SegPAR.
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1 Introduction

Deep learning models have achieved remarkable success across domains |1, 5,
21, 31, 33]. However, prior work has shown that these models are susceptible
to adversarial attacks, which introduce imperceptible perturbations that cause
incorrect outputs [4,6,18,32]. These attacks are generally categorized into white-
boxr and black-box settings based on the adversary’s knowledge [3]. White-box
attacks assume access to comprehensive model information, including gradients,
architectures, and internal features [22,37]. Conversely, black-box attacks operate
under limited information, relying solely on input-output interactions such as
decision labels and confidence scores [8, 10, 28]. Given that black-box scenarios
more accurately reflect the constraints of real-world deployments, advancing the
study of black-box attacks is of critical importance.
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Fig.1: Qualitative comparison of sparse adversarial attacks on semantic
segmentation models. Our proposed SegPAR induces severe misclassification with
significantly lower sparsity compared to the baselines. As shown in the white boxes
of the Delta maps, SegPAR maximizes attack efficiency by precisely targeting critical
pixels, resulting in fatal semantic disruptions with minimal perturbations.

Black-box attacks are typically categorized into transfer-based and query-
based approaches. Transfer-based attacks craft adversarial perturbations on sur-
rogate models and rely on cross-model transferability, whereas query-based at-
tacks interact with the victim model through iterative perturbations [15, 35].
Query-based attacks are particularly compelling because they are model-agnostic
and do not require a representative surrogate. Within this paradigm, sparse at-
tacks that perturb only a small set of pixels have emerged as a challenging yet
practically relevant setting [12,26,30]. Identifying influential pixels is NP-hard,
and the combinatorial search space makes query-efficient optimization especially
difficult under realistic query budgets [16,23]. Importantly, sparse threats can
reflect real-world failure sources such as sensor defects (e.g., hot/dead pixels) in
object detection pipelines and localized physical perturbations (e.g., stickers on
road signs) that mislead autonomous driving systems [2, 25,29, 39].

Despite the practical relevance of sparse decision-based black-box threats,
they have received limited attention in semantic segmentation, where the search
space scales with dense, multi-class outputs [14]. While decision-based black-
box attacks for semantic segmentation have recently begun to be explored [9],
they largely focus on dense “,-bounded perturbations and do not address ex-
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plicit pixel-level sparsity. To bridge this gap, we adapt the most representa-
tive decision-based black-box sparse attacks from the classification domain to
serve as baselines, establishing a rigorous benchmark for this underexplored set-
ting. In this context, we demonstrate the existing method, RFPAR [29], suffers
from severe query inefficiency when applied to segmentation, as its image-centric
pixel accumulation tends to concentrate queries on a few easy-to-exploit regions,
failing to cover heterogeneous vulnerabilities across multiple semantic classes,
thereby wasting the limited query budget. To overcome this, we propose Seg-
mentation Pixel Attack using RL (SegPAR), a novel decision-based framework
that shifts to a class-centric exploration paradigm. Furthermore, to eliminate
the misleading feedback generated by standard decision rewards during pixel ac-
cumulation, we introduce a novel discrepancy reward. Extensive experiments
show that SegPAR significantly outperforms black-box baselines in sparsity ef-
ficiency and MIoU reduction, as shown in Fig. 1, while remaining competitive
with white-box attacks.
In summary, our contributions are:

— To the best of our knowledge, this work is the first systematic study of
decision-based black-box sparse attacks for semantic segmentation.

— We propose SegPAR,; a decision-based black-box sparse attack for semantic
segmentation that improves query efficiency via class-centric exploration.

— We introduce a discrepancy reward that mitigates the unreliable signals of
standard decision rewards during pixel accumulation. Combined with Seg-
PAR, it achieves the strongest black-box performance and is competitive
with white-box sparse baselines under the same sparsity constraints.

2 Preliminaries

input image and () be a victim model outputting a predicted label map y 2
f0;:::; K 1g7 ", where H, W, and K denote the height, width, and number
of classes, respectively. Our goal is to degrade the model’s MIoU by perturbing
only a small number of pixels under a limited query budget. Directly optimizing
MIoU in a black-box setting is challenging since it is a non-smooth, set-based
metric. Therefore, we propose an effective proxy: maximizing the fraction of
misclassified pixels under a sparsity constraint. The problem is formulated as:

BB
max —— I[f(k)lJ & f(X)iJ‘]; s.t. Kk ko = kX Xko ; (1)
i=0 =0

where X is the modified image, k K is defined as the number of modified pixels,
and | is the indicator function. Under our decision-based black-box setting, the
optimization relies strictly on label queries, while ground-truth annotations are
reserved exclusively for final evaluation.
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Fig.2: SegPAR Framework. At initialization, SegPAR extracts xed per-class
masks fM g from the initial prediction y @ and keeps them throughout the episode.
At each step t, class-wise inputs are constructed by cropping the current image,
x® = crop(x © ;b), where 1 is the crop box for class k. Conditioned on the class and
cropped input, the RL agent outputs sparse pixel perturbations to generate # © , which
is then queried on the victim model f. The discrepancy mask is computed against
the initial prediction as d ® = 1[f(® ©) 6= y? ]. The class-wise discrepancy reward is
de ned within each xed class mask, R ¢/~ ,; M d9 d &Y . During training,
SegPAR stores the best perturbation, discrepancy mask, and reward in memory; after
convergence, it updates X*?  x  and d*? d

3 Related Works

3.1 Decision-based Sparse Attack

Decision-based sparse attacks seek sparse perturbations while maximizing at-
tack success using only the model's nal hard-label decisions. Representative
methods in this category include Pointwise [27] and SparseEvo [34]. Point-
wise [27], a decision-based sparse attack, minimizes perturbed pixels by ini-
tially inducing misclassi cation and using a greedy search to revert pixels. To
reduce its search space complexity, SparseEvo [34] optimizes a binary vector
of perturbed locations via an evolutionary algorithm. Since both require an
initial successful attack, adapting them to semantic segmentation necessitates
rede ning attack s%ccesspusing the Success Ratio (SR). The SR is de ned
as:SR(:®) = A g o I ij 6=f(x)i; ]: Perturbations are removed
only if the attack succeeds (SR ).
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