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Abstract. Despite the practical relevance of sparse decision-based black-
box threats, they have received limited attention in semantic segmenta-
tion. To bridge this gap, we adapt the most representative decision-based
black-box sparse attacks from the classification domain to serve as base-
lines, establishing a rigorous benchmark for this underexplored setting.
In this context, we demonstrate that one of the existing methods suf-
fers from severe query inefficiency due to its image-centric pixel accu-
mulation, which rapidly exhausts query budgets across the vast image
space. To overcome this, we propose SegPAR, a novel decision-based
framework that shifts to a class-centric exploration paradigm. Further-
more, to eliminate the misleading feedback generated by standard de-
cision rewards during pixel accumulation, we introduce a novel discrep-
ancy reward. Extensive experiments show that SegPAR significantly out-
performs black-box baselines in sparsity efficiency and MIoU reduction,
while remaining competitive with white-box sparse attacks. Code is avail-
able at https://github.com/KAU-QuantumAILab/SegPAR.
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1 Introduction

Deep learning models have achieved remarkable success across domains |1, 5,
21, 31, 33]. However, prior work has shown that these models are susceptible
to adversarial attacks, which introduce imperceptible perturbations that cause
incorrect outputs [4,6,18,32]. These attacks are generally categorized into white-
boxr and black-box settings based on the adversary’s knowledge [3]. White-box
attacks assume access to comprehensive model information, including gradients,
architectures, and internal features [22,37]. Conversely, black-box attacks operate
under limited information, relying solely on input-output interactions such as
decision labels and confidence scores [8, 10, 28]. Given that black-box scenarios
more accurately reflect the constraints of real-world deployments, advancing the
study of black-box attacks is of critical importance.
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Fig.1: Qualitative comparison of sparse adversarial attacks on semantic
segmentation models. Our proposed SegPAR induces severe misclassification with
significantly lower sparsity compared to the baselines. As shown in the white boxes
of the Delta maps, SegPAR maximizes attack efficiency by precisely targeting critical
pixels, resulting in fatal semantic disruptions with minimal perturbations.

Black-box attacks are typically categorized into transfer-based and query-
based approaches. Transfer-based attacks craft adversarial perturbations on sur-
rogate models and rely on cross-model transferability, whereas query-based at-
tacks interact with the victim model through iterative perturbations [15, 35].
Query-based attacks are particularly compelling because they are model-agnostic
and do not require a representative surrogate. Within this paradigm, sparse at-
tacks that perturb only a small set of pixels have emerged as a challenging yet
practically relevant setting [12,26,30]. Identifying influential pixels is NP-hard,
and the combinatorial search space makes query-efficient optimization especially
difficult under realistic query budgets [16,23]. Importantly, sparse threats can
reflect real-world failure sources such as sensor defects (e.g., hot/dead pixels) in
object detection pipelines and localized physical perturbations (e.g., stickers on
road signs) that mislead autonomous driving systems [2, 25,29, 39].

Despite the practical relevance of sparse decision-based black-box threats,
they have received limited attention in semantic segmentation, where the search
space scales with dense, multi-class outputs [14]. While decision-based black-
box attacks for semantic segmentation have recently begun to be explored [9],
they largely focus on dense £,-bounded perturbations and do not address ex-
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plicit pixel-level sparsity. To bridge this gap, we adapt the most representa-
tive decision-based black-box sparse attacks from the classification domain to
serve as baselines, establishing a rigorous benchmark for this underexplored set-
ting. In this context, we demonstrate the existing method, RFPAR [29], suffers
from severe query inefficiency when applied to segmentation, as its image-centric
pixel accumulation tends to concentrate queries on a few easy-to-exploit regions,
failing to cover heterogeneous vulnerabilities across multiple semantic classes,
thereby wasting the limited query budget. To overcome this, we propose Seg-
mentation Pixel Attack using RL (SegPAR), a novel decision-based framework
that shifts to a class-centric exploration paradigm. Furthermore, to eliminate
the misleading feedback generated by standard decision rewards during pixel ac-
cumulation, we introduce a novel discrepancy reward. Extensive experiments
show that SegPAR significantly outperforms black-box baselines in sparsity ef-
ficiency and MIoU reduction, as shown in Fig. 1, while remaining competitive
with white-box attacks.
In summary, our contributions are:

— To the best of our knowledge, this work is the first systematic study of
decision-based black-box sparse attacks for semantic segmentation.

— We propose SegPAR, a decision-based black-box sparse attack for semantic
segmentation that improves query efficiency via class-centric exploration.

— We introduce a discrepancy reward that mitigates the unreliable signals of
standard decision rewards during pixel accumulation. Combined with Seg-
PAR, it achieves the strongest black-box performance and is competitive
with white-box sparse baselines under the same sparsity constraints.

2 Preliminaries

In our semantic segmentation attack setting, let & € {0,..., 255} *W he an
input image and f(-) be a victim model outputting a predicted label map y €
{0,..., K —1}>W wwhere H, W, and K denote the height, width, and number
of classes, respectively. Our goal is to degrade the model’s MIoU by perturbing
only a small number of pixels under a limited query budget. Directly optimizing
MIoU in a black-box setting is challenging since it is a non-smooth, set-based
metric. Therefore, we propose an effective proxy: maximizing the fraction of
misclassified pixels under a sparsity constraint. The problem is formulated as:

| Horwel
g g 2 2 W@ # Sl st Wlo=le-sl <o )
where & is the modified image, || - ||o is defined as the number of modified pixels,

and I is the indicator function. Under our decision-based black-box setting, the
optimization relies strictly on label queries, while ground-truth annotations are
reserved exclusively for final evaluation.
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Fig.2: SegPAR Framework. At initialization, SegPAR extracts fixed per-class
masks {M k} from the initial prediction y(O) and keeps them throughout the episode.
At each step t, class-wise inputs are constructed by cropping the current image,
M = Crop(z®, b*), where b* is the crop box for class k. Conditioned on the class and
cropped input, the RL agent outputs sparse pixel perturbations to generate ﬁ(t), which
is then queried on the victim model f. The discrepancy mask is computed against
the initial prediction as d®¥ = 1[f(2?) # y®]. The class-wise discrepancy reward is
defined within each fixed class mask, RE o Z” Ml-’f]- (dit; - dE’tj_U). During training,
SegPAR stores the best perturbation, discrepancy mask, and reward in memory; after
convergence, it updates 2T « z* and 4tV « d*.

3 Related Works

3.1 Decision-based Sparse Attack

Decision-based sparse attacks seek sparse perturbations while maximizing at-
tack success using only the model’s final hard-label decisions. Representative
methods in this category include Pointwise [27] and SparseEvo [34]. Point-
wise [27], a decision-based sparse attack, minimizes perturbed pixels by ini-
tially inducing misclassification and using a greedy search to revert pixels. To
reduce its search space complexity, SparseEvo [34] optimizes a binary vector
of perturbed locations via an evolutionary algorithm. Since both require an
initial successful attack, adapting them to semantic segmentation necessitates
redefining “attack success” using the Success Ratio (SR). The SR is defined
as: SR(z, &) = w7 Zi_ol Zjvzgl I[f(&);; # f(x)i ;] . Perturbations are removed
only if the attack succeeds (SR > 7).
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3.2 Score-based Sparse Attack

Score-based sparse attacks seek sparse perturbations while maximizing attack
success using only scores. While OnePixel [30] utilizes Differential Evolution for
single-pixel manipulation, subsequent approaches adopt iterative accumulation
strategies. Specifically, Sparse-RS [12] employs Random Search to progressively
update and accumulate perturbations, and Pixle [26] minimizes loss by itera-
tively rearranging neighboring pixel patches. Notably, RFPAR [29] employs re-
inforcement learning. In RFPAR, an agent iteratively explores candidates Z, stor-
ing the best reward and attack parameters in memory. Upon convergence—when
reward improvement stalls—the agent reinitializes and proceeds to the next step.
We adapt this framework for a stricter decision-based black-box setting in se-
mantic segmentation by eliminating the score component. Relying exclusively
on decision rewards, we evaluate the candidate Z using the standard reward:
Rs(m(t),fﬂ(”) = m 21}501 Z}’ZEI H[f(@(t))i,j # f(ff(t))i,j} ; where 0 =

5 is a scaling factor, and z® denotes the input image at the current step .

3.3 White-box Sparse Attack

White-box sparse attacks leverage model gradients to achieve misclassification
under a sparsity constraint. Early methods such as JSMA [24], CW-Iy [6], and
SparseFool [23] focused on inducing sparsity through direct optimization or sur-
rogate l; norms. While PGDy [13] extends Projected Gradient Descent to the
lo space, it is prone to local optima due to the non-convex nature of the Iy
constraint. To mitigate this, SPGD [43] was introduced, which decomposes the
perturbation § into a magnitude tensor p and a location mask. By employing
continuous surrogate variables and top-k projection, SPGD overcomes the non-
differentiability of the Iy norm. To further boost optimization, sPGD updates
p using both the projected gradient restricted by the mask and the unprojected
gradient that ignores the mask.

4 Method

In this section, we present the overall framework of SegPAR, illustrated in Fig. 2.
SegPAR reformulates RFPAR [29] into a class-wise attack paradigm tailored
for semantic segmentation. We then analyze the limitations of the conventional
pixel-accumulation reward and propose the discrepancy reward to address these
issues and improve attack performance.

4.1 SegPAR

Insight. Deep neural networks partition the input space into complex decision
regions, which in ReLLU-based networks can be locally viewed as piece-wise linear
boundary facets [19]. Regardless of the exact boundary geometry, semantic seg-
mentation requires predictions at every pixel. Thus, an attack must induce label
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flips by crossing a collection of heterogeneous, pixel- and class-specific bound-
aries, rather than a single global boundary. Consequently, an image-centric ex-
ploration strategy can quickly concentrate queries on a few high-reward (often
large or easily perturbed) regions, repeatedly probing similar areas while leaving
other class-specific vulnerabilities under-explored. We therefore adopt a class-
centric exploration strategy that conditions the RL agent on each class present
in the image, encouraging perturbations to be distributed across diverse regions
and improving the efficiency of reaching relevant decision boundaries.

Class-wise Input. To address this issue, we shift the original RFPAR paradigm,
which generates an action from the entire image as the state, to a class-wise
paradigm that uses a per-class state representation. Given an original image «,
we first query the victim model to obtain its prediction. From f(x), we construct
and fix a set of class-wise binary masks M = {M*},cx, where M* € {0, 1}7*W
indicates the predicted pixels belonging to class k and K is defined as the set of
classes that appear in the prediction for the given image:

M, =1[f(®);; =k, V(i) €{0,....,H -1} x{0,..., W —1}.  (2)
For each mask M*, we define a bounding-box function B(-) : M* — N*, which
returns the tightest axis-aligned bounding box that encloses the foreground pix-
els of the mask. Specifically, the bounding box for class k is b* = B(M*) =
(iFins GFins 1% s GEax), where i and j denote the vertical and horizontal image
coordinates, respectively. Using b*, we extract a class-specific crop from the orig-
inal image and use it as the agent state o} = Crop(az, bk) . In summary, instead
of using the full image z as the state, the agent policy 7, operates on a per-class
state xj constructed from the model’s predicted region for class k.

Class-wise Action. As we convert the agent state into a class-specific region,
the action space must be redesigned accordingly. RFPAR samples coordinates
from a Gaussian distribution, which implicitly assumes a rectangular target re-
gion. However, class-wise masks are typically irregular; applying the same strat-
egy can induce undesired behavior. In particular, a bounding box often includes
pixels from other classes, so perturbing and evaluating rewards over the en-
tire box can contaminate the signal with non-target effects, destabilizing policy
learning for the target class k.

To resolve this issue, we propose a mask-based sampling strategy: instead of
sampling coordinates from a Gaussian, the agent predicts a probability map over
candidate attack locations and samples from the induced distribution. Specif-
ically, given the state xj, the agent produces a 4-channel score map Sj €
R4*hexwr where hy, = ik —if. +1 and wy = jk. — 5. + 1. Let mF =
Crop(M¥,b*) be the class mask cropped to the same region as x;. Using the
first channel Sg as spatial logits, we define a masked softmax distribution over
locations:

Py, = Softmax(S}, + (1 — m") - (-10%)), (3)
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where the softmax is taken over all N = hjpw; spatial indices. This assigns
zero probability to masked-out pixels, confining the search space to the actual
class region regardless of the bounding box size. Let p, = vec(Py) € [0,1]V.
We sample n locations without replacement as in our implementation. Let Z =
{I,...,I,} ~ MultinomialNR(p,;n) denote weighted sampling of n indices
without replacement. Each sampled index I; is converted to 2D coordinates by
Ji = (I; mod wy,) +jr]§1in’ i = |1 wg] + ifmn.

For the RGB decision, we use the remaining three channels as logits. Let S, €
R" >k he the c-th RGB logit map for ¢ € {1,2,3}, and denote its vectorization
by s¢ = vec(S%). Conditioned on each sampled location I;, we independently
sample Bernoulli variables z; . ~ Bernoulli(Sigmoid(s{,)) for each channel ¢ €
{1,2,3}, where Sigmoid(-) is the sigmoid function. Finally, the sampled action

n
set for class k is ar 2 {((il,jl), 21’1721’2721’3)}1 . To synthesize &, we apply
=1

these actions to & by mapping the binary decisions to the {0,255} color space,
consistent with the baseline: Z;, j, . = 255+ 2. Once & is synthesized, we obtain
the victim prediction f(&). When training the agent with R, at step ¢, the
class-specific reward (R;)y for each class k is defined as

H-1W-1

>N My 'H{f(i'(t))i,j # @ D)is), (@)

i=0 ;=0

1

0%-n

(ltgs(g,dq(t)ﬂg(t)))]c —

thereby isolating the feedback and avoiding contamination from non-target classes.
The agent is subsequently trained in a batched manner by optimizing the policy
with respect to the rewards {(Rs(z™®,2®))}rex.

4.2 Discrepancy Reward

Standard Reward Inefficiency. We
analyze the inherent limitations of the
standard reward function in the con-
text of cumulative attack frameworks.
Specifically, we investigate the ineffi- Maimam

ciencies that arise in tasks involving aox H .
multiple target instances, such as ob- - . .
ject detection and semantic segmenta-

tion, where the agent must handle a sig- ™" & L X Jl 0 [-0-m)

nificantly larger set of target pixels. Let Fig. 3: Comparison of the standard

(t) . .
Yij = f(x(t))m be the prediction of the  yeward and the discrepancy reward.
model for a pixel at spatial coordinate

(i,7) at step ¢, and let yZ(ij) = f(z(©);; denote the original prediction class
of that pixel. In cumulative attack frameworks, relying only on the prediction
transition (yftj) + g}z(t]), where g]l(t]) = f(:%(t))i,j) severely misaligns the agent’s
optimization direction. To mathematically demonstrate this, we decompose the
pixel-wise state transitions at step ¢ into four mutually exclusive subsets, leading

to the t + 1 state:
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— Case 1 (Maintained Misclassification): Pixels where a successful untar-
geted attack is stably maintained.

S?Sj?zintain - {(Z ]) | yz; 7é y(O) A ij) - y’ftj)} (5)

— Case 2 (Reversion Failure): Pixels where the accumulated noise interferes
with a previously successful attack, reverting the prediction back to the
original class.

0 ~ 0
Stovere = { ) 10 # ) A3l =9} (6)

— Case 3 (New Misclassification): Pixels that are newly and successfully
deviated from the original class.

S, = {(Z i) 1w =y A #y”} (7)

— Case 4 (Unstable Fluctuation): Pixels that remain misclassified but fluc-
tuate to a different incorrect class, indicating wasted perturbations.

Sj(ctluctuate = {(Z’]) | yf,tj) 7& yl(a yl »J 7& y /\ yl # yl } (8>

Applying R to these subsets reveals critical optimization flaws. Since Ry is a
transition-based reward, it functionally depends on the number of pixels whose
predictions change between steps, i.e.,

R.(a",3) Zﬂ[yf? 0] = S0

S(t)

revert

+ (9)

- ’S(”

fluctuate| *

Therefore, the agent receives positive reinforcement not only for desirable transi-

tions in Sne)w but also for undesirable ones in S,euert and S}iuctuate In particular,
when a previously misclassified pixel reverts to the original class (Sm)vert) or os-

cillates among incorrect classes (S}I)U ctuate)s Ps still assigns a positive reward de-
spite reducing the cumulative attack objective. This misleading feedback biases
the agent toward suboptimal regions, increasing query complexity and causing

redundant pixel perturbations.

Discrepancy Mask-based Reward Function. To overcome the limitations
of the naive approach, we introduce a Discrepancy Mask, denoted as d®), to
evaluate the attack success state at step ¢ relative to the initial prediction. For
each pixel (i,7), d") is defined as a binary indicator of attack success: dftj =

i,
(yz(tj) #* y(o)) Based on this mask, we formulate our proposed reward function,

(Ra(x (t),z(t)))k, as between the current discrepancy mask and the candidate
discrepancy mask at step t:

(Ra(a™®,3)) ZM (d;) = di)). (10)
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Table 1: Evaluation of sparse attack performance across semantic segmen-
tation benchmarks. (-) indicates that the experiments are omitted due to the lack
of official pre-trained weights for VOC2012.

Model Attack | Cityscapes | ADE20K | VOC2012

‘MIOU R.MIoU Sparsity Query‘MIoU R.MIoU Sparsity Query‘MIoU R.MIoU Sparsity Query
PointWise 0433 5.72% 997.3 0172 6.73%  993.5 0669  591% 9525
s SparseEvo 0.228  5.43% 988.8 0118  515% 997.3 0469  515% 998.8
DeepLabV3 pppag w08 0rme as1% 9653 | 0077 006 450% 9981 | %1 o6 3.02%  986.3
SegPARp, 0.101 3.33% 993.3 0.080 3.29%  966.2 0.238 2.24% 680.4
PointWise 0.391  5.78%  996.3 0199  6.32% 983.6 0704  4.85% 929.6
SparseEvo 0.246  4.50% 987.0 | . 0139  5.54% 997.0 0488  4.66% 998.7
PSPNet  prparg, | %73 0153 a61% 9905 |00 ona3 a36% 9990 |30 0520 3.99% 9843
SegPARp, 0.057 3.53% 919.0 0.087 3.11% 965.3 0.240 2.29% 679.1

PointWise 0594  10.51% 997.9 0316  10.1% 973.2 - - -

SparseEvo 0.602  5.30% 994.3 0.293  7.03%  996.0 - - -

SegFormer prpap, [0892 0566 a51% o585 | O 0300 420% 9120 | - - -

SegPAR g, 0.341  3.96% 960.4 0.209 3.60% 987.0 - - -

PointWise 0.607  9.14% 997.1 0284  8.31%  966.5 - - -

SparseEvo 0.602 5.71%  997.3 . 0.270 5.20%  997.3 - - -

SETR  prparg, | O™ o527 as3% 9629 |37 0285 3.90% 0965 | C ; ) -

SegPARR, 0.481 3.89% 940.4 0.249  3.50% 990.9 = = =

This concise formulation resolves the key contradictions of R across all four
subsets. With the pixel-wise reward r = dEt) — dgt]) , we have r = 0 for S,aintain,
r = —1 for Syevert, 7 = +1 for Spew, and 7 = 0 for Sfiuctuate, as illustrated
in Fig. 3. Consequently, Ry directly tracks the marginal gain of cumulatively
successful pixels, encouraging the agent to monotonically expand misclassified

regions without unnecessary perturbations.

Training & Termination. Following RFPAR [29], we replace y' with d' in
memory and track the maximum mean reward r* = ﬁ > ke (Ra)k, maintain-
ing the best (d*,z*). We adopt the same hyperparameter suite as RFPAR and
cap each run at 100 steps. During each step, the agent updates its policy via RE-
INFORCE [36] using label-only queries; once the memory converges, the agent
is reinitialized and starts the next step with a new input.

5 Experiments

We evaluate SegPAR against multiple baselines under strict query and sparsity
budgets. Our approach consistently outperforms all black-box methods, achiev-
ing larger MIoU drops with fewer perturbed pixels, and remains highly effective
against adversarially trained models. Ablations on per-class degradation and
pixel accumulation confirm that our class-centric design and discrepancy reward
drive these improvements. Furthermore, SegPAR performs competitively with
strong white-box sparse attacks, highlighting its practical efficacy under realis-
tic decision-only constraints.
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Table 2: Evaluation of sparse attack performance across adversarially
trained semantic segmentation benchmarks.

Model Attack ‘ Cityscapes ‘ VOC2012

‘MIOU R.MIoU Sparsity Query‘MIoU R.MIoU Sparsity Query

Point Wise 0.502  25.56% 984.2 0.602  7.81% 977.1

] SparseEvo 0.502  9.56%  910.2 0.650  4.79%  990.3
DeepLabV3_DDCAT prpa g, | 0710 0uss  495% 8400 | %2 0543 4.30% 9138
SegPARR, 0.428 4.24% 8783 0.297 2.73% 8225

PointWise 0.495  23.17% 993.8 0.676  10.0% 918.6

] SparseEvo 0.468  8.42%  932.9 . 0630 581% 9943
DeepLabV3_SAT  prpaRg, [ 969 0430 442% 8514 |77 0566 4.47% 9485
SegPARRg, 0.394 4.25% 9462 0.326  2.92% 799.3

PointWise 0.523  23.06% 994.1 0.607  8.47% 9516

SparseEvo 0.507  8.26%  939.0 . 0658  4.79% 998.0

PSPNet_DDCAT  ppparg, |7 o472 433% 8730 | %% o578 418%  996.1
SegPARR, 0.405 4.22% 9353 0.382 2.55% 809.5

PointWise 0.495  24.34%  986.7 0.693  8.63%  947.0

SparseEvo 0482  8.77%  922.7 0.650  5.03%  995.9

PSPNet_SAT RFPAR, | U077 0450  4.30% 9950 | %890 0501 443% 8469
SegPAR R, 0.384  4.47% 9559 0.332  2.79% 832.6

5.1 Evaluation of Decision-based Sparse Attacks

Attacks. We compare SegPARp, with PointWise [27], SparseEvo [34], and
RFPAR [29] under a strict budget of 1,000 queries. For the RL-based methods
(SegPAR and RFPAR), we use patience 1-2 with convergence thresholds in
[1072,3 x 1072]. To align with the 5% sparsity target, RFPAR enforces a global
5% constraint over the entire image, whereas our class-centric SegPAR targets
5% of pixels within each predicted class region (adjusted accordingly when the
small number of classes makes it difficult to meet the overall 5% sparsity). Since
PointWise and SparseEvo are SR-parameterized, we sweep their SR values and
report the run closest to the 5% target. Note that these SR-based baselines
may slightly exceed the 5% constraint, which inherently favors them. Additional
details are provided in the supplementary material.

Victim models. To ensure the reproducibility of our experiments, we utilize
pre-trained checkpoints provided by MMSegmentation. We select widely used
models in the field of semantic segmentation, including DeepLabV3 [7], PSPNet
[41], SegFormer [38], and SETR [42]. Specifically, DeepLabV3 and PSPNet are
employed as CNN-based models, while SegFormer and SETR are utilized as
Transformer-based architectures.

Datasets. Due to the high computational cost of query-based attacks on dense
prediction models, we evaluate on a fixed subset of 100 randomly sampled
validation images from ADE20K [44], Pascal VOC2012 [17], and Cityscapes
[11]. ADE20K contains 150 diverse classes with fine-grained part annotations,
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Fig. 4: Class-wise attack efficiency. Comparison of MIoU degradation across in-
dividual classes in DeepLabV3. SegPAR demonstrates significantly faster and more
effective attacks than RFPAR across all categories.

VOC2012 covers 20 common object categories, and Cityscapes focuses on urban
driving scenes with 19 classes.

Evaluation Metrics. We report Robust MIoU (R.MIoU), Sparsity, and Query
to measure attack effectiveness and efficiency. R.MIoU is the victim model’s
MIoU on adversarial examples (lower is better). Sparsity is the average fraction
of perturbed pixels (lower indicates fewer, more imperceptible changes). Query
is the average number of forward passes required to obtain the final adversarial
image (lower is more efficient).

Main Results. As shown in Tab. 1, SegPAR with R, consistently outper-
forms existing sparse attack techniques across all evaluated datasets, achiev-
ing the lowest R.MIoU under extreme sparsity at comparable or lower queries.
For CNN-based architectures, SegPAR with R; dramatically reduces MIoU; no-
tably, it drops the MIoU of PSPNet on Cityscapes to 0.057 and achieves ex-
treme sparsity (2.24%) with significantly lower average queries (e.g., 680.42
for DeepLabV3) on VOC2012. Furthermore, our method proves highly effective
even against Transformer-based models like SegFormer and SETR, which typi-
cally exhibit higher robustness against local perturbations due to their ability to
capture global context. Despite this inherent robustness, our method maintains
potent attack performance on Cityscapes using a sparsity of only 3.96% against
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Table 3: Evaluation of Pixel-accumulating Adversarial Attacks across Different Losses.

Model Objective Attack Cityscapes ADE20K VOC2012

‘MIDU R.MIoU Sparsity Query‘MIoU R.MIoU Sparsity Query‘MIoU R.MIoU Sparsity Query

Pixle 0.394  4.69% 9954 0.140 4.79%  995.5 0.447 4.77%  995.5

Standard ~ Sparse-RS| 0.798  0.172 4.87% 998.7 | 0.377  0.100 4.83% 998.1 | 0.861  0.423 4.84% 998.2

D - RFPAR 0.176  451%  993.3 0.106 4.50%  998.1 0.466 3.92%  986.3

eepLabV3

Pixle 0.411 4.04% 995.3 0.111 4.72%  995.3 0.279  4.59% 994.9

Discrepancy Sparse-RS 0.798  0.152  4.87% 998.5 | 0.377 0.092 4.83% 998.3 | 0.861 0.258 4.84% 998.0

RFPAR 0.210 3.56% 994.9 0.090 3.48% 947.8 0.277  3.43% 950.1

Pixle 0.369  4.69% 995.8 0.168 4.79%  995.4 0.374 4.77% 9952

Standard ~ Sparse-RS| 0.793  0.153  4.87% 998.7 | 0.380  0.121  4.83% 998.3 | 0.860 0.536  4.84% 997.7

PSPNet RFPAR 0.153  4.61%  990.6 0.143 4.36%  999.0 0.529 4.00%  984.3
Pixle 0.383 4.13% 995.8 0.131 4.69% 995.4 0.246  4.59% 995.3

Discrepancy Sparse-RS 0.793  0.139  4.87% 998.6 | 0.380 0.092 4.83% 998.1 | 0.860 0.304 4.84% 997.9

RFPAR 0.171 3.92% 993.0 0.133  3.19% 982.5 0.295 3.13% 936.7

SegFormer—a stark contrast to the 10.51% required by PointWise. Consistently
observed across all benchmarks including ADE20K, these results confirm that
our approach effectively accelerates the search process to precisely navigate the
most vulnerable pixels, regardless of the target architecture.

5.2 Evaluation on Adversarially Trained Models

Tab. 2 reports attack performance against defended models (DDCAT [40], SAT
[20]). SegPAR consistently attains the lowest R.MIoU with lower sparsity than
prior methods. Notably, adversarial training effectiveness varies across datasets,
which we conjecture is partially influenced by image resolution. On high-resolution
Cityscapes, the enlarged search space inherently hinders sparse attacks, allowing
adversarial training to substantially boost robustness—even enabling CNNs to
approach Transformer-level resilience. Conversely, on lower-resolution VOC2012,
sparse attacks remain highly effective, yielding only marginal defense gains.
While domain complexity also plays a role, current adversarial training ap-
pears to offer meaningful protection primarily in high-resolution settings, leaving
lower-resolution regimes vulnerable.

5.3 Per-class MIoU Degradation Analysis

In this section, we evaluate the impact of class-centric exploration by compar-
ing RFPAR and SegPAR, both employing Rs. As illustrated in Fig. 4, SegPAR,
which represents a paradigm shift from an image-centric to a class-centric ap-
proach, exhibits a significantly steeper degradation curve for most categories
compared to RFPAR. These results indicate that our class-centric formulation,
which constructs per-class inputs from the predicted regions and attacks mul-
tiple class-specific areas in parallel, is more effective than image-centric explo-
ration that tends to concentrate queries on a few dominant regions. Notably,
safety-critical classes for autonomous driving—such as traffic signs, traffic lights,
persons, and riders—are compromised much earlier than with RFPAR, with
SegPAR driving their per-class MIoU down sharply within ~200 queries. This
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repancy —— standard
Cityscapes ADE20K V0C2012

DeepLabV3

Reversion

PSPNet

Step

Fig. 5: Reduction of Reversion. Our discrepancy reward effectively suppresses re-
version, resolving a major hurdle in agent training caused by the standard reward.

underscores that our method is not only numerically superior in attack perfor-
mance, but also sufficiently powerful to cause practically meaningful degradation
in real-world perception pipelines, even under strict black-box constraints.

5.4 Evaluation of Discrepancy Reward

While Sec. 5.3 already demonstrates the superiority of our class-centric archi-
tecture over the image-centric RFPAR under the same standard reward, this
section isolates and explicitly evaluates the contribution of the proposed dis-
crepancy reward Ry by applying it to Pixle [26] and Sparse-RS [12]. We opti-
mize the discrepancy objective £; = —Ry (equivalently maximizing Ry;) and
compare it with the standard objective L, = —Rs. As shown in Tab. 3, on
ADE20K and VOC2012, the discrepancy objective leads to a larger reduction
in MIoU than the standard objective under the same (or fewer) sparsity, indi-
cating that R; enables more query-efficient pixel accumulation. In contrast, on
the high-resolution Cityscapes benchmark, applying R4y to RFPAR can achieve
lower sparsity but yields a smaller MIoU drop than the standard objective. We
attribute this to the enlarged effective action space in high-resolution images:
since Ry provides non-zero reward only when the set of cumulatively success-
ful pixels expands, informative reward events become rare, causing the search
to stagnate before discovering pixels that maximize Ry. As verified in Tab. 1,
this limitation is largely alleviated when combining R4 with our proposed Seg-
PAR, which reduces the effective search space via class-wise inputs and mask-
constrained exploration. Consequently, their combination achieves the largest
MIoU reduction in high-resolution settings. Furthermore, Fig. 5 shows that the
discrepancy objective substantially suppresses reversion compared to the stan-
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VOC2012 Cityscapes ADE20K

DeepLabV3

o

—e— PGD;

— = SegPARs,
—a— PG,
——— PGy

MIoU

0 1 2 3 4 50 1

2
Sparsity (%)

Fig. 6: Comparison of MIoU vs. Sparsity with White-box sparse Attacks.
The results demonstrate that our attack SegPAR , exhibits competitive performance
relative to white-box sparse methods.

dard objective. We quantify reversion at step ¢ as Sﬁ?m , .e., the number of

misclassified pixels that revert to the original prediction between steps. Over-
all, these results indicate that Ry mitigates the reversion issue by discouraging
counter-productive transitions and improving search efficiency.

5.5 Comparison with White-box Sparse Baseline

In this section, we compare our attack, SegPARp, with white-box sparse base-
lines, PGDy [13], sSPGDypyo, and SPGDunpro [43], all optimized with cross-entropy.
For a standardized comparison, we align the evaluation budget by equating one
black-box forward query to one white-box gradient update (which inherently
entails both forward and backward passes). Under this metric, we enforce a
maximum budget of 1,000 steps per image. Specifically, SegPAR, utilizes up
to 1,000 forward queries, executed over 100 steps (where each mark represents
a 20-step interval). Conversely, the white-box attacks allocate 200 gradient up-
dates per sparsity level, totaling 1,000 updates across the 5 evaluated levels (i.e.,
20 restarts x 10 iterations for PGDg, and 200 iterations for sPGD). As shown in
Fig. 6, despite lacking access to internal gradients, SegPAR p, remains strongly
competitive across both segmentation models—often outperforming PGDj and
approaching sPGD under strict sparsity constraints. These results underscore
the effectiveness of SegPAR, and suggest that stronger, segmentation-tailored
white-box sparse attack baselines are still needed.
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6 Conclusion

We proposed SegPAR, a decision-based black-box sparse attack for semantic
segmentation. By combining class-centric exploration with a discrepancy
reward (R;), SegPAR mitigates perturbation reversion and improves query ef-
ficiency in dense prediction, where the search space is vast. Under strict query
and sparsity budgets, SegPAR | achieves substantially larger MIoU degradation
with fewer perturbed pixels than existing black-box baselines, while rapidly de-
grading the MIoU of safety-critical classes relevant to autonomous driving. Even
without access to internal model information, SegPAR  , outperforms PGDg and
narrows the gap to sSPGD. Furthermore, we observe that adversarial training can
be less effective in lower-resolution regimes. Overall, our findings highlight the
persistent vulnerability of dense prediction models under realistic decision-only
sparse threats.
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