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Abstract. Deep neural networks remain vulnerable to imperceptible ad-
versarial perturbations, yet efficient robustness certification for seman-
tic segmentation is largely unexplored. We propose the first real-time
compatible certifiably robust semantic segmentation framework based
on networks with built-in Lipschitz constraints. Our method achieves
competitive pixel accuracy on Cityscapes while providing determinis-
tic robustness guarantees, without the computational overhead of ran-
domized smoothing or formal verification. We introduce a generalized
certification framework for segmentation that computes worst-case per-
formance under ¢ attacks of radius € across diverse evaluation metrics.
Crucially, our approach is approximately 600x faster than randomized
smoothing at inference on an NVIDIA A100 GPU, delivering comparable
certificates. We validate our worst-case bounds against state-of-the-art
adversarial attacks, demonstrating that Lipschitz-constrained architec-
tures offer a practical and scalable path toward trustworthy dense pre-
diction in safety-critical applications.
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1 Introduction

Deep Neural Networks (DNNs) have transformed the landscape of machine learn-
ing, driving breakthroughs across perception, reasoning, and decision-making
tasks. Yet, their remarkable expressivity comes at the cost of a vulnerability
to carefully crafted adversarial perturbations [8]. These weaknesses raise criti-
cal concerns when deploying Machine Learning (ML) systems in safety-critical
contexts such as autonomous driving or healthcare, where guarantees on the
reliability of decisions are crucial [44]. While obtaining robustness certificates
for tasks other than classification has been attempted in the context of formal
verification methods [10] and randomized smoothing |7/12], Lipschitz-by-design
methods, introduced in Tsuzuku et al. [39], were never adapted to provide down-
stream certificates for tasks more complex than classification or regression. We
denote these Lipschitz-by-design networks as LipNets or L-LipNets when the
Lipschitz constant is constrained to L. Our contributions are as follows:
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Fig. 1: An overview of our method. We leverage Lipschitz constrained networks and
reduce the pixel accuracy degradation objective to a simple knapsack formulation.

— First, we introduce a general class of robustness certificates for segmentation
tasks, tailored to certify the robustness of a variety of performance measures
to arbitrary adversarial degradations.

— Then, using this framework, we provide low overhead certificate computation
methods for the Pixel Accuracy, FNR or Class IoU performance measures
under attack for Lipschitz-by-design networks.

— Also, we develop the first efficiently trainable Lipschitz neural network mod-
els for semantic segmentation tasks, using a DeepLabV3-like architecture,
and scale them to handle challenging tasks like the Cityscapes dataset.

— Leveraging our framework and models, we compute robustness certificates
for several safety-critical scenarios. Our networks are suitable for real-time
inference and provide the first certifiably robust method that allows the
computation of robustness certificates in under 0.1 seconds on 1024 by 1024
images from the Cityscapes dataset.

Additionally, we provide the code for this project on |GitHub| It allows the train-
ing and certification of LipNets in 5 norm on various semantic segmentation
tasks.

2 Background on Adversarial Robustness

First, let us introduce some key concepts and their formulations in the context
of classification tasks. Then, we will present relevant certifiable robustness works
in the context of semantic segmentation.

2.1 Adversarial Robustness in the Classification Setting

Seminal adversarial deep learning works originally focused on designing adver-
sarial attacks to fool classification models . To this day, a sizeable proportion

4 All results remain valid for the £,-norm, for any finite p € N*, provided the LipNet
is defined w.r.t. the same norm.
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Symbol Description
K Label (class) set
2,|02|=HxW  Pixel coordinate set and image size
X :=[0,1]'¢ Input space (images)
Y = RIxIxI2 Output space (logit maps)
f:xXx =Y Semantic segmentation model
H(X)w Logit of class k at pixel w
Y, = arg max fk (X)w Predicted class at pixel w
Be(z) {2-ball of radius e around aﬂ
h, he Performance metric and its e-worst-case value
K Degradation objective (0/1 criterion)

Table 1: Summary of notation.

of the adversarial deep learning literature still focuses on designing maximally ef-
ficient attacks on classification tasks. Let us define the key concepts surrounding
certifiable adversarial robustness in the context of classification tasks.

Definition 1 (Robustness radius - classification). For any classifier, f :
X — RIXl and any test point (X,Y), the robustness radius of the model’s pre-
diction is defined as:

R(X,Y) =inf {e € R"| 36 € B.(0), argmax,c,c f*(X +6) #Y}. (1)

This definition is widely adopted in the context of certifiably robust classifica-
tion and allows one to characterize how “invariant” a neural network’s prediction
is to local perturbations. In practice, there are multiple ways of obtaining a lower
bound on the value of the robustness radius of Definition I} We can distinguish
three competing approaches to lower-bound the robustness radius of a DNN’s
prediction locally. Namely, formal-verification methods, randomized smoothing
variants, and LipNets stand out as the main approaches.

— Formal verification methods: allow for the computation of worst-case
logit variations under e-bounded ¢,-norm attacks at inference by using formal-
verification solvers [16}38|.

— Randomized smoothing methods: which define a smoothed classifier
g from the base model f, Monte-Carlo estimates then allows probabilistic
robustness certificates when using well-chosen sampling distributions [9}21]
42].

— Lipschitz neural networks (LipNets): which leverage a Lipschitz-by-
construction weight parametrization methods to ensure bounded worst-case
logit variations, incurring no inference-time overhead.

Importantly, all of these methods allow the user to find a conservative lower
bound R(X,Y) < R(X,Y) such that no adversarial attack inferior to € in ¢,
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norm could misclassify the originally correctly classified sample X. These ro-
bustness lower bounds are usually coined as robustness certificates.

2.2 Lipschitz Certificates for Classification

A function f:R™ — R" is said to be L-Lipschitz in ¢5 norm if it verifies:

V(X1, X2) € R™ [ f(X1) = f(X2)|l2 £ L[| X1 — Xall2 (2)

with L > 0. This property effectively bounds how “stable” a predictor’s decision
remains under attack. Moreover, L-LipNets retain universal approximation for
classification (see Béthune et al. [4]): For example, a ReLU network is a universal
approximator with arbitrarily large Lipschitz constant £; rescaling its outputs
by L/L preserves the argmax, yielding an L-Lipschitz universal classifier. Note
that this argument remains valid for a semantic segmentation task.

Classification robustness certificate: For any L-Lipschitz predictive model in {5
norm, f : R? — RI®I we have the following lower bound R(X,Y) on R(X,Y):

V2L
with Mx(f) = f*PY(X) — f*P?(X), as done in [22|. Here, the 1,_, term
ensures that the robustness radius of originally misclassified samples is zero.
LipNets allow for easily computable robustness radius lower bound computations
using the global Lipschitz constant of a specially designed neural network.

R(X,)Y)>R(X,)Y)=1y_, -

2.3 Related Works on Robust Segmentation

While adversarial robustness has been extensively investigated for image clas-
sification, the robustness of semantic segmentation models has received com-
paratively less attention. Early work by Arnab et al. |2] provided one of the
first systematic analyses of adversarial examples on modern semantic segmenta-
tion architectures, showing that dense prediction exhibits vulnerability patterns
that differ from standard classification. Building on segmentation-specific threat
models, Rony et al. [32] introduced a proximal-splitting-based adversarial attack
that directly optimizes dense pixel-wise perturbations and yields substantially
stronger white-box attacks than those adapted from classification, providing a
stronger benchmark for assessing segmentation robustness. These works high-
light that semantic segmentation robustness remains relatively underexplored
compared to the classification case and motivate further study in safety-critical
domains such as automated driving perception, for which broader surveys of cer-
tified robustness have recently been proposed [44]. In the context of certifiably
robust Semantic Segmentation the overall approaches to certification remain the
same as for classification. However, the high dimensionality of the neural seg-
mentation network’s outputs complicate the analysis. We can identify two main
existing approaches to robust semantic segmentation tasks.
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Formal verification methods While some formal-verification methods allow for
the verification of a segmentation network’s predictions on toy datasets |38,
formal certifiable methods lack scalability or end up providing vacuous bounds
which are not applicable to over-parametrized networks that segment high reso-
lution images. Indeed, these methods usually have time complexities that grow
quadratically with the number of neurons and layers of the model [16]. There-
fore, even the most prestigious neural network verification competitions only
include verification tasks for simple semantic segmentation networks with fewer
than a million parameters [27]. Currently, specific approaches to robust semantic
segmentation using formal methods include patch-based attack defenses [25] and
approaches that can segment MNIST-like images with pixel-wise certificates [29].

Randomized Smoothing In the context of semantic segmentation, Fischer et
al. |12] first applied randomized smoothing to certify subsets of pixel-wise predic-
tions up to a robustness radius R with probability 1 — . The authors find that
applying randomized smoothing naively to the H x W classifications provided
by the segmentation network requires too many samples to certify the validity
of all pixel classifications with desired error level. To bypass this they approach
certification as a multiple-testing problem where the SEGCERTIFY method con-
trols the family-wise error rate at level a using a step-down procedure to ensure
the validity of the segmentation of a whole image up to a user-chosen error prob-
ability «, giving the network the possibility of abstaining if a pixel prediction is
unsure or not robust. This method necessitates around nyc ~ 10* Monte Carlo
(MC) estimates and statistical correction on H x W pixels, making the method
unusable for real-time systems.

More recently, the LOCALIZEDLP method was introduced in Schuchardt et
al. |36]. This method improves on the SEGCERTIFY method by leveraging the
local dependencies of semantic segmentation networks via grid-based isotropic
Gaussian smoothing. Unfortunately, this improvement comes at a price in terms
of sample complexity as LOCALIZEDLP uses around 15x more MC estimations
than SEGCERTIFY, as described in Section 7.1 of [36]. For reference, the im-
plementation of [36] uses a DeepLabV3 architecture similar to ours on the
Cityscapes dataset, and reports 1204 seconds of runtime per image by using
153600 Monte Carlo iterations. Therefore, in this paper, we will not compare
the efficiency of our method to the LOCALIZEDLP method given the significant
inference efficiency gap. Similarly, Laousy et al. [19}20] introduce a method that
relies on denoising diffusion models, which further increases runtime by around
43% w.r.t. SEGCERTIFY.

3 Unifying Semantic Segmentation Robustness Metrics

The notion of adversarial robustness in semantic segmentation is not clearly
defined, and relies on sparse metrics introduced throughout the literature. Ad-
versarial attacks usually aim to increase a proxy loss function with a fixed pertur-
bation budget € in order to decrease the pixel accuracy and the mean Intersection
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over Union (mloU). In contrast, the attack introduced in Rony et al. [32] seeks
the minimal norm attack to successfully perturb at least v% of pixels. Regarding
defenses, some works focus on certifying pixel-wise classification [12}/38|, whereas
others ensure collective robustness certificates for the classification of pixel sub-
groups |36]. In this section, we present a general framework for the robustness
of performance measures especially for semantic segmentation.

Two paradigms of robustness: In a safety-critical setting, the robustness of a
given sample (X, Y") can be addressed from two different perspectives. We express
these perspectives as the following questions.

Q1 (Worst Case Performance) - Given an adversarial budget €, what
is the worst achievable performance under attack?

Q2 (Generalized Robustness Radius) - Given a target performance
degradation, what is the minimal adversarial budget required to reach it?

Most attacks and defenses try to answer Q1 by degrading the usual segmen-
tation metrics (i.e. pixel accuracy or mIoU) with a fixed budget. Answering Q2
is less common. For example, Rony et al. [32] consider the degradation of the
pixel accuracy metric with the objective of less than v%.

Definition 2 (Worst-case performance). For any predictive model f : X —
Y, and performance metric h : Y x KI?l = R, we define the € worst-case perfor-
mance measured on a data point (X,Y) as:

he(X,Y)= min h(f(X+9),Y). 4
(X,Y) = min h(f(X+0),Y) (4)

In our setting, we assume that h is positively correlated with system perfor-
mance, i.e “higher is better”.

For example we can set h as the pixel accuracy measure, then, h. is the
minimum reachable pixel accuracy on an image and mask pair (X,Y") under fixed
adversarial budget ¢, also called Robust Pixel Accuracy (RPA) (see Sec. |4.1)).

Definition 3 (Generalized robustness radius). For any predictive model
f: X = Y, performance metric h : Y x Kl — R, and degradation objective
k: R — {0,1}, we define the generalized robustness radius on a data point (X,Y)
as:

R.(X,Y) =inf {e € RT| 36 € B(0),k [(f(X +0),Y)] =1}. (5)

The degradation objective k on performance metric h is either unsatisfied (0=fail-
ure) or satisfied (1=success).

This definition allows us to define a robustness radius for any desired ad-
versarial degradation objective x on performance measure h in a variety of sce-



Fast and Flexible Certificates for Semantic Segmentation 7

nariosﬂ For example, with h being the pixel accuracy, and x(z) = 1.<,y the
degradation objective, the radius R,; is the minimum budget to reach a pixel
accuracy below 7% under attack. Computing h. and R, exactly is infeasible
in practice. In certified robustness, we answer Q1 and Q2 by computing lower
bounds (also called certificates) on h. and R,;. Secs. and will illustrate
how to compute those certificates for several metrics such as pixel accuracy,
FNR, stability and IoU.

4 Fast Estimation of Robustness Certificates

In the following Section, we show how to use Lipschitz pixel-wise certificates to
provide lower-bounds for questions Q1 and Q2 efficiently.

Computing certificates In order to compute the worst-case performance varia-
tions of an L-LipNet under e-bounded attacks, we leverage:

he(X,Y) = slmin h(f(X +06),Y) > Lo h(f(X) +a,Y). (6)
This conversion from input space perturbations in B, (X) to output perturbations
in Bre(f(X)) comes directly from the L-Lipschitz property (Eq. ) of the
neural network w.r.¢ the output vector in Y of cardinality |X|.|f2| (for the sake of
completeness a proof is given in Appendix A) Importantly, the Lipschitz bound
used here aims to determine the minimum possible performance measure under
attack, which differs from pizel-wise prediction robustness measures.

4.1 Application to the Pixel Accuracy Metric

For a subset of input pixels S C {2, we define the pixel accuracy on S by
h:Yx KIS - R as:

W(f(X),Y) = ﬁ Sty (7)

weS

with ¥, the decision at the pixel w . Note that S = (2 is the classical pixel
accuracy measure on the full image. We define the Robust Pixel Accuracy (RPA)
he(X,Y) = mingep 0y h(f(X + 6),Y) as the exact worst-case pixel accuracy
under attack. In practice, following Eq. @, we consider the Certifiably Robust
Pixel Accuracy CRPA.(X) which is a lower bound to the RPA.

Deriving an answer to Q1. Here, we aim to find the worst-case pixel accuracy
under attack. This worst-case degradation is reached when a maximum number

® Note that & could also be defined as » : R x R — {0,1} with
k[h(f(X),Y),h(f(X),Y)] to ensure robustness to degradations that are relative to
the performance of the network on a clean point (e.g the accuracy must be at least
half of the original accuracy).
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of pixels is misclassified under budget e. First, based on Eq. , we derive the
pixel-wise certificate for each pixel w € S:

w
V2L

Intuitively, the attacker must prioritize the less-robust pixels. Leveraging the
L-Lipschitz condition w.r.t the output vector (Eq. (@), we propose to refor-
mulate the CRPA.(X) computation as a Knapsack Problem [34], which aims to
compute the maximum number of pixels that could be misclassified under attack
budget e. For each pixel w € S, we define a profit variable p,, € {0,1} that equals
1 if the pixel is selected and a corresponding weight ¢* = (LR (X,Y))? for its
misclassification. To ensure the total weight do not exceed capacity A = (Le)?,
the Knapsack formulation is then:

Ew(Xa Y) = ]lffw:Yw :

Nkp(X, A, S, c?) =max Z Pw St Z cip, <A 9)
weSs weS
Here, the linear constraint corresponds to the condition o € Br.(0) in Eq. @,
PA

Le. lafl? = Y cncttpw < A = (Le)?. We can thus derive the following lower
bound for the certification of Q1:

]\7}(19()(7 A, S, Cf}A)
S|

The unidimensional Knapsack Problem described in Eq. @D can be solved
optimally in O(|S] - log|S|) time by sorting pixels by ascending contribution ¢.*
and greedily adding them until the capacity is exhausted [|34]. This corresponds
to the selection of less robust pixels first (already misclassified pixel having
¢ = 0). By denoting 7x : [1,]S]] — S as a map that sorts pixel coordinates of

X in ascending order of robustness according to the value of ¢ on the (X,Y)
pair, the solution of the Knapsack problem in Eq. @D, is given by:

k=1

This estimation process can be efficiently parallelized and run on GPU ar-
chitectures which results in negligible overhead for the certification process com-
pared to the forward pass of a DNN.

CRPA.(X,Y)=1— (10)

Nkp(X, A, S,c5*) = sup {n € [1,1]9]]

Deriving an answer to Q2. We now seek to answer question Q2 and find the
generalized robustness radius of the pixel accuracy metric. First, as defined in
our framework and using the previously defined pixel accuracy measure h, we
can translate the question into a degradation criterion:

KIM(f(X +6),Y)] = Ln(r(x+6),v)<~- (12)

This corresponds to assessing the minimum norm perturbation such that at
least [7.|S|] pixels are misclassified. We denote n, := [7.|S|]. Once more, this
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can be formulated as a Knapsack Problenﬂ with the input perturbation weight
' = RY(X,Y)*

R.(X,Y)? > min Z chrp, st Z P > Ny, (13)
weS wes

Similary as Q1, the solution of Eq. can be solved using the pixels sorted by
ascending order of robustness:

R,(X,Y,8,R* ny)* => R™=M(X,Y). (14)
k=1
R,. defines the Generalized Robustness lower-bound radius for the vy pixel
accuracy over a subset S C {2 of the pixels of image X. Note that if the clean
accuracy is inferior to the threshold 7, we have R, = 0, since c,'> = 0 for all
misclassified pixels.

4.2 Application to FNR and Stability Metrics

In this section, we consider the certification of other prediction-based perfor-
mance robustness measures.

FNR: To compute the robustness certificates for the FNR measure on a binary
semantic segmentation task, we consider the subset S; = {w € 2,Y,, = 1}, and
the performance measure

1 )
hene = 750 > 1y, =1-FNR(Y,Y). (15)
w€EST

We can derive an answer to Q1 for the worst-case FNR performance by using
the same weight ¢f* and capacity A as for CRPA (Sec. [4.1)), we can compute the
maximum number of misclassified pixels in S7 under an € budget using Eq. :

Nenr(X, €) = Nkp(X, 4,81, ¢.})
therefore, FNR(Y,Y) < Npnr(X,€)/| 5]

Considering the question Q2, regarding the generalized robustness radius,
we consider the degradation criterion kpNr [h(f(X +0),Y)] = Ly(r(x+4),v)<1—~-
Similarly, we can derive a threshold index n. = 7.|S1| over the less robust pixels
in S;. We can use Eq. , and obtain:

(16)

R.(X.Y) > R.(X,Y,51,R”, ny) (17)

which is also an easily computable lower bound for the R, answering Q2 with a
degradation criterion x that aims to drive the FNR above a certain threshold ~.
Stability: Importantly, both PA and FNR require the ground-truth Y values.
At inference, we propose the stability measure hgg,1, on subsets of pixels S C (2

5 the reformulation as a maximization problem is classical by setting q, = 1 — p.
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to ensure their robustness independently from the ground truth. With Y* as the
clean decision (with no perturbation), the stability metric is defined as

hstab(f(X)a Y*) = ﬁ Z ]lf’w:h;' (18)

The only difference with the pixel accuracy in Eq. is that the reference is the
clean decision Y* instead of the ground truth Y. Similarly to Eq. , we denote
the stability certificate for any particular pixel of coordinate w € S (the factor
Ly _y. is omitted since it is ensured by top, = Y.

M5 (f)
V2L
We can now provide answers to Q1 and Q2 regarding the stability performance
measure. Given the stability weight c¢t** = (LR, ,,)? and the capacity A = (Le)?,

the Certified Robustness Stability is defined as CRS.(X) = 1 — Ngap(X, €)/|95]
where:

© (X,Y) =

Zlstab

(19)

Nstab(Xv 6) = NKP(X;/LS, Cz:ab)' (20)

Here, Ngiap represents an upper bound of the number of output pixels in S
that can change their decision under the budget e. We can also address Q2,
which concerns the generalized stability radius for a given threshold . Setting
n = [v.]S]], we obtain the following lower bound:

RH(XaY) ZER<X’Y*aSaE;Utab’nV)' (21>

Finally, we also provide robustness certificates for more complex performance

measures such as the class IoU. The detailed algorithm is provided in Appendix
B.

5 Experimental Validation

In this section, we present a threefold analysis evaluating the quality and ef-
ficiency of our robustness certificates. First, we compare our LipNet against
optimally tuned SEGCERTIFY baselines on the Cityscapes dataset and attain
competitive CRPA values with ~ 600x less compute time. Second, to isolate
the certificate computation method, we apply SEGCERTIFY directly to our Lip-
Net architecture. This model-agnostic ablation determines the nyc sample bud-
get required for probabilistic smoothing to match our single-pass deterministic
certificates. Finally, we quantify the tightness of our deterministic bounds via
empirical adversarial attacks on the Oxford-IIIT Pet dataset, contrasting this in-
herent over-approximation against the clean accuracy drop incurred by tuning o
for SEGCERTIFY, where clean accuracy must be sacrificed to certify larger radii.
We conclude by demonstrating the practical flexibility of Lipschitz-based certi-
fication in a safety-critical scenario. We do not compare to formal-verification
methods as they cannot scale to multi-million parameter models with such high
dimensional outputs.
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e Method CRPA Time Nb. inferences
0.1 Lipschitz bound (ours) 81.80% ~0.1s 1
0.1 SEGCERTIFY (0 = 0.3) 53.48 £0.59% 59.8 s x594 60
0.1 SEGCERTIFY (0 =0.2) 83.13+0.33% 62.1 s x624 80
0.17 Lipschitz bound (ours) 77.34% ~0.1s 1
0.17 SEGCERTIFY (0 = 0.4) 38.91+£0.53% 60.3 s x594 60
0.17 SEGCERTIFY (0 =0.2) 84.84 £0.73% 63.3 s x683 120

Table 2: CRPA values on Cityscapes 11| with 1024 x 1024 images. We choose o = 0.001
as the failure probability of SEGCERTIFY and tune o € {0.15,0.2,0.25,0.3,0.4,0.5} for
each run. Smoothing methods are run on 100 images as done in [12]. We report the
mean and standard deviation of results across 5 runs. We also report the mean per-
sample runtime for batched evaluation. LipNets are run on the whole test set.

5.1 Designing LipNets for Semantic Segmentation

The exact computation of a network’s Lipschitz constant (see Eq. [2]) is known
to be NP-hard [|40]. As a practical alternative, Anil et al. [1] introduced ar-
chitectures in which every linear layer is constrained such that ||V, f(z)|2 =1
almost everywhere. As a result, the multiplicative bound Ly = HiL:1 Ly, of layer-
wise Lipschitz constants Ly,, becomes a meaningful estimation on the network’s
global Lipschitz constant. Most of these constraints are ensured by differentiable
re-parametrizations on the neural networks weights, which can be performed effi-
ciently, resulting in networks with limited training overhead w.r.t their standard
unconstrained counterparts (see Appendix F). Moreover, constraining the Lips-
chitz constant of a neural network exhibits several other benefits, such as explicit
control of the network’s robustness [4], or even ensuring stable training |3},28]
for state-of-the-art deep learning tasks. We use DeepLabV3 [6] as our base-
line architecture for semantic segmentation, since, to our knowledge, it achieves
state-of-the-art performance among convolutional neural network (CNN)-based
methods. Attention-based architectures were excluded since standard attention
layers are not Lipschitz-continuous, and only recent works have started to ad-
dress this limitation [18]. To design a LipNet version of DeepLabV3, we leverage
the ORTHOGONIUM and DEEL-LIP libraries introduced in [5] and [37] respectively.
More details on this network architecture are provided in Appendix D.

Remark. On Cityscapes, Lipschitz constraints reduce clean pixel accuracy from
94.41% to 92.07%. However, training from scratch with Gaussian noise for ran-
domized smoothing can be more costly; as [12] report a 6 percentage point drop
to 87% accuracy for an HRNetV2 model.

5.2 Comparing LipNet certificates to SegCertify

As discussed in Sec. only a few methods address robustness in semantic seg-
mentation under the ¢ norm. State-of-the-art methods in this domain are based
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on randomized smoothing (SEGCERTIFY [12]). We use the CRPA metric to com-
pare these approaches with the proposed method: For LipNets, we use Eq.
and Eq. to compute the CRPAL;, value. Since SEGCERTIFY introduces an
additional abstention class for non-robust pixels, the CRPARrg corresponds to
the classical accuracy (because abstention is not a valid ground-truth label Y,,,

abstained pixels are treated as non-robust): CRPAgg := ﬁ XY wealy vy -

Comparing CRPA in Best Configurations on Cityscapes (Tab. Us-
ing the common comparison metric we defined above, we compare a LipNet
DeepLabV3 architecture to SEGCERTIFY applied to a standard DeepLabV3
model on the Cityscapes dataset [11]. Following the method of Fischer et al. |12],
we train our unconstrained model with a noise level o = (0.2 that is similar to the
value we will choose for the smoothing process according to Salman et al. |35].
The CRPA certificates given by both Lipschitz constraints and the SEGCERTIFY
method are presented in Table 2] We also report the time each evaluation took
divided by the number of evaluated samples. The runtime does not scale linearly
in MC iterations since the computation time of SEGCERTIFY depends on both
the MC estimation runtime (which can be partially batched, but not fully due
to memory limits) and the p-value computation times which are dependent on
the image size. More experimental details are given in Appendix E. We observe
that LipNets networks allow for rapid inference and certification with perfor-
mance that remains competitive with that of randomized smoothing methods.
Crucially, the performance obtained by using a LipNet is only matched by ran-
domized smoothing methods when they require approximately 600 times more
time per inference.

Comparing CRPAs on the same LipNet (Fig. EI, left) Independently,
we compare the tightness of worst-case estimations from LipNets and SEGCER-
TIFY on the same LipNet model. This comparison will allow us to compare the
tightness of approximation of both methods in a model-agnostic way. Given that
increasing the number of MC samples improves the performance of randomized
smoothing methods, we will determine the minimum number of MC samples that
is necessary for SEGCERTIFY to match LipNet certificates under error probability
a = 0.01. Our results are reported on the left part of Fig.[2| On the Oxford-IIIT
Pet dataset with 128 x 128 images, our results show that randomized smoothing
methods need around 10> MC samples to become beneficial over using a Lips-
chitz certificate. This corresponds to an ~ 2000 times faster runtime per image
at equal performance level.

Empirical Tightness and the Deterministic Gap (Fig. |2, middle) Having
established the superior efficiency of LipNets, we evaluate the absolute tightness
of our certificates. Because our models are deterministic, we can directly bench-
mark them against state-of-the-art white-box segmentation attacks (ALMA [31],
ASMA [41], and PDPGD |26] via the adversarial-library |33|). To our knowl-
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On the same LipNet model LipNet SegCertify
(varying T)
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Fig. 2: (left) We evaluate LipNet certificates and SEGCERTIFY on the same LipNet,
for ¢ = 0.1, a = 0.01, we tune o carefully for each nyc. (middle) We plot the pixel
accuracy of a different LipNets under SOTA adversarial attacks along with the CRPA
values for different e. (right) The clean pixel accuracy (majority vote) and CRPA of
SEGCERTIFY, using different o values, with nmc = 250 on a network trained with
Otrain = 0.2, a = 0.001.

edge, our method is the only certifiable segmentation framework to explicitly
report certificate looseness against empirical attacks.

As shown in Fig. [2 (middle), the gap between the empirical attack perfor-
mance and our certified lower bound widens as € increases. This is a fundamental
consequence of deterministic over-approximation (Gowal et al. ) and stems
directly from the relaxation in Eq. (@ Specifically, our certificate is optimal if
their exists an input perturbation § € B.(X) that can realize the theoretical
worst-case output perturbation a* € Br.(f(X)). In practice, this can be re-
lated to local surjectivity of the neural network outputs, which is structurally
unlikely due to the high correlation of logit values of adjacent pixels in dense
prediction architectures (as discussed in Section 3.2, Eq. (1) of Schuchardt et
al. ) Crucially, while this assumption creates a visible deterministic gap at
larger radii, these bounds remain the only viable solution for fast inference. As
demonstrated previously, attempting to recover tighter bounds using SEGCER-
TIFY requires a 2000x computational penalty. To mitigate this phenomenon, we
find that controlling the temperature parameter of the training process allows
for explicit control of the empirical gap between attacks and certificates, at the
slight expense of clean pixel accuracy.

Comparing to SEGCERTIFY Across € Values (Fig. right) Random-
ized Smoothing methods provide statistical guarantees of the robustness of the
smoothed model defined according to smoothing parameters o and nyic. There-
fore, these statistical guarantees are valid only on the smoothed classifier and
not on the base model f. In Fig. [2| (right), we show that the performance of
SEGCERTIFY heavily depends on o across € values, exposing a strict trilemma:
practitioners can retain at most two of efficiency, clean accuracy, and certified
robustness. Certifying larger radii with high accuracy demands massive nyc
budgets (sacrificing efficiency); keeping inference fast and accurate forces o low,
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collapsing certificates to zero (sacrificing robustness); and certifying cheaply at
large € requires high o, degrading clean performance (sacrificing accuracy). Our
LipNets sidestep this entirely: a single forward pass yields certificates valid across
all € values while retaining better clean accuracy, with explicit control of the
accuracy-robustness operating point (see Fig.[2] and Appendix C).

5.3 A Safety Critical Use-Case

Here, we demonstrate how LipNets allow for fast and practical worst-case bounds
in safety-critical scenarios. We perform a binary segmentation task to detect
polyps from endoscopically captured images on the Kvasir-SEG dataset intro-
duced in Jha et al. [15]. This is a safety-critical scenario as misdetections might
lead to harmful consequences on the patient. Furthermore, the deployment of
such a detection model must satisfy some real-time constraints given the time-
sensitive nature of the assisted surgeon’s task.

Q1 Q2
€ Maximum FNR value 7 Required e budget
0.1 0.612 0.7 0.423
0.2 0.768 0.85 0.563
0.3 0.871 0.95 0.675

Table 3: Lower bounds for Q1 and Q2 certification on the Kvasir-SEG dataset.

Here, we want to certify the worst-case FNR of our segmentation network
under adversarial noise bounded by €. In the following, we use h and x defined
as in Sec. [£:2] We expose our robustness certificates in the setting of both Q1
(worst-case performance) and Q2 (generalized robustness radius) measures are
given in Table[3] Importantly, the forward pass of our LipNet only requires ~ 0.05
s, and most importantly, our robustness bounds are purposeful and non-vacuous
which ensures compatibility with real-time, safety critical applications.

6 Perspectives and Conclusion

In this paper, we propose LipNets for semantic segmentation tasks, which enables
real-time compatible certifiably robust segmentation for the first time. Also, we
show how to train and use Lipschitz neural networks to obtain general robustness
certificates efficiently in a variety of different scenarios.

Limitations While LipNets enable efficient certification of robustness guarantees
for semantic segmentation, they struggle to match the performance of smoothed
state-of-the-art networks that leverage a high number of MC iterations or diffu-
sion models [19]. Considering the performance-to-inference-time Pareto frontier,
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LipNets occupy one extreme while randomized smoothing methods occupy the
other. Also, our framework is currently limited to f5 norm certification.

Future Research Directions Future work could explore hybrid approaches that
leverage both model architecture and input dependencies to tighten the bound
of Equation [f] through feasibility constraints, while preserving real-time compat-
ibility. Additionally, incorporating input distribution assumptions could yield
faster and more meaningful certificates [14}45].
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