Compositional Non-Face Re-Identification
Pressure under Cumulative Vision Releases

Tirth Joshi ® and Honggang Wang*

The Katz School of Science and Health
Yeshiva University, New York NY 10016, USA
tjoshil@main.yu.edu honggang.wang@yu.edu

Abstract. Most privacy evaluations in computer vision treat datasets
and models as isolated, static disclosures, failing to account for how risk
accumulates in practice. We formalize Compositional Non-Face Re-
Identification Risk, where identities remain linkable through non-face
cues, such as clothing, gait, and scene context that aggregate across
sequential releases of data expansions, model checkpoints, and meta-
data. We introduce the Vision Re-Identification Pressure Index
(vRPI.), a foundational, information-theoretic measure derived from
Arimoto conditional Rényi entropy that quantifies the systemic
erosion of anonymity. We prove that vRPI, is monotone under cu-
mulative releases, establish an exact bridge to Bayes-optimal guess-
ing probability, and derive additive decompositions under conditional-
independence benchmarks. Through the NFLeak protocol, we pro-
vide illustrative experiments on Market-1501-Tau and a CUHKO03-
Tau closed-world replication using a structured Attacker Ladder, to-
gether with masking-level, dependence-overlap, temperature-calibration,
and non-uniform-prior diagnostics, demonstrating that v RPI,, accurately
tracks realized re-identification success even after explicit face removal.
Our framework enables principled auditing of the “leaky bucket” effect
in vision benchmarks, shifting the focus from single-release compliance
to ecosystem-level privacy hygiene.

Keywords: Vision Privacy - Re-Identification - Rényi Entropy - Com-
position - Information Leakage

1 Introduction

1.1 Problem: why ‘“single-release privacy” is flawed

Privacy evaluations in computer vision are often implicitly single-shot: a dataset
or model is released once, and risk is assessed in isolation. This conflicts with
how vision artifacts are actually published, reused, and progressively enriched.
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Release sequences as cumulative side information. In practice, releases occur
in sequence: additional data coverage, pretrained checkpoints/APIs, and, some-
times, released embeddings or indices. Each release provides extra side informa-
tion about a latent identity variable. Formally, if U € {1,..., N} indexes identity
and X = 7(X) is a non-face observation, then the ¢-th release can be modeled
as a channel N

ZtNKt(' |X)a Zl:T = (Zla"wZT)’ (1)

Risk is governed by the posterior Pr(U | Zi.1), which typically sharpens as T
grows. An operational target is the Bayes-optimal guessing probability

Pyuess(U | Zy.7) = E., , [mgx Pr(U = u | zl:T)} , (2)

with its exact min-entropy duality Humin (U | Z1.7) = —10g Pauess(U | Z1.7) [4,5].
The single-release view corresponds to0 Pyuess(U | Z;); the realistic setting is
compositional Pyess(U | Z1.7).

Non-face leakage. A common mitigation is to remove faces (blur/mask), but
identity remains encoded in non-face cues (clothing, body shape, pose/gait, car-
ried objects, scene context). Thus, even after 7, the posterior Pr(U | Z1.7) can
become highly concentrated under cumulative releases, enabling linkage without
facial information.

Empirical preview. We validate this compositional perspective on MARKET-
1501-TAuU, a face-masked variant of Market-1501 constructed by masking the
top 20% of each image, and a CUHKO03-TAU closed-world replication, simulating
a four-stage release sequence with a structured attacker ladder and a suite of
diagnostics (masking level, dependence overlap, temperature calibration, and
non-uniform priors).

1.2 Contributions

We present a theory-first framework for compositional non-face identity leakage
in vision:

— Release-as-channel formulation. We model each disclosure as a channel
K, producing side information Z; and analyze cumulative releases via Zy.7.
— Rényi pressure index (VRPIL,). For a > 1, we define

VvRPI(T) :=log N — Ho(U | Z1.7),

where H,, is Arimoto conditional Rényi entropy [1-3]. This yields an entropy-
based “pressure” toward re-identification under release sequences.

— Core theorems. We prove (i) monotonicity under additional releases:
vRPI,(T) is non-decreasing in 7', and (ii) an operational guessing bound
linking Hy (U | Z) t0 Payess(U | Z).
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— Conditional-independence decomposition. Under an explicit conditional-
independence model for releases given identity, we derive an additive Rényi-
information decomposition and characterize failure modes under dependence
(correlated releases, duplicates, side channels).

— Illustrative evaluation and diagnostics. We instantiate releases and at-
tacker posteriors on MARKET-1501-TAU and add a CUHKO03-TAU closed-
world replication, showing that vRPI,, tracks realized non-face inference risk
across release stages. We further report masking-level ablations, a dependence-
overlap diagnostic for the additivity benchmark, temperature-calibration
sensitivity, and non-uniform-prior (Zipf) diagnostics, and position vRPI,
against existing leakage measures.

1.3 Paper roadmap

Section 3 formalizes identities, non-face transforms, release channels, and at-
tacker posteriors. Section 4 defines vRPI, and its operational interpretation.
Section 5 proves monotonicity, guessing bounds, and conditional-independence
decompositions, with explicit assumptions and failure modes. Section 6 reports
the MARKET-1501-TAU instantiation and diagnostic results. Section 7 discusses
limitations, ethics, and implications for release auditing.

2 Related Work

2.1 Person re-identification and non-face cues

Re-ID benchmarks and pipelines. Person re-identification (Re-ID) studies iden-
tity matching across cameras and time. Market-1501 [6] and DukeMTMC4ReID
[8] are canonical image benchmarks; MARS [9] extends to video tracklets, and
PRW couples detection with Re-ID in full frames [10]. Modern Re-ID pipelines
learn embeddings and perform retrieval, typically trained with classification
and/or metric learning objectives; triplet-loss baselines remain standard [12],
with strong backbones and training heuristics improving performance [13, 14],
and re-ranking is often used at inference [15]. Surveys formalize closed-world vs.
open-world distinctions and system components [11].

Non-face cues. Even when faces are not explicitly used, identity inference can
rely strongly on non-face cues such as clothing appearance, body shape, carried
objects, pose/gait, and scene context. Clothes-changing and long-term settings
make this dependence explicit [16,17], while gait recognition demonstrates sep-
arable identity signal from motion dynamics [18]|. These findings motivate our
focus: after face/head removal, a substantial identity signal can remain, and the
relevant question becomes how such a residual signal compounds under cumula-
tive releases.
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2.2 Privacy in vision and anonymization

Face/full-body de-identification and adversarial protection. A major line of work
attempts to de-identify faces while preserving utility, motivated by early evidence
that naive obfuscation can fail and by formal schemes such as k-Same [19, 20].
Deep generative approaches produce higher-fidelity anonymization [21,22] and
have been extended toward more realistic full-body anonymization [23]. Sep-
arately, protective perturbations aim to reduce unauthorized recognition [24],
and evaluation work studies interactions with detectors and downstream train-
ing [25].

Why composition is under-modeled. Most vision anonymization evaluations are
effectively single-release: privacy is measured after releasing a particular trans-
formed dataset or model under a fixed attacker. However, practical deployments
and benchmark ecosystems evolve through sequences of releases (expanded data
coverage, checkpoints/APIs, embeddings/indices, metadata), where risk is gov-
erned by posterior concentration under accumulated side information. This gap
motivates formal, release-sequence-aware leakage measures beyond ad hoc suc-
cess rates [26].

2.3 Information-theoretic privacy metrics

Guessing probability and min-entropy. Operational privacy can be defined in
terms of an adversary’s success at inferring private attributes. In particular,
Bayes-optimal guessing probability is exactly dual to conditional min-entropy,
with foundational interpretations in information theory and cryptography [4,5].
This connection motivates our use of entropy-style quantities to control identity
inference risk.

Rényi families and leakage measures. Rényi entropies generalize Shannon en-
tropy and tune sensitivity to posterior concentration [27]. Arimoto introduced
order-« information measures for channels [1], with conditional Rényi entropies
and Bayesian M-ary testing interpretations developed in subsequent work |2,
3]. Sibson mutual information provides an order-a family with strong data-
processing and product-channel properties [28]. Operational leakage measures
relate these quantities to inference, including maximal leakage [29] and maximal
a-leakage [30]; surveys unify perspectives across estimation- and information-
theoretic views [31]. Our experiments focus on closed-world identity inference
for theoretical alignment, and are used to illustrate (not exhaustively bench-
mark) the proposed pressure index.

Positioning. We do not propose a new Re-ID model or a new anonymizer. In-
stead, we formalize compositional non-face identity leakage under release se-
quences, define an entropy-based pressure index using conditional Rényi entropy,
and prove monotonicity and operational guessing bounds, with illustrative vali-
dation in a Re-ID setting.
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Why vision/Re-ID specifically. While the release-as-channel abstraction is gen-
eral, our instantiation is vision-specific: the side information consists of concrete
CV/Re-ID artifacts, body crops, learned encoders, generic ImageNet features,
retrieval indices, prototype banks, and kNN graphs, and the leakage source is
visual, namely clothing, body shape, pose/gait, carried objects, and scene con-
text that persist after face/head-region removal. Thus vRPI, formalizes how
standard vision-benchmark practice creates sequential visual side information,
rather than generic release leakage. Operationally, vRPI,, is not a replacement
for rank/mAP: rank/mAP evaluates retrieval utility, whereas vRPI, audits the
privacy pressure induced by the release itself, making the two complementary
release-auditing criteria.

3 Problem Formulation

3.1 Identities, observations, and non-face transform 7

Let U € U :={1,..., N} denote an identity and X € X a raw visual observation
with

X ~ Pxip(-|U). (3)
We fix a non-face transformation 7 : X — X and define the observed non-face

view

X =X=r1(X)eX. (4)

All privacy quantities are defined with respect to the joint law of (U, X ).

Experimental instantiation. In Section 6, we use a closed-world universe U equal
to the N = 751 training identities of Market-1501, and 7 masks the top 20% of
each image (MARKET-1501-TAU).

Remark 1 (Open-world note). If queries may contain identities outside U (open-
set), the posterior must include an “unknown” option; our entropy definitions
remain meaningful on the restricted posterior conditioned on U € U. We treat
open-world evaluation as a limitation (Section 7).

3.2 Releases as channels
A public disclosure (“release”) at time ¢ is modeled as a channel (Markov kernel)

Ki: X =2, Z;~EK/(|X). (5)

The cumulative released variables are Zy.1 := (Z1,..., Z7).

What counts as a release (compact view). In our framework, any artifact that
increases available side information is a release, including: (i) additional data/
coverage, (ii) model checkpoints/APIs inducing representations, and (iii) released
features/indices or other derived artifacts (including metadata when present).
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Ezperimental instantiation. In Section 6, Z; are encoder-induced embeddings
and, at the final stage, released artifacts (prototype bank and kNN graph).

3.3 Threat model and attacker posterior interface

Given a non-face query = and access to releases up to time 7', an attacker outputs
an estimated posterior over identities:

ﬁ;)(u | %, Zvr) = Pr(U=u| X =7, Z.7), (6)
where k indexes attacker capability (defined in Section 6). This posterior inter-

face is algorithm-agnostic and covers retrieval-based and classifier-based attacks
by mapping their scores to a distribution over U.

Operational target: guessing probability. The attacker-independent privacy tar-
get is the Bayes-optimal guessing probability

Pguess(U ‘ Zl:T) = ]Ezl;T I??GaZ/){{Pr(U =u | Zl:T = Zl:T>i|a (7>

which we connect to min-entropy and Rényi bounds in Section 4.

4 vRPI,: Rényi Pressure Index

We define an entropy-based leakage functional on the cumulative-release poste-
rior Pr(U | Zy.7) induced by release channels (Section 3.2). The definition is
attacker-independent; experiments instantiate plug-in estimates from attacker-
induced posteriors.

4.1 Operational target: guessing probability and min-entropy

Given side information Z (e.g., Z = Z1.1), define Bayes-optimal guessing prob-
ability

Pouess(U | Z2) := Bz | max Pr(U = u | Z = 2)|. (8)

Conditional min-entropy is exactly
Huin(U | Z) := —log Pauess(U | Z), (9)
50 eXP(Hmin(U | Z)) = 1/Pyuess(U | Z) can be interpreted as an effective

anonymity set size [4,5]. Our objective is to quantify how this effective set
collapses as releases accumulate (larger T'), even under non-face observations.
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4.2 Arimoto conditional Rényi entropy and vRPI,

Direct estimation of Pyuess (hence Hy,in) is sensitive to posterior maxima, so we
use a tunable order-« relaxation. For o > 1, Arimoto conditional Rényi entropy
is [1-3]

Ha(U| 2) = Y og (EZ [( S PHU=ul|Z= z)“)l/aD . (10)

—
ueU

We define the Rényi Pressure Index (for N := |U]) as

‘VRPIQ(T) =logN — Hy(U | Z1.1),  a> 1. \ (11)

Under a uniform prior on U (main-text convention), log N is maximal uncer-
tainty, hence vRPI, measures the reduction in conditional uncertainty induced
by cumulative releases. Moreover, for a > 1, max, p, < ||p|lo implies a direct

operational bridge from H, to Pyuess (Theorem 2), and larger « increases sensi-
tivity to concentrated (single-candidate) posteriors.

4.3 Estimation from attacker posteriors

vRPI,, is defined on the true posterior, but we estimate it using attacker-induced
posteriors pr(u | z1.7) (Section 3.3). Given i.i.d. evaluation samples {zglgr}le,
define the plug-in estimator

(U | Zu) 1= =2 log<i S (S pru =) ) (12)

i=1 ueld

lﬁa(T) :=log N — Ho (U | Z1.1) (13)

This computation requires only (i) released variables Z;.1 (e.g., embeddings/
prototypes) and (ii) a mechanism to output pr(- | z1.7) over the fixed identity
universe.

Non-uniform priors. The main-text convention assumes a uniform prior, for
which log N is the maximal uncertainty. If Pr(U) is non-uniform, the correct
normalization replaces log N with H, (U), giving the prior-normalized index

VvRPIZ(T) := Ho(U) — Ho(U | Zy.1), (14)

which equals (11) when U is uniform. Under long-tailed priors the available
anonymity budget H,(U) is smaller, so a release erodes less prior uncertaintys;
we quantify this with a Zipf diagnostic in Section 6.4. vRPI, is always well-
defined and monotone under added side information; additive decompositions
require explicit conditional-independence assumptions (Section 5).
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Choosing « in practice. Larger a increases sensitivity to concentrated (single-
candidate) posteriors. For general release auditing we recommend o = 2 as a
stable, interpretable “collision-style” default that is not dominated by a single
extreme posterior entry. Larger orders (o = 5 or 10) are appropriate for worst-
case/high-confidence auditing but should be reported alongside calibration di-
agnostics (Section 6.4), since high-order Rényi entropies are more sensitive to
posterior sharpness.

5 Theory Results

We state and prove core properties of vRPI,. All results are defined on the
true posterior induced by releases and are therefore attacker-independent. Any
additional assumptions (e.g., conditional independence) are stated explicitly.

5.1 Preliminaries

Fix a > 1. For side information Z define

1/«
B, (U | 2)=E.|[|Ppr(U=-|2= z)||a} =3 Pr(z) <Z Pr(u | z)“) .

uel
(15)
Arimoto conditional Rényi entropy satisfies

HoU | 2) = -2

= == log®a(U | 2).  VRPLL(T) =log N—Ha(U | Zy.1). (16)

For uniform U, &, (U | Z) € [N=~1,1].

5.2 Theorem 1: Monotonicity under cumulative releases

Theorem 1 (Monotonicity under additional releases). Let Z and W be
side-information variables jointly distributed with U (possibly dependent). For
a>1,

Ho(U | Z,W) < Ho(U | Z). (17)

Consequently, for cumulative releases Zy.7,
Ho(U | Zyrsr) < Ho(U | Zyr),  VRPLL(T +1) > vRPI,(T).  (18)
Proof. Fix z with Pr(z) > 0. The posterior is a mixture:
Pr(U="|Z=2)=Ewz=.[Pr(U="|Z =2z W)].
Since || - || is convex for o > 1,
|Pr(U =12 =2, < Bwize. || Pr(U =+ 2 =2,W)] ]

Taking expectation over z gives &, (U | Z) < $,(U | Z,W). Because a/(1—a) <
0, applying 7%= log(-) reverses the inequality, yielding (17). Setting Z = Z1.r
and W = Zr44 gives (18).
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5.3 Theorem 2: Guessing probability bound

Theorem 2 (Rényi bound on Bayes-optimal guessing). For any o > 1
and side information Z,

PacslU | 2) £ 0,0 | 2) =01 200,0 1 2)) (9)

equivalently —1og Pyuess(U | Z) > D‘T’lHa(U | Z).

Proof. For fixed z, let p, = Pr(U = u | Z = 2). For « > 1, max,p, <
(3, P)Y* = ||p|| - Taking expectation over z yields Pyuess(U | Z) < @o(U | Z).
The exponential form follows from (16).

5.4 Theorem 3: Ideal additive benchmark under conditional
independence

We give an additive decomposition that serves as an ideal benchmark under a
structural assumption; it is not a claim that realistic CV releases are condition-
ally independent. Without the assumption, monotonicity (Theorem 1) remains
the universal guarantee, and the empirical gap from additivity is quantified di-
rectly via a dependence-overlap diagnostic (Section 6.4).

Assumption (conditional independence). Conditioned on U, releases are inde-
pendent:

T
Pl | ) = [ et | w). (20)
t=1
Sibson mutual information. For o > 1, define Sibson mutual information [28,29]

1/a
logz <Z Pr(u) p(z | v) ) . (21)

Theorem 3 (Additivity (ideal case) and an additive upper bound on
pressure). Assume (20). Then for any o > 1,

IEU; 2) =

S(U; Zyr) = ZIS (U; Zy). (22)
If U is uniform, then vVRP1,(T) = I*(U; Z1.1) and
vRPI(T) < IS(U; Zy.1) = ZIS (U; Zy), (23)

where INU; Z) := Ho(U) — Ho (U | Z) is Arimoto mutual information.

Proof. Under (20), Sibson information satisfies a product-channel (information-
radius) factorization, yielding (22) [28,29]. For uniform U, H,(U) = log N so
VRPIL(T) =log N — Ho(U | Zyr) = I3 (U; Zv.r). Finally, I3(U; 2) < I3(U; Z)
for o > 1 [3,29], giving (23).
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When additivity fails. If releases are correlated given U (duplicates, shared
pipelines/metadata), (20) fails and exact additivity need not hold. We there-
fore treat (23) as an ideal additive benchmark; monotonicity remains uncondi-
tional. To make the deviation measurable rather than rhetorical, we report the
dependence-overlap diagnostic

Acorr2 = »_VRPIy(Z;) — vRPIy(Z1.1), (24)
t

which is non-negative under the ideal benchmark and grows with redundancy
between releases; its empirical value is given in Section 6.4.

5.5 Theorem 4: Ablations as channels

Theorem 4 (Ablation monotonicity). Let 74,75 be transforms with U —
TA(X) = 78(X) a Markov chain (i.e., Tp is a post-processing of T4 ). Under the
same release schedule,

H U | Z8;) > H (U | Z{!7) <= VvRPI;(T) > vRPIZ(T), (25)
so removing information cannot increase measured pressure.
Proof. Since 7p is a post-processing of 74, the cumulative releases satisfy U —
Z{. — ZE.. Apply Theorem 1 along this Markov chain.

5.6 Theorem 5: Stability of plug-in vRPI

Theorem 5 (Plug-in stability). Fiza > 1 and uniform U. Let p(- | z) be the
true posterior and p(- | z) an estimate satisfying Ez[||lp(- | Z) —p(- | 2)|1] <
Then

[VRPL,(T) — VRP1,(T)| < - log (1 + 51> . (26)
Nw=

Proof. Notm Lipschitzness gives [l[plla — [5llal < lp—Plla < llp— 51 for a > 1,

Taking expectation yields |, — ®o| < e. Under uniform U, &, > N&~1, so

|log B — log Do | < log(1 + &/N=~1). Multiply by a/(a — 1) and use vRPI, =

log N — H,.

6 Illustrative Experiments

We instantiate the theory in a closed-world, non-face identity inference setting.
Our objectives are diagnostic and theory-aligned: (i) measure how inference risk
changes across a release sequence, (ii) test dependence on attacker class, and (iii)
verify that vRPI, behaves as a concentration-sensitive leakage functional under
realistic posterior estimators. All reported numbers are averaged over 3 random
seeds (meantstd).
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6.1 Setup: dataset, releases, and attackers

Dataset and splits. We use Market-1501 [6] restricted to bounding_box_train,
so U is the N=T751 training identities (closed-world), and apply 7 by masking
the top 20% of each image (MARKET-1501-TAU). Per identity we allocate 50%
of images to an exposure pool and split the rest evenly into gallery/query over
the same label space; a sparse 25% exposure subset defines R;, and a held-out
10% exposure split is used solely to tune fusion weights and temperatures.

Release schedule Ri—R4. R; releases an encoder F; trained on sparse expo-
sure; Ry adds Es trained on full exposure with cumulative state [Eq, AgEs)
(£9-normalized concatenation); R3 adds a generic ImageNet-pretrained ResNet-
50 [33] E3, state [E1, AaEa, A\3FE3]; Ry releases two artifacts from the Rj3 gallery,
an identity prototype bank and a kNN graph, adding leakage pathways without
changing the base feature state. Fusion weights A2, A3 are tuned on validation.

Attacker ladder. All attackers output a posterior p(u | z) over the same N=751
identities: Ap (black-box retrieval, log-sum-exp over same-identity gallery im-
ages then temperature-scaled softmax), A; (linear probe), Ay (prototype-index
specialist, R4 only), A3 (MLP probe), and A, (white-box fine-tuning, R1—R3).
Retrieval similarities are aggregated to identity posteriors before entropy com-
putation, so every vRPI, is computed over the same label space, matching the
theory.

6.2 Results

Table 1 reports mean=tstd over 3 seeds for Py ess and vRPI, at o € {1.5,2,5,10}.

Ezposure expansion dominates (Ry — Rz). The clearest effect is release-driven
exposure growth: all attackers exhibit large increases (e.g. Ag: Pguess 0.2883 —
0.7491, vRPI; 4.3319 — 6.2119), empirically supporting the compositional leak-
age thesis under non-face observations.

Generic channel stabilizes under calibrated fusion (R2 — Rs). With validation-
tuned fusion weights and posterior temperatures, adding the generic representa-
tion E3 avoids the brittle regressions of naive concatenation: attackers are stable
or slightly improved (Ag: 0.7491 —0.7529; A3: 0.7063 — 0.7092).

R4 demonstrates artifact-specific leakage. R4 adds released artifacts rather than
altering the base feature state: the prototype-index specialist Ay reaches
Py1ess=0.7519 (vVRPI,=6.3572) and the graph-exploiting Ao-GRAPH reaches 0.7366
(vVRPI;=5.6697), tying the increase to publishable artifacts (indices/graphs).
Figure 1 summarizes these mean trends; a-sweeps and scatter diagnostics are in
the supplement.
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Release Attacker Psuess VRPIL s vRPI vRPIs vRPIyg

Ry Ao 0.2883 3.9180 4.3319 4.9667 5.1327
+0.0222  +1.1614 +0.9997 +£0.7220 +0.6484
R Ay 0.1600 1.2348 1.6561 2.7437 3.1123
+0.0086 +0.1356 +0.1692 +0.1769 +0.1622
Ry As 0.4073 4.3074 4.7231 5.2798 5.4163
+0.0173  +0.1525 +0.1285 +£0.0911 =+0.0818
Ry Ay 0.5073 4.6916 5.0912 5.5685 5.6779
+0.0252 +0.1459 +0.1160 +0.0791 =+0.0708
Ra Ao 0.7491 6.1250 6.2119 6.3269 6.3561
+0.0087 +0.2761 +0.2183 +0.1495 +0.1338
Ra Ay 0.5375  4.5612  4.9997 5.5132 5.6292
+0.0051 +0.0049 +0.0041 +0.0031 +0.0029
Ry As 0.7063 5.7696 5.9402 6.1457 6.1943
+0.0026  +0.0290 +0.0213 +0.0134 +0.0118
Ra Ay 0.7304 5.8421 6.0133 6.2039 6.2471
+0.0056 +0.0161 +0.0117 +0.0079 +0.0071
R3 Ao 0.7529 5.7669 5.9271 6.1305 6.1801
+0.0071 +0.0146 +0.0114 +0.0077 =£0.0069
R3 Ay 0.5372  4.5504 4.9917 5.5080 5.6245
+0.0043 +0.0180 +0.0141 +0.0096 =+0.0085
R3 As 0.7092 5.7660 5.9368 6.1430 6.1918
+0.0043  +0.0243 +0.0174 +£0.0105 =+0.0093
R3 Ay 0.7238 5.8319 6.0060 6.1992 6.2429
+0.0039  +0.0314 £0.0239 +0.0160 =+0.0144
Ry Ao-GraPH 0.7366 5.4553 5.6697 5.9486 6.0168
+0.0076  +0.0177 +0.0123 +0.0070 +0.0060
Ry Az 0.7519  6.3071 6.3572 6.4274 6.4461

+0.0070 £0.0082 +0.0074 +£0.0059 +£0.0053

Table 1: Meantstd over 3 seeds on MARKET-1501-TAu (N=751). Ry and R3 use
validation-tuned fusion weights and temperature calibration; R4 introduces released
artifacts (prototype bank and kNN graph) exploited by A2 and Aop-GRAPH.

6.3 Replication and non-face ablation

CUHKO03-Tau replication. To test whether the effect is benchmark-specific, we
replicate the closed-world protocol on CUHKO03 [7] under the same top-20%
transform (CUHKO03-TAU); since CUHKO3 filenames encode a camera-pair and
local person index, identity is the pair/person tuple to avoid merging distinct
persons. The core exposure-expansion test (Ry — Rs) for retrieval (A4g) and
nonlinear-probe (As) attackers holds on both datasets (Table 2). This is a sep-
arate, lighter-weight paired protocol from Table 1: it uses score-level channel
fusion and a reduced training budget, and retains only identities with at least
four images so each yields a valid exposure/gallery/query triple (N=736 of the
751 Market identities; N=700 on CUHKO03). Absolute magnitudes are therefore
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Fig. 1: Mean trends over 3 seeds on MARKET-1501-TAuU. R2 shows the dominant jump
from exposure expansion. R4 introduces explicit publishable artifacts (prototype/index
and kNN graph), yielding artifact-specific leakage exploited by A2 and Ao-GRAPH.

Data Att. N RiP;, R:P; RivRPI: RyvRPI
Market A9 736 197  .547 .873 4.966
Market Az 736 .368 .691 5.198 5.943
CUHKO03 Ao, 700 .226 .399 .530 3.325
CUHKO03 As 700 .313 .502 4.549 4.977

Table 2: Closed-world replication of the exposure-expansion effect (R1 — R2) under
an independent, lighter-weight paired protocol (score-level fusion, reduced budget, >4
images/identity, so N differs from Table 1). Absolute values are not directly comparable
to Table 1; the paired R; — Rz increase is consistent across both datasets and attackers.

not directly comparable to Table 1; the claim here is solely the within-protocol
paired increase Ri — Ro, which is positive for both attackers on both datasets.

Non-face masking ablation. The top-20% mask is a deterministic proxy, not a re-
alistic anonymizer. Sweeping the top-region masking fraction 7 € {0, 10, 20, 30,40}
% on Market (full table in the supplement), pressure is essentially flat: Ag vRPI,
stays in [4.87,4.91] and A3 vRPI; in [5.83, 5.88], with Pyyegs still > .51 (Ap) and
> .64 (As) at top-40%. Leakage thus persists when large head /upper-body re-
gions are removed; this is a controlled stress test and does not replace detector-
based or generative anonymization (future work).

6.4 Diagnostic checks: dependence, calibration, and priors

Dependence overlap. Theorem 3 is an ideal additive benchmark; realistic releases
share image sources, encoders, and pipelines and so violate (20). We report the
diagnostic Acorr,2 of (24): on Market the marginal pressures for Ei, Es, E3 are
.884,4.159,.629 and the joint pressure is 5.368, giving Acorr,2 = .304 > 0. The
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joint release leaks less than the sum of marginals, quantifying the redundancy
between channels and confirming Theorem 3 is a benchmark, not an indepen-
dence claim.

Temperature calibration. Posteriors use temperature scaling tuned on the held-

out validation split. Sweeping 6 € {.025,.05,.1,.2,.5, 1.0}, absolute vRPI; changes
(as expected for a concentration entropy) but the release conclusion is stable:

AvRPIy(Ry — Ry) > 0 throughout, with Ay spanning [.781,4.100] and A3 span-

ning [.567,.677]. The ¢ in Theorem 5 is not directly observable; this sweep is a

robustness check, not a posterior-error estimate.

Non-uniform (Zipf) prior. Under a Zipf(s) prior, the prior-normalized index (14)
behaves as expected: prior-normalized AvRPI, shrinks from 3.818 at s = 0 (uni-
form) to .123 at s = 1.5, since a concentrated prior leaves less prior anonymity to
erode, validating H,, (U) as the correct normalization for long-tailed /open-world
extensions.

Positioning vs. existing measures. Maximal leakage [29] and maximal a-leakage
[30] optimize adversarial gain over an arbitrary function of the secret per chan-
nel, while DP/attribute-inference bounds [32]| provide worst-case guarantees. In
contrast, vRPI,, fixes the vision identity task and measures posterior concentra-
tion over a release sequence. Table 3 summarizes the distinction. These measures
are complementary rather than interchangeable.

7 Discussion, Limitations, and Ethics

Assumptions. Monotonicity (Theorem 1) and the Rényi guessing bound (Theo-
rem 2) hold for any joint law of (U, Z1.7); only additivity (Theorem 3) requires

Table 3: Positioning of vRPI,, against related evaluation criteria.

Measure Object measured Release- Role in this paper
sequence
aware?

Rank/mAP Retrieval ranking quality No Utility /task metric; does not
directly quantify anonymity
erosion.

Pguess Bayes posterior maxi- Yes, if computed Operational identity-guessing

mum on Zi.1 target tracked by the audit.
vRPI, Rényi posterior concen- Yes Proposed pressure index for
tration cumulative identity leakage.

Maximal leakage Worst-case channel gain Channel-level Complementary leakage no-

tion; not tied to a fixed vision
identity task.
Maximal a- Tunable adversarial gain Channel-level Related Rényi-family leakage
leakage measure with different opti-
mization target.
DP / attribute in- Worst-case stability or Yes, via compo- Stronger worst-case guaran-
ference inference bound sition tee; different from realized re-
lease auditing.
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the conditional-independence idealization (20), which correlated releases violate.
The dependence-overlap diagnostic (Acorr,2=.304, Section 6.4) reports the real-
ized gap, and monotonicity remains the unconditional guarantee.

Scope. Our instantiation uses MARKET-1501-TAU (N=751) with a CUHKO03-
TAU replication; both are closed-world image benchmarks, and broader coverage
(more datasets/domains, video, larger scales, longer sequences) is future work
not required by the theory. We keep the mainline closed-world because open-
set effects are inconsistent with the closed-world normalization; the open-world
extension augments U/ with an “unknown” option and a rejection-calibrated pos-
terior, under which the prior-normalized index (14) applies and Theorems 1-2
carry over unchanged. The non-face transform 7 is a controlled top-region mask:
the ablation (Section 6.3) shows pressure persists to top-40%, but detector-based
and generative anonymization remain more realistic mitigations and are out of
scope. VRPI,, is an audit statistic, not itself a mitigation method.

Ethics and release hygiene. This work measures the risk of non-face re- identifi-
cation under cumulative releases; it is not a guide for surveillance or targeting.
The implication is governance-oriented: releases should be evaluated as sequences
rather than in isolation. The framework supports release auditing and conserva-
tive hygiene, limiting high-leverage artifacts (embedding dumps/indices), mini-
mizing unnecessary metadata exposure, and quantifying cumulative risk before
publishing successive versions.

8 Conclusion

We formalized compositional non-face identity leakage by modeling disclosures
as channels and analyzing the posterior Pr(U | Z.r), introducing vRPI,(T') =
log N — Hy(U | Zy.7) from Arimoto conditional Rényi entropy and linking it
to operational guessing via Pgyess and min-entropy. We proved monotonicity, a
Rényi guessing bound, an ideal additive benchmark under conditional indepen-
dence, and a channel-based ablation guarantee. Closed-world instantiations on
MARKET-1501-TAU and CUHKO03-TAU show large pressure growth under ex-
posure expansion and artifact-specific leakage via published prototype/index and
kNN-graph artifacts. vRPI, thus enables principled release auditing: assessing
whether a planned sequence of dataset/model/index disclosures will cumula-
tively collapse identity uncertainty even when faces are removed.

Acknowledgments. We thank the anonymous reviewers and the area chair for
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