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Abstract. The massive volume and privacy-sensitive nature of visual
data have made federated learning (FL) a preferred paradigm for train-
ing vision models across distributed data sources. However, during train-
ing, FL repeatedly shares the in-progress model with randomly selected
participants. This paper investigates an overlooked yet practical threat
arising from this sharing process: leaked intermediate models can be ex-
ploited by adversaries to craft adversarial examples that compromise the
final deployed model. Although directly using an intermediate model,
especially one leaked early in training, as a surrogate yields only mod-
erate attack gains, it can serve as an anchor for anticipating subsequent
training dynamics. Based on this insight, we propose Proteus, a model
leakage-induced adversarial attack that leverages a leaked model to iden-
tify vulnerabilities that persist throughout training, thereby generating
adversarial examples that remain effective against the final deployed
model. For the first time, we show that models exposed well before con-
vergence can already pose substantial risks to the final model, even if it
undergoes hundreds of additional training rounds after leakage. Exten-
sive experiments across diverse datasets, neural architectures, and FL
configurations confirm the severity of this threat. Proteus exploits in-
herent model leakage in FL and improves the attack success rate from
59.75% when directly using the leaked model to 85.40%, even when leak-
age occurs after only 30% of the total training process.

1 Introduction

Deep neural networks (DNNs) are sensitive to small input perturbations [18,36].
An adversary can carefully modify an input and cause it to be misclassified with
high confidence. This issue is particularly severe in vision systems, where small
pixel-level changes are far less perceptible than perturbations in modalities such
as text [15] or tabular data [47], yet can drastically alter model predictions. De-
spite more than a decade of research [61], however, the practical implications of
such adversarial attacks remain debated. A key obstacle is that effective attacks
typically require access to the victim model’s parameters. Although many studies
attempt to build surrogate models so that adversarial examples crafted against
them transfer to the victim, these approaches are often ineffective or require a
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Fig. 1: FL requires the server to share the latest in-progress model with selected par-
ticipants in each round. A malicious participant can exploit such leaked models using
Proteus to craft adversarial examples that deceive the final deployed model.

large number of queries, which can be both costly and suspicious [3,49]. As a
result, some have questioned the real-world risk posed by adversarial examples
and whether the accuracy-robustness trade-off is justified in practice [2,51].

Federated learning [37] (FL) can change this landscape. In FL, as illustrated
in Fig. 1, a central server orchestrates the collaborative training process. (I) It
repeatedly sends the latest in-progress model to randomly selected participants,
who update it locally on private data and return model updates for aggregation.
This procedure continues until convergence, (2) after which the server deploys
the trained model. Recent work has demonstrated FL’s effectiveness for various
vision tasks [9-11,14,24,39,56,58] and diverse applications, such as medical image
analysis [19,33,57] and robotic manipulation [38]. Such a distributed learning
paradigm is increasingly adopted for training vision models across user devices,
organizations, and data silos, where raw images cannot be centrally collected due
to, e.g., regulatory constraints [52]. However, FL introduces an overlooked attack
surface: the in-progress model is continuously exposed to participants throughout
training. A malicious participant can (3) obtain a snapshot of the model at some
intermediate round, (4) use it offline to craft adversarial examples, and (5) send
them to the final model deployed in the future. This exposure is unavoidable
because FL participants must receive the model in plaintext to perform local
training. Given FL’s growing importance in real-world vision applications, it is
essential to assess the risks posed by model sharing in FL.

This paper takes the first step toward understanding model leakage-induced
adversarial vulnerabilities. Intuitively, participants selected later in training re-
ceive a near-converged checkpoint, which serves as a stronger surrogate for craft-
ing adversarial examples to manipulate the final deployed model. However, par-
ticipants do not control when they are selected, especially in cross-device FL,
where client participation is sporadic and many clients contribute only once or
twice [5]. This raises an intriguing question: can participants selected early in
training still exploit leaked models to launch effective adversarial attacks?

Our answer is affirmative, even though the model’s decision boundary con-
tinues to evolve during subsequent training. The key insight is that a leaked
intermediate model already encodes structural information about the task: the
gradient directions it provides reveal weaknesses that often persist as training
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progresses. Building on this observation, we propose Proteus!, an adversarial

attack that uses the leaked model as a starting point and systematically ex-

plores temporally persistent perturbation directions. By probing a region of low
parameter sensitivity, Proteus identifies perturbations that remain stable under
continued training and are therefore more likely to transfer to the final deployed
model.

In summary, this paper makes the following original contributions:

— We identify a previously overlooked threat in FL, namely model leakage-
induced adversarial vulnerability, and show that intermediate checkpoints ex-
posed during training can be exploited to attack the final deployed model.

— We introduce the notion of temporal transferability, which connects adversar-
ial transferability with FL training dynamics and explains how vulnerabilities
can persist and evolve across rounds.

— We propose Proteus, a model leakage-induced adversarial attack that leverages
a leaked intermediate model to anticipate the final model’s vulnerabilities and
construct effective adversarial examples without access to training data.

Proteus delivers substantial improvements across diverse datasets, architectures,

and FL configurations. For example, a malicious participant selected as early as

the 44th round can achieve an 85.40% attack success rate against a model that
converges after 145 rounds, whereas directly using the leaked model yields only

59.75%. We hope this work draws attention to this critical yet underexplored

attack surface and motivates the development of dedicated defenses.

2 Background

2.1 Federated Learning

Federated learning (FL) enables collaborative model training across distributed
clients without centralizing raw data. To train an ML model Fy with loss function
L on data distributed across clients, the FL server first initializes the model pa-
rameters 6. At each learning round ¢, the server randomly selects a subset of par-
ticipants and shares the latest in-progress model parameters 8; with them. Each
participant ¢ uses its private dataset D’ to optimize the received model for sev-
eral local epochs, and then submits the updated parameters Oi to the server. The
server aggregates the submissions from all participants via federated averaging
(FedAvg) to update the global model parameters, 8,41 = >, |’D’|0§/Zj |D7|,
for the next round of training. This procedure repeats until a termination con-
dition is met, such as reaching a predefined number of rounds or observing no
improvement on a server-held validation set for several consecutive rounds. The
model parameters obtained in the final round are then deployed.

2.2 Adversarial Attack

Adversarial attacks aim to manipulate an ML model by adding carefully de-
signed, imperceptible perturbations to a benign input. Given a victim model

! Source code: https://github.com/HKU-TASR/Proteus.
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Fp and an input x with label y, the adversary constructs a perturbed example
Tadv =  + 6 such that Fp(xaqy) # y, while constraining the perturbation mag-
nitude, e.g., ||d]|, < € under an L, norm. The small norm of § ensures that xaqv
remains visually indistinguishable from @ to human observers.

When the adversary has direct access to the victim model Fy, near-perfect
success rates can easily be achieved via gradient-based optimization [18, 36],
commonly formulated as maxs < L(Fo(x + §);y). Without such access, the
adversary may instead exploit the transferability of adversarial examples by
crafting them on a surrogate model trained for the same task. However, transfer-
based attacks are more challenging and less reliable, as the perturbations must
generalize across models with potentially different architectures, parameters, or
vulnerabilities.

2.3 Related Work

Transfer-Based Adversarial Attacks. Transfer-based attacks rely on adver-
sarial transferability, the phenomenon that adversarial examples crafted on a
surrogate model can also deceive unseen victim models. Early gradient-based
methods such as FGSM [18] and iterative variants including I-FGSM [27] and
PGD [36] establish the foundation for white-box optimization on surrogate mod-
els. Subsequent work improves cross-model transfer by reducing surrogate-specific
overfitting, for example using momentum in MI-FGSM [12] and stochastic in-
put transformations in DIM and TIM [13,55]. Recent methods further enhance
transferability with richer perturbation mechanisms, including block shuffle and
rotation in BSR [53], deformation-constrained warping across model genus in
DeCoWA [32], dual-blending with direction updates in FoolMix [31], hypothesis-
space augmentation in OPS [20], and refined integration paths for gradient-based
attacks in MuMoDIG [43]. These methods all target cross-model transferability
against a single fixed model. Transferring adversarial examples from an early-
leaked checkpoint to the final deployed model in FL instead requires cross-time
transferability along the training trajectory, and to our knowledge Proteus is the
first attack to exploit this temporal dimension. We further find that the advan-
tages of these existing cross-model methods are inconsistent in model leakage-
induced attacks in FL.

Model Leakage-Induced Threats in FL. FL’s model sharing mechanism in-
troduces privacy and security vulnerabilities. Gradient inversion attacks exploit
shared gradients to reconstruct private training data, with methods ranging from
optimization-based approaches [16,59,66] to techniques that manipulate model
parameters to amplify target sample gradients [1,46,54,64]. Other attacks fur-
ther recover private labels even when only partial or encrypted gradients are
shared [63]. Membership inference attacks leverage model updates or predic-
tions to determine whether specific samples were used in training [40, 44, 65].
The shared-model channel also raises integrity concerns: backdoor attacks can
implant adversary-controlled behaviors into shared models [6], and backdoor-
based watermarking has in turn been proposed to verify client contributions in
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FL [35]. Beyond these privacy and integrity threats, recent work has explored ad-
versarial vulnerabilities in FL. Li et al. [30] investigate how adversarial examples
crafted on surrogate models trained with compromised client data transfer to
the final deployed model, while Kim et al. [25] examine internal evasion attacks
in personalized FL where clients sharing model components can exploit each
other. Our work differs by adopting a stricter threat model than prior FL at-
tacks assume: the attacker accesses only the intermediate checkpoint that the FL
protocol mandates broadcasting to selected participants, with no auxiliary data,
queries, or multiple checkpoints. We believe Proteus contributes to an important
yet underexplored point in this spectrum of threats.

3 Threat Model

Attacker’s Goal. We consider a malicious FL participant who aims to craft ad-
versarial examples that mislead the final deployed model. By introducing human-
imperceptible perturbations to benign inputs, the attack causes arbitrary mis-
classification.

Attacker’s Knowledge and Capability. The attacker is an FL participant
selected in at least one training round and thus gains access to an intermediate
global model, including its architecture and parameters. The attacker faithfully
follows the FL protocol and possesses no additional knowledge. The leaked in-
termediate model is retained and used as a surrogate to generate adversarial
examples that are later submitted to the final deployed model.

4 Temporal Transferability

This paper studies a previously overlooked vulnerability connected to a phe-
nomenon we term temporal transferability of adversarial examples. It refers to
the extent to which an adversarial example generated using an intermediate
model leaked at an early stage of FL can deceive the final deployed model, even
though the generation process has no access to it.

Fig. 2 shows that if a malicious client naively trains a surrogate model us-
ing only its private local data to generate adversarial examples, the resulting
transfer-based attack success rate (transfer ASR) is merely 8.35%. This occurs
because such a limited amount of data cannot approximate the decision bound-
ary collectively learned by distributed clients. In contrast, the leakage of inter-
mediate models paints a very different picture. Specifically, after only 30% of the
training rounds have been completed, the intermediate model can already enable
a moderate transfer ASR of 59.75%. This is surprising because one might expect
the final deployed model to become robust to such adversarial examples after
extensive subsequent training. These observations raise an intriguing question:
can this intrinsic temporal transferability be systematically exploited or even
amplified to help malicious clients launch effective attacks despite participating
only in early rounds?
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Fig. 2: Adversarial examples gen- on (a) the leaked model may fail on (b) the final
erated w.r.t. a leaked intermediate deployed model due to feature drift during train-
model can transfer temporally and ing. In contrast, Proteus promotes temporally per-
deceive the final deployed model. sistent adversarial attacks.

We now formalize the adversarial attack setting aimed at boosting temporal
transferability. Let {Fp,}7_; denote the sequence of intermediate models pro-
duced by the FL server during T training rounds. The attacker gains access to
a checkpoint at round S, which serves as the surrogate model Fp, but has no
access to the final deployed model at round 7', denoted as Fp,. The adversar-
ial example generation process therefore aims to find a perturbation & for each
(x,y) in a test set such that Fy,.(x + d) # y, despite having no direct access to
Fy,.. Intuitively, an attack that achieves strong temporal transferability should
satisfy this condition even when S < T (i.e., early leakage).

5 Methodology: Proteus

Feature drift is the primary reason why adversarial examples fail to transfer
temporally. Fig. 3 illustrates the decision boundaries of (a) an early-leaked model
and (b) the final deployed model with three points in the feature space: (e)
a benign input, (A) a PGD-generated adversarial example produced using the
leaked model, and (X ) an adversarial example generated by our attack using the
same leaked model. While the decision boundary converges early and changes
only slightly afterward, the feature representations of these points can evolve
significantly. Each point processed by the final deployed model yields features
that differ from those extracted by the leaked model.

Importantly, the PGD-generated adversarial example initially succeeds in
crossing the decision boundary (from orange to blue), but eventually returns to
its original side as the model undergoes further training. This illustrates a failure
of temporal transferability. In contrast, some adversarial examples remain effec-
tive. The Proteus-generated adversarial example continues to cross the boundary
even under the final model. Tracking feature representations therefore provides a
useful analytical framework for understanding this failure mechanism and identi-
fying adversarial examples that tend to survive subsequent training and remain
effective against the final deployed model.

We formalize the feature drift using a parameter-sensitivity framework. Let
he(+) denote the feature extractor of Fg. As the model parameters evolve from 0
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to @7, the latent representation drifts from hg(Zadv) t0 he, (Tadv). Assuming
the parameter update A@ = @1 — 0 g is continuous and that the feature mapping
hg is smooth around Og, a local linear approximation yields

he, (Tadv) = hog(Tadv) + Veshes(Taav) - (01 — 05s). (1)
Taking the ¢ norm isolates the magnitude of temporal feature drift:

|her (Taav) — hos(Taav) ||, S [|[Voshes(@aav)|| 107 — Os]l2. (2)

Ho g (®aav)

Hence, the term Hg, (aqv) Serves as a parameter-sensitivity proxy evaluated at
the leaked checkpoint. High values of Hg, (Zadv) indicate sharp local optima in
which the representation is highly vulnerable to structural shifts during future
training rounds. Suppressing this quantity can bound feature drift and reduce
the likelihood of transfer failure.

5.1 Design Overview

Temporal transferability can be promoted by limiting feature drift. According to
Eq. 2, adversarial examples located in regions with high parameter sensitivity
are fragile, as subsequent training updates can significantly alter their feature
representations and invalidate the attack. Therefore, we propose Proteus to boost
temporal transferability by discovering perturbations that lie in more parameter-
insensitive regions of the leaked model. As illustrated in Fig. 4, each iteration of
Proteus consists of three phases. Phase 1 discovers the primary gradient direction
toward regions with low parameter sensitivity. Phase 2 then strengthens this
direction by creating a safety margin against future feature drift. Finally, Phase 3
integrates these exploratory gradients with momentum. Together, these steps
guide the optimization toward perturbations that remain adversarial even after
subsequent training rounds.

5.2 Phase 1: Persistent Direction Discovery

The parameter-sensitivity analysis provides guidance for identifying gradient
directions that remain robust under future training dynamics. In particular,
consider a set of transformed inputs X derived from . For a single input «, the
parameter sensitivity is defined as Hog(Tadav) = ||Voshos(Taav)| r. Extending
this to an ensemble of transformed inputs yields the averaged sensitivity

_ 1
Hes = H|‘X Z Veshes(wgdv)
' eX

1
<1 2 IVeshos(@ian)lr,  (3)

_|X‘ cx
F x’'e

where the second step follows from the triangle inequality. It suggests that ag-
gregating gradients across multiple transformed views can suppress directions
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associated with highly sensitive local features. As a result, optimizing with re-
spect to an ensemble of transformations encourages perturbations with lower
effective parameter sensitivity and consequently smaller feature drift. This in-
tuition is empirically validated in Fig. 5, where the ensemble strategy (green)
produces adversarial examples with substantially reduced drift compared with
single-point estimation (red).

To operationalize this idea, let T be a set of stochastic input transformation
functions. The adversarial gradients with suppressed parameter sensitivity are
defined as:

G(8:@) = VsBror [L(Fos (r(@ +8))iy) | (4)

Based on the above, at iteration k, we obtain the primary adversarial gradi-
ents gp“ma}ry = G(8k; x). Those components tied to brittle, parameter-sensitive
features tend to cancel during the averaging process, leaving directions that cor-
respond to more stable adversarial structures.

5.3 Phase 2: Adversarial Margin Expansion

To further establish an explicit margin of robustness against feature drift, Pro-
teus extrapolates the perturbation boundary to verify the stability of the primary
ascent direction. It generates a lookahead perturbation by projecting &, along
the sign direction of the Phase 1 estimate gprlmary using a drift step size p relative
to the attack step size a:

8 = 8 + pa - sign (gi“m“y) . (5)

Proteus then re-estimates the persistent adversarial gradient at the extrapolated

coordinate &, and obtains gmargln = G(&6; ;). If §j, resides in a sharp optimum

governed by high parameter sensitivity, the gradients gg"mary and gmarglrl will

guide it toward a less sensitive region while accounting for the safety margin.
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5.4 Phase 3: Momentum-Guided Fusion and Ascent

The final phase fuses the primary and margin gradients by computing the blended
gradient g, = g7 + ¢, *"®"™. To prevent gradient magnitude discrepancies
across iterations from dominating the ascent direction, Proteus normalizes g,
by the mean absolute value across all d dimensions and applies a momentum
accumulator with decay factor p to bridge optimization steps and filter out

high-frequency oscillations:

my = pmy, + 7 I (6)
allgrll
d

The in-progress adversarial perturbation §; advances via a projected Lo, step
with size a bounded by the budget e:

S = ] <5k+a~sign(mk)). (7)

18l 0 <e

The next attack iteration then begins until a predefined number of iterations
have been completed.

6 Evaluation

We evaluate Proteus along three dimensions: effectiveness (Sec. 6.1), stability
across diverse scenarios (Sec. 6.2), and resilience under defenses (Sec. 6.3). We
first describe the default setup, provide essential details and variations in the
corresponding subsections, and defer additional settings to the appendix.

FL Configuration. We consider an FL setting with 100 clients collaboratively
training a ResNet18 [21] model. In each round, 10 clients are randomly selected
to participate. They receive the latest intermediate model and perform 5 lo-
cal training epochs on their private datasets using SGD with a learning rate
of 1072 before returning updates to the server. The server aggregates updates
using FedAvg. Training terminates when the server-held validation set shows no
improvement for 10 consecutive rounds.

Datasets. We evaluate on three benchmarks: CIFAR-10 [26] as a standard base-
line, TinyImageNet [8] to represent more complex classification tasks, and RAF-
DB [28] as a realistic FL scenario involving privacy-sensitive facial emotion recog-
nition. The training set is randomly partitioned into 100 equal-sized subsets to
simulate an IID setting. RAF-DB, CIFAR-10, and TinylmageNet converge in
145, 183, and 153 rounds, respectively. RAF-DB is used as the default dataset.

Attack Setting. All attacks share the same perturbation budget of ¢ = 8/255
under the L., norm. For Proteus, the number of attack iterations is 20, the
step size « is 2/255, the drift step size p is 2, the decay factor p is 0.5, and 20
random transformations are applied per iteration. The stochastic transformation
functions are provided in the appendix.
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Fig. 6: Proteus achieves the strongest temporal transferability. Using an intermediate
model leaked early in training, it generates adversarial examples that deceive the final
deployed model with a high attack success rate (ASR).

6.1 Effective Improvement on Temporal Transferability

Setup. We compare Proteus against two classic attacks (FGSM [18] and PGD [36])
and four recent transfer-oriented attacks (OPS [20], DeCoWa [32], FoolMix [31],
and MuMoDIG [43]) across all three datasets. We obtain leaked intermediate
models at different training stages (measured as percentages of total rounds) and

generate adversarial examples to evaluate transfer attack success rate (transfer
ASR) on the final deployed model.

Main Results. Fig. 6 reports the results, from which we draw three obser-
vations. First, once training reaches approximately 50%, intermediate models
already yield high transfer ASR, with some attacks, especially Proteus (red),
approaching near-perfect performance. Second, even in earlier stages, leaked
models remain exploitable. In particular, Proteus achieves the highest trans-
fer ASR when leakage occurs early. For example, after only 30% of training,
Proteus attains ASRs of 85.40% on RAF-DB, 90.00% on CIFAR-10, and 79.61%
on TinyImageNet, substantially outperforming prior methods. Unless otherwise
specified, we use 30% progress as the default leakage point. Third, more com-
plex tasks are inherently more challenging. TinylmageNet involves 200 classes
and exhibits more complex training dynamics. Nevertheless, Proteus improves
transfer ASR by at least 14.89% over the strongest baseline. We additionally pro-
vide two qualitative examples per dataset in Tab. 1, showing that Proteus does
not sacrifice stealthiness for temporal transferability. It successfully deceives the
final model with human-imperceptible perturbations, even when the attacker is
selected only in early training rounds.

Analysis. Proteus outperforms existing methods because it iteratively searches
for perturbations aligned with vulnerabilities that persist throughout subsequent
training. Under the untargeted objective, this iterative process progressively
identifies adversarial examples whose misclassification outcomes match those
of the final deployed model. Specifically, Fig. 7 shows that after one attack it-
eration, only 8.96% of adversarial examples have mispredictions matching those
of the final model. This percentage increases to 51.74% after five iterations and
reaches 66.67% after all 20 iterations. We further provide GradCAM [45] visu-
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Table 1: Proteus maintains high stealthiness while improving temporal transfer-
ability. Perturbations generated using a leaked intermediate model remain human-
imperceptible while causing misclassification in the final deployed model.

RAF-DB CIFAR-10 TinyImageNet
Benign | Adversarial Input | Benign | Adversarial Input | Benign | Adversarial Input

N 4] .

s s
] .

Y A

Disgust Airplane Elephant
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I Mismatch H Match
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Percentage (%)

0
0 2 4 6 8 10 12 14 16 18 20 (a) Benign in- (b) Proteus w/ (c) Proteus w/
Proteus Iteration puts leaked model final model

Fig. 7: Proteus progressively generates un- Fig. 8: Adversarial examples generated by
targeted adversarial examples whose mis- Proteus using the leaked model (b) deceive
classification outcomes increasingly match the final deployed model in a similar man-
those of the final deployed model, using an ner (w.r.t. GradCAM) to those generated
early-leaked checkpoint. directly using the final model (c).

alizations in Fig. 8. The attention of the final deployed model on benign inputs
(Fig. 8a) shifts progressively as more attack iterations are applied. After 20 it-
erations (Fig. 8b), adversarial examples generated using the leaked intermediate
model induce attention patterns similar to those generated directly using the
final deployed model (Fig. 8c). These results indicate that Proteus effectively
anticipates the vulnerabilities of the final deployed model using an early-leaked
checkpoint.

6.2 Applicable to Diverse Scenarios

Neural Architectures. Proteus’s advantages remain consistent across differ-
ent neural architectures. Fig. 9 reports transfer ASR on three architectures
commonly used in FL: ResNetl8 (default), MobileNetV3 [22], and Efficient-
Net [48]. Proteus consistently outperforms the strongest baseline. On ResNet18,
it achieves an ASR of 85.40%, exceeding FGSM by 25.65%. On MobileNetV3,
it reaches 77.38%, outperforming OPS by 20.05%. On EfficientNet, it achieves
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Fig. 11: Proteus maintains strong performance across diverse FL configurations, in-
cluding (a) aggregation methods, (b) numbers of participating clients per round, and
(c) total numbers of clients. Despite different training dynamics, Proteus consistently
achieves higher transfer ASR than all baselines.

82.99%, surpassing FGSM by 15.55%. These results demonstrate that Proteus ef-
fectively identifies persistent vulnerabilities despite architecture-dependent train-
ing dynamics.

Data Distributions. FL clients may not share identical data distributions,
and it is essential for an attack to remain effective under this realistic setting.
To simulate non-I1ID scenarios, we partition data using a Dirichlet distribution
with concentration parameter « [23] and define the level of non-IIDness as 1 —a.
A lower level leads to more uniform distributions, whereas a higher level yields
more skewed allocations. As shown in Fig. 10, Proteus consistently achieves
higher transfer ASR than all baselines, particularly under both highly skewed and
relatively uniform settings. We highlight that Proteus is a data-free approach.
It does not require training data to identify persistent vulnerabilities, which is
infeasible to obtain in FL, especially when gathering data with representative
distributions under non-IID scenarios.

FL Configurations. FL settings can also affect training dynamics. Proteus
should remain robust to these variations and be able to pinpoint persistent
vulnerabilities. We analyze three key configurations. First, the choice of aggre-
gation protocol does not significantly affect Proteus. Fig. 11a shows that the
transfer ASR under FedAvg only drops from 85.40% to 77.38% under FedSGD,
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even though the latter introduces noisier updates and makes training dynam-
ics more unpredictable. Second, varying the number of participating clients per
round does not change the overall conclusion. Fig. 11b shows that, with 100
total clients and different numbers of participants, Proteus consistently achieves
higher transfer ASR. Third, the total number of FL clients also plays an im-
portant role. As shown in Fig. 11c¢, when the number of clients is small and
comparable to the number of participants (e.g., 10), all attacks perform well due
to faster convergence. As the number increases, existing attacks degrade sig-
nificantly, whereas Proteus remains competitive. Overall, Proteus demonstrates
strong stability across diverse FL configurations.

6.3 High Resilience under Defenses

Setup. Proteus targets a previously unexplored attack surface in FL, and exist-
ing defenses provide limited mitigation. We evaluate five representative defenses:
two classical approaches (differential privacy [17] and randomized smoothing [7])
and three recent adversarial purification methods (DiffPure [41], ScoreOpt [60],
and ADBM [29]). These defenses are selected because they can be applied with-
out making unrealistic assumptions under our threat model, such as requiring
potentially malicious clients to cooperatively train robust models.

Main Results. Fig. 12 reports clean accuracy and transfer ASR under each de-
fense. An effective defense should preserve clean accuracy while reducing transfer
ASR. We observe two key findings. First, most defenses substantially degrade
clean accuracy, especially purification-based methods (e.g., DiffPure reduces ac-
curacy from 71.58% to 22.27%, ScoreOpt to 18.80%, and ADBM to 14.60%).
These methods assume access to sufficient in-distribution data for training pu-
rifiers, whereas the FL server typically holds only a small validation set. Even
when using a substitute dataset with a similar distribution (e.g., CelebA [34]),
clean accuracy remains severely degraded. Second, differential privacy preserves
clean accuracy relatively well (dropping from 71.58% to 67.87%), yet Proteus
remains effective, with ASR decreasing from 85.40% to 59.64%. Because noise
must remain small to maintain accuracy, Proteus can still identify persistent
adversarial directions. In contrast, baseline attacks are more sensitive to noise,
with ASR dropping substantially (e.g., FGSM decreases to 35.04%). The strong
resilience of Proteus highlights the need for dedicated defenses tailored to model
leakage-induced adversarial threats. Existing adversarial training methods for
FL [4,50,62,67] are inapplicable here, as they assume cooperative clients, which
contradicts our malicious participant threat model.

6.4 Additional Analysis

Ablation Studies. We conduct ablation studies to demonstrate that each com-
ponent of Proteus contributes to strong transfer ASR. Tab. 2 reports results
when individual phases are removed. Removing Phase 1 causes the most sig-
nificant ASR drop, from 85.40% to 75.82%, highlighting the importance of the



14 J. Shan et al.

mm Clean Acc PGD mmm DeCoWA MuMoDIG .
mm FGSM  mEm OPS FoolMix N Proteus TabI.e 2:  Ablation study
75 showing that each phase of
2 50 Proteus contributes to achiev-
g ing strong transfer ASR.
S 25
0 .
No Defense DP RS DiffPure  ScoreOpt ADBM Variants ASR (%)
[NeurlPS'17][ICML 2019] [ICML'22] [NeurlP$'23] [ICLR'25] Without Phase 1| 75.82
. . . . Without Phase 2| 82.23
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Fig.13: Proteus operates Fig. 14: Proteus is relatively insensitive to hyperparam-
in near real-time, about 50 eter choices. The same configuration is used across all
ms per image. three datasets.

primary gradients. Removing Phase 2 or Phase 3 also reduces ASR, though less
dramatically, indicating that refinement via the safety margin provides addi-
tional but secondary improvements.

Attack Efficiency. All experiments were conducted on a single NVIDIA GeForce
RTX 4090 GPU (24 GB) with an Intel Xeon Gold 5418Y CPU and 64 GB RAM,
using PyTorch 2.8.0 with CUDA 12.8. As shown in Fig. 13, Proteus requires 47.78
ms per image, comparable to FoolMix and significantly faster than OPS (121.90
ms). Notably, Proteus can operate in near real time (approximately 50 ms per
image [42]).

Hyperparameters. Proteus is relatively insensitive to its hyperparameters.
Fig. 14 shows transfer ASR when varying (a) the number of transformations and
(b) the drift step size p. Performance saturates once approximately 20 transfor-
mations are used to search for persistent gradients, a trend consistent across all
three datasets.

7 Conclusions

We presented Proteus, the first adversarial attack targeting model leakage-induced
vulnerabilities unique to FL systems. By leveraging a leaked intermediate model,
Proteus anticipates vulnerabilities that persist throughout subsequent training
by suppressing parameter sensitivity. Experiments demonstrate that even a ma-
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licious client selected in early rounds can launch effective attacks against the final
deployed model across diverse FL scenarios and under existing defenses. Given
the lack of dedicated defenses for this threat, we recommend implementing early
stopping and restricting late-stage participation to trusted clients. While these
measures are only temporary, we anticipate that future work will develop prin-
cipled defenses against this realistic and previously overlooked threat.
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