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Abstract. High-performance Self-Supervised Learning (SSL) encoders
deployed as Encoder-as-a-Service (EaaS) are highly vulnerable to ad-
vanced contrastive model stealing attacks, such as RDA and ContSteal.
Traditional defenses often stack complex modules or rely on heuristic
noise, struggling to balance privacy and utility. To address this, we pi-
oneer the use of active perturbations for EaaS protection by proposing
UniTrap, a simple yet effective single-module defense specifically tai-
lored against contrastive-based stealing paradigms. Instead of mere dis-
tance maximization, UniTrap explicitly optimizes global feature entropy
via a Gaussian potential function. This generates a stealthy perturba-
tion that strictly enforces an isotropic, uniform distribution on the unit
hypersphere—acting as “one trap” to fundamentally block contrastive
alignment. We theoretically demonstrate that this perfect uniformity
causes the attacker’s informative gradients to cancel out in the tangent
space, inducing gradient vanishing and permanently stalling surrogate
optimization. Extensive experiments confirm that our method achieves
a state-of-the-art privacy-utility Pareto frontier across various bench-
marks.

Keywords: Model Stealing Defense - Encoder-as-a-Service - Gradient
Vanishing - Self-Supervised Learning - Contrastive Learning

1 Introduction

Breakthroughs in Self-Supervised Learning (SSL) [3l/517]allow universal encoders
to extract rich semantic embeddings from vast unlabeled data [9,/26]. Due to the
extremely high computational resources and massive data required to train a
high-performance SSL encoder (such as CLIP, SimCLR, etc. [5]), the high cost
has prompted tech giants like OpenAl, Google, and Clarifai to deploy these
pre-trained models as Encoder-as-a-Service (EaaS). In these services, users up-
load data through APIs and obtain corresponding embeddings, achieving high
performance in downstream tasks with minimal data(illustrated in Fig. .
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Fig. 1: Schematic of the contrastive model stealing threat against SSL en-
coders. Attackers utilize cheap, unlabeled data to query the EaaS API ,
optimizing a surrogate model through contrastive loss to “free-ride” on high-value tar-
get performance at minimal cost.

Unlike traditional attacks targeting classifiers , attacks on encoders
exploit high-dimensional embeddings rather than low-dimensional prediction la-
bels or posterior probabilities. From an information theory perspective, high-
dimensional embeddings contain more detailed and granular feature information
about the input data than labels, leading to higher information leakage [211[26].
This demand for high-fidelity reproduction of high-dimensional semantic features
has driven the evolution of encoder theft algorithms from simple numerical ap-
proximation to deep target function alignment . To
further enhance alignment, ContSteal introduced negative sample pairs and
used contrastive loss instead of regression loss, further improving the consistency
between the stolen target and the training target. To address the high query
cost and optimization bias issues in the above end-to-end methods, RDA
introduced a multi-stage strategy based on sample prototypes, achieving precise
replication of the target encoder’s representation capabilities while significantly
reducing query costs through a “refinement, discrimination, alignment” mecha-
nism.

Motivation: High-fidelity theft methods are emerging and evolved
rapidly across various domains , yet model owners lack simple and
effective defense measures to thwart these attempts. Current defenses can be
divided into passive and active defenses. Passive defenses inherently have insur-
mountable drawbacks: model watermarks cannot prevent theft for private use
or for subsequent theft [1/6l[13,[301[39]; Performing dataset inference to identify
stolen copies cannot prevent the leakage of model parameters or functions at the
time of theft, it can only serve as a legal forensic tool for post-theft rights pro-
tection . Therefore, we turn our attention to active defense. In the game
between model theft and defense, the core goal of active defense is always to find
the best balance between security and model utility. Research shows that small
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Fig. 2: Conceptual framework of our proposed UniTrap Defense. By forcing
target embeddings z,4v» into an isotropic distribution (UniTrap) , the defense induces
gradient vanishing for the attacker’s contrastive loss, effectively disrupting surrogate
optimization while preserving high target utility.

perturbations can cause significant changes in output , but top-k, rounding,
and general Gaussian noise are difficult to achieve a privacy-utility balance @II To
address this issue, Dubinski et al. proposed B4B , an active defense mechanism
that distinguishes between normal users and thieves and adds perturbations, but
it is based on a strong assumption that the query data distribution of the thief is
different from that of the benign user. Therefore, we seek a universally applicable
defense mechanism that employs minimal perturbations to significantly disrupt
theft effectiveness without degrading normal downstream utility. As illustrated
in Fig. [2] we contrast our proposed mechanism, UniTrap, with a distance-
oriented baseline. While such baselines merely maximizes feature displacement
via distance metrics (e.g., cosine similarity), UniTrap enforces isotropic uni-
formity on the unit hypersphere, causing the attacker’s contrastive gradients to
vanish. The main contributions of this work are summarized as follows:

— To address the critical vulnerability of SSL encoders against contrastive
model stealing, we propose UniTrap, the first active perturbation-based
defense tailored for SSL encoders. It operates as a geometric defense mecha-
nism based on a Gaussian potential function, fundamentally disrupting the
alignment process of surrogate models through achieving perfect uniformity.

— We provide a theoretical bridge between feature distribution and defense
efficacy, demonstrating that inducing an isotropic, uniform distribution on
the hypersphere leads to gradient vanishing for contrastive optimization.

— We empirically validate our defense by analyzing the training dynamics of
state-of-the-art attacks like RDA and ContSteal. We reveal a “dual col-
lapse” of feature similarities, demonstrating that UniTrap locks feature
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correlations near zero and forces the surrogate’s optimization into permanent
stagnation.

— Extensive experiments across multiple benchmarks show that our method
achieves a superior privacy-utility trade-off, suppressing stolen accuracy from
77.90% to 35.26% while maintaining a high target utility of 90.18%.

2 Related Work

2.1 From Simple Imitation to Multi-relationship Extraction

Current theft methods have evolved from simple output matching to complex
theft that exploits high-order relationships among samples, mainly including the
following four types:

Conventional Attacks [9]: The thief regards the output Embedding of the
target model as a soft label and trains by minimizing the mean squared error
(MSE) between the output of the proxy model and the target Embedding, but
this ignores the geometric structure among samples.

StolenEncoder [1§|: Liu et al. introduced a data augmentation strategy,
training by minimizing the distance between the target Embedding of the original
image and the proxy Embedding of the augmented view.

Cont-Steal (Contrastive Stealing) [26]: Sha et al. further utilized the
idea of contrastive learning, not only bringing the positive sample pairs closer
but also pushing the negative sample pairs apart using the InfoNCE loss func-
tion, significantly enhancing the theft effect by leveraging the mutual exclusion
information among samples.

RDA (Refine, Discriminate, and Align) [38]: To address high query
costs and target deviation , RDA refines representations via sample-level proto-
types and employs a multi-relationship loss to align and discriminate features ,
achieving state-of-the-art performance with minimal queries.

2.2 Limitations of Existing Defenses

Facing increasingly sophisticated theft, current defense mechanisms are inade-
quate. Current defenses mainly fall into passive detection and active defense.

Passive Defense: To adapt to the shift to SSL, Cong et al. extended water-
marking and detection [1}/6,/13}[30%35,39] to pre-trained encoders, watermarking
inputs to specific embedding clusters through shadow training, while Wu et al.
developed a mechanism to directly embed triggers into the feature space during
contrastive learning. However, these defenses aim to verify ownership or de-
tect malicious queries after the fact, failing to prevent functional leakage during
theft. Additionally, dataset inference techniques [10,]20] attempt to determine
if a stolen model was trained on specific private data by analyzing its memory
features. The fundamental flaw of these passive defense methods lies in their lag
- they cannot prevent the leakage of model parameters or functions during theft
and can only serve as legal evidence for post-theft.
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Active Defense: Perturbation-based defenses reduce the thief’s learning
efficiency by adding noise to the output, truncating the output (Top-k) [3§],
or rounding the values. Recent studies formulated information-theoretic per-
turbation strategies to mathematically balance this privacy-utility trade-off |28§].
However, simple random perturbations often degrade the utility for normal users
while disrupting the thief’s performance. Orekondy et al. [23] proposed PRE-
DICTION POISONING for classifiers, aiming to maximize the angular deviation
of the attacker’s gradient. However, how to apply this idea of targeted perturba-
tion of gradients to the defense of unlabeled, high-dimensional SSL encoders and
effectively resist contrastive learning-based theft while ensuring model utility re-
mains an urgent challenge to be addressed. Recent active defenses even resort to
complex paradigms like injecting backdoors into the attacker’s surrogate model,
resulting in high cost [33|. To fill this critical gap, our work introduces the first
lightweight, active perturbation defense specifically targeting SSL encoders. Our
design scope focuses on disrupting the contrastive and relational alignment chan-
nel commonly shared by simple yet reliable stealing algorithms, while leaving the
comprehensive evaluation against heavily customized adaptive attacks to future
work.

3 Universal Minor Perturbation

3.1 Traditional Perturbation Methods

Traditional PREDICTION POISONING |[23| hinders model stealing in SL by
maximizing the angle of poisoned gradients. However, in the unlabeled, high-
dimensional SSL space, maintaining utility while disrupting attackers remains
an urgent challenge [9[19]. Dziedzic et al. |9] demonstrated the difficulty of pre-
serving normal user utility in unsupervised scenarios. If a perturbation opposite
to the attacker’s loss function is directly added, to reduce the attacker’s accu-
racy from 74.57% to 53.41%, the accuracy of the target encoder would drop from
74.97% to 48.28% |18].

To preserve utility, we formulate a baseline combining a maintenance module
(constraining normalized MSE |2] between perturbed and original features), and
a gradient-ascent penalty against the StolenEncoder’s loss [4]. The loss function
of StolenEncoder consists of two parts, where L is the distance between the
output features of the target encoder and the proxy encoder, and L, is the dis-
tance between the output features of the target encoder and the output features
of the proxy encoder after data augmentation:

Ll - Ldist(zadvvft(A(x)))a (1)

L2 - Ldist(zadV7 ft(m))7 (2)

max[fLi —yLa] st |6l < e, (3)
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where ¢ < € is the perturbation, f;(-) represents the target model, A(-) is a set
of data augmentation transformations, and z,4, = Normalize(f;(x) + ) is the
defended feature representation. Ly« (-, -) is the distance metric function, and it
employs the Mean Squared Error (MSE). We use gradient ascent to maximize
the loss function. We follow the constraints of the real world, where the victim
does not know the stealing method used by the thief in advance. The best proxy
encoder is the target encoder itself, so the victim directly uses its own encoder
to complete the two loss functions.
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Fig. 3: Ablation study of hyperparameters v and € on the CIFAR-10 dataset against
the RDA attack (Target Encoder: pre-trained CIFAR-10, 8 = 20). Horizontal dashed
lines represent the undefended baseline (TA: 90.2%, SA: 77.9%). Notably, even with
varying 7 constraints, the encoder fails to achieve an ideal Pareto frontier between
privacy and utility.

By combining the two modules, we evaluated a preliminary distance-oriented
baseline (Fig. , which still failed to achieve a balance between privacy and
utility.

3.2 Exploration of Theft Methods

Instead of accumulating multiple defensive modules, we seek a single mecha-
nism that effectively disrupts the attacker’s learning process without harming
downstream utility. By projecting both target and surrogate features onto a unit
hypersphere, we observe that modern theft still relies on contrastive alignment.
As illustrated in Fig. [} modern stealing attacks such as ContSteal and
RDA fundamentally treat theft as a contrastive learning task, and the theft
behavior itself is to enhance the alignment and uniformity of feature distribution
on the overall sphere.

We speculate that the target encoder’s uniformity influences the overall fea-
ture space. If it achieves perfect uniformity, the stolen encoder’s learning effi-
ciency degrades, preventing it from learning correct semantics via negative sam-
ple repulsion. Although the target encoder cannot control the stolen encoder’s
internal negative sample push-away, it can disrupt the contrastive learning pro-
cess where the two are connected—specifically, the negative sample push-away
between the target and stolen encoders.
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Fig. 4: Evolution of model stealing attack paradigms on SSL encoders. (a)
Conventional Stealing: replicating target outputs via supervised distillation; (b)
StolenEncoder: achieving basic feature alignment through data augmentation; (c)
ContSteal: contrastive alignment on the unit hypersphere; (d) Precise Replication
(RDA): high-fidelity representation through stabilized targets and iterative refine-
ment.

3.3 UniTrap: Inducing Uniformity via Gaussian Potential

Based on the geometric insight that uniformity disrupts contrastive alignment,
we propose UniTrap. Unlike distance-based methods, our method explicitly
optimizes the global distribution of defensive embeddings on the hypersphere.
For a batch of input images X = {x;}? ;, we generate the defended features
Zadv,; = Normalize(f;(z;) 4+ ;). The optimal perturbation ¢ is obtained by min-
imizing the Gaussian Potential Function:

n n 2 Ly . 2
Eunz(Zadv) = Zzexp (_ || adv,i t adU,J” > , (4)

i=1 j#i
where t is a temperature parameter that controls the range of repulsive forces
between feature points. By minimizing this potential, we force the embeddings
to maximize their mutual distance globally, effectively trapping the features in
an isotropic uniform state.

To achieve a practical and efficient defense, we employ a Dynamic FGSM-
based iterative update:

60D = Projyyy <. (6% — - sign(VsLuns) ) (5)

where « is the step size and € is the total perturbation budget. This dynamic
optimization ensures that for every query, the returned feature is an active part
of the UniTrap.
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3.4 Theoretical Analysis: Why Uniformity Induces Gradient
Vanishing

In this section, we attempt to explain the effectiveness of the proposed defense
from a mathematical perspective. The operations are conducted on the unit
hypersphere S%~1. Since contrastive stealing methods like ContSteal utilize co-
sine similarity, the negative sample loss term l,., in contrastive learning can
be expressed using the dot product. To simplify the analysis, we focus on the
push term (LogSumExp) of the loss function, which is responsible for separating
negative pairs:

N T
ZS Z 7.
Conenen ) = log | Soep (222 ) ©
i=1

where z, denotes the surrogate (stolen) feature, {z; ; } represents the set of target
features (negative samples for z;), N is the number of negative samples, and 7
is the temperature parameter.

Since ContSteal employs gradient descent to optimize the surrogate encoder,
we derive the gradient of the loss with respect to the surrogate feature zy:

N exp(z,] z.4/7) N
vzslcpush = Z 8 TRty = ij C 2t (7)
i=1

j=1 Zszl exp(z] 2tk /7)

where the magnitude of the weight w; depends on the similarity between z,
and 2 ;; a higher similarity yields a larger weight. Since the output features
are normalized, the weight on the unit hypersphere corresponds to the cosine
angle between feature vectors: the smaller the angle, the larger the weight. The
direction of the gradient component is determined by 2 ;.

We geometrically interpret this process by placing z; at the North Pole of
the unit hypersphere, with its direction pointing radially outward (vertically
upward in Fig. . In an ideal scenario with a sufficiently large number of samples
(N — 00), the force exerted on z4 can be approximated as an integral over the
distribution of target features p(z;).

If the target encoder achieves perfect uniformity, meaning the output features
are uniformly distributed on the hypersphere, the integral of the gradients will
align with z; due to rotational symmetry:

2]z
]EthUniform(Sdfl) [st Epush] X exp - czdz=C"- Zs, (8)

Sd*l
where C is a constant. This indicates that the tangential components of the
repulsive forces from the surrounding z; cancel each other out, leaving only a
radial force pointing in the direction of z,.

However, since the optimization is constrained to the unit hypersphere, the
update direction must lie in the tangent space. The effective Riemannian gradient
is obtained by projecting the Euclidean gradient onto the tangent plane, which
removes the radial component:
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Fig. 5: Geometric interpretation of gradient vanishing under perfect target uniformity.
When the target features z; are perfectly uniformly distributed, the repulsive gradients
(red arrows) exerted on the surrogate feature z, cancel out in the tangential plane (gray
arrows). The resultant force is purely radial (large red arrow). Since the optimization
is constrained to the unit hypersphere, the effective Riemannian gradient (projection
onto the tangent plane) becomes zero.

VRiemannianl = V2, £ — (Vo L 2)2s ~ C - 25 — (C - 2] 2,)2s =0.  (9)

Consequently, the effective force on z; becomes zero. Therefore, when the
target encoder reaches "perfect uniformity,” the attacker cannot learn correct
semantic representations by pushing away negative samples.

Although Wang and Isola [32] emphasized the trade-off between alignment
and uniformity in contrastive representation learning, our analysis suggests that
in the context of defense, enforcing extreme uniformity [11] on the target encoder
serves as a subtle yet effective strategy. Explicit feature uniformity induces ro-
bustness against structured noise [37], so unlike other violent perturbation meth-
ods, this uniformity-enhancing perturbation acts as a trap that stalls the learning
process of the stolen encoder while remaining benign to the original task utility.

3.5 Experimental Validation: Training Dynamics and Semantic
Analysis

Experimental Setup and Worst-case Assumption. To evaluate the efficacy of the
proposed defense, we conduct a quantitative analysis of the similarity dynamics
for ContSteal and RDA. The target encoder is pre-trained on the CIFAR-10
dataset. To simulate the worst-case assumption from a defender’s perspective,
the defense perturbations are generated using gradients from the frozen target
encoder. The perturbation budget € is set to 0.3.
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Dual Collapse of Similarity. Fig.[6] and Fig. [7] illustrates the evolution of pos-
itive pair similarity (alignment) and negative pair similarity (uniformity) for
ContSteal and RDA under both baseline and defended scenarios. Upon receiv-
ing the uniformity-enhancing perturbation, both metrics exhibit a significant
decline.

Total Loss (ContSteal) Positive Similarity (ContSteal)

Negative Self Similarity (ContSteal) Negative Cross Similarity (ContSteal)

— No Defens

— No Dt
UniTrap D =

UniTra

A, o |
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Fig. 6: Feature similarity under ContSteal attack. Under defense, both positive and
negative similarities remain locked at extremely low levels, demonstrating that positive
pairs fail to align semantically, while negative pairs fail to provide effective gradients.

In the undefended baseline, positive similarity climbs significantly as epochs
progress, accompanied by the rational convergence of negative similarity, indi-
cating that the surrogate model is establishing a semantic mapping to the target
model. However, under the proposed defense, these key indicators are locked
near the orthogonal zero-point throughout the training cycle, showing no effec-
tive growth. This dynamic analysis reveals that the defense’s effectiveness is not
merely an initial perturbation but a continuous inhibition of feature correlation
during the entire optimization process.

Total Loss Landscape Flattening and Optimization Stagnation. This dual col-
lapse not only severs semantic associations but also renders the gradient signals
within the contrastive loss function weak and directionless. Since contrastive
learning relies on the relative discriminability between positive and negative
pairs to drive optimization, their degradation into high-dimensional random
noise causes the loss landscape to become extremely flat. As a result, the opti-
mization of the surrogate model falls into permanent stagnation, as evidenced
by the high plateau of the total loss in Fig. [6] and Fig. [7}



One Trap to Block Them All 11

Total Loss (RDA) Positive Similarity (RDA) Negative Proto Similarity (RDA)

Fig. 7: Feature similarity under RDA attack. The defense keeps positive /negative sim-
ilarities near zero. Furthermore, it severely disrupts the normal evolution of Angular
Similarity and Amplitude Distance, blocking the attacker’s multi-relational feature
space reconstruction.

Failure of Semantic Recognition and Clustering. The final impact of the defense
is further validated by the visual evidence of feature distributions. As shown in
Fig.[§ the stolen features from ContSteal and RDA under defense fail to perform
normal semantic recognition and are unable to form coherent clusters. This visual
isotropic distribution confirms that the defense successfully traps the attacker in
a uniformity trap, rendering the stolen encoder useless for downstream tasks.

4 Experiments

4.1 Experimental Setup and Parameters

Configurations: We use ResNet-based extractors on CIFAR-10. UniTrap pa-
rameters include the perturbation budget ¢ = 0.3 and Gaussian potential tem-
perature ¢ = 2.0. The query budget is fixed at 2,500 samples.

Attacks: Conventional and StolenEncoder use temperature parameter 7 =
0.07. ContSteal employs a dynamic schedule: 7 = 1 + 0.05 X %. For
RDA, multi-view patching is used to enhance feature disentanglement, with
query patch set to 5 and proto patch set to 10. To achieve precise prototype
estimation, a KNN classifier is used as a guide with k£ = 200 neighbors and a
soft-assignment temperature knn_t = 0.5.

Evaluation: To comprehensively assess the privacy-utility trade-off, we de-
fine two primary metrics: the empirical performance of the attacker’s surrogate
model (i.e., Stolen Accuracy, SA) and the preserved downstream utility of
the defended target encoder (i.e., Target Accuracy, TA). Both SA and TA are
evaluated via a two-layer MLP (512-256) using the Adam optimizer (I = 0.0001,
batch size 100) over 100 epochs.
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Target Output (Defended )

Fig. 8: t-SNE visualization of feature distributions. The defended models exhibit high
isotropy and fail to form meaningful class clusters compared to the baseline.

4.2 Experimental Results under Different Target Encoders

To verify the generalization of the defense mechanism across different source
architectures and pre-training distributions, we evaluate target encoders pre-
trained on CIFAR-10, STL-10, and ImageNet against RDA attacks, and the
surrogate encoder is pre-trained on the ImageNet dataset. Table [I] shows the
changes in Stolen Accuracy (SA) before and after protection.

Table 1: Cross-encoder Defense Performance Comparison (RDA Attack, e = 0.3)

Target Encoder Metric CIFAR-10 STL-10 F-MNIST SVHN
None Defense|None Defense|None Defense|None Defense
STL-10 SA (%) 75.50 48.28 [69.34 44.10 |89.21 67.93 |71.54 46.73
TA (%) 85.99 82.94 |80.10 77.09 [90.51 88.12 [61.24 54.47
CIFAR-10 SA (%)|77.90 35.26 |70.24 37.34 |83.06 81.20 |73.85 25.96
TA (%)|91.20 90.18 |80.55 77.36 [88.87 86.48 |62.12 57.26
TmageNet SA (%)|72.82 41.15 |72.47 37.70 |89.72 67.21 |60.03 19.81
TA (%)|90.59 89.48 |95.66 95.39 |92.01 90.24 |73.74 68.78

* SA: Stolen Accuracy (represents defense robustness); TA: Target Accuracy

(represents model utility). The surrogate encoder is pre-trained on ImageNet.

Universal Effectiveness of the Defense Mechanism: Experimental re-
sults indicate that regardless of the pre-training source of the target encoder, the
performance of the stolen model drops significantly after applying the UniTrap
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defense. For instance, with a CIFAR-10 pre-trained target model, the defense re-
duces the SA on the CIFAR-10 task from 77.90% to 35.26%, and on the SVHN
task from 73.85% to 25.96%.

Robustness of Cross-Domain Feature Protection: Notably, the defense
remains robust even when there is a domain gap between the target and surrogate
encoders. In experiments with an ImageNet pre-trained target encoder, despite
its significantly more complex feature distribution compared to CIFAR-10, the
defense still suppresses the SA on the SVHN task from 60.03% to 19.81%. This
suggests that dynamic perturbations based on Gaussian potential go beyond
simple noise injection; they disrupt transferable underlying semantic correlations
by targeting the intrinsic distribution of the feature space.

Balance between Defense and Utility: While significantly degrading the
stolen model’s performance, we also monitor the Target Accuracy (TA) of the
protected model. Data shows that the performance loss of the protected tar-
get encoder on its original task is minimal (typically within 1%-3%), with the
CIFAR-10 target encoder maintaining a TA of approximately 90%. This "high
defense, low loss" phenomenon validates that the Gaussian potential term suc-
cessfully balances privacy protection and representation utility by maintaining
feature uniformity.

4.3 Comparison of Dynamic Perturbation Strategies:
Distance-Oriented Baseline vs. UniTrap

We compare UniTrap with a distance-oriented baseline designed to uniformly
push features apart. Preliminary evaluations reveal that MSE, Cross-Entropy,
and Cosine Similarity yield comparable, sub-optimal defense efficacy. Conse-
quently, we report the Cosine variant as a representative baseline in Table
(MSE and CE results are deferred to the Appendix), evaluated under e = 0.3.

Enhancement of Defense Efficiency through Representation Uni-
formity: Table[2|clearly shows that UniTrap significantly outperforms the distance-
oriented baseline in suppressing stolen model accuracy. Against the potent Stole-
nEncoder attack, UniTrap suppresses the SA to 36.27% and 37.79% on CIFAR-
10 and STL-10, respectively—a defense gain of nearly 10% over the distance-
oriented strategy. For the RDA attack, the trend is similar, with an additional
reduction in SA of approximately 5% to 9%. Remarkably, while defense strength
is significantly improved, the impact on the target model’s own utility (Target
Acc) is negligible, with differences within 0.1% to 0.2%.

Theoretical Analysis: Following [32], representation learning hinges on
alignment and uniformity. While simple distance maximization disrupts align-
ment, it risks feature collapse or unnatural clusters that attackers like RDA can
exploit. Conversely, UniTrap explicitly optimizes uniformity via a Gaussian po-
tential, increasing feature entropy and preventing attackers from disentangling
semantic prototypes.
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Table 2: Comparison of Defense Efficacy: Baseline (None) vs. Distance-Oriented vs.

UniTrap (e = 0.3)

Dataset Defense Strategy Stolen Accuracy (SA %) |

Utility +

Conv. StolenEnc. ContSteal RDA | Target Acc (%)

None (Baseline) 66.98 74.67 78.22 77.90 91.20
CIFAR-10 Distance-Oriented (Cosine) | 28.37 44.10 37.38 40.35 90.19
UniTrap 27.78 36.27 37.77 35.26 90.18
None (Baseline) 57.90 65.60 71.69 70.24 80.55
STL-10 Distance-Oriented (Cosine) | 20.27 47.67 35.80 46.52 77.54
UniTrap 20.39 37.79 29.94 37.34 77.36
None (Baseline) 60.59 69.78 75.15 73.85 62.12
SVHN Distance-Oriented (Cosine) | 21.15 38.70 33.59 42.43 56.41
UniTrap 19.97 28.96 27.88 25.96 57.26
None (Baseline) 86.44 88.40 89.73 83.06 88.87
F-MNIST  Distance-Oriented (Cosine) | 60.04 78.55 73.27 79.79 86.66
UniTrap 50.95 68.81 82.87 81.20 86.48
None (Baseline) 32.62 38.96 44.84 44.09 53.27
CIFAR-100 Distance-Oriented (Cosine) | 6.44 16.54 12.83 15.06 49.46
UniTrap 6.22 11.82 13.16 12.31 49.64

* SA (Stolen Accuracy) measures the success of the stealing attack (lower is better
for defense). Target Acc measures the utility of the original model (higher is better).
Bold values indicate the best defense performance (lowest SA or highest TA) among

the two defense strategies.

4.4 Comparison with Baseline Defenses

We evaluate the SA-TA trade-off of UniTrap against common protections (Top-
k dimension retention, Gaussian Noise, and Rounding), using CIFAR-10 for

both target pre-training and downstream evaluation.

(a) Adding Noise (b) Top-k (c) Rounding

(d) UniTrap

Accuracy (%)

~e-- Target Encoder —e-: Target Encoder e Target Encoder ~e-: Target Encoder

—= ROA = RDA = RDA -= RDA

0 % 4 5
Noise (std) Topk Rounding (Decimals)

01 02 03 04
UniTrap (€)

Fig. 9: Trade-off between privacy (i.e., SA) and utility (i.e., TA) under different defense

mechanisms.

Pareto Superiority of Defense Efficacy: As shown in Figure[J] our Uni-
Trap defense significantly outperforms traditional methods on the privacy-utility
trade-off curve. At e = 0.3, the SA is suppressed to 35.26% while the TA remains
high at 90.18%. In contrast, for the Top-k defense to reach a similar SA level
(46.53%), the TA drops sharply to 73.44%. This indicates that while traditional
defenses reduce the attacker’s gain, they severely damage the semantic integrity

of the features.
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Overcoming Limitations of Static Perturbations:

— Failure of Noise and Rounding: Rounding fails to effectively reduce SA
across all settings, with accuracy remaining above 76%. While Noise can
reduce SA, it causes a simultaneous collapse in TA—at a noise intensity of
0.5, the SA drops to 40.8%, but the TA falls to 71.85%.

— Efficiency of UniTrap: Our method uses gradient information for dynamic
optimization, allowing minute perturbations (e = 0.3) to induce significant
semantic shifts on the hypersphere. Even at a strong configuration (e = 0.4),
the SA further drops to 15.59% while the TA stays robust at 89.92%.

In summary, traditional defenses like Top-k and Noise often sacrifice exces-
sive feature information for limited security due to a lack of understanding of
the feature space distribution. Our proposed dynamic defense based on Gaussian
potential achieves high-intensity privacy protection with minimal utility loss by
optimizing representation uniformity.

5 Conclusion

In this paper, we propose the first active perturbation-based geometric defense
against contrastive model stealing attacks on self-supervised encoders. Moving
beyond traditional heuristic distance maximization, we introduce the UniTrap,
a mechanism that explicitly optimizes feature entropy on the unit hypersphere
via a Gaussian potential function. We demonstrate that inducing a perfectly
uniform (isotropic) feature distribution forces the attacker’s contrastive gradients
to cancel out, permanently freezing their optimization process.

Experimental results across multiple architectures and downstream bench-
marks demonstrate that our proposed UniTrap achieves a state-of-the-art accuracy-
privacy trade-off. Specifically, under a standard ¢ = 0.3 budget, we successfully
reduced the stolen accuracy of the RDA attack from 77.90% to 35.26% while
preserving a high target utility of 90.18%. Furthermore, our comparative anal-
ysis reveals that enforcing uniformity is fundamentally more robust than sim-
ple cosine-distance maximization or traditional noise-based defenses. Our work
highlights the critical role of embedding geometry in SSL security and provides
a robust framework for protecting intellectual property in the era of EaaS.
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