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Abstract. Adversarial attacks pose a challenge to the reliability of deep
learning models, motivating effective detection methods. Existing tech-
niques often rely on attack-specific assumptions, access to adversarial
samples, or knowledge of the underlying classifier (white-box). We pro-
pose A4D (Attack- and Architecture-Agnostic Adversarial Detector), a
completely black-box, zero-shot adversarial attack detection framework
that utilizes prompt-based similarity scores derived from CLIP. To the
best of our knowledge this is the first attempt to utilize CLIP for such
a task. The method is based on two key observations: (i) CLIP is sen-
sitive even to small imperceptible non-semantic perturbations; (ii) The
shift in CLIP embedding space is not arbitrary and can be used as a
robust attack indicator. Experiments across multiple attacks, datasets
and classifiers validate that A4D achieves SOTA detection results in the
attack-agnostic and classifier-agnostic setting.
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1 Introduction

One of the major concerns regarding the reliability of vision encoders is that
they can be fooled, sometimes easily, by adversarial attacks [6,10,15,24]. While
the human eye is largely agnostic to small changes in a scene, even the most
advanced vision encoders tend to alter their predictions when small perturbations
occur [28]. With the rise of adversarial attacks, a complementary line of research
has emerged, focusing on defenses that aim to enhance the robustness of encoders
to such targeted perturbations [5,16,18,19,35]. However, given the rapid progress
in visual encoders, it is crucial to develop defenses that are generalizable and
applicable to a wide range of models, including future ones. Moreover, since
there is a wide variety of adversarial attacks, it is desirable for a defense method
to remain robust regardless of the specific attack mechanism. In this paper,
we focus on a zero-shot detection method: given only an input image (and a
mini-validation set from the dataset), we aim to determine whether it has been
adversarially manipulated or not.
⋆ This work was jointly supervised by the last two authors.
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Existing adversarial detection methods typically require additional informa-
tion. Some approaches rely on attack-specific characteristics and therefore do
not generalize well across different attack types [9, 26, 42]. Others depend on
classifier-specific representations [8,23,30,36,44]. However, such information may
not be available in real-world scenarios. Ideally, we would like to detect attacks
without access to the underlying model or the attack mechanism, especially as
new encoders and adversarial attacks continuously emerge. In parallel, a large
body of work has focused on leveraging foundation models such as CLIP [32]
for semantic tasks, including detection [45], segmentation [31], classification [39],
and text-to-image generation [7]. These models are typically viewed as operat-
ing in a semantic latent space, designed for image–text alignment. However, this
perspective is incomplete: beyond semantics, CLIP embeddings can also be ex-
ploited for non-semantic, low-level vision tasks. In particular, we show that this
characteristic can be used for adversarial detection.

Our motivation is based on two key observations regarding the behavior of
CLIP under adversarial perturbations. First, although adversarial changes are
often visually imperceptible, CLIP embeddings are sensitive to such perturba-
tions (previous works on ImageNet-C [12] shows that CLIP norms gradually
grow as noise increases [2, 17]). Even small attacks induce a measurable shift in
the representation, reflected by a non-negligible change in cosine similarity be-
tween clean and attacked images (see Fig.1a). Second, this shift is not arbitrary
and yields a distinct bias, which can be well measured (see Fig.1b, Fig. 1c and
Fig. 1d). As attacked samples concentrate in a specific region of the latent space,
we can leverage the semantic structure of CLIP to characterize this region using
text prompts, and identify adversarial inputs based on their similarity to it.

Based on these observations, we propose A4D (Attack- and Architecture-
Agnostic Adversarial Detector), a zero-shot method that operates in the em-
bedding space of CLIP. By computing the cosine similarity between an image
and a small set of dedicated captions, A4D can detect adversarial inputs without
access to the classifier or knowledge of the attack.

Our main contributions are:

� We propose to utilize CLIP as a zero-shot adversarial detection frame-
work, based on the similarity to a predefined set of prompts.
� The method is attack- and classifier-agnostic, with limited validation-

based design.
� We demonstrate the effectiveness of A4D on multiple attacks (FGSM, PGD,

AutoAttack, BIM, CW, DeepFool and Square), two Datasets (Tiny-ImageNet,
StreetSurfaceVis) and four classifiers (DeiT-Small, Wide-ResNet, ResNet34
and convnext-tiny), yielding SOTA performance.
� The framework is computationally efficient: training requires a single

forward pass to compute embeddings, and detection at test time involves
lightweight operations on low-dimensional similarity vectors.
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