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Abstract. Multi-agent discussions have been widely adopted, motivat-
ing growing efforts to develop attacks that expose their vulnerabilities.
In this work, we study a practical yet largely unexplored attack sce-
nario, the discussion-monitored scenario, where anomaly detectors con-
tinuously monitor inter-agent communications and block detected ad-
versarial messages. Although existing attacks are effective without dis-
cussion monitoring, we show that they exhibit detectable patterns and
largely fail under such monitoring constraints. But does this imply that
monitoring alone is sufficient to secure multi-agent discussions? To an-
swer this question, we develop a novel attack method explicitly tailored to
the discussion-monitored scenario. Extensive experiments demonstrate
that effective attacks remain possible even under continuous monitoring,
indicating that monitoring alone does not eliminate adversarial risks.
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1 Introduction

With recent advances in Multimodal Large Language Model (MLLM)-based
multi-agent systems [21,22], the multi-agent discussion strategy [8,19,23,37] has
become a common design choice for improving planning and decision-making.
Specifically, by allowing multiple agents to exchange reasoning, iteratively refine
their responses, and incorporate peer feedback across several rounds, multi-agent
discussions can correct individual errors and often yield more reliable outcomes
than a single agent [8,23]. Thus, this strategy has been adopted in many impor-
tant areas, such as medical diagnosis [40], legal judgment prediction [5], software
development [15], and collective behavior simulation [25]. Due to such wide adop-
tion, ensuring the reliability and trustworthiness of multi-agent discussions has
also become an increasingly important focus in recent works [3, 6, 18,24].

In particular, among existing efforts on the trustworthiness of multi-agent
discussions, a common line of works [3, 6, 18] seeks to develop attack methods
that can effectively disrupt multi-agent discussion processes, thereby exposing
the risks underlying this paradigm. Specifically, in the settings considered by
these works, attackers typically hijack a small subset of agents and turn them
⋆ Corresponding author.
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Fig. 1: Illustration of multi-agent discussion attacks under the discussion-monitored
scenario. In this scenario, anomaly detectors continuously monitor inter-agent com-
munications and block detected adversarial messages during the discussion, while the
attacker seeks to effectively prevent the multi-agent discussion process from reaching
the correct answer under such discussion monitoring constraints.

adversarial (often by tampering with their internal knowledge or objectives),
with the aim of influencing the discussion process and preventing the process
from reaching correct answers. For example, [18] randomly select agents to mod-
ify their internal knowledge and enhance their persuasiveness, thereby facilitat-
ing the spread of counterfactual information. MAD-Spear [6] picks agents with
strong reasoning capabilities and prompts them to generate plausible yet incor-
rect responses, leveraging herd effects to influence the discussion.

However, despite this progress, prior studies [3, 6, 18, 24] have largely over-
looked a practical attack scenario in multi-agent discussions, the discussion-
monitored scenario. This scenario is motivated by two observations. First, in
multi-agent discussions, agents typically exchange messages in human-interpretable
formats such as natural language and images [8,23]. Second, anomaly detectors
have been increasingly used in other areas to identify abnormal or adversarial
patterns in such human-interpretable content [9, 27, 33]. Together, these obser-
vations suggest a practical attack scenario illustrated in Fig. 1, in which the
multi-agent system can deploy anomaly detectors to monitor inter-agent com-
munications and then block adversarial messages before they reach recipient
agents. Yet, despite this scenario’s practical plausibility, existing attack meth-
ods [3, 6, 18, 24] typically assume that adversarial messages can be freely ex-
changed among agents without intermediate monitoring or blocking. Hence, the
discussion-monitored attack scenario remains largely unexplored in prior works.

Motivated by the practical yet largely unexplored nature of the discussion-
monitored attack scenario, in this work, we aim to investigate how to mount
effective attacks against multi-agent discussions under this scenario. To achieve
this, we first examine whether existing attack methods remain effective under
discussion-monitoring constraints from two aspects. In Aspect 1, we adapt ex-
isting attacks to the discussion-monitored scenario without introducing addi-
tional stealth-oriented modifications. In particular, through extensive empirical
observations, we find that existing attack methods, though effective without
monitoring, typically exhibit distinct attack patterns, such as opinion manipu-
lation, fact distortion, and fabricated claims (see Fig. 1(b), with more examples
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provided in Supplementary). Based on these observations, we investigate whether
anomaly detectors widely deployed in other areas can detect such patterns when
applied to multi-agent discussions and effectively block these attacks. In Aspect
2, we further adapt existing attack methods with stealth-oriented modifications.
Specifically, we revise the system prompts of hijacked agents in similar manners
to [12, 38] so that, when generating adversarial messages, they are guided to
render these messages less detectable. We then evaluate whether these stealth-
adapted attacks can evade anomaly detection and assess their performance.

As detailed in Sec. 3, our analysis from the two aspects above yields two key
findings. For Aspect 1, we find that anomaly detectors widely used in other do-
mains [9,27,33] achieve detection rates of at least 93.5% against existing attacks
when applied to multi-agent discussions (see Tab. 1 and 2). Consequently, when
such detectors are used to monitor inter-agent communications and blocking
adversarial messages, existing attacks are highly likely to fail in the discussion-
monitored scenario. For Aspect 2, although stealth-oriented adaptations enable
existing attacks to largely evade anomaly detection (with detection rates below
8.4%; see Tab. 1 and 2), their attack success becomes very low (at most 7.6%; see
Tab. 1 and 2). Taken together, these results indicate that existing attack meth-
ods cannot simultaneously evade monitoring and maintain high attack success
in the discussion-monitored scenario. But does this mean that discussion mon-
itoring is sufficient to secure multi-agent discussions? To answer this question,
we further develop a novel attack method explicitly tailored to the discussion-
monitored scenario and examine whether effective attacks remain possible under
discussion monitoring constraints. Below, we outline our method.

Overall, to design a strong attack under discussion-monitoring constraints,
we draw inspiration from sociological studies of human discussions [2,7,11,13,20],
where mathematical modeling is used to characterize and analyze group discus-
sion dynamics. Motivated by this, we explore: in multi-agent discussions which
are intended to mimic human discussions, whether a mathematical modeling ap-
proach can guide attack design. Specifically, we first develop a novel quantitative
formulation that predicts the expected deviation in discussion outcomes under
different attack plans in the discussion-monitored scenario. Based on this model,
we move beyond heuristic strategies and reformulate attack design as a princi-
pled optimization problem over possible attack plans, including selecting which
agents to hijack and assigning their target agents. We then develop a practical
strategy to solve this optimization problem and derive an effective attack plan.
Empirically, even under discussion monitoring constraints, our tailored attack
achieves over 40% success rates in many experiments. These results reveal that
discussion monitoring alone is insufficient to secure multi-agent discussions.

Our contributions are: (1) We are the first to identify the discussion-monitored
attack scenario, a practical yet largely unexplored setting. (2) We develop a novel
attack method tailored to this scenario. (3) Extensive experiments demonstrate
our method’s effectiveness in exposing the adversarial risks in this scenario.
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2 Related Work

Multi-Agent Discussion and Its Trustworthiness. Recently, the multi-
agent discussion strategy has been widely adopted in multi-agent systems to en-
hance planning and decision-making [5,15,25,40]. Existing studies have explored
this strategy from various perspectives, such as encouraging divergent thinking
through debate-style interactions [23] and enabling programmable multi-agent
conversations for LLM-based applications [34]. As the multi-agent discussion
strategy becomes widely deployed, trustworthiness-focused research has also ex-
tended its scope from single-LLM settings to multi-agent systems [3,6,24,35]. In
particular, among existing efforts exploring the trustworthiness of multi-agent
discussions, a common line of work [3, 6, 18] develops attack methods that ef-
fectively disrupt multi-agent discussions to expose their vulnerabilities. For ex-
ample, [18] select adversarial agents to boost persuasiveness and poison knowl-
edge for spreading counterfactual content. M-Spoiler [24] optimizes adversar-
ial suffixes via simulated interactions with selected agents to mislead decisions.
MAD-Spear [6] compromises a set of agents and exploits conformity dynamics
to propagate incorrect reasoning.

Yet, despite their effectiveness, these methods typically operate in attack
scenarios where inter-agent messages are delivered directly and face no explicit
monitoring. In practical deployments, however, anomaly detectors, such as Self-
CheckGPT [27] and RAGAs [9], have been widely used in other domains to mon-
itor and block adversarial messages [1, 30]. Such mechanisms can be naturally
integrated into multi-agent discussions to monitor agents’ exchanged messages
and block adversarial ones. Motivated by this observation, our work, for the
first time, identifies the discussion-monitored scenario and investigates whether
effective attacks remain possible under explicit monitoring constraints.

3 Analysis Of Existing Attacks

To examine whether multi-agent discussions can still be effectively attacked un-
der the discussion-monitored scenario, in this section, we first analyze how exist-
ing attack methods perform when adapted to this scenario. Specifically, we focus
on two key questions: Q1: When existing attacks are adapted to the discussion-
monitored attack scenario without additional stealth-oriented modifications, can
they be detected by those widely-used anomaly detectors? If so, what are the
corresponding detection rates? Q2: When stealth-oriented manners as [12, 38]
are incorporated into existing attacks to guide adversarial agents in generating
less detectable adversarial messages, can these adapted attacks evade anomaly
detection? Meanwhile, how effective are they?

3.1 Empirical Analysis for Q1

Multi-agent Discussion Setup. Our multi-agent discussion setup largely fol-
lows prior multi-agent discussion works. Specifically, following the discussion



Strategic Agent Selection for Stealthy Attack 5

setup in [3, 6], we consider, for each query, a group of N agents that discuss
the query for T rounds. We evaluate different numbers of agents and discussion
rounds. For discussion topology, we consider various directed graph structures
following [6, 24]. We report averaged results across configurations. In addition,
consistent with [18], we assign each agent a lightweight role profile to encourage
diverse yet natural cross-agent interactions. See Supplementary for more details.

Threat Model. In the discussion-monitored scenario, the threat model consists
of two components: a bounded-adversary formulation and a discussion moni-
toring mechanism. For the first component, following prior multi-agent attack
studies [3,6], adversaries can select and hijack a small subset of agents before the
discussion begins by modifying their internal objectives or knowledge, thereby
turning them into adversarial agents that steer the discussion toward incorrect
outcomes. Consistent with [6,17], the number of adversarial agents is restricted
to N−1

3 , where N denotes the total number of agents. In addition, following [36],
we also restrict the number of adversary-affected inter-agent edges. Specifically,
for each adversarial agent, the number of neighboring agents it can adversarially
affect is restricted to M−1

3 , where M denotes its number of neighbors. For the
second component, in the discussion-monitored scenario, the multi-agent discus-
sion is equipped with widely used anomaly detectors [9, 27, 33], which examine
inter-agent communications and block detected adversarial messages.

Datasets, Communication Modes, and Base Model. Following [3], we con-
duct experiments on the MMLU dataset [14]. To enable a more comprehensive
evaluation, we also conduct experiments on the MMMU dataset [39]. Follow-
ing [16], the multi-agent discussions operate in a multimodal manner, where
agents’ exchanged messages consist of both text and images (e.g., sketches for
supporting opinions). We adopt the widely used MLLM GPT-4o [28] as the base
model (results for other base models are in Supplementary).

Anomaly Detectors and Attack Methods. To analyze the discussion-monitored
scenario, we employ several anomaly detectors widely used in other areas, includ-
ing SelfCheckGPT [27], RAGAs [9], and G-Safeguard [33]. For attack methods,
we evaluate two representative multi-agent discussion attacks: the classic Multi-
Agent Collaboration Attack (MCA) [3] and the more recent MAD-Spear [6].

Evaluation Metrics. Following [3], we first report two metrics to measure the
effectiveness of multi-agent discussion attacks. (1) The decrease in accuracy,
∆Acc, defined as the difference in post-discussion task accuracy between a nor-
mal (non-attacked) discussion and an attacked discussion; and (2) the change in
adversary agreement, ∆Agradv, defined as the post-discussion fraction of agents
agreeing with the adversary minus the corresponding pre-discussion fraction.
This metric intuitively captures the extent to which agents are swayed toward
the attacker’s opinion during the discussion [3]. In addition, to facilitate analysis
under the discussion-monitored scenario, we also report the detection rate of the
anomaly detector, defined as the proportion of adversarial messages generated
by adversarial agents that are successfully detected by the detector (and conse-
quently blocked). More details on these metrics are provided in Supplementary.
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Table 1: Evaluation of existing multi-agent discussion attacks under the discussion-
monitored scenario using different anomaly detectors for monitoring, on MMLU.

Adaptation Attacks SelfCheckGPT [27] as anomaly detector RAGAs [9] as anomaly detector G-Safeguard [33] as anomaly detector

∆Acc ↑ ∆Agradv ↑ Detection Rate ↓ ∆Acc ↑ ∆Agradv ↑ Detection Rate ↓ ∆Acc ↑ ∆Agradv ↑ Detection Rate ↓

Without stealth-
oriented modifications

MCA [3] 0.7% 1.1% 95.1% 0.3% 0.7% 97.0% 0.4% 1.0% 96.2%
MAD-Spear [6] 1.5% 2.3% 97.8% 0.7% 1.3% 98.1% 0.9% 1.9% 96.9%

With stealth-
oriented modifications

MCA [3] 2.6% 3.1% 4.5% 2.0% 2.9% 4.8% 2.2% 3.5% 5.6%
MAD-Spear [6] 6.9% 7.2% 6.7% 5.3% 5.8% 7.1% 6.1% 6.6% 8.4%

Table 2: Evaluation of existing multi-agent discussion attacks under the discussion-
monitored scenario using different anomaly detectors for monitoring, on MMMU.

Adaptation Attacks SelfCheckGPT [27] as anomaly detector RAGAs [9] as anomaly detector G-Safeguard [33] as anomaly detector

∆Acc ↑ ∆Agradv ↑ Detection Rate ↓ ∆Acc ↑ ∆Agradv ↑ Detection Rate ↓ ∆Acc ↑ ∆Agradv ↑ Detection Rate ↓

Without stealth-
oriented modifications

MCA [3] 1.4% 1.9% 93.5% 0.7% 1.4% 95.0% 0.8% 1.8% 94.4%
MAD-Spear [6] 2.0% 2.2% 94.6% 1.5% 1.2% 96.8% 1.8% 2.5% 95.7%

With stealth-
oriented modifications

MCA [3] 4.1% 5.0% 3.5% 2.3% 3.6% 4.0% 3.1% 3.8% 5.1%
MAD-Spear [6] 7.6% 8.5% 5.5% 5.7% 7.0% 6.2% 7.1% 7.2% 7.1%

Experimental Results. As shown in Tab. 1 and Tab. 2 (the “without stealth-
oriented modifications” parts), when existing multi-agent discussion attacks are
applied under the discussion-monitored attack scenario without additional stealth-
oriented adaptations, at least 93.5% of the adversarial messages generated by
hijacked agents are detected and blocked. As most adversarial messages fail
to propagate to other agents, these attacks become largely ineffective in the
discussion-monitored scenario, in sharp contrast to their strong performance in
the scenario without the discussion-monitoring constraint (see Tab. 3).

3.2 Empirical Analysis for Q2

Experimental Setups. We largely follow the setup described in Sec. 3.1, differ-
ing only in that existing attacks are applied under the discussion-monitored sce-
nario with stealth-oriented modifications. These modifications are implemented
by revising the system prompts of hijacked agents following [12,38], guiding these
agents to generate less detectable adversarial messages (see Supp for details).
Experimental Results. As shown in Tab. 1 and Tab. 2 (the “with stealth-
oriented modifications” parts), when existing multi-agent discussion attacks are
applied under the discussion-monitored scenario with stealth-oriented modifica-
tions, they can largely evade anomaly detection. Yet, although detection rates
are substantially reduced, the imposed stealth constraints limit their ability to
disrupt the discussion. Hence, these attacks still achieve low performance in both
the ∆Acc and ∆Agradv metrics and remain ineffective.

4 Proposed Attack Method

In Sec. 3, we show that existing multi-agent discussion attacks are ineffective
under the discussion-monitored scenario. In light of this, to more thoroughly
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Table 3: Evaluation of existing multi-agent discussion attacks in the scenario without
discussion-monitoring constraint, on MMLU and MMMU.

Attacks MMLU [14] MMMU [39]

∆Acc ↑ ∆Agradv ↑ ∆Acc ↑ ∆Agradv ↑

MCA [3] 34.2% 40.0% 37.1% 41.3%
MAD-Spear [6] 50.6% 59.4% 52.8% 61.0%

assess the adversarial risk in this scenario, in this section, we aim to design a
stronger attack tailored to the monitoring constraint.

Challenges. Effectively designing such an attack, however, is highly non-
trivial. Under anomaly detection, to avoid being blocked, adversarial agents can
only send subtle adversarial messages. Consequently, each adversarial message
may introduce only a small perturbation to the discussion dynamics. The key
challenge then becomes: How can an attacker leverage these small perturbations
across multiple rounds to ultimately cause a substantial deviation in the final
discussion outcome? This challenge is further intensified by a structural asym-
metry: the final discussion outcome is formed gradually through multi-round
discussions, whereas adversarial agents generally need to be selected and hi-
jacked before the discussion begins. Therefore, the attacker needs to estimate
in advance how the small perturbations introduced by adversarial messages will
propagate and accumulate over time, and determine the attack strategy before-
hand. This requirement makes effective attack design even more challenging.

Motivation. The above analysis reveals that a crucial step toward effective
attack design under monitoring constraints is to anticipate how subtle adver-
sarial perturbations propagate and accumulate across discussion rounds, ulti-
mately shaping the final discussion outcome. To achieve this goal, we first draw
two observations. (1) In sociology, the evolution of opinions in human discus-
sions has been extensively studied [2, 7, 10,11,13]. In particular, to analyze how
individual viewpoints propagate and shape collective outcomes, researchers of-
ten adopt the Friedkin-Johnsen (FJ) model [10]. The FJ model formalizes how
individuals iteratively update their opinions based on intrinsic beliefs and the
influence of their neighbors, enabling quantitative analysis of how discussion
outcomes emerge through repeated inter-person interactions. (2) Although orig-
inally developed for human discussions, the FJ model is conceptually aligned
with multi-agent discussions, which are explicitly designed to mimic human dis-
cussion processes and follow similar iterative opinion-exchange dynamics. Taken
together, these observations suggest a compelling insight: if the FJ model can
characterize how opinions evolve and accumulate in human discussions, it may
also provide a principled framework for modeling how influences accumulate in
multi-agent discussions. In particular, if the perturbations (i.e., adversarial in-
fluences) introduced by adversarial messages can be explicitly modeled within
the FJ framework, it becomes possible to reason, prior to the discussion, about
how different choices of which agents to hijack may affect the final discussion
outcome under monitoring constraints. Moreover, for each hijacked agent, one
can further analyze how selecting different target agents to adversarially influ-
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Fig. 2: Illustration of the overall pipeline of our tailored attack method. Our method
constructs an adversarial-aware opinion-dynamics formulation (Sec. 4.2) and selects
adversarial agents and their target agents by solving this formulation (Sec. 4.3). For
clarity, we visualize one adversarial agent with two target agents in the figure, while
the same pipeline can extend to varying numbers of adversarial and target agents.

ence changes the eventual outcome. This enables systematic identification of
high-impact hijacking and targeting strategies, leading to greater deviation of
the final discussion outcome under monitoring constraints.

Building on this insight, we first attempt to leverage the standard FJ model
(introduced in Sec. 4.1) to simulate and analyze adversarial influence in multi-
agent discussions. However, we find that directly applying the standard FJ model
in the discussion-monitored scenario is not straightforward and may lead to
suboptimal characterization (see Sec. 4.2). To address this limitation, we develop
a novel adversarial-aware opinion-dynamics formulation tailored to this scenario
(Sec. 4.2). Based on this formulation, we further design a formulation-driven
attack strategy to determine which agents to hijack as adversarial agents and
which target agents each hijacked agent should influence, with the objective
of maximizing the deviation of the final discussion outcome under discussion
monitoring constraints (Sec. 4.3). Together, the formulation and the resulting
attack strategy constitute our tailored attack method. We illustrate the overall
pipeline of our method in Fig. 2, and describe its overall process in Sec. 4.4.

4.1 Revisiting the Friedkin-Johnsen (FJ) Model

The FJ model [10] is a commonly used opinion-dynamics framework in sociol-
ogy that describes how opinions evolve over repeated interactions on a directed
influence network G = (V,E). In this network, each node i ∈ V represents an
individual, and each directed edge in E captures interpersonal influence.

For a given discussion topic, individual i holds a fixed intrinsic opinion si ∈
[0, 1], and an expressed opinion zi(t) ∈ [0, 1] evolves over discussion rounds t. The
values 0 and 1 correspond to the extreme disagreement and agreement stances,
but intermediate values represent partial agreement. In the FJ model, opinion
evolution follows the update rule:

zi(t+ 1) = θisi + (1− θi)
∑
j∈V

wijzj(t), (1)

where θi ∈ [0, 1] denotes the stubbornness of individual i, controlling the extent
to which i adheres to its intrinsic opinion si during discussion. The term wij
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represents the influence weight that individual i assigns to individual j when
updating its opinion, where wij = 0 if (j → i) /∈ E and

∑
j∈V wij = 1. Un-

der standard conditions, the opinion dynamics converge to a stable outcome
represented by the vector z ∈ RN , where N = |V |, whose i-th element corre-
sponds to the final expressed opinion of individual i. For convenience, we stack
intrinsic opinions si into a vector s ∈ RN , and define the stubbornness matrix
Θ ≜ diag(θ1, . . . , θN ) ∈ RN×N and the influence matrix W ≜ [wij ] ∈ RN×N .
Denote 1 the all-ones vector, I the identity matrix, and g(z) the group-level
aggregate opinion at the final stage of discussion [11]. Using these notations and
following the derivation in [10], we can then express g(z) in closed form as:

g(z) = 1⊤z, where z = (I− (I−Θ)W)
−1

Θs, (2)
where g(z) ∈ [0, N ]. A larger value of g(z) indicates that the group is overall
more inclined toward the agreement stance on the topic after discussion, whereas
a smaller value indicates a stronger inclination toward the disagreement stance.

4.2 Adversarial-Aware Opinion-Dynamics Formulation

Having introduced the FJ model, we now adapt it to construct an adversarial-
aware opinion-dynamics formulation for the discussion-monitored scenario. Specif-
ically, our goal is to explicitly characterize how different choices of the agents to
hijack as adversarial agents, and the target agents they adversarially affect, can
influence the final discussion outcome under monitoring constraints. To achieve
this, a natural starting point is to directly apply the standard FJ model (Sec. 4.1)
to the multi-agent discussion process. However, this direct application is inade-
quate for two reasons. First, as elaborated in Sec. 4.1, instantiating the FJ model
requires three quantities: intrinsic opinions s, a stubbornness matrix Θ, and an
influence matrix W. However, none of these quantities is directly observable in
multi-agent discussions. Second, the standard FJ model assumes that every par-
ticipant genuinely engages in the discussion and updates opinions according to
the same interaction rule (Eq. 1). In our setting, however, hijacked agents behave
differently. They do not genuinely participate in the discussion. Instead, once hi-
jacked, they promote a fixed attacker-specified stance, are largely resistant to
opinion updates from interactions, and focus on selectively influencing attacker-
specified target agents adversarially. These characteristics are not well-captured
by the original FJ formulation. To handle these issues, we proceed in two steps.
We first recover the quantities required to instantiate the FJ dynamics in our set-
ting. We then incorporate adversarial behaviors into the opinion-update process
to obtain a novel adversarial-aware opinion-dynamics formulation.
Recovering FJ Parameters. As discussed in Sec. 4.1, instantiating FJ requires
intrinsic opinions s, a stubbornness matrix Θ, and an influence matrix W. Al-
though these quantities are not explicitly provided in multi-agent discussions,
we find that they can be estimated from observable message-level interactions
among agents using established techniques. Specifically, we can obtain intrinsic
opinions s by mapping each agent’s initial expressed stance to a scalar support
score (si ∈ [0, 1]) via calibrated LLM-based evaluation [26, 32]. We then derive
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Θ and W using constrained least-squares methods following prior work [29]. No-
tably, throughout our recovery process, we only use the same information as ex-
isting multi-agent discussion attack methods [18,24], ensuring a fair comparison.
Full recovery details and robustness assessment are provided in Supplementary.
Incorporating Adversarial Behaviors. Above, we recovered the FJ param-
eters s, Θ, and W, enabling the instantiation of the standard FJ model in
multi-agent discussions. Inspired by [11, 20], we now build upon this frame-
work and propose a novel adversarial-aware opinion-dynamics formulation for
the discussion-monitored scenario. This formulation explicitly incorporates ad-
versarial behaviors into the FJ framework. Notably, consistent with the stan-
dard FJ model, we represent opinions using scalar values in [0, 1] to denote two
opposing stances on a topic. Without loss of generality, we let 0 denote disagree-
ment with the given adversarial stance and 1 denote agreement with the given
adversarial stance. We now detail how our formulation enables incorporating
adversarial behaviors.

Specifically, to achieve such incorporation, we first observe that adversarial
agents in the discussion-monitored scenario exhibit two fundamental deviations
from normal discussion participants. (1) Very stubborn broadcasters. Ad-
versarial agents A do not genuinely engage in discussion. Instead, they consis-
tently promote the adversarial stance and largely ignore others’ opinions. They
can therefore be viewed as very stubborn broadcasters. To model this behavior,
for each adversarial agent j ∈ A, in addition to its intrinsic opinion being set to
sj = 1, its expressed opinion is further enforced as zj(t) = 1, ∀t. This means that
the adversarial agent’s stance remains fixed at the adversarial stance throughout
all discussion rounds, rather than evolving through interaction. (2) Selective
adversarial influence toward targets. In addition to holding a fixed stance,
adversarial agents are designed to influence a subset of attacker-specified target
agents. In our formulation, such adversarial influence can be modeled as an in-
crease in their influence weight toward these targets, thereby strengthening the
tendency of the targets to move toward the adversarial stance (value 1). Un-
der the discussion-monitored scenario, this influence needs to remain small to
preserve stealthiness. Accordingly, for a target agent i, let Ai denote the set of
adversarial agents targeting i. Adversarial influence can be modeled as a small
additive increment p to the (i, j)-th entry wij of the recovered influence matrix
W for j ∈ Ai, while the remaining incoming weights to agent i are proportionally
rescaled to maintain normalization:

wij ←

{
(1− |Ai|p)wij , j /∈ Ai,

(1− |Ai|p)wij + p, j ∈ Ai,
(3)

Here, p is a small hyperparameter denoting adversarial influence magnitude.
Taken together, incorporating adversarial behaviors requires integrating the

above two modifications into the FJ framework. This is non-trivial, as neither
modification is captured in the standard FJ model: the first introduces agent-
specific update rules, while the second induces target-dependent adjustments to
the influence matrix. Despite this, our analysis shows that the resulting opinion
dynamics after incorporating both modifications remain analytically tractable.
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In particular, under both modifications, inspired by [11, 20], we show that the
final discussion outcome toward the adversarial stance still admits a closed-
form solution. Specifically, denote U ≜ V \ A the set of non-adversarial agents.
Denote sU and ΘU the components of s and Θ indexed by U . Denote WUA and
WUU the sub-matrices of the modified influence matrix W (Eq. 3) with rows
indexed by U and columns indexed by A and U , respectively. Thereby, given a
set of adversarial agents A and target sets of each adversarial agent {Tj}j∈A,
the expected final discussion outcome toward the adversarial stance, denoted by
gA,{Tj}j∈A(z), admits following closed-form expression (see Supplementary for
derivation):

gA,{Tj}j∈A(z) = 1⊤
U

(
IU−(IU−ΘU )WUU

)−1(
ΘUsU+(IU−ΘU )WUA1A

)
+|A|.

(4)
In addition, 1U and 1A denote all-ones vectors of dimensions |U| and |A|, re-
spectively; IU denote identity matrices of sizes |U| × |U|.

4.3 Formulation-driven Attack Strategy

Eq. 4 provides a closed-form characterization of how an adversarial configura-
tion, i.e., a combination of A and {Tj}j∈A, determines the expected final discus-
sion outcome toward the adversarial stance in the discussion-monitored scenario.
Based on Eq. 4, since the attacker’s goal is to disrupt the discussion process by
steering it as strongly as possible toward the adversarial (incorrect) stance, an ef-
fective way to operationalize the attack is then to select the attack configuration
that maximizes this expected outcome. Accordingly, we consider the following
optimization problem:

A⋆, {T ⋆
j }j∈A⋆ ← arg max

A, {Tj}j∈A
gA,{Tj}j∈A(z). (5)

After solving Eq. 5 and deriving the corresponding adversarial configurations, we
can then rely on them to perform an effective attack in the multi-agent discus-
sion process. However, practically solving Eq. 5 is non-trivial. This is because,
it is a challenging discrete optimization problem whose decision variables jointly
include the set of adversarial agents A and a collection of target sets {Tj}j∈A,
where for each adversarial agent j ∈ A, it has a set of target agents Tj . This
leads the overall search space of this problem to typically blow up exponentially
with the number of agents N in the multi-agent system and quickly becomes
intractable (e.g., it can reach the order of 1013 when number of agents N ex-
ceeds 12, see Supplementary for details). The discreteness of the variables and
the massive search space make the naive application of common optimization-
problem-solving strategies, such as exhaustive enumeration, alternating opti-
mization or gradient-based methods, impractical in solving Eq. 5. To address
this challenge, inspired by [20], below, we develop a dedicated solution method
tailored to this problem. The key insight is that, by leveraging the structural
properties of Eq. 5 and the characteristics of the discussion-monitored scenario,
the problem in Eq. 5 can be transformed into a practically solvable one through
the following two steps.
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Step 1. We first observe that Eq. 5 exhibits a hierarchical dependency: the
feasible region of {Tj}j∈A depends on A. That is, adversarial agents need to be
selected before their target assignments can be determined. Exploiting this struc-
ture, we reformulate Eq. 5 as a Stackelberg-style leader-follower problem [20,31]
(see Supplementary for derivation):

A⋆ ← argmax
A

gA,{T ⋆
j }j∈A(z), (6a)

{T ⋆
j }j∈A ← arg max

{Tj}j∈A
gA,{Tj}j∈A(z) s.t. Tj ⊆ U , ∀j ∈ A. (6b)

This decomposition yields two coupled sub-problems: a leader problem over A in
Eq. 6a and a follower problem over {Tj}j∈A in Eq. 6b. The leader sub-problem,
whose search space scales only with |A|, is practically solvable via enumeration.
In particular, given {T ⋆

j }j∈A, solving the leader sub-problem requires an average
of only 6.35 ms (more details in Supplementary). The remaining challenge is thus
to determine whether the follower sub-problem is also practically solvable.

Step 2. Drawing inspiration from [20], below, we establish the practical
tractability of the follower sub-problem. The key insight is that the stealthiness
constraint of adversarial messages, typically viewed as limiting attack effective-
ness in the discussion-monitored scenario, thus renders the follower sub-problem
tractable. By explicitly incorporating this constraint and applying a Taylor ex-
pansion, we obtain the following theorem.

Theorem 1. (Proof in Supp) Under the stealthiness constraint, the follower
sub-problem in Eq. 6b becomes tractable. It reduces to at most 2N2−N−1

9 alterna-
tive optimization problems, each admitting a closed-form solution, from which the
original follower solution can be recovered with trivial additional computation.

Building on Theorem 1 and the leader-follower formulation in Eq. 6, we
obtain a practical solution to Eq. 5. For each candidate adversarial set A, we
compute its optimal target assignments {T ⋆

j }j∈A using Theorem 1, and then
solve the leader sub-problem by enumerating over A. Through this procedure,
the originally intractable combinatorial optimization problem in Eq. 5 becomes
efficiently solvable in practice. The overall solving process requires an average of
only 0.54 s as in Tab. 7, see Supplementary for more runtime details.

At this stage, we can systematically identify the adversarial configuration
(A⋆ and {T ⋆

j }j∈A⋆) that induces a significant deviation in the expected final
discussion outcome under monitoring constraints. Executing the attack based on
the identified configuration then allows us to effectively expose the adversarial
risks of the multi-agent discussion process in the discussion-monitored scenario.

4.4 Overall Process

Our proposed attack method can be flexibly integrated with existing multi-agent
discussion attack approaches [3, 6]. For a given baseline attack, to adapt it to
the discussion-monitored scenario while facilitating it in evading anomaly detec-
tion, we first incorporate it with the stealth-oriented modifications described in
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Table 4: Evaluation of different attack strategies for attacking multi-agent discussions
under the discussion-monitored scenario on MMLU.

Attacks Agent
Selection Strategies

SelfCheckGPT [27] as anomaly detector RAGAs [9] as anomaly detector G-Safeguard [33] as anomaly detector

∆Acc ↑ ∆Agradv ↑ Detection Rate ↓ ∆Acc ↑ ∆Agradv ↑ Detection Rate ↓ ∆Acc ↑ ∆Agradv ↑ Detection Rate ↓

MCA [3]

Original strategy of [3] 2.6% 3.1% 4.4% 2.0% 2.9% 4.8% 2.2% 3.5% 5.6%

Variant I 8.3% 15.6% 4.6% 6.1% 10.8% 4.9% 8.1% 12.0% 5.8%
Variant II 9.8% 13.1% 4.8% 7.9% 11.5% 5.1% 9.2% 13.1% 6.0%
Variant III 14.2% 18.2% 4.4% 11.6% 15.6% 4.9% 13.3% 17.0% 5.6%
Variant IV 11.3% 17.2% 4.7% 8.7% 12.5% 5.0% 10.6% 15.1% 5.9%
Variant V 13.2% 15.8% 4.4% 11.2% 16.9% 4.8% 12.1% 18.8% 5.7%
Variant VI 12.7% 16.2% 4.5% 10.5% 15.7% 4.9% 12.5% 19.0% 5.8%

Our strategy 28.7% 34.4% 4.3% 23.3% 25.6% 4.7% 26.6% 30.1% 5.4%

MAD-Spear [6]

Original strategy of [6] 6.9% 7.2% 6.7% 5.3% 5.8% 7.1% 6.1% 6.6% 8.4%

Variant I 13.7% 16.1% 6.8% 12.2% 15.0% 7.2% 13.4% 16.6% 8.5%
Variant II 15.9% 18.6% 7.1% 13.6% 16.0% 7.4% 14.2% 17.7% 8.7%
Variant III 21.8% 26.1% 6.8% 19.7% 24.6% 7.1% 21.1% 25.0% 8.4%
Variant IV 19.8% 25.4% 7.0% 16.3% 22.0% 7.5% 19.5% 24.7% 8.7%
Variant V 22.1% 27.3% 6.7% 19.2% 25.1% 7.1% 20.2% 27.9% 8.5%
Variant VI 22.9% 35.9% 6.8% 19.8% 34.4% 7.2% 20.3% 34.0% 8.5%

Our strategy 43.5% 49.5% 6.6% 38.9% 45.4% 7.0% 41.8% 47.8% 8.3%

Sec. 3.2. On top of this adaptation, we apply our method by replacing the base-
line’s original adversarial agent and target agent selection strategy with ours.
Specifically, given a multi-agent discussion instance to attack, we first recover
the FJ parameters for all agents following the procedure in Sec. 4.2. Next, we
solve Eq. 5 using the solution procedure introduced in Sec. 4.3 to obtain the
adversarial agent set A⋆ and the corresponding target assignments {T ⋆

j }j∈A⋆ .
Finally, following the remaining mechanism of the baseline attack, we hijack the
selected agents in A⋆ and instruct them to adversarially influence their desig-
nated target agents based on {T ⋆

j }j∈A⋆ . More details are in Supplementary.

5 Experiments

Experiments Setups & Implementation Details. To evaluate the effective-
ness of our proposed attack method, we follow the setups in Sec. 3.2. We set the
hyperparameter p = 10−3 (and varying p in Supplementary).
Compared Agent Selection Strategies. When integrating our method into
existing multi-agent discussion attack frameworks, including MCA [3] and MAD-
Spear [6], we compare against their original adversarial-agent and target-agent
selection strategies, as well as against six additional variants. Variant I selects
the highest out-degree agents as adversarial agents and, from their neighbors,
the highest out-degree agents as targets. Variant II estimates agents’ personas
using GPT-4o [28], selecting agents with personas most similar to “stubborn” as
adversarial agents and, from their neighbors, those most similar to “suggestible”
as targets. Variant III estimates agents’ persuasiveness following [4], select-
ing the most persuasive agents and, from their neighbors, the most persuasive
targets. Variant IV leverages the stubbornness matrix Θ to select the most
stubborn agents and, from their neighbors, the least stubborn targets. Variants
V-VI use intrinsic opinions s toward the adversarial stance to select agents:
Variant V selects agents with the highest support for the adversarial stance and,
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Table 5: Evaluation of different attack strategies for attacking multi-agent discussions
under the discussion-monitored scenario on MMMU.

Attacks Agent
Selection Strategies

SelfCheckGPT [27] as anomaly detector RAGAs [9] as anomaly detector G-Safeguard [33] as anomaly detector

∆Acc ↑ ∆Agradv ↑ Detection Rate ↓ ∆Acc ↑ ∆Agradv ↑ Detection Rate ↓ ∆Acc ↑ ∆Agradv ↑ Detection Rate ↓

MCA [3]

Original strategy of [3] 4.1% 5.0% 3.5% 2.3% 3.6% 4.0% 3.1% 3.8% 5.1%

Variant I 11.4% 14.8% 3.6% 9.2% 13.5% 4.1% 10.9% 14.5% 5.1%
Variant II 11.3% 15.2% 3.8% 9.8% 12.9% 4.4% 10.1% 14.9% 5.5%
Variant III 16.6% 22.9% 3.5% 12.7% 16.3% 4.0% 15.5% 19.8% 5.2%
Variant IV 13.5% 18.0% 3.7% 12.7% 17.8% 4.3% 13.0% 14.2% 5.3%
Variant V 15.4% 19.4% 3.6% 13.9% 17.5% 4.0% 14.7% 18.5% 5.2%
Variant VI 15.7% 20.8% 3.6% 14.2% 18.2% 4.0% 15.3% 19.8% 5.1%

Our strategy 32.6% 39.5% 3.4% 28.1% 32.0% 3.9% 31.4% 38.4% 5.0%

MAD-Spear [6]

Original strategy of [6] 7.6% 8.5% 5.5% 5.7% 7.0% 6.2% 7.1% 7.2% 7.1%

Variant I 18.0% 17.6% 5.6% 17.8% 18.4% 6.3% 18.3% 19.5% 7.1%
Variant II 17.7% 20.4% 5.8% 15.1% 19.4% 6.5% 16.9% 21.3% 7.4%
Variant III 21.9% 27.7% 5.5% 20.2% 25.3% 6.3% 21.8% 26.0% 7.2%
Variant IV 18.9% 24.8% 5.7% 17.0% 22.6% 6.5% 18.4% 23.0% 7.3%
Variant V 22.5% 29.3% 5.5% 19.3% 25.8% 6.2% 21.4% 27.5% 7.2%
Variant VI 21.8% 28.6% 5.6% 20.5% 23.4% 6.2% 21.5% 26.8% 7.2%

Our strategy 45.3% 51.1% 5.4% 41.7% 44.6% 6.1% 42.2% 49.4% 7.0%

Fig. 3: Qualitative results of our attack method on MMMU using RAGAs [9] as
anomaly detector. As shown, our method successfully conducts multi-agent discus-
sion attack under discussion monitoring constraints, showing its efficacy. Additional
qualitative results, including qualitative comparisons with other methods, are in Supp.

from their neighbors, the highest-support targets. Variant VI selects agents with
the lowest support and, from their neighbors, the lowest-support targets. More
details and the rationale behind each variant are in Supplementary.

5.1 Main Results

As shown in Tab. 4 and Tab. 5, our method consistently and significantly out-
performs all compared approaches across datasets on both attack effectiveness
metrics (i.e., ∆Acc and ∆Agradv). Meanwhile, it maintains a low detection rate.
These results collectively show its strong effectiveness under monitoring con-
straints. Qualitative results in Fig. 3 further show that our tailored method can
successfully disrupt multi-agent discussions in the discussion-monitored scenario.

5.2 Additional Ablation Studies

In this section, we conduct extensive ablation studies on baseline attack method
MAD-Spear on MMMU. More ablation studies are in Supplementary.
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Table 6: Evaluation on the adversarial-aware formulation.

Attacks SelfCheckGPT [27] as anomaly detector RAGAs [9] as anomaly detector G-Safeguard [33] as anomaly detector

∆Acc ↑ ∆Agradv ↑ Detection Rate ↓ ∆Acc ↑ ∆Agradv ↑ Detection Rate ↓ ∆Acc ↑ ∆Agradv ↑ Detection Rate ↓

w/o both modifications 25.7% 31.3% 5.5% 21.0% 28.2% 6.2% 22.2% 29.3% 7.0%
w/o modification (1) 40.2% 46.2% 5.4% 36.4% 41.4% 6.1% 37.3% 43.0% 7.0%
w/o modification (2) 35.1% 39.8% 5.5% 32.1% 36.6% 6.1% 33.2% 33.9% 7.1%

Our formulation 45.3% 51.1% 5.4% 41.7% 44.6% 6.1% 42.2% 49.4% 7.0%

Table 7: Solving time analysis of Eq. 5.

Method Average solving time

Naive enumeration Practically infeasible
Ours 0.54 s

Impact of the adversarial-aware formulation. In our attack method, we
propose an adversarial-aware opinion-dynamics formulation that incorporates
two key modifications to the standard FJ model: (1) modeling adversarial agents
as very stubborn broadcasters and (2) incorporating selective adversarial influ-
ence toward targets. To evaluate the efficacy of this formulation, we test three
variants. In the first variant (w/o both modifications), we remove both modi-
fications and revert to the standard FJ model. In the second variant (w/o mod-
ification (1)), we remove modification (1) while retaining modification (2). In
the third variant (w/o modification (2)), we remove modification (2) instead.
As shown in Tab. 6, our formulation consistently outperforms all variants.
Solving time analysis of Eq. 5. In Sec. 4.3, we design a dedicated method
that renders Eq. 5 practically solvable. In Tab. 7, we report the average solving
time of our method on a single NVIDIA RTX A6000 GPU. As shown, naively
enumerating all possible adversarial configurations to solve Eq. 5 is computa-
tionally infeasible. In contrast, our method can practically solve the problem
with an average running time of 0.54 s (see more details in Supp).

6 Conclusion

In this work, we investigate adversarial attacks against multi-agent discussions
under the practical yet largely unexplored discussion-monitored scenario, where
inter-agent communications are continuously monitored by anomaly detectors.
We show that simply adapting existing attacks is ineffective in this scenario.
However, by designing a novel attack explicitly tailored to this scenario, we
demonstrate that substantial attack success remains achievable despite continu-
ous monitoring. These findings indicate that monitoring alone is not enough to
eliminate adversarial risks in multi-agent discussions.

References

1. Abdaljalil, S., Pallucchini, F., Seveso, A., Kurban, H., Mercorio, F., Serpedin,
E.: Safe: A sparse autoencoder-based framework for robust query enrichment and



16 Q. Xiang et al.

hallucination mitigation in llms. Findings of the Association for Computational
Linguistics: EMNLP (2025)

2. Abelson, R.P.: Mathematical models in social psychology. In: Advances in experi-
mental social psychology, vol. 3, pp. 1–54. Elsevier (1967)

3. Amayuelas, A., Yang, X., Antoniades, A., Hua, W., Pan, L., Wang, W.Y.: Multia-
gent collaboration attack: Investigating adversarial attacks in large language model
collaborations via debate. In: Findings of the Association for Computational Lin-
guistics: EMNLP 2024. pp. 6929–6948 (2024)

4. Bozdag, N.B., Mehri, S., Tur, G., Hakkani-Tür, D.: Persuade me if you can: A
framework for evaluating persuasion effectiveness and susceptibility among large
language models. In: First Workshop on Multi-Turn Interactions in Large Language
Models (2025)

5. Chen, X., Mao, M., Li, S., Shangguan, H.: Debate-feedback: A multi-agent frame-
work for efficient legal judgment prediction. In: Chiruzzo, L., Ritter, A., Wang, L.
(eds.) Proceedings of the 2025 Conference of the Nations of the Americas Chapter
of the Association for Computational Linguistics: Human Language Technologies
(Volume 2: Short Papers). pp. 462–470. Association for Computational Linguistics,
Albuquerque, New Mexico (Apr 2025)

6. Cui, Y., Du, H.: Mad-spear: A conformity-driven prompt injection attack on multi-
agent debate systems. arXiv preprint arXiv:2507.13038 (2025)

7. Deffuant, G., Neau, D., Amblard, F., Weisbuch, G.: Mixing beliefs among inter-
acting agents. Advances in complex systems 3(01n04), 87–98 (2000)

8. Du, Y., Li, S., Torralba, A., Tenenbaum, J.B., Mordatch, I.: Improving factual-
ity and reasoning in language models through multiagent debate. In: Forty-first
International Conference on Machine Learning (2024)

9. Es, S., James, J., Espinosa Anke, L., Schockaert, S.: RAGAs: Automated eval-
uation of retrieval augmented generation. In: Aletras, N., De Clercq, O. (eds.)
Proceedings of the 18th Conference of the European Chapter of the Association
for Computational Linguistics: System Demonstrations. pp. 150–158. Association
for Computational Linguistics, St. Julians, Malta (Mar 2024)

10. Friedkin, N.E., Johnsen, E.C.: Social influence and opinions. Journal of mathemat-
ical sociology 15(3-4), 193–206 (1990)

11. Gionis, A., Terzi, E., Tsaparas, P.: Opinion maximization in social networks. In:
Proceedings of the 2013 SIAM international conference on data mining. pp. 387–
395. SIAM (2013)

12. He, P., Lin, Y., Dong, S., Xu, H., Xing, Y., Liu, H.: Red-teaming llm multi-agent
systems via communication attacks. In: Findings of the Association for Computa-
tional Linguistics: ACL 2025. pp. 6726–6747 (2025)

13. Hegselmann, R., Krause, U.: Opinion dynamics and bounded confidence mod-
els, analysis, and simulation. Journal of Artificial Societies and Social Simulation
(JASSS) vol 5(3) (2002)

14. Hendrycks, D., Burns, C., Basart, S., Zou, A., Mazeika, M., Song, D., Steinhardt,
J.: Measuring massive multitask language understanding. International Conference
on Learning Representations (2021)

15. Hu, Y., Cai, Y., Du, Y., Zhu, X., Liu, X., Yu, Z., Hou, Y., Tang, S., Chen, S.:
Self-evolving multi-agent collaboration networks for software development. In: The
Thirteenth International Conference on Learning Representations (2025)

16. Hu, Y., Shi, W., Fu, X., Roth, D., Ostendorf, M., Zettlemoyer, L., Smith, N.A.,
Krishna, R.: Visual sketchpad: Sketching as a visual chain of thought for multi-
modal language models. Advances in Neural Information Processing Systems 37,
139348–139379 (2024)



Strategic Agent Selection for Stealthy Attack 17

17. Huo, J.R., Lan, W., Yu, X.: Sparse false data injection attacks against distributed
control of multi-agent systems. Control Engineering Practice 168, 106734 (2026)

18. Ju, T., Wang, Y., Ma, X., Cheng, P., Zhao, H., Wang, Y., Liu, L., Xie, J., Zhang,
Z., Liu, G.: Flooding spread of manipulated knowledge in llm-based multi-agent
communities. arXiv preprint arXiv:2407.07791 (2024)

19. Li, A., Xie, Y., Li, S., Tsung, F., Ding, B., Li, Y.: Agent-oriented planning in multi-
agent systems. In: The Thirteenth International Conference on Learning Represen-
tations (2025)

20. Li, Y., Chen, Z., Zhao, H.V.: Opinion control under adversarial network perturba-
tion: a stackelberg game approach. arXiv preprint arXiv:2304.12540 (2023)

21. Li, Z., Rahmani, H., Zhang, J., Xue, Y., Mirmehdi, M., Kuen, J., Gu, J., Liu,
J.: Diffgraph: An automated agent-driven model merging framework for in-the-
wild text-to-image generation. In: Proceedings of the IEEE/CVF Conference on
Computer Vision and Pattern Recognition. pp. 36713–36723 (2026)

22. Li, Z., Zhang, J., Hu, P., Kuen, J., Gu, J., Rahmani, H., Liu, J.: Automatic method
illustration generation for ai scientific papers via drawing middleware creation,
evolution, and orchestration. ECCV (2026)

23. Liang, T., He, Z., Jiao, W., Wang, X., Wang, Y., Wang, R., Yang, Y., Shi, S., Tu,
Z.: Encouraging divergent thinking in large language models through multi-agent
debate. In: Proceedings of the 2024 conference on empirical methods in natural
language processing. pp. 17889–17904 (2024)

24. Liu, F., Zhao, R., Chen, S., Li, G., Torr, P., Han, L., Gu, J.: Can an individual
manipulate the collective decisions of multi-agents? In: Proceedings of the 2025
Conference on Empirical Methods in Natural Language Processing. pp. 12169–
12193 (2025)

25. Liu, G., Le, V.T., Rahman, S., Kreiss, E., Ghassemi, M., Gabriel, S.: Mosaic: Mod-
eling social ai for content dissemination and regulation in multi-agent simulations.
In: Proceedings of the 2025 Conference on Empirical Methods in Natural Language
Processing. pp. 6401–6428 (2025)

26. Liu, Y., Iter, D., Xu, Y., Wang, S., Xu, R., Zhu, C.: G-eval: Nlg evaluation using
gpt-4 with better human alignment. In: Proceedings of the 2023 Conference on Em-
pirical Methods in Natural Language Processing. Association for Computational
Linguistics (2023)

27. Manakul, P., Liusie, A., Gales, M.: Selfcheckgpt: Zero-resource black-box halluci-
nation detection for generative large language models. In: Proceedings of the 2023
conference on empirical methods in natural language processing. pp. 9004–9017
(2023)

28. OpenAI: Gpt-4o system card (2024)
29. Ravazzi, C., Tempo, R., Dabbene, F.: Learning influence structure in sparse so-

cial networks. IEEE Transactions on Control of Network Systems 5(4), 1976–1986
(2017)

30. Rebedea, T., Dinu, R., Sreedhar, M.N., Parisien, C., Cohen, J.: Nemo guardrails:
A toolkit for controllable and safe llm applications with programmable rails. In:
Proceedings of the 2023 conference on empirical methods in natural language pro-
cessing: system demonstrations. pp. 431–445 (2023)

31. Stackelberg, H.v.: Marktform und gleichgewicht. (No Title) (1934)
32. Wang, P., Li, L., Chen, L., Cai, Z., Zhu, D., Lin, B., Cao, Y., Kong, L., Liu, Q.,

Liu, T., et al.: Large language models are not fair evaluators. In: Proceedings of the
62nd Annual Meeting of the Association for Computational Linguistics (Volume
1: Long Papers). pp. 9440–9450 (2024)



18 Q. Xiang et al.

33. Wang, S., Zhang, G., Yu, M., Wan, G., Meng, F., Guo, C., Wang, K., Wang, Y.:
G-safeguard: A topology-guided security lens and treatment on llm-based multi-
agent systems. In: Proceedings of the 63rd Annual Meeting of the Association for
Computational Linguistics (Volume 1: Long Papers). pp. 7261–7276 (2025)

34. Wu, Q., Bansal, G., Zhang, J., Wu, Y., Li, B., Zhu, E., Jiang, L., Zhang, X.,
Zhang, S., Liu, J., et al.: Autogen: Enabling next-gen llm applications via multi-
agent conversation. In: ICLR 2024 Workshop on Large Language Model (LLM)
Agents (2024)

35. Xiang, Q., Qu, H., Rahmani, H., Liu, J.: New wide-net-casting jailbreak attacks
risk large models. ICML (2026)

36. Yan, B., Zhou, Z., Zhang, X., Li, C., Zeng, R., Qi, Y., Wang, T., Zhang, L.:
Attack the messages, not the agents: A multi-round adaptive stealthy tampering
framework for llm-mas. arXiv preprint arXiv:2508.03125 (2025)

37. Ye, R., Tang, S., Ge, R., Du, Y., Yin, Z., Chen, S., Shao, J.: Mas-gpt: Training llms
to build llm-based multi-agent systems. In: Forty-second International Conference
on Machine Learning (2025)

38. Yu, M., Wang, S., Zhang, G., Mao, J., Yin, C., Liu, Q., Wang, K., Wen, Q., Wang,
Y.: Netsafe: Exploring the topological safety of multi-agent system. In: Findings of
the Association for Computational Linguistics: ACL 2025. pp. 2905–2938 (2025)

39. Yue, X., Ni, Y., Zhang, K., Zheng, T., Liu, R., Zhang, G., Stevens, S., Jiang,
D., Ren, W., Sun, Y., et al.: Mmmu: A massive multi-discipline multimodal
understanding and reasoning benchmark for expert agi. In: Proceedings of the
IEEE/CVF conference on computer vision and pattern recognition. pp. 9556–9567
(2024)

40. Zhao, Y., Wang, H., Zheng, Y., Wu, X.: A layered debating multi-agent system for
similar disease diagnosis. In: Proceedings of the 2025 Conference of the Nations of
the Americas Chapter of the Association for Computational Linguistics: Human
Language Technologies (Volume 2: Short Papers). pp. 539–549. Association for
Computational Linguistics, Albuquerque, New Mexico (Apr 2025)


	Is Monitoring Enough? Strategic Agent Selection For Stealthy Attack in Multi-Agent Discussions

