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Abstract. While there are many techniques (e.g., QR codes) that con-
vey information via visual patterns, some applications would benefit from
using imperceptible patterns. We present a method for designing subtle
code-conveying patterns that can be printed on transparent sticker paper
and applied to real-world surfaces. An image of a scene with an encoded
sticker can be captured and the sticker localized and decoded. Thus,
our stickers, while mostly unobtrusive to the human eye, are detectable
and decodable to our model. We jointly optimize the encoder, localizer,
and decoder end-to-end, balancing imperceptibility and accuracy. Our
method encodes 100-bit secrets and experimental results show that it
is robust to human placement errors, imaging conditions, multiple stick-
ers, occlusions, and wrinkles in stickers. Importantly, this method is easy
to deploy and applicable in situations such as object tracking for aug-
mented reality, conveyance of information about tourist sites, and subtle
identification of manufactured goods or their components.
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1 Introduction

Easily incorporating data into the real world is advantageous in a number of sce-
narios such as consumer-based interactions and industrial manufacturing. Fur-
thermore, incorporating that data in a stylistic or hidden way is also beneficial,
especially in situations where the visual appearance of the encoded surface is
important. Our work focuses on this type of image-based steganography, or data
hiding. We envision applications of this technique ranging from product packag-
ing, to explanatory tags present in museums and at tourist sites, to localization
aids for augmented and virtual reality —all situations in which we wish to convey
information from the real world to an automated system while not necessarily
calling attention to the embedded patterns.

In this work we will present a pipeline for non-permanently modifying real-
world surfaces to include hidden data in a way that is unobtrusive to the human
eye, but detectable and decodable when fed through our model. First, a user
supplies 100 message bits (already augmented with their chosen error correction
method) and an image of a real-world surface that they want to encode with
their data. The message is then passed with the image to the encoder, which
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(a) Real-World
Surface

(b) Custom-Coded
Sticker Pattern

(c) Surface with
Printed Sticker

(d) Sticker Detected
and Decoded

Fig. 1: A real-world example of our method. The sticker pattern (b) was generated
by feeding in the image of the real-world surface (a) and a random secret message.
The sticker was then printed and applied to the real-world surface to create (c). The
image of the surface with the printed sticker was then sent through our localizer to
determine the location of the sticker in the image. The predicted location was fed to our
decoder and the decoded secret was returned with 96% accuracy—enough to recover
the message after BCH error correction with 56 message bits and 40 parity bits.

outputs a pattern. The pattern is then printed on sticker paper and placed over
the surface in the environment that corresponds to the surface supplied to the
encoder. An image of the scene with the encoded surface can then be captured
digitally and sent through our localization and decoding networks, where the
sticker is localized and the secret data is retrieved. See Fig. 2 for a visual rep-
resentation of the pipeline. We accomplish this through jointly optimizing our
encoder, localizer, and decoder networks.

A user can select the error correcting scheme they deem most appropriate
given their desired applications. Given that our method handles 100 total bits,
one possibility is a single BCH codeword with 56 message and 40 parity bits,
which can handle up to 5 bit errors. Another good error correction method would
be sending 3 BCH codewords of size 31, which would result in 48 message bits
overall and up to 3 correctable errors in each codeword.

Existing methods that perform image-based steganography using deep learn-
ing [3, 5, 9, 10, 12, 13, 18, 25, 29, 30, 34, 35, 41] rely on being able to directly and
precisely change the pixel values of the supplied image when creating the en-
coded, container, image. While those methods do allow for real-world deploy-
ment, they do not allow real-world surfaces to be modified to carry encoded
information; rather, they must be replaced completely. The novelty and main
advantages of our method are that it takes human placement error into account,
is a non-permanent modification, and does not require printing of the whole
container image (i.e., the background image with the encoded data). Instead,
only the secret encoding is printed, which has a small visible footprint. This is
beneficial, as printers have a limited color gamut and cannot always accurately
recreate background images; placing printed high-opacity images back in the
environment they were photographed from makes hiding the printed sections
difficult. Thus, our method results in stickers that are easy to apply and simple
to remove from a surface if the information they encode needs to be updated for
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any reason. In addition, we also present a framework for multi-sticker detection
and provide extensive real-world tests under varying imaging conditions.

In this paper, we discuss the encoder, localization, and decoder networks
used, and describe a multi-phase training protocol that jointly optimizes for ac-
curacy of decoding, imperceptibility of the encoded sticker, and robustness of
localization (Sec. 3). Training includes appropriate augmentations to account
for not only image degradations, but also human error in sticker placement. Our
results (Sec. 4) demonstrate both the high decoding accuracy and imperceptibil-
ity of the patterns. In particular, our work compares favorably to previous work
that requires printing an entire image with an embedded pattern and adding a
white border, rather than just applying a transparent sticker (Sec. 4.3). A variety
of ablation studies (Sec. 4.4) motivate our design choices.

2 Related Work

2.1 Barcodes

Being able to encode information or data into a scene is desirable in many ap-
plications. The variety of schemes for 2D barcodes, and in particular Quick Re-
sponse (QR) codes, have exploded in popularity due to their high data capacity
and ease of use when decoding. However, a drawback of QR codes is their stark
black and white appearance. Their appearance can limit their applicability in
situations where visual aesthetics are important. Work has been done to improve
the appearance of QR codes, with approaches that include creating halftone QR
codes [6] and embedding or blending QR codes into images [8, 16, 32, 33, 37].
There has also been work done on creating other barcode schemes that can be
embedded into images without having to include all the modules necessary for
QR codes [20]. However, even the best of these methods result in patterns that
remain easily visible and potentially distracting to human observers.

2.2 Steganography

The goal of steganography is to hide data in some medium such that its pres-
ence is undetectable, and potentially undecodable, to those who come across it
without prior knowledge of its whereabouts. We will focus on instances where
steganography is used to hide data in images. In those cases, a cover image is
encoded with information to become a container image.

Many works have implemented image-based steganography utilizing deep
learning to both encode and decode hidden messages [3, 5, 9, 10, 12, 13, 18, 25,
29, 30, 34, 35, 41]. In particular, StegaStamp [25] and Jia et al . [13] inspired our
work. StegaStamp encoded 400 � 400 images with 100 bit secrets and introduced
differentiable image perturbations before decoding container images. They fine-
tuned an off-the-shelf semantic segmentation network for localization; however,
the container images needed an added white border to be properly localized and
decoded. The pipeline introduced in [13] allowed for 96 � 96 subsections to be
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encoded in larger 256 � 256 images. They also introduced a localization network
that took in potentially distorted images and sent predicted encoded subsections
to the decoder. Our method is novel in that we do not assume that the container
image will be created digitally. Rather, we assume that it will be created in the
real world through applying an encoded sticker to a surface. Given our goal, we
have to take into account human error in placement and cannot assume that a
container image will be created using pixel perfect alignment.

2.3 Watermarking

Digital watermarking is another form of embedding hidden data in digital im-
ages. It is distinct from steganography in that it is typically used to link image
ownership, so robustness to image perturbations and distortions is of more im-
portance than remaining perceptually invisible to the human eye [27]. In addi-
tion, the capacity of the message is typically of less importance than in steganog-
raphy. Digital watermarking can be done using a variety of methods; those that
utilize deep learning [1, 14, 17, 19, 21, 38, 41] are closest to our work. Digital wa-
termarking also assumes that the cover image can be directly modified.

Imprinto [7] is an example of non-digital watermarking; an infrared inkjet
watermarking technique is used to print invisible patterns on paper. While it
allows patterns to be added with handheld printers, if a user no longer wants a
printed pattern on a surface, it can be difficult to remove. In contrast, with our
method, a user can easily remove a sticker if they no longer want it on a surface.
We also do not rely on infrared technology to make our patterns imperceptible.

2.4 Real-World Adversarial Attacks

In contrast to the underlying goal of steganography and watermarking to hide
information so that it can later be decoded, some real-world adversarial attacks
aim to add visual information to prevent accurate classification. Work has shown
that adding stickers or patches to a camera lens, scene, or face can alter how
the scene or face is classified [4, 15, 23, 28]. There has also been work on gener-
ating 3D adversarial objects [2]. While the goals of those works are distinctly
different from ours, they also take robust real-world deployment into account.
In [4], adding a patch — trained to optimize the probability of a specific target
classification —to a scene could make the object in the scene become misclas-
sified as that target. The authors show a decrease in the performance of their
patches in the real world versus simulation, something they hypothesize is the
result of not optimizing for the printability of the colors of the patches. In con-
trast, [23] defined a non-printability score to make their optimized adversarial
objects more robust for real-world deployment. In our work, we handle color
management through printer calibration and defining a color model that we use
during training to mimic placing a sticker on an image.



Sticking Information in Plain Sight 5

Fig. 2: Overview of the encoding/decoding pipeline during stage three of training.
Labels of the same color correspond to the same loss component.

3 Joint Training of Encoder, Localizer, and Decoder

3.1 Data Generation

For background images, we use the ADE20K dataset [39, 40], which contains
27,574 images. We randomly split the dataset into 23,437 training images and
4,137 testing images. All training and testing background images are resized to
128 � 128 pixels. For each image, we randomly assign a location that a sticker
should be placed during training or testing. For a given sticker location, a random
height and width, center coordinate, and rotation are generated. The height and
width are constrained to be even integers between 32 and 64 pixels and the
rotation is set to be between -30 and 30 degrees. We ensured that every sticker
is fully within the bounds of its background image. We randomly generate 100-
bit secret messages during training and testing. Note that we randomly generate
the location of a sticker for a speci�c background image once, and then use that
location-image pair during training. In contrast, we randomly generate new 100-
bit binary messages using torch.randint() for every location-image pair in every
epoch.

3.2 Network Architecture

We use the same general architecture for our encoder and decoder as [25], with
some small changes. Thus, we use a UNet [22] for our encoder and a series of
convolutions and linear layers for our decoder. For localization, inspired by the
localization network in Jia et al . [13], we use a variant of HRNet [24,26,31]. See
our supplementary material for architecture details.

3.3 Training Strategy

In order to balance optimizing for localization accuracy, decoding accuracy, and
imperceptibility, we train in stages. We begin by solely optimizing for decoding
accuracy at the ground truth sticker location. Thus, we start with having every
training example include a sticker, and then change to randomly including stick-
ers after we start optimizing for localization. In order to make the decoder more



6 Shatford and Rusinkiewicz

robust, instead of sending perfectly cropped encoded images to the decoder, an
a�ne transformation is performed, where we randomly shift the background im-
age by �0:05�128 pixels in each of the horizontal and vertical directions. We also
randomly rotate the background image by �5 degrees and randomly scale the
image between (0.98, 1.02). This is done so that when an image is cropped using
the ground truth coordinates to get the sticker, the sticker is likely not perfectly
in frame. We �nd that this leads to stickers with patterns that hold most of their
visual information close to the center, with softer edges that gradually fade to
fully transparent.

The possible augmentations during training are a small perspective warp,
random changes to brightness, contrast, and saturation, all between �50%; Gaus-
sian blur with sigma between 0:1 and 1; and/or random Gaussian noise. Each
type of augmentation independently has a 75% chance of being added to an
image. We found that when we removed any of those augmentations, the pat-
terns that develop have similar or lower average perceptual distance scores, as
measured by version 0.1.4 of LPIPS [36]. However, either the average decoding
accuracy or detection rate is lower, when testing with the missing augmentation.

The �rst stage of training ends after 120 epochs, with the average decoding
accuracy of ground truth sticker locations being approximately 95%. We then
start the second stage of training by updating the loss function to include a cover
loss that measures sticker imperceptibility. The weight of the cover loss starts
small, and increases in steps as training continues. After about 300 more epochs,
the decoding of ground truth sticker locations reaches average accuracies around
80%, and we enter stage three by beginning to train the localization portion of
the network from scratch. We update the loss function to include measurements
for localization accuracy. After a few epochs, we add in loss associated with
decoding at the predicted sticker location.

The loss function we use is:

L = � 1L gtLocDecode + � 2L heat + � 3L predLocDecode + � 4L cover : (1)

We adjust the weights of the components of the loss throughout training.
During stage one, �1 is 1, and � 2, � 3, and � 4 are all 0. In stage two, � 1 is 1, � 2

and � 3 are 0, and �4 increases from 0.01 to 40. In the third stage, the weights
are adjusted such that the losses are roughly balanced with each other, ending
with � 1 set to 0.2, � 2 set to 100000, �3 set to 2, and � 4 set to 80. In addition, we
double the weight of the loss associated with the top 4 samples in each batch that
have the largest LPIPS scores. See our supplementary material for additional
hyperparameter analysis for each �, as well as results from experiments where
training started from stage two or stage three.

We use binary cross-entropy (BCE) with logits loss for measuring loss as-
sociated with the decoding of stickers in ground truth locations (LgtLocDecode ).
We calculate the localization loss (Lheat ) as the Mean Squared Error (MSE) be-
tween the ground truth and predicted four corner heatmaps. We also use BCE
with logits loss for measuring the accuracy of decoding in the predicted sticker
location (L predLocDecode ); we only calculate it when a sticker is predicted to be
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Fig. 3: LPIPS scores (lower is better) vs. Decoding accuracies (higher is better) on the
test set, with no augmentations added (left) and with augmentations added (right).

present in a background image. The cover loss (Lcover ), which measures the im-
perceptibility of a sticker in an image, is calculated by using Learned Perceptual
Image Patch Similarity (LPIPS) [36].

See Fig. 2 for a visual representation of the training pipeline. Note that it
depicts training at stage three. In stages one and two, the ground truth heatmaps
are used to extract the sticker locations that are fed to the decoder. We found
that it was necessary to have two losses associated with decoding accuracy, as
when LpredLocDecode was not included, it led to a decrease of approximately 6.4
percentage points in decoding accuracy, with augmentations.

4 Results

4.1 Simulation

Our model achieves an average detection rate of 99.95% and 97.24% on the
test set, for non-augmented and augmented images respectively. It also achieves
an average decode accuracy of 99.14% and 89.16% when sending the predicted
sticker locations to the decoder, for non-augmented and augmented images re-
spectively. The possible augmentations are the same as those outlined in Sec. 3.3.
We measure detection rate as the number of true positives divided by the sum
of true positives, false negatives, and false positives, where true positives are
stickers that are localized with an IoU greater than 0.5. The average decoding
accuracy is calculated by averaging the individual decoding accuracies of im-
ages that were detected as having stickers. The average LPIPS score achieved is
approximately 0.0632, as measured between 64 � 64 cover and container subsec-
tions. See Fig. 3 for histograms of LPIPS scores vs. decoding accuracies. They
suggest that the stickers are able to blend well with most backgrounds in the
dataset, while maintaining a high decode accuracy, except under more extreme
augmentations.

See our supplementary material for examples of sticker patterns placed on
images in simulation. While the patterns that develop are not completely invisi-
ble when placed on backgrounds, they are able to blend in fairly well, especially
in areas that are not low frequency or uniformly light in color. While these re-
sults re�ect 128 �128 background images, in simulation, stickers only have to be
within the range of 32�32 to 64�64 to be found within an image with resolution



8 Shatford and Rusinkiewicz

higher than 128� 128. In such cases, we use a sliding window approach for sticker
localization. We have tested this on images up to 400 � 400 and have found that
the stickers were still consistently and accurately localized and decoded.

4.2 Real-World

For real-world experiments, all stickers are printed using a Canon Pixma G620
printer on MACO matte clear sticker paper. An iPhone 15 Pro is used to capture
all images. For printer calibration, Calibrite ColorChecker Studio was used to
generate a printer pro�le.

See Fig. 1, Fig. 4, and our supplementary material for examples of stickers
placed on real-world surfaces. In these examples, the stickers are placed ap-
proximately over the cover subsections. The stickers are photographed in the
real world, the resulting images are fed through our localizer, and the localized
container subsections are sent through the decoder.

For our real-world test set, we use 34 di�erent surfaces, taking between 1
to 3 pictures of each container surface with varying imaging conditions, for a
total of 84 images. The average decoding accuracy is 93.10%, and the median
is 94%. In practice, we �nd that decoding accuracy can vary depending on the
characteristics of the background surface. Some backgrounds can lead to worse
decoding accuracies when they contain high complexity components, highly sat-
urated colors, or colors or patterns that are a close match to some subset of the
sticker. We do not calculate LPIPS scores based on this test set, since imaging
conditions and misalignment would lead to arti�cially higher scores.

In all real-world examples provided in our paper and supplementary material,
the stickers are approximately 2 � 2 inches (5 � 5 cm). However, sticker patterns
can be generated for real-world surfaces that are both smaller and much larger
than that size. In practice, the printed stickers do not have to match the physical
dimensions of the cover image.

4.3 Comparison with State-of-the-Art Method

Simulation When encoding using StegaStamp [25], a residual image is gener-
ated by the encoder, which is then concatenated with the cover image to create
the container image. See Fig. 5 for examples of images encoded using StegaS-
tamp versus our method. Note that StegaStamp uses a complete 400 � 400 pixel
image for the cover image, whereas our method uses at most a 64 �64 subsection
of the image. However, that container subsection can still be decoded by send-
ing the 400 � 400 container image through our localizer/decoder using a sliding
window approach.

Since a StegaStamp container image is created by directly manipulating the
pixels of a cover image, we explore how misalignment in�uences decoding accu-
racy. We create misalignment by generating a residual for a cover section, and
then concatenating the residual with a modi�ed cover section, which is moved
a certain number of pixels diagonally when compared to the original cover sec-
tion. The distance we shift is the Euclidean distance each pixel moves, which
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