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Abstract. Multi-perturbation adversarial training (MAT) aims to achieve
robustness against multiple ¢, perturbations but suffers from robustness
trade-offs between different threats. To address this, we employ a mixture
of experts (MoE) to route different threats through distinct model path-
ways. However, naive application of MoE encounters two critical chal-
lenges: experts tend to overlook threat-specific features and redundantly
capture features shared across threats, and gating networks suffer from
threat-agnostic routing where they learn nearly identical routing pat-
terns across threats, thus preventing the construction of threat-specific
model pathways. To this end, we propose Robust Mixture of Low-Rank
Experts (RoME), where each expert is a low-rank additive update to
the shared backbone, allowing it to capture threat-common features
while experts focus on threat-specific information. To address threat-
agnostic routing, RoME introduces (i) dual-scale gating that exploits
threat-discriminative signals from local and global level features, and
(ii) threat-guided gating diversification that enforces diverse expert uti-
lization across threats. Extensive experiments demonstrate that RoME
outperforms existing state-of-the-art MAT in union robustness and nat-
ural accuracy and improves robustness against unseen threats. Codes are
available at https://github.com/wkim97/RoME.

Keywords: Multi-Perturbation Adversarial Training - Mixture of Ex-
perts - Adversarial Robustness

1 Introduction

Adversarial training [21}/43] has become one of the most effective defenses against
adversarial threats. However, traditional adversarial training typically focuses
on a single type of threat (e.g., {o perturbations), remaining vulnerable to un-
seen threats during inference [44L[59]. Multi-perturbation adversarial training
(MAT) [94/28,42,/44L59] addresses this by training on diverse £, threats simulta-
neously, improving robustness across multiple threats.

Despite its effectiveness, MAT faces robustness trade-offs when learning on di-
verse threats, suffering from suboptimal robustness on individual threat types [9)
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Fig.2: Conceptual visualization of conventional
mixture of experts and our approach. Conventional
methods (left) face the threat-agnostic routing
issue and route different threats through similar ex-
pert combinations, resulting in a single shared model
pathway for distinct threats. Our approach (right)
effectively routes each threat through distinct expert
combinations, constructing multiple threat-specific
model pathways.

Fig. 1: t-SNE visualization of
expert outputs. (a) In con-
ventional MoE, disjoint FFN
experts redundantly capture
similar threat-common fea-
tures, while (b) our low-rank
experts effectively capture
threat-specific features.

. This degradation arises because different adversarial threats induce dis-
tinct distributional shifts, creating conflicting optimization objectives during
training |§|7 Existing approaches @, force these distinct threats through
a single, fixed architectural pathway, where feature representations learned to be
robust against one threat may fail to transfer robustness to others.

To address this, we employ mixture of experts (MoE) to route
different threats through distinct model pathways, each learning representations
robust to a different type of threat. However, naive application of MoE
encounters two critical challenges. First, conventional experts, typically imple-
mented as multiple independent FEN layers, struggle to capture features unique
to each threat. Adversarial examples crafted from an image naturally share the
same underlying image content [26}[78], and certain threats even share overlap-
ping features [9] (e.g., /1 and (s robustness partially transfer to ¢5). Without
a shared backbone to separate threat-common from threat-specific features ,
conventional experts redundantly capture the former as shown in Fig.

The shared features among threats further raise a second challenge of threat-
agnostic routing, where the gating network routes different threats to similar
expert combinations as shown in Fig. [2| failing to construct distinct pathways
for each threat. This occurs because the overlapping features across threat types
provide insufficient discriminative signal, preventing the gating network from
distinguishing one threat from another. This forces a single model pathway to
learn robust representations against multiple threats, facing the same multi-
threat trade-off in existing MAT methods.

To address these challenges, our key insight is two-fold. First, inspired by a
recent approach in multi-task learning that handles different tasks using low-
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rank experts on top of a shared backbone, we shift from conventional disjoint
experts and implement each expert as a low-rank additive update to the
shared backbone weights. This allows the backbone to capture threat-common
features, while each expert focuses on learning threat-specific information.

To address threat-agnostic routing, we make an observation that different
threats exhibit discriminative cues at different levels of granularity (Fig. [5| in
Sec. ; {1 threats are more distinguishable at local patch-level features due to
their sparse perturbations, while ¢, threats show clearer discrimination at global
image-level features due to their uniform perturbations across the image. We thus
propose threat-distinguishing dual-scale gating that combines both scales
to provide richer discriminative signals to gating networks. However, even with
richer input signals, the gating network may still converge to threat-agnostic
expert assignments without explicit routing supervision. We thus further intro-
duce threat-guided gating diversification, which supervises gating networks
to enforce diverse routing patterns across threats.

Building on these insights, we propose Robust Mixture of Low-Rank Experts
(RoME) consisting of: (i) low-rank experts (Sec. for learning threat-specific
model pathways, (ii) threat-distinguishing dual-scale gating (Sec. for dis-
criminative gating signals, and (iii) threat-guided gating diversification (Sec.
for diverse expert utilization across threats. These components effectively route
each threat to distinct expert combinations (Fig. , with each expert learning
distinct threat-specific features (Fig. [1b]), enabling threat-adaptive model path-
ways that mitigate cross-threat trade-offs.

We conduct extensive experiments on CIFAR-10, ImageNet-100 and ImageNet-
1K, demonstrating that RoME outperforms existing state-of-the-art MAT meth-
ods in union robustness and natural accuracy (Sec. . Diverse representations
captured with multiple model pathways also improve robustness against threats
unseen during training (Sec. [5.2)). Ablation studies (Sec. [5.3)) validate the im-
portance of each component of RoME, and analysis (Sec. [5.4]) shows that our
framework enables threat-specific representations for improved performance.

In summary, our contributions are as follows:

— We identify threat-agnostic routing problem when applying MoE to MAT,
where the gating network learns similar expert routing for different threats.

— To this end, we introduce RoME, a novel mixture of low-rank experts frame-
work for adversarial training on multiple threat types via threat-distinguishing
dual-scale gating and threat-guided gating diversification.

— Extensive experiments demonstrate that our approach outperforms existing
state-of-the-art MAT in multi-threat robustness across multiple benchmarks.

2 Related Works

2.1 Multi-Perturbation Adversarial Training (MAT)

Adversarial training, which minimizes the worst-case loss over adversarial ex-
amples [21},43], has become the de facto adversarial defense. Subsequent work
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improved trade-off between robustness and natural accuracy [60,[72|, enhanced
training efficiency [55}/63|, and improved scalability to large-scale datasets |57,
611|66]. Despite these advances, most methods optimize for a single adversarial
threat (e.g., £oo-bounded), limiting robustness against different threats.

To improve robustness across diverse adversarial threats, early work [59] pro-
posed training a model on multiple ¢, threats. Subsequent works improved ro-
bustness or training efficiency via worst-case descent directions [44], stochastic
adversarial sampling [42], alternation between extreme norms [9], parameter-
space interpolation [10], logit-pairing with gradient projection [28], or logit-space
regularization [12]. While effective, these methods learn robustness against dis-
tinct threats within a single model representation space, where optimizing for one
threat can interfere with others [928l59] and degrade their robustness. MORE [5]
employs mixture-of-experts but relies on gating without explicit threat-aware
guidance, which can face difficulty distinguishing between threats. In contrast,
our RoME learns diverse model pathways each tailored to different threats for
mitigating cross-threat robustness trade-off.

2.2 Mixture of Experts

Mixture of Experts (MoE) [27,56] learns multiple experts and a gating network
that routes each input to a subset of experts, enabling input-adaptive model
specialization. In Transformers, this is typically implemented by replacing feed-
forward networks (FFNs) with multiple independent FFN experts [18,/47,[56].
Different variants have enhanced its routing stability [11,/18], scalability [34], and
expert selection [51,/77]. MoE has been applied across multi-task learning [3/40}
69|, continual learning [35|/70], and large-scale vision models [52]. More recently,
MoE has been applied with parameter-efficient adapters [16}[19}/64,/68]. While
parallel lines of works explored adversarial robustness of MoE architectures [48|
73] or used MoE for improving robustness against a single threat [45/491/50L/74],
our work addresses an orthogonal problem of resolving cross-threat robustness
trade-offs when training on multiple distinct threat types. To this end, we tackle
the redundant features and threat-agnostic routing issues of conventional MoE
through low-rank experts, dual-scale gating, and gating diversification.

3 Preliminary

We consider a classification model fy : X — ) parameterized by 6, where X and
Y denote the input and label spaces, and (z,y) ~ D is a sample from data dis-
tribution D. Given adversarial threats {4, 43, As } with perturbation budgets
{€1, €2, €x }, multi-perturbation adversarial training (MAT) aims to solve:

H%HE(Z7y)ND &(L1, Lo, Loo), (1)

where £, = maxs, c4,(z.e,) £(fo(z +Jp),y) is adversarial loss [43] under threat
A, for p € {1,2,00} 9,28,59], and ¢ : R* — R aggregates losses across threats.
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Fig. 3: Gaussian KDE analysis on expert activations across different threat types on
CIFAR-10. (a) Naive MoE suffers from routing collapse (Expert 1 dominates) and
threat-agnostic routing (similar routing across threats). (b) Load balancing [56] resolves
routing collapse but exhibits threat-agnostic routing. (¢) Our RoME addresses threat-
agnostic routing issue and learns diverse, threat-specific expert combinations.

MAX [59] implements aggregation as ¢yax (L1, Lo, Loo) = max{Ly, La, Loo} tO
optimize on the worst-case threat at each iteration. RANDOM [42] implements
aggregation as ¢ranpom (L1, L2, Loo) = L, where a threat p ~ Cat(%, %7 %) is

sampled stochastically.

4 RoME

4.1 Limitations of Conventional MoE

We employ mixture of experts (MoE) to construct multiple threat-specific model
pathways for improved multi-threat robustness. However, unlike prior MoE ap-
plications with clearly distinguishable inputs (e.g., different tasks or languages) |3,
4]17)[750/76], adversarial threats share the identical semantic content of the under-
lying image being perturbed, which creates a strong inductive bias |26}/78|. With-
out an architectural component to capture these common characteristics [69],
experts are prone to capturing redundant similar representations as shown in
Fig. [T} thus preventing the construction of threat-specific model pathways.

These threat-common features further induce threat-agnostic routing prob-
lem, where the gating network receives insufficient discriminative signal and
routes different threats to similar expert combinations, failing to mitigate cross-
threat trade-offs. To demonstrate this issue, we analyze the gating weight distri-
butions across threats in Fig. [3f We train ViT-B [15] on CIFAR-10 [30] with 4
FFN experts [47,/56] for each Transformer block using RANDOM [42] (full de-
tails in Sec. of supplementary) and visualize token-averaged gating weights
from the final layer over 10K test samples.

We first consider a naive approach that trains the MoE with adversarial loss
only (Eq.[I)). As shown in Fig.[3a] this approach faces (i) routing collapse, where
only a few experts (Expert 1) dominate, and (ii) threat-agnostic routing, where all
threats exhibit nearly identical gating distributions. To address routing collapse,
we apply load balancing loss [56}/64] widely used in conventional MoE [11}/56}/67]
to encourage uniform expert utilization, with its loss coefficient set to 0.5 fol-
lowing existing protocol [64]. As shown in Fig. [3b} while load balancing resolves
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Fig. 4: Overview of RoME. (i) We train a mixture of robust low-rank experts, where
a shared backbone captures threat-common features while low-rank experts focus on
threat-specific information. To address threat-agnostic routing, where the gating as-
signs similar expert combinations across threats, we propose (ii) threat-distinguishing
dual-scale gating, which leverages local patch-level and global image-level features to
better distinguish between threats, and (iii) threat-guided gating diversification, which
ensures different threats are routed to distinct expert combinations.

routing collapse, it still suffers from threat-agnostic routing, where the gating
distributions remain similar across threats. Evaluation across different loss co-
efficients in Fig. [AT] also consistently exhibit threat-agnostic routing problem.
This reveals that existing MoE techniques alone are insufficient, motivating our
framework to learn distinct, threat-aware expert combinations (Fig. Bd)).

In this work, we propose RoOME (Robust Mixture of Low-Rank Experts), illus-
trated in Fig. @, consisting of three components: (i) low-rank experts (Sec.
to capture threat-specific features, (ii) threat-distinguishing dual-scale gating
(Sec. to provide gating with threat-discriminative signals, and (iii) threat-
guided gating diversification (Sec. to enforce routing diversity across threats.

4.2 Mixture of Robust Low-Rank Experts

To prevent experts from redundantly learning shared information common across
threats, we implement each expert as a low-rank additive update to the backbone
weights. We allow the shared backbone to capture threat-common features, while
the low-rank experts focus on capturing threat-specific information.

Inspired by its recent success, we implement these low-rank experts as a
LoRA module. Each expert k € {1,..., K} learns an additive adjustment
to the backbone layer with weight matrix W € Réut*din via low-rank matrices
B, € Réux" and A € R™¥% where r < dout, din. Given input feature h; €
R%» at token 4, the output o; € R%vt is computed as:

K
0; = Wh; + > gi - BrAgh;, (2)
k=1
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Fig. 5: t-SNE visualization of threat separability at different feature levels. (a) Local
patch-level features better separate £; threats (silhouette: 0.394) but show overlap for
ls and 2. (b) Global image-level features show the complementary pattern, better
distinguishing £, (silhouette: 0.611) over ¢ and ¢s.

T

Gating weight g; = [gi1,.--,9ix] € RX is predicted for each token i (i.e.,

patch) in an image by a gating network such that g; 5 € [0, 1] and Zszl gik = 1.

4.3 Threat-Distinguishing Dual-Scale Gating

To address threat-agnostic routing, we propose dual-scale gating that leverages
both local patch-level and global image-level features to distinguish between
threats. This is based on the intuition that adversarial threats exhibit discrimi-
native patterns at different feature levels. For instance, ¢; threats create sparse
perturbations on specific pixels, best captured by patch-level features, while £,
perturbations are spatially uniform and are more evident in image-level features.

To verify this, we visualize feature separability using t-SNE (Fig. [5]) from
ViT-B trained with RANDOM strategy on CIFAR-10. For patch-level
features (Fig. , we compute separability for all T' token positions through
silhouette coefficient score . For image-level features (Fig. , we average
features across all patches and compute separability score. Our analysis reveals
an interesting observation that local features show substantially higher sepa-
rability for ¢; threats (mean silhouette score: 0.394 & 0.155) compared to {
(0.125 £ 0.077) and ¢35 (0.078 £ 0.053). Conversely, global image-level features
exhibit the opposite trend (¢1: 0.303 , £2: 0.281, £.: 0.611), indicating that £,
threats are more distinguishable compared to ¢; and ¢5 threats. Analysis across
layers and patches in Fig. [Ad] verifies the same phenomenon.

Based on these observations, we design a dual-scale gating comprised of local
gating and global gating, each capturing patch-wise and image-level perturbation
patterns, respectively. Given the hidden state h; € R%» at token 7, the local
gating network MLP),c1 predicts patch-wise gating weight u; as follows:

u; = softmax (MLP),ca1(h;)) € RE. (3)

For image-level information, we average hidden states across all T' tokens to
obtain h = % ZiT:1 h; and pass it through the global gating network MLP giopa1:

v = softmax (MLPgopal (h)) € R, (4)
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This outputs a single gating weight vector v for an image.

Layer-adaptive combination. Early Transformer layers encode token-level
information while deeper layers capture global semantic-level features [20[37],
creating a layer-wise bias where global features are under-represented in early
layers and local features in deeper layers. Since both features are crucial for
threat discrimination (Fig. , we compensate for this bias as:

gi=(1-8(01) w+ () -v, (5)

where g; = [g1.i,--.,9x.i]T is the final gating weight for token 4, and g ; denotes
the weight for expert k. The layer-adaptive coefficient 5(1) = o (s . (1 — %) - b) €
[0, 1] emphasizes global gating in early layers and local gating in deeper layers,
with o(-) the sigmoid function, L the total number of layers, and s, b controlling
transition across layers [37]. Since the structural property of Transformer layer
hierarchy is well-established [20137], we encode it directly as a fixed prior, which
empirically outperforms the learnable variant (Table [4]in Sec.[5.3).

4.4 Threat-Guided Gating Diversification

While our dual-scale gating captures discriminative cues for each threat, it still
requires explicit supervision to learn diverse, threat-specific expert combina-
tions. To this end, we introduce a regularization loss that encourages the gating
network to assign distinct expert combinations across threats, effectively con-
structing separate model pathways for each threat type.

Let B, denote adversarial examples under threat A, for p € {1,2,00}. For
each threat p and token i, we compute the average local gating 0! across B,.
We then maximize pairwise Euclidean distances between threat-specific gating
patterns, aggregating across all T' token positions:

T
1 _ _q2
Ediv-local = *T Z Z ||uzp - uzq||2 . (6)

p#q i=1

Since global gating weights are K-dimensional (number of experts), we project
them to a higher K’ dimension via a linear layer for finer-grained threat discrim-
ination. The average projected gating v? for threat p yields the following loss:

Ldiv-global = — Z [vF — ‘_’qu . (7)
P#q
This projection is used for computing diversification loss and does not affect
routing in Eq.[d] In Table[AF] we explore other options for measuring the distance
between gating weights, out of which our design leads to the best performance.
We aggregate both objectives for each layer [ across all L layers to encourage
gating networks to learn distinct, threat-specific expert routing:

L
1 0 0
Law =7 Z (‘Cdiv—local + ‘Cdiv—global) . (8)
=1
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The diverse model pathways learned by the experts provide broader coverage
of the perturbation space, improving robustness against unseen threats compared
to existing MAT methods that rely on a single model pathway. Furthermore,
since threat labels are only used during training, the learned gating predicts
the optimal expert combination at inference without requiring knowledge of
the input threat type, allowing our method to generalize to unseen threats.
Notably, this generalization extends beyond ¢, threats and improves robustness
also against various non-¢, threats (Table [2} Sec. [5.2)).

4.5 Training Objective

Thanks to its modular design, ROME can be integrated with existing MAT
methods. In this work, we apply it to MAX [59] and RANDOM |42]. The training
objective combines the base loss (Eq. [1)) with our diversification regularization:

InginE(z,y)w’D [(b (‘Clv [’25 ‘Coo)] + A‘Cdiva (9)

where ¢ denotes aggregation function ¢yax or pranpOM, and A controls strength
of Lqgjy. 0 denotes parameters for backbone, experts, and gating networks.
While this section focuses on £,-MAT, modular design of our RoOME makes it
widely applicable to other adversarial training methods. In Sec. [5.2] we demon-
strate this by applying RoME to non-¢, perceptual adversarial training [13}33]
and show that RoOME further improves their robustness against unseen threats.

5 Experiments

5.1 Experimental Setup

Datasets, models, and baselines. We evaluate on CIFAR-10 [30], ImageNet-
100 [6], and ImageNet-1K [14] using standard ImageNet-1K pre-trained [14}/62]
ViT-B [15], DeiT-B [58], and Swin-B [38]. For MAT, we compare with RAN-
DOM [42], AVG [59], MAX [59], MSD [44], MORE [5], E-AT [9], and RAMP |28].
For evaluation against unseen threats, we follow OODRobustBench [36] and also
compare with PAT [33] and VR [13], two representative non-¢,, adversarial train-
ing methods trained on AlexNet [31]-based and self-model perceptual threats.
For all baselines, we use default hyperparameters from their original manuscripts.

Threat setup. Following existing protocols [9,[28}59], we train and evalu-
ate under PGD |43| and APGD |8] with perturbation budgets (e1,€2,€) of
(12,0.5, 55-) for CIFAR-10 and (255, 2.0, 2= ) for ImageNet-100, 1K. For PGD |42,
44,159|, we use steps (n1,n2, ns) of (20,20, 10) for CIFAR-10 and (40, 20, 10) for
ImageNet-100, 1K. For APGD [9,28], we use steps n = 15 for both CIFAR-10 and
ImageNet-100, 1K. For robust fine-tuning, following E-AT [9] and RAMP |2§],
we use APGD with 10 steps on CIFAR-10 and 5 (¢s/¢2) and 15 (¢1) steps on
ImageNet-1K. For evaluation, we use AutoAttack under ¢, {5, and £, norms.
We evaluate natural accuracy on clean images, per-threat robustness, their av-

erage, and worst-case union robustness across all threats [2§].
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Table 1: Comparison with state-of-the-art methods on CIFAR-10 and ImageNet-100
under AutoAttack. We measure natural accuracy on clean images, single-threat robust-
ness under {1, {2, and ., their average, and worst-case union robustness. Best results
are marked in bold.

Methods | CIFAR-10 | ImageNet-100
‘ Nat 0 A Lo Avg  Union ‘ Nat 0y Lo Lo Avg  Union
RANDOM 86.7 52.3 68.8 403 538 38.6 84.4 438 67.6 452 522 39.4
AVG 86.3 522 67.5 389 529 37.9 83.6 443 66.4 448 518 39.3
MAX 85.1 46.6 66.8 40.1 51.2 38.5 79.9 422 632 475 51.0 40.5
PGD MSD 84.7 439 67.3 405 50.6 38.3 80.2 426 643 458 509 40.2
MORE 82.6 44.3 424 33.7 40.1 31.1 75.6 345 41.2 420 39.2 32.8
RoME+RANDOM (Ours) | 88.1 56.4 69.7 42.1 56.1 41.1 85.2 46.9 68.3 478 54.3 42.9
RoME+MAX (Ours) 85.4 482 682 43.1 532 42.3 80.6 456 66.0 50.9 54.2 43.7
RANDOM 86.5 50.1 69.3 375 523 37.2 82.0 384 66.0 46.2 50.2 37.1
MAX 81.7 455 653 426 51.1 41.4 79.5 412 636 448 499 39.8
APGD E-AT 83.2 50.3 689 406 53.3 39.7 83.4 406 642 454 50.1 39.2
RAMP 822 471 63.5 434 513 42.5 822 426 634 451 50.4 41.8
RoME+RANDOM (Ours) | 87.4 54.7 71.6 400 55.4 39.4 83.4 421 67.8 48.6 52.8 40.5
RoME+MAX (Ours) 82.5 489 67.3 44.2 535 43.7 80.2 44.2 643 479 521 42.8

Implementation details. For fair comparison, we follow standard Transformer
training recipe |15/58] for all baselines and our method, using AdamW [39] with
initial learning rates of 1e-3 for CIFAR-10 and 1e-4 for ImageNet-100, 1K,
with warmup and linear decay scheduling (full details in Sec. . We train
for 20 epochs on CIFAR-10 and 5 epochs on ImageNet-100, 1K. For robust
fine-tuning, we fine-tune ¢,,-robust models for 3 epochs on CIFAR-10 and 1
epoch on ImageNet-1K. We use K = 4 experts of rank 16, apply them to QKV
and O projection layers in all Transformer blocks, and set A = 0.1, s = 4,
b =2, and K’ = 100 for global gating projection. We also apply our method
to CNNs (WideResNet [71]), where low-rank experts on convolutional layers are
implemented using the official LoRA implementation EI, and local and global
features are obtained per spatial location of the convolutional feature map and
by global average pooling over all spatial locations, respectively.

5.2 Multi-Perturbation Adversarial Robustness

Robustness against multiple ¢, perturbations. In Table [, we report nat-
ural accuracy and robustness against ¢, threats seen during training. Our ap-
proach effectively mitigates cross-threat trade-off, achieving the best average
and union robustness across all settings. For example, our RoOME4+MAX im-
proves union robustness of baseline MAX by 3.8%p on CIFAR-10 under PGD
and 3.0%p on ImageNet-100 under APGD. We further validate on ImageNet-
1K (Table , where our method improves union robustness by 1.7%p and
1.7%p over RANDOM and MAX under PGD and by 1.3%p and 1.6%p under
APGD, demonstrating its scalability. It also consistently outperforms baselines

3 https://github.com/microsoft/LoRA/blob/main/loralib/layers.py
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Table 2: Comparison with prior methods on CIFAR-10 under unseen common corrup-
tions and adversarial threats. Percep. ¢, is the average of Fog [33|, Snow [33|, Gabor |33,
Elastic [33], and £s-Jpeg [33] robustness. Best results are marked in bold.

Methods ‘ Com. Corr. Lo Percep. £, PPGD LPA Adv. Patch StAdv ReColorAdv GMA

RANDOM 79.0 31.9 53.2 43.7 32.2 47.9 31.1 70.4 44.0

AVG 78.4 26.7 54.5 42.9 31.0 48.6 29.2 68.8 43.7

MAX 76.8 28.3 51.3 43.2 33.1 43.9 34.4 70.0 45.4

PGD MSD 76.5 28.0 50.4 42.4 33.3 40.8 34.9 70.8 45.6
MORE 74.9 23.8 50.7 42.7 31.5 45.2 32.1 70.0 43.6
RoME-+RANDOM (Ours) 80.2 38.3 57.8 51.2 35.4 48.8 36.8 73.5 45.6
RoME-+MAX (Ours) 76.8 39.4 56.2 52.2  40.7 474 44.0 75.4 47.5

RANDOM 78.5 31.6 54.5 49.5 45.5 49.1 47.0 77.8 40.0

MAX 74.2 334 51.6 50.5 49.2 47.2 54.6 76.6 44.9

APGD E-AT 74.3 34.1 49.7 49.7 47.9 48.0 48.5 75.5 42.8
RAMP 74.9 33.1 51.6 51.0 50.0 49.4 49.9 76.5 45.1
RoME+RANDOM (Ours) 79.6 38.8 58.9 50.9 47.0 50.4 49.2 78.2 43.3
RoME+MAX (Ours) 74.5 37.8 53.0 51.5 51.6 49.2 56.0 78.0 45.6

PAT 77.6 16.0 47.1 55.5 51.5 41.2 59.7 76.4 49.0

Non-(, PAT+VR 7T 9.9 47.9 56.6  51.9 39.3 58.4 77.0 50.1
RoME+PAT (Ours) 78.1 19.8 48.6 57.0 54.9 45.2 63.3 7.5 49.8
RoME+PAT+VR (Ours) 78.3 17.9 49.1 59.3 57.8 45.7 65.2 80.1 52.6

on DeiT-B [58] and Swin-B [38] (Table[AT). Our approach also achieves the high-
est natural accuracy. This is because prior MAT methods force all inputs into a
single representation space, where the accuracy-robustness trade-off inherent in
adversarial training |60L|72| degrades performance on clean images. In contrast,
our RoME learns a unique model pathway for natural images differently from

adversarial examples as shown in Fig. (Sec.|A3.2).

Robustness against unseen attacks. Following previous benchmarks [9}[2§],
we evaluate on common corruptions [22], £y attack [46], £, perceptual attacks [33],
and AutoAttack [8]. We also evaluate on non-£, threats, including perceptual
PPGD |[33] and LPA [33], adversarial patch [2], spatial StAdv [65], and se-
mantic ReColorAdv [32]| attacks. We also design and evaluate against gating
misrouting attack (GMA), a strong white-box adaptive attack with full ac-
cess to the gating framework. GMA optimizes Loma = Lor(folz + 9),y) —
%Zle + 2321 ECE(ggl)(a: + ), k}), where the first term maximizes the classi-
fication loss and the second forces misrouting of each token’s gating weight ggl)
(Eq. o)) to the least likely expert k} = argminy, g, . For this attack, we use loo-
PGD with € = 55 and 20 steps. Full attack configurations (budget and steps)

255
are provided in Sec. [AT]

Table 2] shows that our approach outperforms existing MAT methods across
all unseen threats. Notably, while MORE [5] also leverages MoE, it shows lower
robustness, highlighting that our approach of learning distinct model pathways
improves generalization to unseen threats. Our method also outperforms existing
methods against non-¢, threats (e.g., PPGD and LPA), demonstrating that
the diverse representations captured across multiple model pathways generalize
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Table 3: Comparison with existing methods on robust fine-tuning scenario across
different model architectures pre-trained on f..-adversarial training with different
datasets. Best results are marked in bold.

ViT-B WRN-28-10 WRN-94-16 XCiT-S
(CIFAR-10) (CIFAR-10) (CIFAR-10) (ImageNet-1K)
Method Nat Union Nat Union Nat Union Nat Union
E-AT 83.6 41.7 89.4 50.3 92.8 44.7 65.0 25.9
+RoME 84.7 43.5 91.3 51.8 93.3 48.4 66.1 27.6
MAX 82.9 43.1 88.7 51.4 91.2 51.4 64.1 27.2
+RoME 83.6 44.4 90.5 53.7 95.2 57.5 65.1 30.5
RAMP 83.1 43.7 89.2 52.3 90.7 55.8 62.8 29.4

+RoME 82.7 46.5 91.3 54.2 93.6 58.7 64.2 32.1

beyond the ¢, threats seen during training. It maintains highest robustness even
against adaptive attacks, verifying the robustness of our gating framework.

To demonstrate the modularity of our RoME (Sec. , we also compare
with PAT [33] and VR [13], two representative non-¢,, adversarial training meth-
ods designed for unseen threat robustness. Different from ¢,-MAT, we follow the
protocol of OODRobustBench |36] and train model on AlexNet |31]-based and
self-model perceptual threats |33]. Applying our method on these methods con-
sistently improves unseen threat robustness with gains of up to 6.8%p against
StAdv, demonstrating that RoME is broadly applicable beyond ¢,-MAT.

Robust fine-tuning. In addition to training the model from scratch, we evalu-
ate our method on robust fine-tuning scenario following E-AT [9]. For CIFAR-10,
we use ViT-B-16 pre-trained with adversarial training on £, threats [43] along
with WRN-28-10 [71] and WRN-94-16 |71] from RobustBench [7]. For ImageNet-
1K, we use XCiT-S [1] also from RobustBench. As shown in Table 3| applying
RoME to fine-tuning on ¢.-robust models consistently improves union AutoAt-
tack robustness across all models and baseline methods. For example, applying
RoME to RAMP reaches 58.7% union robustness on WRN-94-16 (+14.0%p vs.
E-AT, +2.9%p vs. RAMP), with similar trends on WRN-28-10 and XCiT-S. Be-
yond robustness, RoME also improves natural accuracy in most settings (e.g.,
+4.0%p on WRN-94-16 with MAX). These consistent gains across ViT, CNN
(WRN), and XCiT backbones show that RoME is architecture-agnostic.

5.3 Ablation Studies

In Table 4] we provide ablations on individual components of our RoME.

Low-rank experts. We verify that FFN experts leads to degraded union ro-
bustness, confirming that it is vital to capture threat-common features with a
shared backbone. Our low-rank experts also outperforms adapter [23]-based ex-
perts, verifying the effectiveness of our design choices. In Table [A4] we analyze
the effect of applying RoME to different layers and find that applying experts to
@KV and O projection layers achieves the best efficiency-robustness trade-off.
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Table 4: Ablation studies on individual components of RoOME on CIFAR-10.  indicates
using 3 experts for a fair comparison with gating classification, which requires one
expert per threat; others use 4 experts. Best results are marked in bold.

Methods Clean 01 12 loo Avg. Union

Low-rank experts (Sec.
Ezxpert architectures:

FFN-based experts 76.5 46.4 58.6 31.5 45.5 30.9
Adapter-based experts 88.0 55.2 70.6 40.2 55.3 38.6
Ours (Low-rank experts) 88.1 56.4  69.7 42.1 56.1 41.1

Dual-scale gating (Sec.
No learned gating:

No gating (uniform weights) 87.1 53.7 69.1 38.3 53.7 38.1
Single-scale gating:

Local (token-level) only 87.5 53.1 69.6 39.9 54.2 39.4

Global (image-level) only 87.0 55.0 69.3 40.2 54.8 39.8
Dual-scale gating variants:

Inverted layer weights 87.6 55.2 69.4 39.7 54.8 39.3

Learned layer weights 87.6 53.7 69.5 40.3 54.5 39.6

CLS token for global 87.8 54.5 69.2 39.0 54.2 38.7

Ours (avg. + adaptive) 88.1 56.4 69.7 42.1 56.1 41.1

Threat-guided gating diversification loss (Sec.
Conventional MoE regularization:

No regularization 86.7 52.9 69.3 38.7 53.6 38.1

Load balancing [56] 86.9 55.0 69.5 38.8 54.4 38.4

Importance |56] 87.0 53.5 69.3 39.0 53.9 38.6
Threat-aware reqularization:

Gating classification? 87.5 42.9 69.8 34.4 49.0 31.4
Global gating projection:

w /o projection layer 87.7 56.7 69.9 41.6 56.1 40.6

Ours (diversification)* 87.9 57.4 69.5 41.9 56.3 41.0

Ours (diversification) 88.1 56.4 69.7 42.1 56.1 41.1

Dual-scale gating. Removing learned gating degrades robustness, showing that
threat-specific expert selection is critical. Single-scale gatings underperform our
approach, verifying that different granularities are required for threat discrimi-
nation (Fig. . While inverting or learning the layer-adaptive weights (Eq.
improves robustness thanks to dual-scale gating, both remain suboptimal, verify-
ing that encoding the Transformer layer hierarchy [20}37] as a fixed prior is more
effective than making it learnable. Replacing averaged global feature with CLS
token degrades performance, verifying the effectiveness of our design choices.

Gating diversification. Applying no regularization, load balancing [56], or im-
portance loss [56] leads to suboptimal robustness due to threat-agnostic routing.
Gating classification, which trains the gating network as a threat classifier with
cross-entropy loss, remains suboptimal as it maps each threat to a single fixed
expert unlike our flexible diversification loss. Removing the projection layer in
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£, threat

vt Table 5: Analysis on learned experts
- and gating during inference with RAN-
DOM and PGD training on CIFAR-10.
Best results are marked in bold.

£, threat
£, threat

a4

(a) Backbone (b) Backbone -+ experts

Methods | Clean &1 £ fw Avg. Union

. . s Random gating | 83.0 55.1 69.5 39.3 546 384
Fig. 6: t-SNE visualization of (a) backbone ancorn gating e :

Inverse gating | 87.8 554 69.0 39.6 54.7 389

features and (b) backbone + expert outputs w/o experts | 88.1 549 69.4 39.9 547 39.2

from the final ViT-B layer. Ours 88.1 56.4 69.7 42.1 56.1 41.1

global diversification reduces union robustness to 40.6%, and alternative distance
choices in Table [A5] all underperform our method. Fig. [A3] further shows that
our method is not overly sensitive to hyperparameters including expert rank,
number of experts, loss weight A, and s, b for layer-adaptive weighting.

5.4 Analysis on Experts and Threat-Aware Gating

Learned features on backbone vs. experts. To verify whether low-rank ex-
perts learn threat-specific features, we analyze t-SNE visualizations of backbone
features and expert outputs added to the backbone in Fig.[f] Backbone captures
similar features regardless of threat type as shown in Fig. [6al showing that it has
captured features common among threats. In contrast, features passed through
our low-rank experts capture decoupled representations for each threat as shown
in Fig. [6D] showing that our experts have learned threat-specific features.
Learned routing for ¢, threats. To understand how threats affect expert
routing, we apply different threats to various spatial regions and visualize the
resulting expert activations for each image patch. As shown in Fig. [7] standard
MoE shows similar expert activations for all image patches (Expert 1 in row
1, left), verifying that experts are not specialized for a specific threat type.
In contrast, our RoME learns threat-specific routing; for example, Expert 1
(row 2) is highly activated for ¢, threats while barely activated for ¢; threats,
demonstrating that each expert specializes in a distinct threat type.

Analysis on experts and gating. We analyze learned experts and gating
through inference-time variants (Table. Random weights, inverted gating 1—g,
or removing experts degrades robustness, verifying that gating learns threat-
specific combinations and that experts learn specialized representations.

Computational analysis. In Table [f] we compare computational costs with
baseline RANDOM [42]. MORE [5] and conventional MoE [56] with FFN ex-
perts incur 4x and 3Xx more parameters, with 8.25x and 2.75x more train time
compared to RANDOM. In contrast, our method achieves SoOTA union robust-
ness (Table with only 1.04x more parameters and 1.17x more train time. Our
method also shows superior optimization efficiency, consistently outperforming
robustness of RANDOM given the same wall-clock training time (Fig. . It also
reaches RANDOM'’s peak robustness in 13.2k sec of training versus 23.9k sec for
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versarial Image

Ad ar Expert 0 xpert 1 Expert 2 Expert 3
- «» Table 6: Computational cost compari-
s >
3 s “:  son. Best results are marked in bold.
E
: Methods # Params  FLOPs  Train time  Latency
: (M) (G)  (secfiter)  (ms/img)
g RANDOM |42] 85.15 5.61 3.05 0.53
, MORE |5 340.60 22.43 25.16 1.70
MoE (FFN) 255.20 9.29 8.38 1.36
Adversarial Imn e Expert( Expert 1 Expert 2 Expert 3 o0 Ours 88.85 5.84 3.56 0.60
= S 0502
3 s
E 25
= 0.00 40 o -
i o0 g : :
g < 30 : :
v 0,152 c : N
| I 9o :
= .00 520 : :
H -~ RANDOM
. —~+ Ours
10,
0 10000 20000 30000

Fig.7: Expert activations for various ¢,
threats applied to different regions of im-
age. While standard MoE (rows 1, 3) routes Fig. 8: Training time vs. robustness. Ours
threats to same experts, ROME (rows 2, 4) consistently outperforms baseline given
utilizes different experts for each threat. the same wall-clock training time.

Training time (sec)

RANDOM. Baselines with additional expert and gating layers but without our
training components in Table[A3]|show barely improved robustness, showing that
simply increasing model capacity does not address the cross-threat trade-off.

6 Conclusion

We introduce RoME, a novel framework that addresses cross-threat robustness
trade-off in multi-perturbation adversarial training through mixture of low-rank
experts. We identify the threat-agnostic routing problem where conventional
mixture of experts faces difficulty distinguishing between threats and learns sim-
ilar routing. To address this, we propose threat-distinguishing dual-scale gating
and threat-guided gating diversification that enable distinct expert combinations
for each threat. Extensive experiments demonstrate that RoME achieves state-
of-the-art union robustness across diverse benchmarks, while also improving ro-
bustness against a diverse set of unseen threats. Ablation studies and analysis
demonstrate the ability of our method to effectively distinguish between threats
and learn diverse threat-specific pathways, leading to improved robustness.
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