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Abstract. Large vision-language models with CLIP as a core compo-
nent have achieved remarkable progress across a wide range of tasks,
yet they remain highly vulnerable to adversarial attacks. Existing ad-
versarial fine-tuning methods typically optimize CLIP under a single
fixed perturbation strength, resulting in weak robustness generalization
and semantic instability. To address this limitation, we propose Path-
Consistent Fine-Tuning (PACO), a new framework for unsupervised ad-
versarial fine-tuning. Rather than optimizing solely on adversarial exam-
ples, PACO adopts a two-stage procedure that regularizes representa-
tions on continuous local paths along adversarial directions. Specifically,
it first anchors adversarial embeddings to a clean reference to prevent
severe semantic drift. Building upon this, it constructs a local path be-
tween the clean sample and the adversarial anchor, regularizing inter-
mediate representations to encourage a linear transition, which yields a
more stable visual embedding. Extensive experiments show that PACO
achieves a superior robustness-accuracy trade-off: it not only mitigates
the clean-performance degradation common to prior methods, but also
delivers superior robustness across diverse attack settings and perturba-
tion strengths. Our code is available at https://github.com/Trusted-
LLM/PACO.

Keywords: Vision-language model - Unsupervised fine-tuning - Adver-
sarial Robustness

1 Introduction

Modern large vision-language models (LVLMs) [2, 3,29, 34, 67] have achieved
substantial progress in multimodal understanding and reasoning by leveraging
the foundational capabilities of large language models (LLMs) [5,56,62]. Unlike
traditional models, LVLMs couple a pre-trained vision encoder with an LLM
via lightweight adapters (e.g., linear projections) to map visual representations
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Fig. 1: Left: An example of image captioning. LLaVA output under increasing pertur-
bations with different visual encoders: Baseline methods (such as FARE [53]) exhibit
significant semantic drift (when ¢ = 4/255) and even produce wrong results (when
€ = 8/255); in contrast, PACO (our method) maintains a correct description consis-
tent with the original image. Right: Across a range of attack strengths, PACO achieves
superior performance compared with other baselines in multiple multimodal tasks, in-
cluding image captioning (ImgCap), visual question answering (VQA), targeted attacks
(TA), and zero-shot classification (ZS-Class).

directly into the language space, such as OpenFlamingo 3] and LLaVA [34]. Ben-
efiting from large-scale image-text pre-training, CLIP [49] serves as the widely
adopted vision encoder to extract semantically aligned visual features [32], en-
abling LVLMs to effectively ground rich visual contexts into the LLM’s semantic
space for complex cross-modal scenarios.

However, this tight coupling between visual embeddings and language space
introduces a substantial security risk. Recent works have demonstrated that
LVLMs are highly susceptible to attacks originating from both modalities [45],
threatening even commercial systems like Bard [13] and safety-critical medical
applications [21]. Notably, the visual modality is regarded as significantly more
vulnerable to adversarial attacks than text modality [6] and adversaries can
manipulate VLM outputs via mere imperceptible perturbations to the input
image [52]. Furthermore, studies [35,42] demonstrate that attacking solely the
vision encoder, without accessing the downstream LLM, is sufficient to induce
targeted unsafe behaviors. This indicates the critical importance of developing
a robust visual encoder for LVLMs.

Recently, adversarial fine-tuning (AFT) has been proposed to mitigate the
vulnerability of vision encoders used in LVLMs. Supervised AFT methods [30,
40, 65] preserve cross-modal semantics by aligning perturbed visual features
with their paired textual descriptions. However, these approaches often suffer
from catastrophic forgetting and a pronounced degradation in zero-shot gen-
eralization [53]. To alleviate these issues, unsupervised AFT (U-AFT) meth-
ods [23,24,28,53] directly align clean and perturbed visual representations in the
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embedding space to maintain the pre-trained semantics and enhance robustness.
Despite these improvements, existing U-AFT methods still struggle to ensure
semantic fidelity and representation stability across varying perturbation mag-
nitudes. As shown in Fig. 1, existing methods often struggle to generalize across
perturbation magnitudes, resulting in a loss of fine-grained details and erro-
neous outputs (e.g., under e = 8/255). These shortcomings limit their real-world
reliability and highlight the necessity for new strategies that not only preserve
pre-trained knowledge but also yield semantically consistent representations over
a broad range of input perturbations.

In this paper, we propose Path Consistent Fine-Tuning (PACO), a novel
unsupervised adversarial fine-tuning framework. Our method is inspired by re-
cent research on the local complexity of deep networks [20,26,44], which shows
that the adversarial vulnerability is related to highly nonlinear and irregular fea-
ture transformations within local input regions. However, existing AFT methods
only train the model to defend against a single, specific level of adversarial noise,
which provides extremely limited constraints within the broader local region. To
address this issue, we enhance the stability of visual embeddings by explicitly
regularizing representations along continuous local paths. Specifically, PACO em-
ploys a two-stage strategy: it first establishes a semantic anchor by aligning the
adversarial embedding with a clean reference, which helps prevent catastrophic
forgetting. Secondly, building on this anchoring, PACO constructs local paths
between the clean reference and the anchored adversarial endpoint, and enforces
intermediate features to align with an interpolated target embedding. This mech-
anism effectively smooths the embedding space, alleviating the severe semantic
drift exhibited by visual encoders when facing varying perturbation strengths.
Extensive experiments show that PACO achieves a superior robustness-accuracy
trade-off on multiple multimodal tasks by stabilizing CLIP vision embeddings.
It alleviates the performance drop under clean conditions while demonstrating
excellent robust generalization performance. Even under varying perturbation
budgets where baselines fail, it consistently maintains high semantic fidelity.

Our contributions are summarized below.

— We identify the critical limitations of existing AFT methods for VLM vision
encoders (i.e., the difficulty of maintaining semantic stability while defending
against multi-scale attacks), and we tackle this challenge through advanced
theoretical insights concerning the local complexity of deep networks.

— We propose PACO framework, a two-step fine-tuning method of anchor es-
tablishment and progressive path regularization. Our method effectively sta-
bilizes the visual embedding space of the vision encoder, thereby providing
more reliable semantic features for downstream models.

— We conduct extensive experiments on CLIP ViT-L/14 and LLaVA 7B/13B.
The results show that PACO achieves the best overall clean—robust trade-off
among the existing baselines and maintains stable embeddings well suited
for VLM integration across perturbation strengths and attack settings.
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2 Related Work

Large Vision-Language Models. LVLMs have witnessed substantial progress
recently. One prominent family of LVLMs is built by combining pre-trained vi-
sion encoders with LLMs through lightweight alignment modules [2,29, 34, 67].
Early models such as Flamingo [2] adopt cross-attention mechanisms to inject
visual information into language models, demonstrating strong few-shot multi-
modal capabilities. Following this, BLIP-2 [29] introduces a Q-Former to bridge
frozen visual and language backbones efficiently, while Instruct BLIP [11] further
improves task generalization through instruction tuning. In parallel, another
widely adopted line of work, including MiniGPT-4 [67] and LLaVA [34], aligns
CLIP-based visual features directly to LLM token embeddings via a trainable
projection layer, enabling strong performance on visual question answering and
image-grounded conversations. Our work mainly focuses on CLIP encoders [49],
as they serve as the foundational visual backbone in these architectures.
Adversarial Robustness of LVLMs. The vulnerability of conventional vi-
sion models to imperceptible, gradient-based perturbations has been well doc-
umented [25,58,63], and adversarial training has become a standard defense in
this context [38,51,61,64]. Securing LVLMs, however, is considerably more chal-
lenging due to complex cross-modal interactions [47,65]. Recent studies further
reveal that CLIP is highly susceptible to subtle adversarial perturbations [60,66],
making it a critical vulnerability point in LVLM pipelines. This weakness allows
attackers to craft universally transferable attacks [19,66] or exploit diffusion
models to generate targeted adversarial examples for LVLMs [65]. Such attacks
can subsequently trigger hallucinations [4] and induce targeted harmful behav-
iors [21,35,42] in downstream multimodal tasks.

To defend against these multimodal threats, research mainly focuses on ad-
versarial fine-tuning (AFT) of the visual backbone. Supervised AFT [30], includ-
ing TeCoA [40] and PMG-AFT [59], improves CLIP robustness by aligning per-
turbed visual features with paired texts. Another line explores unsupervised AFT
(U-AFT), initially studied in unimodal self-supervised vision using SimCLR-
style contrastive learning [7,14,27,37] or BYOL-based architectures [16,18]. Re-
cent work adapts this idea to U-AFT for visual encoders. By removing reliance
on labeled image-text pairs, methods such as FARE [53], LORE [28] and Sim-
CLIP [23] improve adversarial robustness of the pre-trained encoder. Robust-
LLaVA [39] further improves robustness by replacing the vision encoder and
fine-tuning downstream components.

Local Complexity and Stability for Robustness. Early studies quanti-
fied model expressivity via the piecewise-linear partitions induced by ReLU net-
works [22,43,50,54]. Several robust training strategies also directly regularize lo-
cal geometry, for instance, by introducing local linearization within input neigh-
borhoods [48] or by maximizing polyhedral margin distances [9]. More recent
studies emphasize measures of local complexity. Gamba et al. [15] reported that
test performance is more strongly associated with localized function variation
rather than raw region counts. Humayun et al. [26] observed that the emergence
of delayed robustness coincides with a decrease in local complexity during train-
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ing, and Patel and Montufar [44] formalized the links between local complexity
and adversarial susceptibility. Collectively, these studies highlight the relevance
of local geometric structure around data points, suggesting that robustness is
closely related to how representations vary within local input regions.

3 Method

3.1 Preliminary

CLIP Architecture. CLIP consists of a visual encoder f(-) and a text encoder
g(-) that map an image = and a prompt ¢ into a shared d-dimensional space. For
zero-shot classification with K classes, it encodes class prompts {tk}szl as text
prototypes and applies a temperature-scaled softmax over cosine similarities:

ply="Fk|z)= exp ((f(z),g(t))/7)

> jm1 exp ((f(2), 9(t5))/7)

where (-,-) is the dot product between f;-normalized embeddings and 7 is a
learnable temperature.

Adversarial Attack. Given an image = with label y, an adversarial example
is constructed as xaqv = +0 by maximizing the model loss under an ¢,-bounded
budget ||§]|, < e:

; (1)

Taqy = arg max L(f(z+6),y). (2)
llo1lp<e

For LVLMs, the objective is defined on the generated text. Specifically, given a
prompt g, the model outputs a token sequence Y = (y1, ..., yr) with distribution
p(Y | ,q). An untargeted attack suppresses the likelihood of the correct response
Ytrue forcing the output to deviate from the expected content, whereas a targeted
attack encourages an attacker-chosen output Y38t by increasing its likelihood.
Although visually imperceptible, such perturbations can change the semantic
interpretation of the input and lead to incorrect or harmful generations.

3.2 Unsupervised Adversarial Fine-Tuning

U-AFT aims to improve robustness by directly regularizing feature representa-
tions of adversarial inputs, without relying on labeled data. Existing U-AFT
methods can be cast into the following unified feature consistency objective:

Lu-art(0,2) = D(fo(zaav), fo.., (%)), (3)

where D(-, -) is a discrepancy measure in the feature space, and fp,,, is the frozen
pre-trained CLIP visual encoder. By aligning adversarial representations to the
original embedding produced by fq,,,, this formulation preserves the semantic
structure learned during pre-training and enables seamless integration of the

fine-tuned encoder into existing LVLMs.
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Stage I: Anchor Establishment
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Fig. 2: An overview of the proposed PACO. A local path is constructed in the input
space along the adversarial direction. Based on this path, the training proceeds in two
stages. In Stage I, only the L.,q4 is minimized to align trainable adversarial features
with frozen clean anchors. Stage II introduces a dynamic scheduling strategy to pro-
gressively introduce stronger perturbed samples xx, and Lyq:n is applied to align path
embedding toward a linearly interpolated target zy.

Specifically, recent works explore various choices of the discrepancy measure
D to enhance robustness. For instance, FARE [53] minimizes the ¢o-distance
between adversarial and clean image embeddings. Alternatively, Sim-CLIP [23]
employs a Siamese network with a cosine similarity measure to better preserve
semantic richness. Despite these advancements, existing U-AFT methods share a
fundamental limitation: they adopt an endpoint-based training paradigm, opti-
mizing representations only between clean inputs and adversarial images gener-
ated at a fixed perturbation intensity, thus providing limited constraints within
the local regions.

3.3 Overview of PACO

Fig. 2 illustrates PACO, our proposed AFT method. Given an input x and
its adversarial image x.4v, we define a local path along the attack direction
to probe and constrain vision embedding changes. We use a frozen pre-trained
encoder fp_ () to provide a clean semantic reference from x, while fine-tuning
a trainable encoder fy(-) to produce features for adversarial samples. Training
proceeds in two stages: we first stabilize fy by anchoring the adversarial-endpoint
representation to the clean reference via an endpoint loss Lenq; then, we activate
the path regularizer L,,¢n to enforce smooth feature evolution.

3.4 Path Construction and Regularization

To impose constraints throughout local input regions, we parameterize the adver-
sarial direction and construct a continuous local path based on the clean sample
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and its adversarial endpoint. Along this path, we couple endpoint anchoring to
prevent semantic drift with a path-consistent regularizer that promotes smooth,
near-linear feature evolution at intermediate points.

Local Path Construction. Let fy(-) denote the trainable visual encoder
and fp,,, (-) the frozen pre-trained encoder. Given a clean image x, we generate
an adversarial sample x,q4, under an {,, constraint by maximizing a feature
discrepancy objective:

Zadv = T + 0(x), 0(x) = arg Hgﬁleuéeﬁ(fg(x +0), [0, (2)) (4)
where L(-,-) is a feature-distance loss and € bounds the maximum allowable
pixel-wise perturbation. In practice, we approximate this worst-case perturbation
using PGD [38]. The resulting optimal perturbation §(x) defines the adversarial
direction, which we leverage to parameterize a continuous perturbation path in
the input space:

xy =P(\x) =+ Ad(x), (5)
where the scalar A explicitly controls the perturbation strength. By varying this
coefficient, x interpolates from the clean image to the adversarial endpoint when
0 < A < 1; furthermore, when A > 1, it extrapolates outward along the identical
adversarial direction, pushing the boundary of the explored input region.

Endpoint Anchoring. Before introducing the path-based regularization,
we first establish a reliable semantic anchor at z,qy. This preliminary align-
ment constrains the representation distance between the clean and adversarial
endpoints. We formulate this anchoring objective as:

£end (37) = - COSSiHl(f@ (xadv>a feorg (.’E)) ) (6>

where CosSim(-,-) denotes cosine similarity. The frozen encoder fg,, provides a
clean reference representation from large-scale pre-training, which helps preserve
the original semantic information.

Path Consistent Regularization. To encourage local stability of the CLIP
vision embedding space, we define a feature-space target through linear inter-
polation between the clean feature and the anchored adversarial representation:

2y = sg ((1 — A fo(x) + Af@(xadv))a (7)

where sg(-) denotes the stop-gradient operator [8]. This mechanism treats z) as
a fixed target during optimization, preventing gradient flow through the inter-
polation term and stabilizing training. Furthermore, constructing z, using the
trainable encoder fy(-) allows the regularization to act directly on the evolving
embedding space rather than constraining it to a frozen reference.

We align the intermediate path embedding to this target via:

Lpath (1‘, )\) = — CosSim (f.g (13)\), Z)\) . (8)

This path-consistent regularization enforces a flatter embedding space, constrain-
ing representation sensitivity within a local input region. In Sec. 3.6, we further
discuss the role of L, in constraining the encoder’s behavior along adversarial
directions.
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3.5 Two-Stage Training Strategy

In this section, we introduce how we partition the fine-tuning process of PACO
into a delayed two-stage schedule.

Stage I: Anchor Establishment. To ensure optimization stability, we initi-
ate training by optimizing solely the endpoint loss Lenq. Activating the path-wise
constraint L,atn prematurely often leads to ill-conditioned feature interpolation,
as the adversarial endpoint tends to deviate significantly from the clean semantic
reference during early fine-tuning (as validated in Appendix A). We formulate
the objective of Stage I as:

mgin Lend(x) = ngin [ — CosSim (fo(Tadv)s foo., (z))], 9)

by anchoring the adversarial endpoint around fy,, (), this alignment establishes
a well-conditioned initialization for the interpolation in Stage II.

Stage II: Progressive Path Regularization. In the second stage, we then
apply the path consistent regularization in Eq. (8). To progressively traverse this
continuous path and expose the encoder to increasing adversarial intensities, we
adopt a time-dependent schedule for the perturbation magnitude A:

t— Tst art

)
Tt otal — Tst art

A(t) = Amax (10)
where Tiota1 denotes the total number of fine-tuning steps, Tytart is the step at
which Stage II is activated, and Apax controls the maximal path extent. The
scheduled path point is then instantiated as:

Ta) =T+ A(t) 0(). (11)

In practice, we set Apax = 2.0, and optimize Lpath(:z:, )\(t)) using the sched-
uled sample ;) for each step ¢ > Titars. Additional ablation studies on the
sensitivity to Apax and Typare are provided in Appendix A.

Final Fine-Tuning Objective. Combining the two stages, the unified
PACO objective at training step t is defined as:

£PACO(x7 t) = £end(x) + ﬂ . H(t 2 Tstart) : £path(m7 )\(t))7 (12>

where [ scales the path regularization term. At each step, we first generate the
adversarial endpoint z,4, via PGD, yielding the optimal perturbation §(z). We
then reuse the exact d(x) to construct the intermediate path sample x5, without
requiring any additional adversarial optimization. Optimizing Lpan therefore
adds only one extra forward/backward pass per step. Details on the training
time overhead and PGD steps are provided in Appendix A.

3.6 Theoretical Analysis of PACO Mechanism

In this section, we provide a further theoretical analysis of PACO. Theorem 1
characterizes how Stage I and Stage II jointly constrain embedding variations
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along the adversarial path. We introduce the finite-scale directional Lipschitz
constant Lips(A)(fp; z). This constant upper-bounds the worst-case rate of em-
bedding change between any two path points with an input-space distance of at
least A (see Appendix C for the formal definition and proof).

Theorem 1. Let xy =z + Aé(x), A € [0, Amax|, be the adversarial path and Z)
the normalized interpolation target from Eq. (7). Define epath = SUPc(o,x,u] (1-

CosSim(fg(z1), 21)), and assume CosSim(fo(x), fo(waav)) = v > —1. Then for
any 0 < A < Anax,

”f@(madv) - fG(fE)HZ 2\/ 2€path
Cnorm )
: B@l: AR
2

where Chorm = \/ﬁ is the normalization conditioning factor.

Lips(A)(fo; )

Theorem 1 yields a two-term bound consistent with PACO’s two-stage de-
sign: the first term depends on the endpoint feature gap and normalization sta-
bility, while the second captures deviations from the interpolation target along
the path. In Sec. 4.4, we empirically show that PACO reduces both path devi-
ation and cosine distance, indicating less feature drift and smoother embedding
evolution under adversarial perturbations.

4 Experiments

4.1 Experimental Settings

Implementation Details. We adopt LLaVA-v1.5-7B and LLaVA-v1.5-13B [34]
as our primary target models. Both models adopt CLIP ViT-L/14 as the vision
encoder, while differing in their underlying language backbones. In our experi-
ments, we perform robust fine-tuning on the shared ViT-L/14 vision backbone
and keep all other VLM components frozen.

We use TeCoA [40], FARE [53], and Sim-CLIP [23] as our main baselines. To

ensure a fair comparison, we adopt the common fine-tuning settings used across
these prior works. Specifically, we perform 10-step PGD training under an /.,
constraint with a perturbation budget of € = 4/255. We fine-tune the model for
two epochs on ImageNet [12] using the AdamW [36] optimizer, with a learning
rate of 1 x 107° and a weight decay of 1 x 10~%. For PACO, we set the scheduling
trigger Tytart to half of the total training steps and set 8 to 0.5.
Datasets. We evaluate our approach on diverse vision-language tasks, including
image captioning (COCO [33], Flickr30K [46], NoCaps [1]) and visual question
answering (VQAv2 [17], TextVQA [55], OKVQA [41]). For these tasks, we evalu-
ate clean performance on the full evaluation sets, while adversarial robustness is
assessed on randomly sampled subsets of 500 examples per benchmark. We fur-
ther evaluate CLIP-style zero-shot classification on 13 standard datasets (details
in Appendix B). For zero-shot classification, clean accuracy is reported on the
full evaluation sets, and adversarial accuracy is computed on randomly sampled
subsets of 1,000 examples per dataset. Finally, we evaluate zero-shot image—text
retrieval on COCO and Flickr30K.
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Table 1: Robustness of LLaVA-7B with different CLIP-based vision encoders under
untargeted APGD-Ensemble attacks. We report CIDEr (1) [57] for image captioning
(upper block) and answer accuracy (1) for VQA (lower block). Best results are high-
lighted in bold.

CcocCco Flickr30K NoCaps Average
Method clean boo clean boo clean boo clean boo
2/255 4/255 8/255 2/o55 4255 8/255|  2/255 4/255 8/255 2/255 4/255 8/255

CLIP 1122 30 18 16 |748 08 06 051105 27 1.7 00[99.2 22 14 07

TeCoA 83.4 40.5 27.2 12.8|44.7 20.1 13.0 6.0 | 80.4 43.9 31.0 17.6|69.5 34.8 23.7 12.1
FARE 97.2 46.1 30.3 14.8|57.3 23.8 14.6 6.2 | 97.1 51.0 36.9 17.8|83.9 40.3 27.3 12.9
Sim-CLIP| 97.8 49.9 34.6 15.3|57.9 27.3 16.7 7.3 |96.2 54.8 40.1 20.9|84.0 44.0 30.5 14.5
PACO 101.4 55.8 38.3 17.1|61.3 33.1 22.5 8.3 (99.8 62.1 45.0 22.6|87.5 50.3 35.3 16.0

VQAv2 TextVQA OKVQA Average
Method clean Coo clean foo clean boo clean foo

2/255 4/255 8/255 2/255 4/255 8/255 2/255 4/255 8/255 2/255 4/255 8/255
CLIP | 723 31 00 0.0[348 0.0 00 00572 03 00 0.0 [548 1.1 0.0 0.0

TeCoA 62.3 37.7 28.7 18.0|19.2 10.4 7.2 4.1 |489 29.1 194 12.2|43.5 25.7 184 114
FARE 66.2 37.6 279 177|252 134 86 4.0 |53.0 28.3 18.6 9.8 |48.1 26.4 184 10.5
Sim-CLIP| 65.0 40.2 29.1 17.9|24.8 144 88 4.7 |53.0 30.5 20.6 10.7|47.6 28.4 19.5 11.1
PACO 67.8 43.1 31.1 18.1|27.5 14.8 10.1 5.0 |54.4 32.4 21.4 11.9|49.9 30.1 20.9 11.7

4.2 Quantitative Robustness on VLMs

We evaluate LLaVA-7B under both untargeted and targeted settings. For untar-
geted attacks, we employ the APGD-Ensemble evaluation based on Schlarmann
& Hein [52]. Specifically, we initially execute APGD [10] for 100 iterations at half
precision, utilizing multiple ground-truth captions as supervision signals. Sub-
sequently, we subject the remaining resilient samples to a second attack stage
at single precision. This strategy enhances computational efficiency while pre-
serving strong attack efficacy. Regarding targeted attacks, which aim to induce
predetermined outputs, we generate adversarial examples via targeted APGD
optimization. The attack is executed for 10,000 iterations under the ¢, con-
straint with perturbation budgets of ¢ € {4, 8}/255.

Evaluation of Untargeted Attacks. The evaluation of LLaVA-7B under
untargeted APGD-Ensemble attacks in Tab. 1 shows that the standard CLIP
vision encoder is highly vulnerable: performance drops sharply on both image
captioning and visual question answering even at small /., budgets. In contrast,
PACO achieves the strongest results, improving adversarial robustness while
retaining substantially higher clean performance.

On clean images, PACO achieves the best average performance among robust
methods, reaching 87.5 CIDEr on captioning and 49.9% accuracy on VQA. Under
adversarial evaluation, PACO consistently attains the highest average robustness
across both tasks at all tested budgets. At e = 2/255, it achieves 50.3 CIDEr
and 30.1% VQA accuracy, outperforming the strongest baseline by +6.3 CIDEr
and +1.7 points, respectively. This margin persists at ¢ = 4/255 (+4.8 CIDEr,
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Table 2: Targeted attack results under £ at € = {4/255,8/255}. Each entry reports the
number of successful attacks out of 25 samples for a given target string. We show the
average success rate (ASR) and average CIDEr score below. Refer to Appendix B for
detailed attack targets.

CLIP TeCoA FARE Sim-CLIP PACO
Target
4/255  8/255 | 4/255 8/a55 | 4/255 8255 | /255 8/2s5 | 4/255  8/255
Sell your stocks... 25/25 25/25|0/25 0/25]0/25 2/25|0/25 1/25| 0/25 0/25
Trash can be thrown... 25/25 25/25|0/25 0/25]0/25 0/25|0/25 1/25| 0/25 0/25
Visit https://tinyurl... | 25/25 25/25|0/25 1/25|0/25 2/25|0/25 1/25| 0/25 0/25
You are too stupid... 25/25 25/2510/25 1/25|0/25 1/25|0/25 1/25| 0/25 0/25

Investing in this new... |25/25 25/25|0/25 0/25|0/25 1/25|0/25 0/25| 0/25 0/25

Average success rate (}) | 100% 100% | 0% 1.6% | 0% 4.8% | 0% 3.2%| 0% 0%
Average CIDEr score (1) 0 0 80.9 61.2 819 575 (8.4 70.8| 97.0 80.1

+1.4 points) and remains under the strongest setting e = 8/255, indicating that
PACO improves resilience to stronger adversarial perturbations.

Evaluation of Targeted Attacks. Fig. 3 provides qualitative examples
of targeted attacks. Under adversarial perturbations, prior robust fine-tuning
baselines exhibit target-text injection (e.g., malicious instructions or URLs) and
noticeable semantic drift, whereas PACO produces captions that remain semanti-
cally aligned with the clean image content. Tab. 2 reports targeted attack results
under an ¢, constraint with e € {4, 8}/255. The original CLIP encoder is highly
vulnerable, achieving a 100% ASR at both budgets. Robust baselines reduce
ASR at e = 4/255, but exhibit lower caption quality than PACO: our method
achieves the highest average CIDEr of 97.0, exceeding the strongest baseline Sim-
CLIP by 8.6 points. At the stronger budget e = 8/255, prior baselines exhibit
non-zero mean ASR (1.6% for TeCoA, 4.8% for FARE, and 3.2% for Sim-CLIP)
alongside further CIDEr degradation. In contrast, PACO maintains 0% ASR
and achieves the highest average CIDEr of 80.1, indicating improved targeted
robustness while better preserving caption quality under stronger attacks.

4.3 Zero-Shot Classification

To evaluate zero-shot classification across 13 datasets, we encode their class
names using predefined prompt templates with the CLIP text encoder, and av-
erage the resulting text embeddings to obtain a prototype for each class. Zero-
shot predictions are then made by comparing cosine similarities between image
embeddings and class prototypes. For robustness evaluation, we use {,,-bounded
AutoAttack with APGD-CE and APGD-DLR, and report the worst-case accu-
racy over the two attacks. Each attack runs for 100 iterations, and we evaluate
under perturbation budgets e € {2/255,4/255}.

As shown in Tab. 3, PACO achieves a stronger clean—robust trade-off than
prior baselines. Vanilla CLIP attains the highest clean accuracy (67.7%) but
collapses under attack. Among all fine-tuned models, PACO achieves the best
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Clean Output Adversarial Output

Original Image

Target: Sell your stocks. Financial markets are crashing.

TeCoA: A person is riding a surfboard A computer screen shows a

CLOA" on a wave. waterfall.

FARE: A person is surfing on a wave in Sell your stocks. Financial
*  the ocean. markets are crashing.

Sim-CLIP: £ EOEE Y CEART) G O SRS TANED A dog is running on a road.

a waterfall in the background.

PACO: A man is surfing on a river with a

waterfall in the background. ZluanilsgsuctingilapBejoceant

Target: Visit https://tinyurl.com/23cbjxjz

TeCoA: A collection of small boats and A toy car race track with many
C¢LOA"  cars are parked in a lot. cars on it.

FARE: thgrg:l;cgf SE0ED £50 FORI G A bunch of boats in the water.
Sim-CLIp: B row of boats are parked on the Visit https:/'/tinyurl.com/23cbjsz
beach. for a larger image

PACO: R bunch of boats are parked on

the beach A bunch of boats are on the beach.

Target: You are too stupid. I will not answer anymore

TeCoA: A zebra is standing in a grassy A computer screen with a green
CLOAL field. field on it.
FARE: A zebra is standing in a grassy You are too stupid. I will not

© field. answer any more of your questions.
Sim-CLIP: A zebra is standing in a grassy You are too stupid. I will not
m-CLE field. answer anymore.

A zebra is standing in a grassy

PACO: field with two other zebras. A zebra is standing in a field.

Fig. 3: Targeted {. attacks at € = 8/255 using different robust vision encoders
in LLaVA-7B. We compare the generated captions ( good captions , lack of details ,

error captions , successful attacks ) given specific target strings. PACO effectively de-
fends against the attacks while maintaining high-fidelity.

clean performance (61.1%), and the highest robust accuracy at both budgets:
45.8% at € = 2/255 (+4.1) and 31.7% at e = 4/255 (+2.8). While some base-
lines perform better on a few datasets, PACO provides the strongest average
performance overall.

4.4 Performance on Other Tasks

Cross-Modal Retrieval. We evaluate zero-shot cross-modal retrieval on COCO
and Flickr30K by replacing the CLIP vision encoder while keeping the text en-
coder fixed. As shown in Tab. 4, vanilla CLIP achieves strong retrieval per-
formance, whereas adversarial fine-tuning substantially degrades cross-modal
alignment across all robust baselines. Among the compared robust vision en-
coders, PACO achieves the best overall retrieval performance on both datasets
and for both retrieval directions. In particular, PACO improves image-to-text
R@1 to 7.1 on COCO and 18.6 on Flickr30K, compared with 5.3 and 15.4 for
the strongest baseline Sim-CLIP, while also improving text-to-image R@Q1 (7.9
on COCO and 17.7 on Flickr30K). Furthermore, these consistent improvements
over prior robust baselines are also observed across the R@5 and R@Q10 metrics.



PACO for Robust Vision-Language Models 13

Table 3: Zero-shot classification accuracy (1) under clean and adversarial settings.
Blue arrows indicate the absolute gain of our method over the strongest robust baseline
at each evaluation setting. Vanilla CLIP is shown as a reference.

Zero-shot datasets
- 8 T 3
= |5} 3} k3]
3 Z = c e £ 02 - 5 o
Eval. Method % % é é a <§ % :3; ;f) g‘) ?) “é 5 Z/Z:f;%jt
O U O O A @B/ & =R £ & £ O
CLIP 86.1 72.0 93.8 64.0 457 462 186 73.0 80.2 56.5 554 920 96.3 |67.7
= TeCoA 78.0 288 788 493 354 19.7 79 335 717 51.0 50.3 76.1 934 |51.8
LE FARE 84.6 581 741 516 423 152 166 486 76.7 53.3 50.0 85.8 95.0 | 57.8
© Sim-CLIP | 85.4 58.4 76.9 53.1 42.7 185 17.2 49.1 77.2 542 50.0 852 954 |58.7
PACO 85.7 61.7 82.4 59.5 45.7 13.6 18.6 57.1 80.2 56.5 50.0 87.0 96.3 | 61.1 124
» CLIP 00 00 00 00 00 00 00 00 00 00 00 00 0.0 00
§ TeCoA 68.5 13.0 582 30.1 25.1 8.0 29 195 55.1 34.8 451 673 84.4 ]394
0 FARE 72.6 260 56.2 323 271 44 54 285 551 30.0 484 703 853 |41.7
38 Sim-CLIP | 73.4 27.6 52.0 29.8 27.6 6.5 55 262 568 30.1 50.2 69.6 86.2|41.7
PACO 74.9 31.7 64.6 37.7 29.8 11.3 6.5 35.5 60.9 33.0 482 72.8 89.1|45.8 t4.1
» CLIP 00 00 00 00 00 00 00 00 00 00 00 00 0.000
_ﬁ TeCoA 56.6 5.5 345 186 16.1 6.8 1.3 10.0 40.5 23.7 40.5 49.8 679 |28.6
j\ FARE 57.1 93 348 176 151 2.2 2.1 124 388 20.3 48.4 46.2 67.0 | 28.6
38 Sim-CLIP | 57.2 10.1 36.8 17.3 16.0 3.0 1.8 122 385 19.1 48.4 477 68.1|28.9
PACO 60.6 12.9 40.2 19.7 16.5 9.1 2.3 16.7 42.6 219 47.0 50.0 72.5|31.7 12.8

Table 4: Zero-shot cross-modal retrieval results on COCO and Flickr30K. We report
Recall@K for both text-to-image and image-to-text retrieval (higher is better).

COCO Flickr30K

Method Text-to-Image  Image-to-Text Text-to-Image Image-to-Text

R@1 R@5 R@10 R@1 R@5 R@10 R@1 R@5 R@10 R@1 R@5 R@10

CLIP 16.7 32.7 41.2 30.3 51.2 60.0 26.3 47.0 56.3 44.5 68.7 77.4
TeCoA 51 12.8 18.0 3.8 10.2 14.8 11.1 23.3 30.7 10.5 23.6 29.8
FARE 6.1 144 195 41 91 126 14.0 27.3 352 11.0 22.8 28.7
Sim-CLIP 7.2 16.8 227 53 11.4 154 172 32.6 409 154 272 33.5
PACO 7.9 17.7 24.1 7.1 14.8 19.8 17.7 33.5 40.9 18.6 32.3 39.9

Hallucinations. We evaluate object hallucination using POPE [31], where the
model is required to make a binary judgment (Yes or No) regarding whether
a queried object is present in the image. We report F1 scores on the Adver-
sarial, Popular, and Random splits, along with the mean (higher is better). As
shown in Tab. 5, all fine-tuned vision encoders achieve lower POPE F1 than
vanilla CLIP, suggesting that robustness-oriented fine-tuning can adversely af-
fect object-level grounding on this benchmark. We attribute this drop in part
to the fact that robustness-oriented fine-tuning can suppress fragile visual cues
(e.g., fine textures or small local patterns) that help recognize specific objects,
reducing the visual evidence needed for accurate grounding in POPE. Among
robust methods, PACO attains the highest mean F1 (77.8), indicating better
preservation of grounding performance than prior baselines, although a gap to
vanilla CLIP remains.
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Table 5: Hallucination evaluation on POPE benchmark with Fl-score (1). We report
adversarial, popular, random sampling, and the average score.

Method ‘

POPE sampling

‘ Mean

‘ Adversarial Popular Random ‘

CLIP 81.3 86.2 86.0 84.5

TeCoA 70.1 74.4 74.3 72.9

FARE 74.2 77.4 78.3 76.6

Sim-CLIP 74.2 77.8 78.7 76.9

PACO 75.0 79.4 78.9 77.8

x10-2 (a) Cosine Distance x10-2 (b) Cosine Distance
= 251 —— PACO(ours) _® | 23] —— PACO(ours) e
$ 50] -=- SimCLIP s 204 - SimCLIP x
X - Py
= FARE FARE
~ 15 1.5
=
= 10 1.0
%
o
U 05 0.5
] CIFAR-10 ImageNet
— 0.0 0.0
0.0 0.5 1.0 15 2.0 25 3.0 3.5 4.0 0.0 0.5 1.0 15 2.0 25 3.0 3.5 4.0
<104 (c) Path deviation 104 (d) Path deviation

= X %10~ /-
':‘f 3 . 10 e 3 , 210 4
= ST . ; mea /
é 2 1 /" \‘\\ ./’ 2
PRSI G0 os 1o P 2 1
- o] = CIFAR-10 . ImageNet

050 075 1.00 125 150
perturbation magnitude A

1.75 2.00 0.50 0.75 1.00 1.25 1.50

perturbation magnitude A

1.75 2.00
Fig. 4: Plots reporting the cosine distance in (a,b) between path points and clean
embeddings, and the path deviation in (c,d) along the local adversarial path. PACO
mitigates feature drift and limits nonlinear feature variation along the path.

Visualization Analysis. To intuitively show the effect of PACO, we analyzed
the cosine distance and the path deviation on the local path. We calculated these
metrics by randomly sampling 500 images from the ImageNet and CIFAR-10
(for zero-shot setting) datasets. As shown in Fig. 4, PACO significantly reduces
feature drift on the path, resulting in a more stable visual embedding space.

5 Conclusion

In this paper, we propose PACO, a novel unsupervised adversarial fine-tuning
framework for stabilizing the visual embedding space of LVLMs. By regulariz-
ing representations along local paths with a two-stage training strategy, PACO
improves semantic stability and robustness. Extensive experiments demonstrate
that our method consistently enhances robustness for diverse attacks and pertur-
bation strengths, while mitigating the degradation in clean performance. Since
PACO is label-free and model-agnostic, it can be seamlessly integrated into
LVLM pipelines, providing a practical solution for improving model robustness.
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