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Abstract. With the emergence of Vision-Language Models (VLMs),
cloud-based VLM inference services have raised critical privacy concerns
regarding the potential leakage of sensitive visual prompts. However, ex-
isting defenses compromise either efficiency or model utility to achieve
privacy. Recently, the covariant obfuscation paradigm has shown great
potential for private large language model inference, but it is incom-
patible with cross-modal architectures and tasks. In this paper, we pro-
pose COVERT, the first practical privacy-preserving VLM inference
framework, which explicitly adapts covariant obfuscation for multimodal
architectures. Specifically, it integrates exact architectural reparameter-
ization to robustly obfuscate visual features against naive inversion at-
tacks, alongside utility-aware parameter tuning tailored to neutralize
hidden-state inversion attacks, thereby achieving a favorable privacy-
utility-efficiency trade-off. Extensive evaluations show that COVERT ef-
fectively shields sensitive visual attributes against hidden-state inversion
attacks, while keeping the average accuracy degradation below 3% across
major benchmarks and sustaining high inference throughput with a neg-
ligible overhead of less than 6%.

Keywords: Vision-Language Models - Privacy-Preserving Inference -
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1 Introduction

As the demand for advanced cross-modal reasoning escalates in high-stakes do-
mains like medicine and finance [15], the deployment of Vision-Language Mod-
els (VLMs) has widely shifted toward the Vision-Language Model-as-a-Service
(VLMaaS) paradigm, where resource-constrained clients outsource inference by
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Fig.1: VLMaaS with related privacy challenges and the illustration of COVERT.

uploading sensitive multimodal prompts to cloud servers. This inevitably raises
severe privacy concerns regarding sensitive visual semantics, such as biometric
traits and confidential identities . Consequently, safeguarding client prompt
privacy in VLMaaS has emerged as a critical imperative.

However, as shown in Fig.[I] practical privacy-preserving VLMaa$ remains an
open challenge, as an ideal solution must simultaneously guarantee data privacy,
preserve model utility, and enable lightweight deployment on existing architec-
tures . Current methods fundamentally fail to meet these criteria: heavy
cryptographic protocols incur prohibitive overheads on high-dimensional visual
signals [32], while differential privacy methods based on perturbations destroy
cross-modal semantic alignment, severely degrading utility @, Furthermore,
most existing privacy-preserving inference mechanisms are tailored for text-only
models, with limited research dedicated to VLMs .

To bridge this gap, we propose COVERT (Covariant Obfuscation for VLMaaS
via Exact Reparameterization and Tailored Tuning), as shown in Fig. |1} To our
best knowledge, COVERT is the first practical privacy-preserving VLM infer-
ence framework. COVERT leverages covariant obfuscation to jointly trans-
form input data and model weights, balancing robust privacy with model util-
ity. Recognizing that modern VLMs consist of a vision encoder and a backbone
Large Language Model (LLM) decoder, COVERT strategically adapts its defense
across modalities: it introduces a dedicated covariant obfuscation paradigm tai-
lored for the visual pipeline, while seamlessly integrating AloePri to protect
the textual components. Specifically, COVERT employs exact architectural repa-
rameterization to seamlessly adapt covariant obfuscation to visual modules of
VLMs. This yields protected visual representations that robustly withstand naive
feature inversion attacks , ensuring the final inference responses remain
exclusively decodable by the client. Furthermore, to mitigate privacy leakage in-
duced by the spatial invertibility of shallow ViT attention , COVERT incorpo-
rates a utility-aware parameter tuning strategy designed to defend hidden-state
inversion attacks. By integrating exact reparameterization with tailored tuning,
COVERT achieves a favorable balance between utility, privacy, and efficiency.
Extensive evaluations demonstrate its practical effectiveness: COVERT success-
fully conceals sensitive visual attributes from state-of-the-art inversion attacks,



COVERT: Privacy-Preserving Covariant Obfuscation for VLMaaS 3

limits average accuracy drops to under 3% across various settings, and incurs a
minor inference throughput reduction of less than 6% on the vLLM engine [13].
In summary, the main contributions of this paper are:

— We propose COVERT, the first practical privacy-preserving framework
dedicated to VLMaaS, establishing a modality-adaptive covariant obfusca-
tion paradigm to address cross-modal structural heterogeneity.

— We develop exact architectural reparameterization to adapt covariant ob-
fuscation for visual modules of VLMSs, and introduce a utility-aware tuning
strategy to defend high-fidelity hidden-state inversion attacks.

— Extensive evaluations across various benchmarks validate that COVERT
achieves strong privacy protection against spatial reconstruction with under
3% average accuracy degradation and less than 6% extra inference overhead.

2 Preliminaries and System Model

2.1 System and Threat Model

This paper focuses on a general VLMaaS setting: a client with private visual
and textual prompts and a cloud server hosting the VLM service. Constrained
by resources, the client can only perform some offline computations, such as ma-
trix transformations and selective parameter tuning, before starting the service.
During online inference, the client handles only lightweight preprocessing tasks
(e.g., image flattening and text tokenization). Specifically, in a single communi-
cation round, the client transmits pre-processed visual and textual prompts to
the server and receives related VLM responses. However, transmitting plaintext
inputs causes severe privacy risks: the honest-but-curious server may reconstruct
the raw visual inputs via feature inversion, or inadvertently disclose sensitive in-
formation through the VLM’s generated responses. To this end, this paper pro-
poses a practical privacy-preserving framework for VLMaaS that simultaneously
guarantees data confidentiality, model utility, and inference efficiency.

2.2 Analysis of VLM Architecture Preliminaries

To identify unique privacy requirements in VLMaaS, we first formalize a uni-
fied architecture for state-of-the-art VLMs. This paper focuses on the dominant
LLM-backbone paradigm, which augments a pre-trained LLM backbone with a
specialized vision encoder |16|, as illustrated in Fig. [2} Given that this structure
supports popular open-source models such as Qwen-VL [2] and LLaVA [19], our
analysis maintains broad applicability without loss of generality.

In the LLM-backbone paradigm, VLMs integrate a specialized vision en-
coder V with the backbone LLM decoder. Given aligned multi-modality inputs,
the backbone LLM autoregressively generates text. Specifically, to bridge the
modality gap, the vision encoder V aligns vision features with the LLM seman-
tic space, which can be formalized as a composition of three distinct operations:

E, = V(XU) = fProj o fFeat o fConv(Xv)7 (1)



4 Ruan and Huang et al.

Specifically, given visual input X,,, the pipeline begins with a convolutional
patcher foony for image patchification, followed by a wvision feature extractor
fFeat, typically instantiated as a pre-trained ViT [8] in mainstream architec-
tures [16]. Finally, an embedding projector fp,j, which maps vision features to
the shared semantic space aligned with the LLM. Crucially, fp.oj consists of
specifically trained MLP layers and may adopt a spatial aggregator to condense
visual tokens, thus reducing the sequence length for efficient inference [2,/19].

2.3 Related Work and Privacy Challenges in VLMaaS

The proliferation of VLMaaS raises critical privacy concerns, as client visual
inputs inherently contain sensitive semantics [26]. Beyond inferring private at-
tributes from subtle details [5[24], adversaries can directly invert raw visual
prompts from intermediate hidden states [7}/17}/30]. Since modern VLMs can eas-
ily bypass naive pixel-level anonymization [4], robust privacy-preserving mecha-
nisms are urgently needed. However, securing VLMaaS faces three fundamental
challenges uniquely introduced by cross-modal visual processing;:

Challenge 1: Computational Overhead of Visual Inputs. Unlike dis-
crete text tokens, continuous high-dimensional visual inputs incur massive com-
putational overhead. Consequently, cryptographic approaches like Multi-Party
Computation (MPC) [32/34] or Trusted Execution Environment (TEE) [23,
31| become prohibitively expensive, fundamentally contradicting the lightweight
client paradigm necessary for real-time cloud deployment.

Challenge 2: Cross-Modality Sensitivity to Noise. VLM inference re-
lies on delicate semantic alignment between visual and textual representations.
This cross-modality architecture makes VLM utility extremely vulnerable to
stochastic perturbations: methods applying Differential Privacy (DP) [9|21}/25]
inject uncalibrated noise that irreversibly disrupts spatial and cross-modal map-
pings, leading to catastrophic utility degradation.

Challenge 3: Architectural Heterogeneity of Multi-Modality. Mod-
ern VLMs adopt a composite architecture comprising a vision encoder and an
LLM backbone. A comprehensive defense must integrate with text-modality pro-
tections and be tailored to the specific visual pipeline. However, many existing
privacy mechanisms do not transfer to vision processing [22,[25}/33|. For exam-
ple, transformation-based methods such as SGT [22] struggle to generalize across
complex visual modalities and remain vulnerable to embedding inversion [17].

To overcome these challenges, an effective defense must align with cross-
modal structures while aiming to balance privacy, utility, and efficiency.

3 Covariant Obfuscation and Cross-Modal Challenges

This work adopts covariant obfuscation [18| as a favorable paradigm for
privacy-preserving VLMaaS, which jointly obfuscates client prompts and model
parameters for a private, accurate, and efficient VLM inference service. Consider-
ing the system model in Section[2] the client and the server both have white-box
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access to the original VLM. When initializing the service, the client obfuscates
the original model and deploys it to the server. During inference, the semi-honest
server runs the obfuscated VLM on the cloud and can observe the obfuscated
prompts, responses, and internal features. The server also possesses prior knowl-
edge of the client’s prompt distribution, allowing their attempts to recover the
client’s private information from uploaded prompts and model responses.

3.1 Covariant Obfuscation Preliminaries

Covariant obfuscation [18] protects privacy through joint data-parameter trans-
formations. Formally, given an inference function f : X x @ — Y over data,
parameter, and prediction spaces, a covariant obfuscation framework C is a quin-
tuple (¢x, do, Py, Yy, f) These denote the obfuscation mappings for data (¢x),
parameters (¢o), and labels (¢y ), alongside the label de-obfuscator (1y) and
the obfuscated inference function (f), respectively.

For functional consistency, C must satisfy two core axioms. First, the commu-
tation condition bounds the computational divergence. Given a distance metric

d:Y xY — R (e.g., Euclid Distance), C structurally enforces:

E [a(F(0x (). 90(0)). o (f(2,0)))] < ec

which ensures the error induced by obfuscation is strictly bounded by a constant
ec. Second, the de-obfuscation condition guarantees exact prediction recovery
via ¥y o ¢y = idy, where id denotes the identity mapping. Together, these
properties explicitly bound the end-to-end inference error. Crucially, compared
to naive data-only obfuscation (where ¢po = idg and ¢y = idy ), the Data Pro-
cessing Inequality [3] theoretically guarantees that covariant obfuscation achieves
a strictly superior privacy-utility trade-off. Detailed formalizations and proofs of
covariant obfuscation are provided in Lin et al. [1§].

3.2 Covariant Obfuscation in VLMs: Primitives and Challenges

AloePri [18] instantiates covariant obfuscation for LLMs through matrix trans-
formations. To illustrate the core mechanism, consider an LLM formulated as
JLim(X) = Whead © gtrunk © (Wembea X ), where X denotes the client input and
Jirunk represents the Transformer backbone. In the offline phase, AloePri first
injects calibrated Gaussian noise into the embedding and head modules to de-
rive W5 4 and Wy _ .. It then samples a vocabulary permutation matrix II
and an invertible key matrix pair (15’7 Q) satisfying PQ = I. These parameters
are obfuscated as Wembed = HW;mbedlS and Whead = QWﬁeadHT. To prevent
direct inversion, transformation P deliberately expands the original feature di-
mensions. In the online phase, the client simply applies the permutation IT to
generate obfuscated input tokens for the server. This elegant pairing of mutually
canceling transformations flawlessly shields textual prompts while preserving ex-
act model accuracy. For obfuscation primitives concerning internal modules in
Jtrunk and detailed matrix generation protocols, we refer readers to AloePri [18§].
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Fig. 2: Detailed illustration of VLM architectures and the COVERT framework.

However, mainstream VLMs couple this LLM backbone with a distinct vi-
sion encoder V, rendering the direct application of text-centric primitives in-
sufficient. While AloePri readily secures textual prompts, protecting continuous
visual inputs necessitates obfuscation mechanisms explicitly tailored for V. This
requirement stems from two fundamental structural disparities. First, the vision
encoder introduces heterogeneous architectures, such as convolutional modules,
which demand dedicated algebraic mappings. Second, continuous visual signals
are inherently characterized by dense spatial correlations and local smoothness.
While inherently resilient to feature inversion attacks , naive reuse
of textual obfuscation completely neglects the rich spatial priors preserved in
the shallow representations of ViT-based encoders, which is vulnerable to hid-
den state inversion attacks . Overcoming these modality-aware vulnerabilities
strictly requires a customized covariant obfuscation framework.

4 The COVERT Framework: Covariant Obfuscation for
Practical Privacy-Preserving VLMaaS

To address the above challenges, this paper introduces COVERT, the first prac-
tical privacy-preserving VLM inference framework. Since the backbone LLM in
VLMs seamlessly inherits the obfuscation primitives established by AloePri ,
COVERT exclusively targets the vision encoder. Specifically, COVERT system-
atically derives exact reparameterization transformations tailored to the dis-
tinct architectural properties of each visual module, together with calibrated
null-space perturbations and utility-preserving stochastic tuning to effectively
neutralize hidden-state inversion attacks . Fig. |2| illustrates the overview of
the COVERT framework and details the obfuscation across the visual pipeline.
For notational consistency, J denotes sampled stochastic variables, O indicates
obfuscated entities, and (O represents the dimension-augmented matrix.
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4.1 Covariant Convolutional Patchification.

As the entry point of the visual pipeline, the convolutional patcher fcony maps vi-
sual inputs into patches. To facilitate covariant transformation, we formulate the
3D convolution as a vectorized matrix multiplication. By defining the flattened
kernel volume D = C;,-T.-H.- W, and the patch count N = % g ;/VV , the input
volume and convolutional kernels are unrolled into matrices X, € RV*P and
Wony € RP*Cout respectively. Here, Clin,outy Tepresents channel dimensions,
while T', H, and W denote the temporal frame count, height, and width, respec-
tively. The resultant visual patches are generated as: fcony(Xy) = Xo Weony-
To instantiate covariant obfuscatlon the client constructs a stochastic trans-
formation pair (Pv,Qv) satisfying P QI, = Ip, where the expanded matrix
f’v € RP*(P+dexira) inflates the volume of X,. During offline obfuscation, the
convolutional parameter are transformed as Weony = QUWCOHVf’pat, where
Pp.: denotes the patch mask structurally coupled with the subsequent modules.
In online inference, to prevent deterministic mapping, the client injects null-space
noise into each row r; of the projected input X,P,. Specifically, the obfuscated
input X, is constructed row-wise as ¥; = r; + v;, where the stochastic vector
v; satisfies the constraint VZQU = 0. Consequently, when the server computes
chnV(XU) X, Weony = XoW cony Ppat, the noise v; is exactly canceled out.
Thus, this isomorphic design enforces zero-error commutation (ec = 0), sup-
pressing patch-level inversion observability while preserving multimodal utility.

4.2 Adaptive Feature Extraction based on ViT.

Subsequently, the obfuscated visual patches generated by fCOm, propagate through
the vision feature extractor freat. In mainstream VLM architectures, this module
is typically instantiated as a Vision Transformer (ViT) [8]. Crucially, because the
underlying structure of ViT is consistent with those in textual LLMs, freas seam-
lessly inherits the covariant obfuscation primitives established in AloePri [1§].
Specifically, this obfuscation process cancels the patch mask Pp.: via weight ob-
fuscation and applies a stochastic feature mask Ppeat, producing the protected
representatlon F FPFeat - fFeat(fConv( )QPat)PFeata where PPatQPat =L
However, adapting these primitives for VLMs necessitates resolving two criti-
cal hurdles: structural incompatibilities caused by pervasive additive biases and
layer-specific vulnerabilities to hidden state inversion [7].

Adaptation to Pervasive Additive Biases. First, pervasive additive bi-
ases (e.g., the b in ViT linear layers WX + b) are fundamentally incompati-
ble with standard multiplicative obfuscation. In QKV projections, Rotary Posi-
tion Embeddings (RoPE) restrict admissible masks to highly structured forms
(e.g., block-diagonal matrices), reducing their degrees of freedom to O(n), where
n denotes the embedding dimension. Consequently, directly masking the bias
via bP is insecure, as the limited unknowns leave P easily invertible by an
adversary. To resolve this, we employ dimensional augmentation. By append-
ing a constant unit channel to the plaintexts (X* = (X, 1)) and parameters
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(WQKV = [WQKv,bQKv] ), we securely absorb the biases into the obfus-

cated weights W = QW“‘. Conversely, this augmented dimension cannot sur-
vive the global non-linearity of the softmax operator, meaning it is discarded
prior to the output projection Wo. Fortunately, because Wo operates with-
out RoPE constraints, we can securely apply direct bias masking: bo =boPo.
This approach is cryptographically robust; the fully dense mask Po introduces
O(n?) unknown variables against only (’)(n) known equations, forming a math-
ematically intractable system. Finally, to address FFN gating functions (e.g.,
SiLU [11]) that non-linearly distort the augmented unit dimension to SiLU(1),
we restore the structural invariant by scaling the augmented down-projection
weights by SiLU(1)~!, formalizing bias alignment as a zero-error operation.

Tailored Parameter Tuning Against Hidden State Inversion. While the
aforementioned adaptations guarantee functional isomorphism, empirical obser-
vations indicate that attackers can still exploit structural priors in shallow layers,
particularly the attention scores, to launch high-fidelity hidden-state inversion
attacks [7]. As shown in Fig. 3] such adaptive attacks on the untuned strawman
can still leak sensitive details like license plates. To defend the attack, COVERT
thereby introduces utility-aware parameter tuning to prevent this exploitability.

This process is initiated by injecting Gaussian noise characterized by (N (0, -
std(Wgq)) , N0, - std(Wk)) , N (0, - std(Wy)) , N(0,x - std(Wp))) into
the attention parameters {Wqg, Wi, Wy, W} of the first ViT block, with
the hyper-parameter a determining the noise magnitude. Crucially, this noise
generation is cryptographically bound to a user-held private seed. Subsequently,
using a public image dataset, the client selectively fine-tunes these attention
matrices and the preceding normalization layer W o1, while freezing the FFN
weights Wgpn and the succeeding normalization layer W ormo.

Let BM(-) denote the forward function of the first ViT block. The optimiza-
tion objective is to maximize the cosine similarity between the hidden states
output by the tuned block B4 .

orig*

q and the original block B

tune

L= 1= 008 (B} oq (x:), BG Y (x0))
This semantic alignment ensures that the final hidden states remain maximally
consistent with the original model to preserve utility, whereas the intermediate
attention patterns diverge significantly. Since the noise injection is seeded by a
private key, the exact training trajectory remains irreproducible to the attacker,
decisively thwarting gradient-based inversion attempts.

4.3 Semantic Embedding Projection and Universal Alignment

Finally, fproj bridges the modality gap by projecting visual features into the
LLM’s semantic space via a Multi-Layer Perceptron (MLP) [16}/19]. To com-
press context length while preserving spatial semantics, advanced architectures
may incorporate spatio-temporal aggregation [26]. Without loss of generality, we
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examine Qwen2.5-VL |2|, which concatenates adjacent tokens across a 2 x 2 spa-
tial grid. Given an obfuscated ViT feature F with channel dimension Dgeat, this
concatenation inherently expands the initial input dimension to D;, = 4Dpeas.-
Consequently, the MLP for the subsequent projection is parameterized by two
sequential weight matrices: W, € RPinXDhidden and Wy € RPnidden X Dout

During offline obfuscation, the client neutralizes incoming feature masks by
constructing a block-diagonal inverse M=L® QFeat (subject to PpeatQFeat
I), where ® denotes the Kronecker product [27]. The client also generates a
random permutation matrix Z € RPrhidden X Dhidden for the hidden layer, alongside
an alignment mask PEmb shared across both vision and text embeddlngs The
MLP weights are then obfuscated as W, = MW1Z and Wy = Z~ WgPEmb

In online inference, the server processes concatenated obfuscated features
Feoncat = [FO, Fi,F,, f‘g] and the obfuscated projection computes: fproj (f‘concat) =
GeLU(f‘wncatwl)Wg = fproj(Fconcat)f’Emb. This exact cancelation eliminates
the obfuscation error and seamlessly integrates into the obfuscated LLM [18].

5 Evaluations

5.1 Experimental Setup

Datasets. COVERT is evaluated on five representative multimodal benchmarks
supported by VLMEvalKit [10], covering general perception, reasoning, and sci-
entific understanding tasks:

— Dataset 1 (General VQA): evaluates multimodal understanding through var-
ious multi-choice Visual Question Answering (VQA) tasks organized by a hi-
erarchical capability taxonomy.

— Dataset 2 (Multidisciplinary Reasoning): assesses reasoning abilities requir-
ing broad domain knowledge and deliberate reasoning.

— Dataset 3 (Vision-Centric VQA): focuses on challenging vision-dependent
multimodal understanding which cannot be answered without visual input.

— Dataset 4 (Scientific Diagram Understanding): benchmarks the understand-
ing of diagram-centric scientific content.

— Dataset 5 (Mathematical Reasoning): evaluates quantitative, mathematical,
and visual reasoning capabilities.

Models and Baselines. COVERT is implemented on models: Qwen2.5-VL [2],
MiMO-RL [14], and Fara [1] with various sizes (7B, 32B, 72B). For evaluation
baselines, we compare COVERT against Plaintext (No Defense) (the theoreti-
cal utility upper bound) and DP-Forward |9] (a state-of-the-art DP baseline).
Heavyweight cryptographic protocols such as PrivMLLM [32] are excluded due
to their prohibitive computational overhead.

Evaluation Metrics. (1) Accuracy: Based on VLMEvalKit [10|, we uti-
lize LLM-as-a-Judge with InternVL3.5-14B [28] for semantic correctness. (2)
Privacy: While covariant obfuscation inherently neutralizes conventional inver-
sion [18], We quantify robustness against hidden-state inversion attacks |7] by
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evaluating the reconstruction quality of inverted visual prompts via MSE and
SSIM [12]. Higher MSE and lower SSIM mean stronger privacy. (3) Efficiency:
We quantify communication overhead and online inference latency, respectively.

Implementation Details. For the utility-aware tuning, we randomly sam-
ple 5,000 images from public datasets to serve as the public dataset. By re-
stricting the tunable depth to the shallowest ViT attention layer (k = 1), we
maintain a lightweight overhead of ~4M trainable parameters. This layer is
trained for 3 epochs using the AdamW optimizer |[20] with a learning rate of
10~* and a base noise level of o = 6. For the remaining obfuscation hyperpa-
rameters, including dimensional augmentation and parameter noise, we adopt
the configurations established in AloePri [18|. Finally, during evaluation, we
perform VLM inference using the default VLMEvalKit settings: greedy decoding
(temperature = 0.0), max_new _tokens = 2048, and dynamic image resolutions
bounded within [1280, 16384] x 28 x 28 pixels.

5.2 Utility Evaluation of COVERT

We evaluate the utility preservation of COVERT and its 8-bit quantized (Quant)
implementations across various VLM scales and variants, as detailed in Table [T}
Across five representative benchmarks, COVERT consistently maintains high fi-
delity, bounding the average accuracy degradation strictly between 1.53% and
2.81%. Notably, Part I reveals a distinct scaling law: the 2.58% initial drop of
the 7B model (2.81% for Quant) narrows to a highly resilient 1.83% ~ 2.28%
(1.68% ~ 2.42% for Quant) in the 32B and 72B versions. This trend demon-
strates that the superior inherent redundancy of larger architectures makes
them significantly more resilient to the parameter perturbations introduced by
COVERT. Furthermore, Part IT demonstrates robust generalizability across di-
verse variants like MiMO [14] and Fara [1]. Crucially, the Quant versions incur
negligible additional loss, confirming the seamless compatibility of our algebraic
framework with standard model compression techniques. Ultimately, restricting
the average utility degradation to under 3% across all settings decisively validates
the utility-preserving nature of COVERT.

The observed minor accuracy degradation stems from intertwined numerical
and evaluative factors. Numerically, the heuristic approximation in normalization
using obfuscated intermediate states 18] introduces slight deviations in feature
scaling within deeper layers. Furthermore, security-oriented parameter noise and
8-bit quantization inherently incur controlled precision losses. Meanwhile, re-
garding evaluation error, the LLM-as-a-Judge occasionally yields false negatives
due to benign stochastic phrasing shifts, penalizing semantically correct outputs.
Nevertheless, COVERT’s precise structural calibrations successfully bound these
cumulative errors to under 3%, fully preserving utility for practical deployment.

5.3 Robustness Against Hidden State Inversion Attacks

As covariant obfuscation naturally shields raw features and responses from con-
ventional privacy attacks [17,24,30], our comprehensive privacy evaluation specif-
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Table 1: Utility preservation of COVERT across varying model scales and variants.
The COVERT accuracy is reported alongside the degradation (|) compared to the

plaintext baseline.

Here, Quant denotes the 256-level quantization.

COVERT Setting ‘ Dataset 1 Dataset 2 Dataset 3 Dataset 4 Dataset 5 ‘Avg. A Avg.

Part I: Scaling Law across Model Sizes (Qwen2.5-VL Family)

Qwen2.5-VL-7B 82.97 55.11 64.87 85.01 68.10 71.21 -
COVERT 79.79 (13.18) 51.89 (13.22) 61.80 (/3.07) 83.87 (11.14) 65.80 (12.30)|68.63 12.58
COVERT (Quant)|78.41 (14.56) 51.56 (12.55) 61.67 (13.20) 83.94 (11.07) 66.40 (11.70)|68.40 |2.81

Qwen2.5-VL-32B 86.38 68.67 69.07 84.84 73.70 76.53 -
COVERT 83.59 (12.79) 65.33 (13.34) 66.93 (12.14) 83.65 (11.19) 74.00 (10.30)|74.70  |1.83
COVERT (Quant)|83.90 (12.48) 65.44 (13.23) 67.23 (| 1.84) 84.49 (10.35) 73.20 (10.50)|74.85 |1.68

Qwen2.5-VL-72B 88.08 67.55 70.80 89.11 75.20 78.15 -
COVERT 87.00 (11.08) 64.56 (12.99) 67.33 (13.47) 87.18 (11.93) 73.30 (11.90)|75.87 |2.28
COVERT (Quant)|86.53 (11.55) 64.22 (13.33) 67.47 (13.33) 87.05 (12.06) 73.40 (11.80)|75.73  |2.42

Part II: Generalization on Different Model Variants (7B Scale)

Mimo-7B 84.13 65.55 69.80 86.85 70.30 75.32 -
COVERT 82.66 (11.47) 63.44 (12.11) 68.20 (11.60) 85.36 (11.49) 69.30 (11.00)|73.79 11.53
COVERT (Quant)|82.89 (11.24) 61.78 (13.77) 69.33 (10.47) 85.20 (11.65) 69.50 (10.80)|73.74  |1.58

Fara-7B 65.09 52.78 55.93 80.47 58.30 62.51 -
COVERT 61.07 (14.02) 47.22 (15.56) 53.20 (12.73) 79.83 (10.64) 57.20 (11.10)[59.70 |2.81
COVERT (Quant)|61.92 (13.17) 47.33 (15.45) 54.33 (11.60) 79.75 (10.72) 56.10 (12.20)|59.88 |2.63

Non-Adaptive Adaptive Inversion Attack
Original Input Inversion
Attack Strawman: COVERT: Tuned COVERT: Tuned Semantic Recover
Untuned (5 Heads) (5 Heads) (16 Heads) AtcEE . N
’ =3§5 |'[Qwen3-lmnge:]:
' Prompt:

Please help
me recover
this image.

Fig. 3: Qualitative defense against inversion attacks. Non-adaptive inversion directly
yields pure noise. Under adaptive attacks, the untuned strawman leaks sensitive details
(e.g., license plates). Conversely, COVERT robustly conceals all visual privacy against
practical inversions, and completely prevents advanced semantic recovery.

ically targets hidden-state inversion attacks . Here, adversaries attempt to re-
construct the visual prompt from extracted attention scores from the ViT module
(freat). Because COVERT obfuscates ViT via head shuffling , we evaluate
two settings respectively: a non-adaptive attacker targeting raw obfuscated fea-
tures, and an adaptive attacker brute-forcing the attention head permutations.

Defending Against Non-Adaptive Inversion. When adversaries directly
attack the shuffled attention scores without resolving the permutation mappings,
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the inversion yields pure structural noise (column 2 in Fig. [3)). This confirms that
COVERT destroys the spatial information required for standard reconstruction.

Defending Against Adaptive Inversion. As to the worst-case scenario, we
assume that the adversary is aware of the attention block permutation strat-
egy |18]. Although fully resolving all mappings is computationally intractable,
the adversary can attempt a partial resolution. For example, solving the per-
mutations of 16 attention heads confronts a massive search space of O(PS;) ~
5.18 x 10® combinations. Therefore, we establish solving 16 attention heads as
the computational upper bound for feasible adaptive attacks. We evaluate this
adaptive attack on 100 images from public datasets, quantifying privacy risks
via SSIM and MSE to measure reconstruction fidelity.

As reported in Table[2] the threat of hidden-state inversion is highly localized.
In the untuned baseline, spatial information degrades rapidly as network depth
increases, leaving only the shallowest layer in ViT (Layer 1) vulnerable to visual
recovery with MSE around 3000, while deeper layers remain naturally secure
with MSE over 5000. Recognizing this specific bottleneck, COVERT employs a
tailored tuning strategy to precisely protect this exposure. Consequently, this
targeted tuning severely degrades reconstruction fidelity on Layer 1 compared
to the untuned strawman: SSIM [12]| drops drastically by 54.46% (suppressed
to 0.1550, safely aligning with the security level of deeper layers), while MSE
increases by 39.75%. This empirically proves that adversaries cannot successfully
invert the hidden states, ensuring robust end-to-end visual privacy.

These quantitative gains in SSIM and MSE align directly with robust visual
concealment. As shown in Fig. [3] under a 5-head adaptive attack, the straw-
man version without tailored tuning catastrophically leaks sensitive semantics
(e.g., legible license plates). Meanwhile, COVERT with tailored tuning in shal-
low ViT attention parameters completely prevents this leakage, rendering crit-
ical details unrecognizable. Even exponentially scaling the attack to 16 heads
yields no visual improvement, as shown in Fig. [3] Therefore, under practical
assumptions, the adversary can only brute-force limited attention head permu-
tation mappings, which is inadequate to recover sensitive visual details. Further-
more, advanced semantic recovery via state-of-the-art commercial models (e.g.,
Qwen-Image [29]) completely fails, producing only irrelevant hallucinations. This
establishes COVERT’s state-of-the-art resilience against spatial reconstruction
attacks. Crucially, this strong privacy protection does not come at the expense
of task performance: as shown in Table [l}, COVERT with tailored tuning incurs
only a negligible accuracy drop (less than 3%). Moreover, such tuning is highly
efficient, requiring only 1.5 hours of client-side computation on a single GPU or
about 6.5 hours on a 20-core CPU.

5.4 Efficiency of COVERT Inference

Finally, we analyze COVERT’s system efficiency, including communication over-
head from visual obfuscation and online inference latency from matrix expansion.

First, obfuscating continuous visual signals inherently amplifies the client-
to-server transmission payload. As detailed in Table [3] obfuscating a plaintext
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Table 2: Robustness against hidden-

Patch Exp. +0  —— Patch Exp. +2 B Quant. (128)

state inversion [7]. Tailored tuning ef- PachBxp.+1  ® Quant.64) A Quant (256)
fectively secures Layer 1 in ViT, the -6 -6
—aA —ah
only vulnerable shallowest layer. g-1e 18
g—z.u 2.0
Target & Setting  SSIM | MSE 1 822
Untuned Obfuscation (Baseline) 24 24
Layer 1 (Vulnerable) 0.3404 3275.28 2
Layer 2 (Naturally Safe) 0.2205 5737.62 Exp. Ratio (PNG vs. PNG) x Exp. Ratio (PNG vs. JPG) x
Layer 3 (Naturally Safe) 0.1575 5541.46
Layer 4 (Naturally Safe) 0.1078 5855.34 Fig.4: Communication-utility trade-
COVERT (Tailored Tuning) off. 64-bin quantization (“Quant.”) lim-
Layer 1 (Protected) 0.1550 4577.28 its transmission expansion (“Exp.”) to
Security Gain (L1) 54.46% 1389.75% 1.30x at a minor 2.39% accuracy cost.

Table 3: Communication expansion and Table 4: Online inference efficiency.
entropy. Obfuscation maximizes differen- COVERT maintains nearly identical la-

tial entropy to ensure security. tency compared to plaintext.

Format/ Expansion Ratio Diff. Entropy Setting TTFT TPOT Throughput
Metric Mean Med. Hor. Ver. (ms) | (ms) | (tokens/s) T
Plaintext 1.00x 1.00x 1.90  2.18 Plaintext 3864.89 26.73 25.17
Obfus (PNG) 7.68x 6.94 % 7.07  7.06 COVERT 3898.38 29.26 23.76
Obfus (JPG) 32.156x 32.34x  7.07  7.06 (+0.86%) (+8.65%)  (-5.93%)

image incurs a 7.68x size expansion compared to lossless PNG, and a 32.15x
increase against lossy JPG. This overhead stems primarily from dimensional in-
flation: reparameterizing convolutions into exact matrix transformations requires
duplicating images along the temporal channel and expanding the receptive field
(e.g., from 14 x 14 to 16 x 16). Second, to strictly preserve inference accuracy,
the obfuscated tensor must be transmitted via lossless compression (e.g., PNG),
precluding bandwidth-friendly lossy formats. Finally, obfuscation systematically
disrupts the spatial locality of plaintext images, driving both horizontal and ver-
tical differential entropy from ~2.0 to ~7.0 (Table . While this entropy surge
provides a robust shield against spatial inversion, it fundamentally neutralizes
the efficacy of standard spatial compression algorithms.

Therefore, to alleviate communication bottlenecks, COVERT can be opti-
mized by jointly tuning the dimensional inflation of P, and the quantization
levels. Aggressively quantizing the obfuscated tensor into fewer discrete bins
(e.g., 64) effectively reduces communication payloads with minor utility degra-
dation. As illustrated in Fig. [4] minimizing patch expansion and scaling quan-
tization levels down to 64 reduces the transmission expansion to merely 1.30x,
incurring a moderate accuracy drop of 2.39%.

Meanwhile, preserving real-time inference efficiency is also fundamental for
practical VLMaaS. To benchmark this for COVERT, we deploy Qwen2.5-VL-32B
using the vLLM engine under a high-concurrency regime (30 parallel requests,
1064 visual tokens per prompt). As reported in Table COVERT incurs a
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Table 5: Utility comparison on Qwen2.5-VL-7B. While DP-Forward suffers catas-
trophic accuracy collapse across all privacy budgets (¢, § = le—5), COVERT maintains
high-fidelity multimodal performance. Absolute drops are in parentheses.

Method Setting Dataset 1 Dataset 2 Dataset 3 Dataset 4 Dataset 5

Plaintext Unprotected 82.97% 55.11% 64.87% 85.01% 68.10%
e=128 0.07% (-82.90%) 13.89% (-41.22%) 5.93% (-58.94%) 13.76% (-71.25%) 34.10% (-34.00%)
e=064 0.31% (-82.66%) 18.89% (-36.22%) 6.06% (-58.81%) 19.00% (-66.01%) 32.70% (-35.40%)

DP-Forward [9] 07 o o7 o 207 ¢ =1 o L o7 X
e=16 0.62% (-82.35%) 24.11% (-31.00%) 10.13% (-54.74%) 34.22% (-50.79%) 33.20% (-34.90%)
€= 0.07% (-82.90%) 18.33% (-36.78%) 6.33% (-58.54%) 19.17% (-65.84%) 35.90% (-32.20%)

COVERT (Ours) Obfus.+Tuning 79.79% (-3.18%) 51.89% (-2.22%) 61.80% (-3.07%) 83.87% (-1.14%) 65.80% (-2.30%)

negligible computational penalty. The Time-To-First-Token (TTFT) experiences
a marginal +0.86% overhead and the Time Per Output Token (TPOT) sees
a modest +8.65% increase, culminating in an overall throughput decrease of
merely 5.93%. This confirms that our framework seamlessly inherits the highly
optimized KV-cache and parallel decoding pipelines of modern VLM serving
engines, guaranteeing uncompromising online efficiency.

5.5 Comparison with Baselines: Utility and Efficiency

To further demonstrate the feasibility of COVERT, we benchmark it against
two state-of-the-art private VLM paradigms: DP-Forward [|9] and MPC-based
PrivMLLM [32]. Note that a deployable private VLMaaS must simultaneously
satisfy the following: robust privacy, preserved utility, and lightweight inference
overhead. As shown below, existing baselines catastrophically fail in at least one
dimension, whereas COVERT achieves an optimal and practical balance.

Utility Comparison vs. Perturbation Methods. For fair comparison, we
adapt DP-Forward [9] to Qwen2.5-VL-7B |2| by injecting differential privacy
noise after the visual patch and textual LLM embeddings. As Table[5|shows, such
noise fundamentally destroys VLM utility. Even with a relaxed privacy budget
(e = 128), accuracy completely collapses: for example, Dataset 1 performance
falls from 82.97% to 0.07%, and Dataset 4 drops from 85.01% to 13.76%. In
stark contrast, COVERT preserves utility while protecting privacy. Even under
rigorous defensive settings, the accuracy of COVERT only drops to 83.87% on
Dataset 4 and 79.79% on Dataset 1. This confirms that COVERT achieves an
effective utility-privacy trade-off where traditional DP methods fall short.

Efficiency Comparison vs. Cryptographic Methods. We further contrast
COVERT with PrivMLLM [32], an MPC-based cryptographic baseline. While
achieving near-lossless utility, PrivMLLM imposes prohibitive efficiency penal-
ties: it relies on a restrictive three-server setup, demanding 2.69 GB of commu-
nication and over 5 minutes of WAN latency for a single request, rendering it
entirely impractical for real-time cloud deployment [32]. Conversely, COVERT
operates efficiently within standard client-server architectures. By shifting ob-
fuscation offline via exact reparameterization, it bypasses online cryptographic
interactions entirely. Under high-concurrency settings (Table , COVERT in-
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curs negligible penalties: a +0.86% Time-To-First-Token (TTFT) overhead and
a mere 5.93% throughput reduction. With client-side communication expansion
aggressively optimized to 1.30x via quantization (Fig. , COVERT securely
delivers the only practical, real-time solution for VLMaaS.

6 Conclusion

To address critical privacy vulnerabilities in the deployment of VLMaaS, this
paper introduces COVERT, the first practical privacy-preserving VLM infer-
ence framework to the best of our knowledge. Specifically, COVERT introduces
a modality-adaptive covariant obfuscation paradigm. By implementing exact ar-
chitectural reparameterization across the visual pipeline with a utility-aware
tailored tuning strategy, COVERT effectively defends high-fidelity hidden-state
inversion attacks. Extensive evaluations across diverse VLMs demonstrate that
COVERT achieves a favorable balance: robust end-to-end visual privacy, neg-
ligible utility degradation (less than 3%), and highly efficient online inference
(less than 6% overhead). In conclusion, COVERT bridges the gap between ro-
bust privacy protection and real-world VLMaaS deployment, paving the way for
secure, scalable, and practical cross-modal Al services.
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